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5lF

ARERLEE, MBTULERREEARG T KERR, BELLRE, SMBERTHEXALRETH

ERHRERNMES, MEEE, AN, RETMBFRHFFTHIERFE, B4 DeFi
MWKRRR T, XEARERNTAKREG. AFAAMERENRS ST ELLEHRESR
REFAMET . X 2024 F£5 2025 F L3 F  RIFEF X REFREHHEE (SlowMist
Hacked)£tit, RRBERHERERTLEH 531 ¥, KR EX 43.86 {23% 7T ; Web3 REET &
ScamSniffer g, X Wallet Drainer Y& K HF EERLLY 5.34 {ZE UMK, ZE MUK
37.56 At E—HFMHELFA, EEEXHZEALZLEKIEZNNENEK.

ERMEmMERHH—IERNACL. ERTFAFBARPRER, thik—LEBETHEREEEE
Rale MERREXAN SIRKEEN", BEPDE, REEY. RFEAEHNREEETIEE &
HE S EEENMERS L RXEFMWAR, REENRPIMEXRAERE, XM BRIEETRE"H
BE BRREMBATZEENRRNER

BREA-FRSLURN "MBEREFEE L AARKBATFER BERRENZEBRZE?EX
BR3FIEBNLL, 85 ER AL’ RRE —F, EEM'TER"FERR— R & #a9k8. WEHEA
UFIRE+ T RABE. E4XSARI, EM&RATES. AESHFEARFRETEEER
H—AE EEAPRZERME LR, EENKRNEERFIR, XBWKE, BHEEEH
BIRERE WRDEFREHIFEHER,

IERGNE, & FBERMERMR FHRRARREMRARNBRTALAN T AUBEE" MAZEFRAEM
BESSEHENLER, TRMEBLRKRAE, REMEMETE | BAED . ERER. AR
EFHEXTH ERRENELRIZE,. ZEVNINERIENF L HNAERERERE
IXEERE N EIFENRE XS KRR E — Bk, EXERZ, —RREMIREIRD, ATREEK

BERRERERBERW/LINED M—REMTEMERER BIFHESHIEAZTESR
BMRBELER

RA(RREMNE R EBREFM), ERHTFRIFHORERN. EFR—ATULHREKSE OF
LURBHIE AR N B IR, MERLLUEMXANAN, HBES NERE LBIRMERIESR.
ERETEFRAMAZ RABEXNELXRAMHIETAMNTEN, TRMEARAR, REE.
AN EREMLE RZARERREERES, BAILUMPHIIESECHES .


https://hacked.slowmist.io/
https://hacked.slowmist.io/
https://www.scamsniffer.io/

BAVRH, —AFMEEBRTEE LLTEHE, BNRERLFEEN —ERKFENZS R
o 78BN B M ERATRESL X R TF AL R . TR SR IR AL B 1N 18 th BE AR A s ok R 7 R M R R 5%
28, BMLERERR T HINHAR,

BTE RIEMBEROEEH SR, F5ERE L #RO KL,
t FIBER

=

RREF MY, EEBRXAF - EFRTRESMAEARMBENEN, DL, FEFIREM—REE
EEBERZHT, EMNFELERRRERSHRAMBBT, REFHER, HIMRERHEE. N5 TEE
ERIX 8, MBAXEELURENAREESE.

FRAEEFI T H

e Bitcoin(BTC)
Eb 4% T B Satoshi Nakamoto ((RAREE, W4 ) F 2008 &£i2H, 2000 FiEA thiFm eIt R R, thiF
MEF UTXO BE RTEBRXRSFHAL), BE—EXSFHBE LI HWIE, SLBREFEXEMW. &
B, LT MEZ AT E RMEREESY, LT HER, ERBERAEM, BEMEFERBEST
RHEE,

e FEthereum(ETH)
LIA Y E Vitalik Buterin F 2013 ££42H, 2014 EFERE, 2015 ELLZEMAIFHE—IK
Bo LAY ZBRIREANERESATE, HBEREXH DEX Ml DeFi £FRE, RLURIKES
HhRELRBME, UKT(ETH) ZUABMEMRERERT, AFIXMNRZFLR (Gas) kS
BARAE, BHETARR, UAHR—TEREZMNERESATES, IFTEELREHTBEE
lME R (dApp) ", FSRk DeFi(EFilMe€mt) NFTGERBER™ ) . DAO FAERKR, LK
YRR EE (Account Model), it IERLATRE, BREEEMNERNEAXRESR
FRIERE, 2022 &, UAHFER A (The Merge), M PoW i3iEZE PoS, REFEXIE T4,



e TRON(TRX)
BB FETF 2017 FHEH, TMTF 2018 F L4k, HFRERKTH TRX, TRON B LA RIIK
PR, FxeE ERKEERTTEEME EERKFERLFAF. BIARER, TRON ML
EFRERITHIB A USDT(TRC20), Xt SEUFIRE (K INFE A TRON M 4217 R LR FHF
DER, BEEERPFERXT,

e BNB Chain(BNB)
BNB Chain B % (Binance) F 2020 & #ttH, HI#FH Binance Smart Chain(BSC), @ — & A
EVM MBS M RE X 3REE, HIRAER T BNB, BNB Chain X iR E R, FERE, ESHA, L
DEXJEER, EAMEE K., BNB Chain EUAYHEERE, BRZTHEFTITNGE, HeaKmiZE,
BAREESHETBERER,

e Polygon(MATIC)
Polygon 2 LAKHHIT BAEZ—, R4 Matic Network, EIRH#EEMNEES Layer 2 HR, &0 ZK
Rollup. Optimistic Rollup &, SRIUERA . S 1EEEMR ZAK ., Polygon BEUKREEEEY,
HEEBERAZLEZTK, BEHTFERALS, BEHRAERERFRE,

e Solana(SOL)
Solana F 2020 £ L4, LieFEHE. BEEANKDER, B— KX PoHUARIEA)+ PoS (X
IR EEH RIS HEEE 245, Solana AF]ZAE EVM, EAMREFRIK - E N Rust FFX1E
E OHMNEH. TEEOMT TURBES., AERRNBRBEREEHMARMBREEZ—, Hln
ZERAMAMFEEHSBRAERERE,

e Avalanche (AVAX)
Avalanche F 2020 &E#i, B—&£XHFZFW (Subnet) MRREFT &, ERODRIRESEEH L
FIXREETITINE, AT BRIEE FF KB ML F4. Avalanche #JE % C-Chain &% EVM
, RRETEARESRTXRZHNEETFEES, Avalanche BIFMALEI B RE, BERTBESMTEE
& RBUE S AN B B RR 1R & IR

e Optimism(QOP)
Optimism @& F Optimistic Rollup HARMILLKLS Layer 2 W&k, REBABEUKRBEY, XSHEAK
FFAINERE KIBME1E . Optimism XA LARHEREES Y, FRERIXHEIERFR Solidity M



B, 4 BT, Optimism BIHKERE T - XZAOEERBUARENESE, ELMEBEERXS,
WEBFZBREMEMFARE - DEX Hik > BIEENFLE,

e Arbitrum(ARB)
Arbitrum 25— &£ F Optimistic Rollup BILLKA Layer 2 M4, RUATAFE58EE (TVL)
mi Layer 2 Mz —, B @i S Lt 5 LUK —3, 845 1D TR, FHHARX S
4 EEMTI B (40 Tornado Cash) hF@E A EMB AT, AIE S EHT AR, BETHEE, ®E
ERERERFEET Arbitrum ?m.%?é%%ﬂﬁﬁﬂ%ﬁilﬂﬁﬂio

e USDT
USDT & Tether AT XKITHIIRED, HEET, MB=ERAK, 1USDT=1FEx, RITESFEL,
KHEREZHERA USDT, REMERE. AIRERX 5, Tether AJER S HENMBIT RS, (BELTUE
leE_t—J/fl)lle:r EF"Lﬁo

e USDC
USDC H Circle & Coinbase Bx&#H, 2 AN 5 EAY, SREEXRETREEXE B2TE
®Wit, USDC RIFEZ & L RIT, HAAETMHENER, AREHENMHRITESE BELTEY
EXTERBIRXHE,

/'FE,]*;;'LI\*EE ch
®a

o RAHE KHAEL MNAGEHEEMBZREZD, ATMERE, MFHNELE (imToken) ., K&
FHEHEE (MetaMask) &,
o AEE BLEMILE, W0 Ledger, Trezor HFEHEET, AT REA~EFM. KPIEMH,

(X 3R & Hh 31

o FEMilt: AFMXZAFEENERKMIE, —BNRZFTEH MU, FATLUXBRAS.



(6]

Transaction Hash Method ® Block Date Time (UTC) From To Amount
0xa1f5ddb909d... Transfer 15566025 2022-09-197:17:47  0x9225CE41...A7d31E831 N 0x2d7C8e61...6182a7462 73

Binance deposit address Binance hot address
0x8b8268eac’... Transfer 14064766  2022-01-23 23:06:57 out 1,086.021449
0xb53a43462e... Transfer 13755499  2021-12-07 0:42:01 0xCdc22bFD...5A8669E59 N 0x2d7C8e61...6182a7462 1,086.021449
0xfdea0921b3b... Transfer 13477946 2021-10-24 4:01:38 out 10,871.363208
0x32f57883888... Transfer 13477815  2021-10-243:34:29  0x1275A8f8...1cA61A02d N 0x2d7C8e61...6182a7462 10,871.363208
0x3cbf77f680d... Transfer 12535001  2021-05-30 9:50:06 | 0x2d7C8e61...6182a7462 I out | Binance 5,011.2643
0x6€3204100b... Transfer From 12534638 2021-05-30 8:29:01 0x71F25432...60611da52 N 0x2d7C8e61...6182a7462 5,000
0x47ef403656a... Transfer 11991383 2021-03-07 12:36:27 out 35
0x239532ad94... Transfer 10779647  2020-09-024:20:57  0x471fD62c...BADea2098 N 0x2d7C8e61...6182a7462 35

4

o RAfEMit: XFFTATHERRMERML, SHER SEMLRE,

& Address 0x28C6c06298d514Db089934071355E5743bf21d60

99+

Sponsored: Advertise across our explorers and boost your visibility. Book your slot here!

@ Binance 14 Binance ® Exchange

Overview

ETH BALANCE
4 40,582.513959393412377643 ETH

ETH VALUE
$148,132,592.53 (@ $3,650.16/ETH)

TOKEN HOLDINGS

©

>$268,508,203.90 (401 Tokens) v

More Info
PRIVATE NAME TAGS
+ Add

TRANSACTIONS SENT
Latest: 9 secs ago 74 First: 4 yrs 100 days ago 7

FUNDED BY

Binance 31 4 yrs 101 days ago

o mtxAMilE: KA KYPF#Mbl, XRZERBDEEHK,

Token

€ Tether USD (USDT)
@) usbc (usbe)

@ uspc (usbe)

@) uspc (usbe)

@ usDc (Usbe)

& Tether USD (USDT)
€9 Tether USD (USDT)
& SushiToken (SUSHI)

& SushiToken (SUSHI)



(%) Address 0xBEOeB53F46cd790Cd13851d5EFf43D12404d33E8

Sponsored: Advertise across our explorers and boost your visibility. Book your slot here!

¥ Binance 7 Binance ® # Cold Wallet Exchange

Overview More Info
ETH BALANCE PRIVATE NAME TAGS
4 1,996,008.370102613548925904 ETH + Add
ETH VALUE TRANSACTIONS SENT
$7,309,183,981.50 (@ $3,661.90/ETH) Latest: 243 days ago 2 First: 6 yrs 284 days ago 7
TOKEN HOLDINGS FUNDED BY
>$46,434.73 (>401 Tokens) v S 0x00f94513...6D1a3f243 6 yrs 308 days ago

o EEMul: N AIEHIBREBHU, THERE,

£ Address 0x3464824903c2b8eae2895939096F2A4Aa1 C59C5A

Feature Tip: Add private address tag to any address under My Name Tag !

Overview More Info
ETH BALANCE PRIVATE NAME TAGS
4 0.000008611686646889 ETH + Add
ETH VALUE TRANSACTIONS SENT
$0.03 (@ $3,662.70/ETH) Latest: 149 days ago 2 First: 4 yrs 154 days ago 7
TOKEN HOLDINGS FUNDED BY
$0.00 (>205 Tokens) v =) 0x5f76f00Db...A54c6331A 4 yrs 154 days ago

o HLUMiN - MEMERSIMIL FREEAERS XIFFRR—TARKE, MEHE—

THEERLHEREN. SWATLEKRAS., 2RFS, BITEBEHE, LLMKIR
H.ERIXHIEE.



L Contract 0x881D40237659C251811CEC9c364ef91dC08D300C

Sponsored: u Remittix - Join the Remittix (RTX) presale today - don't miss your chance to secure 100x gains!

@ Metamask: Swap Router [/ =~ Source Code = # MetaMask = # DEX ®

Overview More Info

ETH BALANCE PRIVATE NAME TAGS

4 0ETH + Add

ETH VALUE CONTRACT CREATOR

$0.00 AirSwap: Legacy Deplo... 4 yrs 292 days ago

TOKEN HOLDINGS

(]

>$188,971.60 (>323 Tokens) v

o ZXMN -FLZ2IAPAKELSR, ERATHNASINMIEERS.

@ Contract 0xAF28bcB48C40dBC8652D450A6562F658fcO4BTe

Sponsored: Advertise across our explorers and boost your visibility. Book your slot here!

Source Code Smart Account by Safe ® Owners ® v

Overview More Info

ETH BALANCE PRIVATE NAME TAGS

4 9.34411529422890574 ETH + Add

ETH VALUE CONTRACT CREATOR

$34,180.90 (@ $3,658.01/ETH) Juicebox: Deployer 4yrs 17 days ago

TOKEN HOLDINGS

()

$226,033.76 (129 Tokens) v

1k (0x0000000000000000000000000000000000000000) o

ERhiE: ZE TR, ARXEMENANML, ERATHESREHERES, ML 0t



. Address 0x0000000000000000000000000000000000000000

Feature Tip: Add private address tag to any address under My Name Tag !

This address is not owned by any user, is often associated with token burn & mint/genesis events and used as a generic null address

® Null: 0x000...000 = # Blocked ® = # Burn  # Genesis

Overview More Info
ETH BALANCE PRIVATE NAME TAGS
4 14,123.425941382448463519 ETH + Add
ETH VALUE MINED:
$51,622,236.62 (@ $3,655.08/ETH) 5,026 Blocks and 2 Uncles
TOKEN HOLDINGS TRANSACTIONS SENT
> 179965481786219000555... (>400 Tokens) v a8 Latest: /A First: N/A

FUNDED BY
0xa89AC93b...2543F3E57 9 yrs 360 days ago

ReGEMETHR

o XRSFE RREFEPMMLE, ATRATHEHRZEFINF,

Block #23042969

m Consensus Info Blob Info

® Block Height: 23042969 < >

® Sstatus: © Finalized

® Timestamp: ® 5 hrs ago (Aug-01-2025 01:31:59 AM +UTC)

® Proposed On: Block proposed on slot 12265658 [, epoch 383301

(® Transactions: 109 transactions and 11 contract internal transactions in this block

® Withdrawals: 16 withdrawals in this block

(® Fee Recipient: Fee Recipient: 0x6897...f88 (U in 12 secs

® Block Reward: 0.004362010672765449 ETH (0 + 0.009867421207258149 - 0.0055054105344927)
® Total Difficulty: 0

® Size: 31,451 bytes



o XHZMFE (Hash) BEXZFHME—IMAF (D), ATERE—E#LRKISNAR. X
MEEXRZHHMEES, REMFRERS, A UERRENRFPERIIXER ZHF
A==,

(® Transaction Hash: 0x7214ce05ec66756b2e3e0effa9a413fb4add9e1c45baecb8c4e29172b34b6678
® Status: © Success

® Block: © 23042969 1713 Block Confirmations

® Timestamp ® 5 hrs ago (Aug-01-2025 01:31:59 AM UTC) | & Confirmed within 30 secs

® Sponsored:

Advertise on @M BaseScan

Scan Original

® From: 0xB6E2cb86fefE1b3f9a61135D07AF2d614D4043AB

® To: 0x0000000000000000000000000000000000000000 (Null: 0x000...000)
® Value: 4 0ETH ($0.00)

(® Transaction Fee 0.00003391207090528 ETH ($0.12)

® Gas Price: 1.341458501 Gwei (0.000000001341458501 ETH)

o Cas:EHEXGFMTERMEBEE EXARIK, XEASHFEELY Gas(BH), XA NE
XHBITERBBIAG, thREFHB BRI ZME, xR, EELHFTH S HEA ik
TSR TEE (Gas KIR) .



® Transaction Hash: 0xfaOec652b2e959ae33f4a774bc39da016fb2a64436e87a66c1782da239361c97

® Status: © Success
@® Block: © 20890900 2153816 Block Confirmations
® Timestamp: ® 300 days ago (Oct-04-2024 08:15:59 AM UTC) | (3 Confirmed within 8 secs
® Sponsored:
.
Advertise on ¢/° polygonscan
® From: 0xEbA88149813BEc1cCcccFDb0daCEFaaa5DE94cB1
® To: 0xA7A1c66168cCOb5fC78721157F513c89697Df10D
® Value: 4 0.04080424 ETH $148.71
® Transaction Fee: 0.000105ETH $0.38
- 5 Gwei (0.000000005 ETH)
@ Ether Price: $2,414.67 / ETH
® Gas Limit & Usage by Txn: 60,000 | 21,000 (35%)
Base: 4.287140895 Gwei
® Burnt Fees: ¥ Burnt: 0.000090029958795 ETH ($0.33)

o ET:{EF Mixer IRE S 11X (40 Tornado Cash. Wasabi) EBEX S KRS B, 127
s,

8f6c2b9bcsbc87093ef6ca31ed13f1065b275ff179c1e27aa08ca90eb2892b5a 2024/05/04 04:37:36 (1 & 2 T H#0)

bc1qwygjry8ylcug7vdfdyafucuktyryenx9ufOhtg ¢ 3.0703 BTC Wasabi V2.0(bc1q...exf4) ¢ 3.07024205 BTC

o Biit:DEX MY Swap #£4E, 10 Uniswap. PancakeSwap, &= AJRE1E RIS F2h T #fiz
=X,



m Internal Txns Logs (22) State </> APl

§ TRANSACTION ACTION
© Swap 78095.55 (§88,247.97) I EIGEN for 109.98 ($399,287.23) ETH on & Uniswap V3

Swap 109.98 ($399,287.23) ETH for 261,034.52 ($260,984.14) @ USDC on &3 Uniswap V3
Swap 4,338.64 ($4902.67) I EIGEN for 6.088111 ($22,103.64) ETH on &3 Uniswap V3
Swap 6.088111 ($22,103.64) ETH for 14,417.70 ($14,414.91) @ USDC on &% Uniswap V3
Swap 4,338.64 ($4,902.67) I EIGEN for 8,075.80 ($8,074.24) @ USDC on &3 Uniswap V3

@ Transaction Hash:
@ status:
@ Block:

® Timestamp:

@ Sponsored:

@® From:

@ Interacted With (To):

(@ ERC-20 Tokens Transferred:

0x1f3ee9ceed31e463d8e4bd6388f77dfdd4c6f20c51f8affa5c6259f3da2934f8
© Success
© 20891470 2153318 Block Confirmations

® 300 days ago (Oct-04-2024 10:10:23 AM UTC) | (3 Confirmed within 1 sec

Advertise on (M BaseScan

Scan Original

0xA7A1¢c66168cCOb5fC78721157F513¢89697Df10D

0x881D40237653C251811CECIc3646f91dCO8D300C (Metamask: Swap Router) o

LURCUECTEN  Net Transfers

From 0xA7A1c661...9697Df10D To [5] MetaMask: Swaps Spe... For 173,545.66828466 ($196,106.61) I Eigen (EIGEN)

From [ MetaMask: Swaps Spe... To -] 0x807cF9A7...2f0D9bD38 (*) For 86,772.834142330004 ($98,053.30) I Eigen (EIGEN)
From [5] 0x807cF9A7...2f0D9bD38 (L) To [5] MetaMask: Swaps Spe... For 288,135.759299 ($288,080.15) @ USDC (USDC)

From [5] Uniswap V3: EIGEN 4 (L) To [5] Ox: Exchange Proxy () For 109.977588069589813608 ($399,307.39) & Wrapped Ethe... (WETH)
From [ MetaMask: Swaps Spe... To 5] Uniswap V3: EIGEN 4 (L) For 78,095.550728096995600001 ($88,247.97) 1 Eigen (EIGEN)

From [5] Uniswap V3: USDC 3 (L) To [5] MetaMask: Swaps Spe... For 261,034.518202 ($260,984.14) @ USDC (USDC)

o B AREAHIARTRR FEEBEEFSVRANRESEK ERTEANESS

.88

(® Transaction Hash:
@ Status:
® Block:

® Timestamp:

® Sponsored:

® From:

® To:

® Internal Transactions:

® Value:
® Transaction Fee:

® Gas Price:

0x16ed29f9bf9914ea3b62e4e94829eaef10118d04e82849a285ef8a5700defala
© Success
@ 21967334 1077579 Block Confirmations

® 150 days ago (Mar-03-2025 03:44:47 PM UTC) | & Confirmed within 9 secs

Advertise on @M BaseScan

Scan Original

0x8Ab1D1d3E7db399835172576CcEObD1C200a1Ce8

0xD37BbE5744D730a1d98d8DC97c42F0Ca46aD7146 (THORChain: THORChain Router v4.1.1) (]

PURICUSI N Net Transfers

Transfer 257.26903778 ETH $937,300.03 From [~ THORChain: THORChai... To 0x9b3F783E...7274ba091

4 257.26903778 ETH $937,300.03
0.000060192806372036 ETH $0.22

1.542258484 Gwei (0.000000001542258484 ETH)



e InputData: HEEENRAMETHSHIER, AIfEE N Swap BE. BB AZEXBEER,
ﬁiﬁi‘iiﬁﬂ'ﬁ%ﬁ F.

@ Ether Price: $2,147.50 / ETH

(® Gas Limit & Usage by Txn: 44,103 | 39,029 (88.5%)

® Gas Fees: Base: 1.411482404 Gwei | Max: 1.542258484 Gwei | Max Priority: 1.542258484 Gwei

(® Burnt & Txn Savings Fees: ) Burnt: 0.000055088746745716 ETH ($0.20) 4 Txn Savings: 0 ETH ($0.00)

(® Other Attributes: TxnType:2(EIP-1559)  Nonce:0  Position In Block: 106

@ Input Data: Function: depositWithExpiry(address vault, address asset, uint256 amount, string memo, uint256 expiration)
sokk
MethodID: @x44bc937b
[0]: b3783e80751a64cc38b5613267e097274ba@91
[1]:
[21: 20
[3]:

View Input As ~ & Decode Input Data  [3) View In Decoder S\ Advanced Filter [ Write Contract

More Details: — Click to show less

e F[Eventlogs(EHHE) : EAMITIRE M X BIRIE, ATAKIRSI Token Ik, iR, &
WMET A

Qverview Internal Txns Logs (1) State

Transaction Receipt Event Logs

Address  0xd37bbe5744d730a1d98d8dc97c42f0cad6ad7146 (THORChain: THORChain Router v4.1.1) Qv
270

Name Deposit (index_topic_1 address to, index_topic_2 address asset, uint256 amount, string memo) View Source
Topics o 0@xef519b7eb82aafbac376a6df2d793843ebfd593de5f1a06@1d3ccbabd9ebb395
1:to Dec v = 0x9b3F783E80751a64cc38B5613267e097274bad91

2:asset Dec v 0.

Data amount : 257269037780000000000
memo : =:b:191du9ivk3k5YekuXFgtkoVei6pK76wZmf:0/1/0:dx:10

Dec Hex

S E S

o HMEFEECEX) - AFFERAFREZETEKS,, HFEEIXEIS, AIMBERERS, 12
fHEmE AL, BEEMIAREAR. BEZ2HHYE, 40 Binance, OKX %,

o EdlMEEE (DEX) SBITHEHEL, AFBEHILG XZBHEATM, REERF&REZHE
CIVFEASRRBRIERT, HEEERARLRAES, TEFEE—RTEEREE, 0

Uniswap. Curve %,



o PEEENT (Bridge) : SRIIBBEEH B AT, WEHEE AT AEEBRIF R~ E8E%E k. W
THORChain, Wormhole %,

o HRETE F=AMFSHERAKE CEX L ER™, KEREEFEH Binance &, IREFH
kg, ERTEERE.

UTXO 51 F

HLEFTMED, BEXZFNRERRENEM, SETFT—#H UTXOCGRTERX ZHE, Unspent
Transaction Output) %!, AL EEB N SHE'WRE — RAEERERKSA R, MIBRM
TR —BROE, RARKEHS, IHERTIRTFUKRNHERA KSR,

c45c3d7c972857f299e28192e3e30f9f2adc3fd3cdd1962f809faa869227fb65 2025/08/04 23:25:20 (2 KAl)
bc1gph3wgvnequn0cmz5jpvwu9yyyqz0sv8gex4wz0 1.27098433 bc1q46vmézggu0p22fc03m5gkfmwevimgasnleefl9 0.111
bc1gph3wgvnequnOcmz5jpvwu9yyyqz0sv8gex4wz0 1.1599801

BRIZIREXZ T 0.6 BTC, MR B —EHN 1 BTC B UTXO, RILERMIX 1 BTC F'Y]
H"0.6 BTC 3 {4, fRLFUIFEA 1 BTC AIEMA - HF /) 0.6 BTC #HEL KRS FITHI 0.4
BICHIRXZHR)RBELMBED, BEF AR REMRFERMML, MR REREKI I ERN
— ik, XA ik EE R FE#E (Change Address) , BE, A S NEBEXRSFBHER—TH
FIFihit, LUBERTL, Mot ER, BEXLEHRARED, hAEFRISRAEERMKaAH
WAL,

XENFIHZDERR: —F UTXO B AHETEET, MR TEE MBI BIRFINFEHRERN
HHYUTXO, BETRER, XFFFE1ZEIE UTXO, F=HE UTXO'MINTE, R4 MARUR R
£ (10 Litecoin, Dogecoin) R Kok EM., MHLEZT, UAHERA KFAER gD,
AP AT USRS IR, SEXSERBEREARS, MAER'FOEXMELEFS UTXO
B4,

HTEEXSFVATEEIETHA UTXO FAERFMBAE, Fitk UTXO BEXASFE S M A
W, Hepz—2kskihit, H—A N2 St (Change Address) , MBELBIEAESR, XA
it ERZFHAEFSE, FLASEBIREH—T2ES. M— 1 2 RKRKR XE8E ERTHXR
—EHE,



BRXEHS, AMTFHNEXRFEBERPEREYEHIEITH, BEXRBEURETEFERMT
BEfE. BTk, BMHEARREINLEMN—EXZATF, UAXLEAFHFENGFNE, ELF, N0
AR FHBER R,

(X 3R 8 31 52

—BMEETEMBT, ELERNE—HREMIXRERN LS, TRMRERARZIER. H#
IR, ERBRIEI-ZE5NEANAT, BETHAXNRLRTE, FRMNEESBHINES, Big
EBBEARRL, EE—TRlaeRHEE M, ERAKRENTHRNT:

-3 DU
Bitcoin https:/www.blockchain.com/explorer
https:/mempool.space
Ethereum https://etherscan.io
TRON https://tronscan.org
BNB Chain https://bscscan.com
Polygon https://polygonscan.com
Solana https://solscan.io/
Avalanche https://snowtrace.io/
Optimism https://optimistic.etherscan.io
Arbitrum https://arbiscan.io
RENKESH https://www.oklink.com/

F AL Etherscan 5], BARER— AN RIEERbUE, 55— A LAZEN W2 A0 RAE i A b,
HAMUFIERE, MRAIUE R ZIART, KTEFC. IRXRSEFHIE. Etherscan R HAth
NEREESAUINEAITHRE, FREX ST, BEFEY., EMERE B A&E



https://www.blockchain.com/explorer
https://mempool.space
https://etherscan.io
https://tronscan.org
https://bscscan.com
https://polygonscan.com
https://solscan.io/
https://snowtrace.io/
https://optimistic.etherscan.io
https://arbiscan.io
https://www.oklink.com/

EHHER BYTMRREHHRAHER. A
RE MU ANt I | FEIR SR

ETH Price: $3,619.55 (-6.32%) ) Gas: 1.023 Gwei

ﬂ" Etherscan

X 5 EfEl,

Home

@ Address 0x9D42A049F88f1DB4b304441081Aff7C40DB57BeA

Feature Tip: Add private address tag to any address under My Name Tag!

A This address has been reported as compromised. Do not send funds here. Reported by ZachXBT.

® Compromised: 0x9d4...bea

Overview

ETH BALANCE
4 0.000081596937618 ETH

ETH VALUE
$0.30 (@ $3,619.55/ETH)

TOKEN HOLDINGS 2 Token Contracts

$254.56 (2 Tokens)

[search for Token Name

ﬁ ERC-20 Tokens (2)

ASTRA PROTOC... (ASTRA)
123,977.159996 ASTRA

Dai Stableco... (DAI)
0.00268484 DAI

& VIEW ALL HOLDINGS
©®  0x5dd5b700f43... Deposit
©®  0x3e89cfcd252... Transfer
®  0x7380dbeecef...

Transfer

@ (O 0x1e607b2ff0d.

Transfer

Eit—
USDT #0K,

©

$254.56

@0.0021

$0.00
@0.9996

22892547

22892536

22866051

22865996

XA, FAVRLURE R R

ERR, LIMRKRIENKT, MRAXTRTRAFLIWIEthE
Mo EAMNKERER Token TMELIRE, LERIEXIMMHEERERE

More Info

PRIVATE NAME TAGS
+ Add

TRANSACTIONS SENT

HEE—E£X5, AUEIRAER - XZBEH.

XREE., Gas #

TH.EEXENAYVEHK,

0x9D42A049F88f1DB4b304441081Aff7C40D857BeA o’ % 4

Blockchain v

DELEGATED ADDRESS
0x63c0c19a...A07DAE32B

Latest: 21 days ago 2 First: 69 days ago 2

FUNDED BY
Tornado.Cash: 1 ETH

Transactions Analytics

Yate Time (UTC) From

2025-07-11 1:16:47 Com|

2025-07-11 1:15:35

2025-07-11 1:05:47

Assets

69 days ago

Cards New

promised: 0x9d4...

Compromised: 0x9d4...

Compromised: 0x9d4...

2025-07-11 1:03:35 0x13d3326b...695B990E2 IN
2025-07-07 8:13:11 0x451983E4...1D489c92C IN
2025-07-07 8:02:11 0x45192110...81Bb2c92C IN

%, M Token Transfers #8Z W, A LLE 33X
SEREHW, Hhthit HFAhi KHELHUEFFF S (40 USDT. DAL, USDC) , @
REEMBERXR. BRETHE, BRL1FRT

Tokens v

NFTs v Resources v More v | @ Signin

Developers v

W <> API =V

Multichain Info

& $258.72 (Multichain Portfolio)

1 address found via Blockscan v

Advertise on (P BaseScan

W Advanced Filter v

s Download Page Data 7 v
To Amount Txn Fee
OxOFCE3BT1e...3f3Afb3c9 0.8775545ETH 0.00007086
Blocklords: LRDS T... 0 ETH 0.00016587
Tornado.Cash: Ro 100 ETH 0.00514406
Compromised: 0x9d4... 19.9081974 ETH 0.00004965
Compromised: 0x9d4... 18.4161621 ETH 0.0000122
Compromised: 0x9d4... 0ETH 0.00001314

XA ik i K f) A R IKIE R, fln—

THEF A BT "H
BrEME, EBAIEER R
R =B B A,



Transactions Internal Transactions Token Transfers (ERC-20) Other Transactions Analytics Assets Cards Mow SW Advanced Filter ~

(D Transactions involving tokens marked as suspicious, unsafe, spam or brand infringement are currently hidden. To show them, go to Site Settings X
(D Transactions with zero token value are currently hidden. To show them, go to Site Settings X
1= Latest 25 ERC-20 Token Transfer Events (View All) ok Download Page Data
&  Transaction Hash Method & Block Date Time (UTC) From To Amount Token
®  0xfa25686f4b2.. Transfer 22902825 2025-07-1211:35:47 Compromised: 0x9d4.. ouT  0x451983cc...049f8C92¢ 01 ERC-20: ETH
@  0Ox4bf2bB4240c.. Transfer 22892658 2025-07-111:28:23  Compromised: 0x9d4.. outT  0x45192519..9a390C92c 0.1 ERC20 ***
@  Ox1460bf06ecf... Transfer 22892594 2025-07-111:15:35  Compromised: 0x9d4... our  OxOFCE3B1e..3f3Afb3c9 2,553.79512888 @ BLOCKLORDS (LRDS)
@  0x492c43c70b Transfar 22866076 2025-07-07 8:18:23  Compromised: 0x9d4. out  0x451983cc...049f8C92¢ 0.1 ERC-20: ETH
@ 0OxaD2e8c1bifc.. Transfer 22866056 2025-07-07 8:14:11  Compromised: 0x9d4.. out  0x45192519..9a390C92c D‘ISCAM ERC20 ***
@  Oxbd3cedB26b... Transfar 22865983 2025-07-07 7:59:35  Compromised: 0x9d4... out  0x45192110..81Bb2c92C 0.1 ERC-20: ETH
@  0xf236412f824. Transfer 22865980 2025-07-07 7.58:59  Compromised: 0x9d4.. ot 0x45192519..9a390C92¢ 0.1 ERC20 ***
@  0x83ce83d300.. Fill Relay 22795902 2025-06-27 12:53:23 Across Protocol: Ether H Compromised: 0x9d4... 0.01878363 @ Wrapped Ethe... (WETH
@  Oxc82dd76196f... Fill VaRelay 22795899 2025-06-27 12:52:47 Across Protocaol: Ether... N Compromised: 0x9d4... 0.95854701 @ Wrapped Ethe... (WETH
®  0xf1d0b74957e.. MoooZ108%6. 22795866 2025-06-27 12:46:11 Compromised: 0x9d4... ou CoW Protocol: GPv2Se.. 315342.34732222 ) QBX (QBX)
@  Oxccb8e780ff0.. Swap. 22568004 2025-05-26 15:58:35 Uniswap V2: BLOODBO... L Compromised: 0x9d4... 14,767,798,388 ERC-20: Blo...rie
@  0x47b492123f. Swap 22563321 2025-05-26 0:10:47  Compromised: 0x9d4.. out MetaMask: Swaps Spe... 50,493.94180252 @ PORTAL (PORTAL)
@ 0x7d07aa6744. Swap 22563317 20250526 0.09:59  Compromised: 0x9d4.. out MetaMask: Swaps Spe.. 107,950.028117 HyperCycle T... (HyPC)

RGN BB DT ANRR, YE MU 5 F S YR E (#4T DEX Rk, HRIBE.
Mint NFT %), RE2ERZEYARANEES (30 swapExactTokensForTokens B ‘borrow”) , iX
LT 1 RET EE B AR FI BT iZ b U R B SE M, 3 Input Data 4w, RAILIRAARED, #—5
BB ERMIRIENS . N TRAGHAS,, WalER#ASYRRBR, EFXBEEFE, HIME
e SR £, o, Event Logs IRFEIHEX R, EIERT EATMEAMEHNSHAT, HlnE
Nkl E) T % Token, B BT EHBAHE,

@ Ether Price: $2,465.83 / ETH

@ Gas Limit & Usage by Txn: 205,807 | 200,610 (97.47%)

® Gas Fees: Base: 10.698654637 Gwei | Max: 13.3230993 Gwei | Max Priority: 1.962404749 Gwei

@ Burnt & Txn Savings Fees: % Burnt: 0.00214625710672857 ETH ($7.74) & Txn Savings: 0.00013281182714754 ETH (50.48)

@ Other Attributes: Txn Type: 2 (EIP-1559)  Nonce: 113 Position In Block: 36

@ Input Data: Function:| swapAndBridge (bytes32 token,uint256 amount,bytes32 recipient,uint256 destinationChainId,bytes32

receiveToken,uint256 nonce,uint8 messenger,uint256 feeTokenAmount)

MethodID: @x4cd48ebd

[o]: dac17f958d2ee523a2206206994597c13d831ec7

[11: b614bd540

[2]: 00000000000000000000000022e898b6ceddd736e1b624b69ee44724091cch5c
1

[31: 3

View Input As v & Decode Input Data [@ View In Decoder W Advanced Filter 2 Write Contract



BRTEHSHE IEREMEKREMNARATEHEXR, fNRGEIEMERITHERH
B TEFERRZEZFRETN. FEIEMNE TRLHMILERAEBATR, BR4F
BHEILFER. ZRATBILNTE, REZRFHREBEEBIRMEEN,

KIREEN R B REM, hEERANELERAD EE0RAZ—MREEMNED #ERR
. Bk, BIMFET-—TNE-LIE,

BEFEITE

KERMAG, HMNEESERSEE~HE, RREE. SAXREIMMES EREG S MERR
EXNBRTHESH. EREEIATEM, BUMEERAERMIARG5EERITIE, Bk, BE#
ZAPMMLEFREATIHAFEERIE UXNESH. ERGHELREEH XS
T Erh, HIEF(SlowMist) BEMHAMELSTEREEEBELIE MistTrack BEIREFERAt
RAMEFER . IR X RGN 3R 28 L BURH MAKE", B MistTrack BIgE— "L IFERS
e —— EFXEEEEHIE B RERHIE,

MistTrack 9148

MistTrack AR iR 2T IEE, MER 7B, KEE1HE, it fiE, XETATNESNEE
BATHEDAFESHHIRGEER S BIRAERA. IRFAESNEN, MEBSHET2EGE
MR EHFARR, B 2022 F£ ELLK, MistTrack EERREZRETUZNA, RSAFE
TI0AAN EhEERAGEARES AEKRSEEXRELREEHPRETXRER BPR
BASBKMBTUARAHROSASKIZETE,


https://misttrack.io/

@ m | STTR ACK Home  OpenAPI Pricing  Toolkit MCP  Service

A Crypto Tracking and Compliance
Platform for Everyone

MistTrack is an anti-money laundering tracking system developed by the SlowMist AML.

We use on-chain analytics to assist in the tracing of illicit funds.

Eh ] @

K+ 300M + 500K + 90M +

Address Entities Addresses Labeled Threat Intelligence Addresses  Risky Addresses Identified

B 1L B AT, MistTrack ERRBE={Z M b #R2E, 1,000 + $8 L 3R4K, 50 7 + BUEMEIREIRE, 9,000
A+ Rt , REXF 18 FERAEMBEHFRMAKTEER BEZHASRLESHELE
47, BB, MistTrack th X #EEEEBIREE N, EFRABBIE Chainflip. AllbridgeCore. LIFI F&ER
MISHERBEFDPNETER, HFEHEREDR KEX—EX, TEEHFHBIEERM, MistTrack
EAEANAFREBEENDUEARXZE, BIANN & #Z2TMEERLEM. LT MistTrack 124#
RIR%ID D RE -

AML K2 1F5) - MistTrack EZEMMIEFTRE SRR, it IR R 5 &3, BEEE Rt
E=AEAEUE AML RERITS, ittt fTERANERREANETTES) St 5
EMMRREARFERSREN, RERFZMUIFE AR, R, F51EFEE
BRathi FERRBIES, MistTrack SN BE&R#E. . NERESFEERTHINS
it #TREIRIS. AFAIUBELERE—#, e &katthit#T RS, F3
Bzt FESRIEZRE, AFEATLUAT ST KR E RE, —RRIZHU X
BT HRE

Hh ik #R 2 - MistTrack TR 8E% 1R Bl th 1k AT B #ISR4K, 40 Coinbase 5% Binance, ¥&A] LATE i
Z 8 EFNEE T AIFREE, BN ENS. MEV Bots, DeFi Whales %, WKzttt E R E KK
App, 0 imToken & MetaMask, @33 MistTrack Rt FREThEE, RSB ELE T
fEMAXHhItMERER.



o RBXNFHNI/XBITHNAH MistTrack NAFIRBERFEXINER. 5EBHRXR
HENERZTR, FETRIEEEXRBETBEN, MistTrack RITHEMILHFAERER 5,
USTEEBHAXEEETH, BEAFEIFHhERE,

o PR NHT : KB RIMAT AR LEKE FUSTERNAXEEXLRE, GF
FERFEE. XREGHMXKES=1AE, HBEAS CE B Rl MEHR,

o iR / Ma¥E: AP R LLE A MistTrack ROUKE R AR DIRE, Wi E R B btk F U &8
BEMER, MAGERHERINEN RERAFECRILGR, AFEELLRM Whale
KOL pythilt, £@E T #EMAIMEE LIED), XNEREHFR S, IEFRERREDS,

o FERIL: MistTrack BE AWML ERERMUMAARAMBEHIZX R, AL
EEFEMGEFERPOKE BRBFRATHNER. TFHLEHEER & 24,
MistTrack X ¥ /7 B HIBER, KMAIERER, BB £Z6E, SREMMELER
(5

: ’
500.0 ETH EB,
Tornado.Cash: Router
0xd90e2...324f31b
(2) e
7.9943 ETH
O 0xba256...cfidbf0
608.164 ETH 100.0 ETH
zzzzzzzzzzzzzz a 0x93267...d145488 2024-07.13 64:39
Tornado.Cash: Router
0x34611...422e893 0xd90e2...32431b
‘ (12)
k 608.1451 ETH
Tinch: Aggregation Router V6 0xe2938...957014c
0x11111...8842a65 *
0.05 ETH 0.0 ETH
o 20240712 27 0x2913d...5c04a0f 2024-07-12 16:47

0x67104...4c71741

0xfofa7..72fad4a9

tinch: Aggregation Router V6
0x11111...8842a65

EA, B TR EFEEMM IS4, FAIF R T MistTrack OpenAPl, #tF XA RERNRAEFE G
/A



e OpenAPI #0OMRS @ HA OpenAPl, MistTrack 5% [B144 T ik BIPRE 51 5% . ik 4%
W, NETS. RRFEAERINR. XZFBAELER. XKETASWER. titEH SIS
MXSZXNFAMER,

MistTrack {& FH

LITE 20254 5 B 28 B Cork Protocol I EHHEIETFE, irE it R
Oxeabf30e360192bae/715599¢e15e2f765b49e4da98,

B4, BT BN Etherscan, DeBank R LL#IH 1B BB HEIRFI 3,761.878 wstETH, REIAHES 8
X5 0F wstETH HiR 4,527 ETH:

2025/05/28 19:51:35
© 0x8940...ada0

2025/05/28 19:50:59
© 0x060f...9e97

2025/05/28 19:49:59
© 0x95e7..fb86

2025/05/28 19:47:35
© 0xf947..5859

2025/05/28 19:46:11
O 0x713f..f91c

2025/05/28 19:46:11
© 0xab0a...6cf5

2025/05/28 19:46:11
© 0x2061..ba38

2025/05/28 19:45:23
© 0xa874..d5bc

2025/05/28 19:41:35
© 0x605e...0c50

fillOrderArgs
0x0000...0d%95

fillOrderArgs

linch

fillOrderArgs
0x2d58...631a

fillOrderArgs
0x2d58...631a

Contract Interaction
0x2d58...631a

Contract Interaction
0x2d58...631a

Contract Interaction
0x2d58...631a

Contract Interaction
linch

Contract Interaction
0x9af3...bb09%

Swap

A, FAT7E MistTrack A& thit F#17EH:

@ -1.212.2009 wstETH ($3,911,859)
$ +1458.7190ETH($3.911,701)

@ 2424402 wstETH ($782,371.78)
$ +2917485ETH ($782.352.85)

@ -265.9360 wstETH ($1,180,902)
& +240.3652ETH ($1,180,883)

@ -457.9925 wstETH ($1,477,974)
& +5511588ETH($1477.987)

@ -341.9547 wstETH ($1,103,512)
& 1411.5309ETH($1,103,561)

@ 2539268 wstETH ($819,439.83)
& +3055922ETH ($819.476.12)

@ 5112392 wstETH ($1,649,806)
& +6152590ETH ($1,649,879)

@ -376.1878 wstETH ($1,213,985)
$ +452.7362ETH($1.214,058)

@ +3761.8780wstETH ($12,139.849)



https://etherscan.io/address/0xea6f30e360192bae715599e15e2f765b49e4da98

¢ ETH

@) Hot Tokens
4 ETH

BSC
© TrRON
© Polygon
@ utxo chain
O Aritum
© solana

Risk Analysis, Intelligent Tracking

Oxeabf30e360192bae715599e 15e2f765b49e4da98

© usoT
¢ ETH
® BTC
usDT
& usDT
BNB
© TRX
@ PoL

TRON

ETH

BTC

BSC

ETH

BSC

TRON

Polygon

E6D)

jations

ne
Jase scam - 2
Jase scam - 1

I BTC ($330.7M)

Created At (UTC)
May 21, 03:26 AM
May 21, 03:07 AM

Apr 28, 08:04 AM

B MistTrack BB R, BT LASEIZth i g9 — L= 5 -1 ¥4 7 100 &R, 7£ Ethereum #0 Base
BEERS, MIERST7E May 20, &E—E£X 57 Jun 30, B#UkF| 4531.977 ETH, R&H 0
ETH, & DeFi 1 Exchange F#EX H,


https://light.misttrack.io/address/ETH/0xea6f30e360192bae715599e15e2f765b49e4da98

ETH | EOA®

<«

Portfolo Explorer
. i .
[+ Ewereum |
AML Risk Score (.. & Risk Report overview @ ¢ Data upda dsago G
Risk Score: 100 Risk Level:  Severe B Txs coun
| 0.0053 ETH | a0
© Theft La: C)
| Jun 30, 02:10 PM
© Malicious address
Total spent
| 4,532.7988 ETH
I 9 Outgoing txn
I 19 I 21
Detal >
Counterparty Analysis Transaction Actions Analysis ¥ Export Data
Incoming Transaction Actions Outgoing Transaction Actions
Transfer (16.67%) —DEC ) — DEX (16.67%)
@® ms Creato contract (50%)
Transfer (33.33%)
Exchange (75%)
@ DEX (8.33%) Exchange (75%) Transfer (16.67%) @ 0EX (16.67%) Transfer (33.33%) Create contract (50%)
Address Profile Analysis © g
« Gas fee source: Swapuz.com « Common use time: 10:00-12:00 14:00-16:00 (UTC)
@ Piatform Interaction @ Related Events © Related Information
1 2 0 0 3 0 0 0 0 0 0
Exchange DeFi Coin Mixer NFT Theft ® Phishing Ransom Laundering Wallet ENS Twitter
S} S}
Swapuz.com inch, Uniswap V4 O
Transaction Graph © OldDisplay D4 Sankey <@ investigate with OperaPl @ New Investigaton

e BB AREAEREHBEEL,

o

BE @ﬁqé‘“@ 0xfc0ab...flcdff4
s s

. ‘ 4527‘7()
Tinch: Aggregation Router V6

8
O9g &y
0x11111...8842a65 1.0ETH
Jun 19, 02:52 AM

4,861 ‘g‘;}w
0% Event: Theft

.HB. Oxeabf3...9e4dad8 "'fey;;’oa&% Oxeabf3...9e4da98
70,
2

Swapuz.com-hot

0x47713...d22762b
=

Uniswap V4: Universal Router

0x66a98...1dba8af



BEBEMNAERARBR MTEL:

#—4 3k B8 Swapuz.com ¥ A 4.861 ETH, IR ET AXE, BTREZWIEELERE;

EZABHAF/NER S, RTEfiksk, AUFIX/N\NERXRZHFRE:

Transaction Details X
Time (UTC) Sender Recipient Amount TXID
0x111111...f8842265 O
May 28, 11:45 AM o . Oxeabf30...49e4da98 0 (2 452.7362 ETH 0xa8741f...4215d5bc (O (2
(tinch: Aggregation Router V6)
0x111111...f8842a65 O
May 28, 11:47 AM - o Oxeabf30...49e4da98 O (2 551.1588 ETH 0xf9472a...3c015859 O (2
(linch: Aggregation Router V6)
0x111111...f8842265 O
May 28, 11:51 AM =0 Oxeabf30...49e4da98 O (2 1,458.719 ETH 0x8940ca...ac24ada0 O (2
(tinch
0x111111...f8842265 O
May 28, 11:49 AM - Oxeabf30...49e4da98 0 (2  440.3652 ETH 0x95e79d...acb7fbg6 O (2
(linch: Aggregation Router V6)
0x111111...f8842265 O
May 28, 11:50 AM =0 B Oxeabf30...49e4da98 0 (2 291.7485 ETH 0x060f81...69369¢97 O (2
(linch: Aggregation Router V6)
0x111111...f8842265 O
May 28, 11:46 AM - 0xea6f30...49e4da98 O 2 615.259 ETH 0x206175...f3b1ba38 O (2
(linch: Aggregation Router V6)
0x111111...f8842265 O
May 28, 11:46 AM A o 0xea6f30...49e4da98 O (2 411.5309 ETH 0x713f29...2d2bf91c @ (2
(tinch: Aggregation Router V6)
0x111111...f8842265 O
May 28, 11:46 AM Oxeabf30...49e4da98 O (2 305.5922 ETH 0xab0a99...33b96cf5 (0 2

[Z (tinch: Aggregation Router V6)

n ¥ Export

REHESRE &G — % TXID A 0xab0a99..b96cf5 MR BHITER, XERX HRYEH F 2539267
WStETH 5#5 305.5022 ETHRIRME. REFIREER 5, MEFF wstETH R ETH KIR1E,
5 k@S 8 £XR 5 HF wstETH 5y 4,527 ETH — B,



https://etherscan.io/tx/0xab0a997f307ff45d9fcbfd2672f108d49546b86104eb06146bf90c3433b96cf5

@ Transaction Hash: 0xab0a997f307ff45d9fchfd2672f108d49546b86104eb06146bf90c3433b96cf5

® Status: © Success

@ Block: © 22581052 485139 Block Confirmations

@® Timestamp: © 67 days ago (May-28-2025 11:46:11 AM UTC)

® From: 0x477CAC2fC44A60492A8B637b77a99BE4deBCEf20

@ Interacted With (To): 0x2d5805A423D6CE771f06972Ad4499f120902631a o

@ Internal Transactions: Net Transfers
Transfer 305.594960586459 ETH $1,081,130.64 From -/ Fluid: Liquidity To [5] 0x5141B82f...27640a190
Transfer 305.594960586459 ETH $1,081,130.64 From -] 0x5141B82f...27640a190 To 5] Wrapped Ether
Transfer 305.592227258019927378 ETH  $1,081,120.97 From [-| Wrapped Ether To [5] Aggregation Router V6

Transfer 305.592227258019927378 ETH $1,081,120.97 From || Aggregation Router V6 To Cork Protocol Exploiter 1

® ERC-20 Tokens Transferred: (4 Net Transfers

From Cork Protocol Exploiter 1 To [] 0x5141B82f...27640a190 (L) For 253.926761987444613656 (51,085,564.84) @ Wrapped liqu... (WStETH)
From [5] 0x5141B82f...27640a190 To [5 Fluid: Liquidity For 253.926761987444613656 ($1,085,564.84) @ Wrapped liqu... (WStETH)
From [ 0x5141B82f...27640a190 (U To [ 0x2d5805A4...20902631a (L) For 305.594960586459 ($1,081,130.64) @ Wrapped Ethe... (WETH)

From [5] 0x2d5805A4...20902631a (= To [5] Aggregation Router V6 () For 305.592227258019927378 ($1,081,120.97) @ Wrapped Ethe... (WETH)

EERANASHREER MTEE:

— A
|

F—1 2 1.2088 ETH & Uniswap X B, A& & Uniswap, %$F DEX Parsing i ol LUR R H X
EXRSHhREREAR, Bl 12028 ETH XA 1 wstETH



A

| Event: Theft |
0xfc0a...flcdff4

:[] PR 2
o

1.0 ETH
Jun 19, 02:52 AM

o
tinch: Aggregation Router V6 ml?wsgm
0x11111...8842a65

A S

W 20

Swapuz.com-hot
0x47713...d22762b

:[]

4z
tinch: Agaregation Routor V6

&
703 gy,
10ETH
Ui 19, 0252 AW

.w“gzw

0x11111...8842a65

Swapuz.com-hot
0x47713...d22762b

 Event: Theft )  Event: Theft |
V) Oxeabf3...9e4dagd8 %,éoé'qga% EV: Oxeabf3...09e4dag8
" o

82,

“h

uniswap va: unve  [C) Copy Addr
GG 0x66a98..
[ Edit Label
& Add Notes

T Delete Node

% DEX Parsing

[ Event: Theft |
i‘ ' OxfcOab...flcdffa
.‘r”‘

[ Evont: Thott |
Oxeabf3...0e4da08

3

| Event: Theft |
(ENED Oxeabf3...9e4dats "«,_,;n.g

© 12028 ETH
Uniswap V4: Universal Router
(IR 0x66a98... 1dbaBaf +1 wstETH

BEIANRUGTEALABCHMIEET 1ETH, EFXZ1E1E, AAIE— a5 LB E sherlock missed
it. ct > ds. uniswap hook is not problem.”, AIRE R MEFEBHCEMN ' EEX":


https://etherscan.io/tx/0x92a53d817e9a626292270d93259b10cba05a1e55bd0651ca7ef57b63b7294cf0

TRANSACTION ACTION

% IDM: sherlock missed it. ct > ds. uniswap hook is not problem.

) Read Chat @

@ Transaction Hash:
@ Status:
@ Block:

@ Timestamp:

@ From:

@ To:

@ Value:
@ Transaction Fee:

@ Gas Price:

@ Ether Price:
(® Gas Limit & Usage by Txn:
@ Gas Fees:

@ Burnt & Txn Savings Fees:

@ Other Attributes:

® Input Data:

0x92a53d817e92626292270d93259b10cha05a1e55bd0651ca7ef57b63b7294cf0
© Success
@ 22735663 330766 Block Confirmations

© 46 days ago (Jun-19-2025 02:52:23 AM UTC)

0xEA6f30e360192bae715599E15e2F765B49E4dad8 (Cork Protocol Exploiter 1)

OXEA6f30e360192bae715599E15¢2F765B49E4da98 (Cork Protocol Exploiter 1)

4 1ETH $3559.70
0.00002169347430888 ETH $0.08

0.931850271 Gwei (0.000000000931850271 ETH)

$2,521.84 / ETH
35425 | 23,280 (65.72%)
Base: 0.431850271 Gwei | Max: 1.160162775 Gwei | Max Priority: 0.5 Gwei

) Burnt: 0.00001005347430888 ETH ($0.04) & Txn Savings: 0.00000531511509312 ETH ($0.02)

TxnType: 2 (EIP-1589)  Nonce: 16 Position In Block: 129

sherlock missed it. ct > ds. uniswap hook is not problem.

View Input As v

ESNPBHREEFRE D ES 4,530.50 ETH A Frihtt

Oxfc0abde0abd0985e7a910f8874c3abf23f1cdff4, MiFiZitilt, ImE ST X ZutF ETH 3%

AR, &Y B, &2 10 ETH ¥ A juicebox.money, FI& 4,520.2 ETH 9% ABRHF
#& Tornado Cash(%F Tornado Cash IR HERXENAE ) :



B

R
e ﬁ.{;.?; o1 M
linch: Aggregation Router V& Z'G'!@&m I
0x11111...8842a65 *
" Sl OER,
-il:g?;:‘ﬁw L AL
Oxeabf3..9eddadB
s,
5
B,

Swapuz.com-hot

0x47713...d22762b

#HXIE

MBMELTBWER ZachXBT BT

< -

ﬁj\

=

Uniswap V4: Universal Router

0x66a98...1dba8af

Tormado.Cash: Router

g BN 0xdl90e2...324131b
B

juicebox.monay

0x1d961...1680cc0

10,0 ETH
Jun 25, D8:52 AM

4]

0x778de...Be0d03

0

0x65627...c9015b2

5 et
1023%-\6.
k-

N:OQ;’J'

ey
OxfcOab...fledff4

4)

m
G100 ETH

Tornado.Cash: Router

Oxd80e2...324131h

%"“'»;4 Oxeabf3...0eddads

Bn

O 12028 ETH
£

+1 wstETH

THA# ESHSFRFEROSINT) HEHRKHERTL

e Cielo- #&8:BER (EVM, Bitcoin, Solana., TRON %)

e TRM- Ayttt / XZHBIEEE

e MetaSuites - Chrome # BIEF, "I KX W28 LA MEAs 84E
e OSINT Industries - #B%5 / A& / BIEEH

o LeakPeek - HiEEER

e Snusbase - HiEEFEEIH

o Intelx - BIEFEZEN

e Spur-IP &

e Cavalier (Hudson Rock) - 1§ R Z5EV#E (Infostealer) &if]

e Impersonator - Chrome ¥ BI2F, AT thi& dApp &H

e MetaSleuth - K4 F TRM, (EERAIZERF

o Arkham - ZERRFEEF, RUKXAERE, QIZERMEZ 6


https://t.me/investigations

e Obsidian- BIEREEE / BX

e Wayback Machine - #1477

e Archive Today - FRS M T

e FEtherscan / Solscan - EVM / Solana R 3R ¥ 28

e Blockchair - Bitcoin B3R5 %

e Range- CCTP BE#E#XI K 25

e Pulsy- BBEFNKTRRE

e Socketscan - EVM FEHEHTXI Y525

e Dune- ERRRFYIEM I ITEE

e Mugetsu - X/ Twitter FAF7 4 71 58 12 %F0 meme M &
e TelegramDB Search Bot - Z#f Telegram OSINT &if]

e Discord[]ID - &t Discord Ik F{E B Z&Eif)

e CryptoTaxCalculator - :BER#h1iE B PNL (B S, Profit and Loss )

T—%, #IFRN-LEEANEERDERX, NEERBEHEIT TITHAEEM,

ENHRERI RN

AMERTERGSES, BREGERFREN ERER' ZHHRENEEZE -, BEE#LE
#Rs), ERRELBRZ—RRMMI ZARK BEFEEEREMRLH ITHRR" KT
BENKENNAERIANX, FPIREIERRERBFEEN1TA.

#| 22 4% (Peel Chain)

#| &8k (Peel Chain) 2 E—MBE —RIIT K/ NFR ZEKEFREREMZLTHRR, 2RRE
AP ELH—MRZERX, XHETAXEEMN—IR" it Frig, 2t ATee 5 IEEEDH
X, flanshit AR EF I B A C, MEBIIMU B HET L HIFERTE2R/NE, BB
it C HYE G KBRSy, Mtk C RAFEEFHEI DUNR ) M E(KH ) , KRR, EEMBLUER/N
HIBEF R 2R 2 itk 1R R



—NERK

BHBRIIRFESE, SATAEMNTERARE, FHET/LIEZ LB hikit, Fian
—Z41E 10 75 USDT MR 5, RIREM TN 9 50 2££9 2000 USDT HI#IK, St Bt —H4F
o EH BREFRNBEREKEN, BHERRSITE. HE RERE . MBRRIRASEIR.
ERBERMEE, FEfERE-REFEENET. ELELAWNETIENSE, MEFIUE
— KM A PD, MNASETHMNRERE X2 -—HARBHOLERRE,

Main
Address

100.000 USDT

Intermediary
Address

2.000 USDT 2.000 USDT

@ intermediary Intermediary @

Address Address
o e
2.000 USDT 2.000 USDT 2.000 USDT 2.000 USDT
S . g N
Intermediary | Intermediary
2,000 USDT Address Address 2.000 USDT
2.000 USDT| 2.000 USDT v 2 000 USDT | 2.000 USDT
0/ ® \0 > J o \

Intermediary Intermediary
Address Address



LT

REEEBRIRE, ZHRMNAXEBRRE, S U RER—RFREREH, BEXETS5EM
8 dApp XE, EMAREMELFERERESREITH, ARTFRITHEERRBFREZEE
BEME N, EEERGRERLSHRERRE, DRERIERS R MATEREBE I

Intermediate
Address1

Intermediate
Address2

CEX or Mixer

iEe T 2= 52 FH

EMBERTERTHHMELASKREMHEETE EREIFNESIANEANE SHEMAR
BEs—48, FRHREE5RIBRFELTE——NN, EBAMIERE Tornado Cash, Wasabi %,
EMRBEEEEEMEERELTA, fINE—FEATE. HFENEEFNE,. RSRATHE
IR RI U B REFHE, AT HEREETAER, ETHEBERALIE—AD. ER%A

H. PRI EFE FHREH 5 REE ZHRZNNXR, BEAX LHWEREKRS, LH

FEE A T (A0 XMR) BUEM MBS & EAY, BEREE SR LT,



Main
Address

Output New Path
Address / CEX

5 HE TRk A

NABEFENGEZEEER, NEEREIBEMREFBEIS —F0468 BEHFRELR
%, BRAHFMHILEEE THORChain, LayerZero, Across %, BArEENIZ A T E B R IEHIMLE (40
TRON) , BTN EERTRERMERBARNIT BERRERLBAS~R TR, BEPH. B
it BEERE, #— S IREBER I,

Cross-
Source Chain Target

Blockchain Bridge Blockchain

Address Address

Contract




EX—H%

AREERTERBELG4P, XEEFERAERNEARNFRAFE~S—HEE—TRDHE KD
BRA BHXEMISG—EE, BTSRRI, ERTHEREEMBMHARSEREIN, BF
RERBTH BELSHIHAEMNBESIE,

' Platform Central ixternatl
Wallet ccoun
Addresse: o

P2P / OTC

REEABTETSE. BEFSIEA L EKEFEEMIEERRS KRG, EEFEFA P2P F
B8R 5 (OTC) A SIBENE KYC K B ATST Al B8 1R 4, 155 R ™= 5 E T ERFA
Mo, a0, Huione Guarantee CCEEIER) ERN— PN UFBIMR AP LHIBERRZFE, HINE
AFRFIREDSE, S—SEEEERBETRZESNHETER #—PERELFAEEEX
B ZEHBR,

PP(RXR)FER—MATRAEERXZMELM SETM™HE, 8240 Paxful, Bitquick.
LocalBitcoins (BELLIZE ) &, WEENALXTELEHMWAFEEEBRERS, HEKRITH
T, XMAE/BIEXMT. PayPal EEALSZRERNM, ERZHAF AWK, S IERSZL TR EKX
OXRETITEERZEAMENRIENG, —BXF TR, BEEERXXEM,

OTC(Over-The-Counter) R ZMIE @I H N L LANRITHRFETMELTHRE, BEFRT
Telegram, Discord E# X F &, XL OTC RFFREEFAFERT~XKIR, hFAEKRXK



B, NRTHERHB'ER. 5%, THEEHMHEEE, 85 OTC PN EERAREME, IAKS
REEZEEHREFES, AHRHE - X RN'RS.

ERAELANER A EE, FERTEAIREH— D RAMFREETRMEE/NERZ A, nELmE)
el ENBRMERMFES, FIAESE KYC/AMLBEREREE R RRE, RERAEFEEIE

ZEAXMGCHTRE. BEKSFEAXKAAEHHFART, 2N Monero, Zcash FEFAT
MEERE FETRELRRERETI.

;e Fiat Account

Transfer OTC / P2P BN  .sh-Out Point
Address Receiver Addresses

;, Anonymous
Crypto Wallet

SRULEXENL, BEEGIENE REEASHWETHMEFFE AERETRESSME
BE, Blan4Roy + Btk + BT + BIAK MXMELMAST BEASHEXREFHAMENM E R
R, Aitt, BERAERIRAFA IR CEER EEENEMRZENERBFTHIER
—— FERER P HERIA P ERHESK AR SH ER 2 AN, BIRFEEERIEMR.
T—T, BMNFEAXRARE  MRMBMHBPRENZEE, F— B NIZMT L ?

WET ELT
FE (R R 5 B 25 4 5 ST ) PR, B RIRE M, BN B BROERSKE, S AAS

BBEA . HBEEENEUES SN, B, HEMHREFTTHE, BINNZELEH?


https://github.com/slowmist/Blockchain-dark-forest-selfguard-handbook/blob/main/README_CN.md#

1L 3R 5T
—BRAAFRE, ILRKZRE— LR MEBES WA THE:

My —: RERLEMR

o EWHEARE (MBEXREHEBE™ ), AXFMNKRFHBERLEC, SET BH
RHGREBIV]E;

REZRBAXHREAERN A (A0 USDT, USDC %), MAFE &Y, AIRdBRRE1TA
HiEAE

MBRIE=FRATHMERZA(CEX), RIRKER ZIGF. iHE, HitFER, RiX
FERERFFERE, BEHXZATELEAN ARIFILANFE HL ;
HReNMAL A LR E T4 EEERS HT T B (30 MistTrack) :BER B R IRE, HRicEE
=M ;

Lo, MBEANECERODIMEFT AR, THREEEESSHEECHFENSLIR
ERER, BEl, fLEIRRENAFXLZLTIEHRTHIA HEERESNRIEESER
FraEl, X FEAEEESERBATLER LS,

M= BREEMGE

REXBREQ. MCAREEFEE MK,

REZRNFER, FARNEETI B Revoke.cash RETEUH I SR ;
FRFAABEXEFHBEBFERLERIE(MFA), HLEETESKPHE—5 AR,
U REAREEERFIAMAD, SFEXNNEESG. RE%S. CitHb B %;
HEEEESE'BRER EME~EE'RE, ABREXRAEIERRIMBIAN,

Rz

B2 AE—RNIREAEE. e, BEGE, KMETF T XRILE, REEMI:
o AMEREIM, RIFHMMEE, RBFRWHE, FED EXNBMBRX G, RIEFENZGRREE
b A 5 BRE;
o EFRMEBFAAHRXIEEE, IR Telegram., BB . M EH WK B, BIR7F Telegram
. BIRAF 4. BRFE 1P, SEEFRBHENEE,;
o EHSRFRMTEER REKOLMFEE. EMAE. N XEERIEHMH,


https://mp.weixin.qq.com/s/G7A0V7ShxMna699MUMOrqg
https://revoke.cash/

HITHE A
BMEMRA R RESTE T, tha] LUET X REEX 2870 — L T B i L5l i -
o TERXIREERVIZRMAMAHhIL, MBELSHBIRE;
o {HFA MistTrack #4748 ERRZFBER, REIBEEZRH/ET. B SRAFMEXZFT;
o 4& MistTrack Ryl E{R{E R, EFZihit REEEHBFIE N RS VEwRME X ;
o 45& MistTrack I—RBSHIBREDIRE, MARRTLAMAR, HEERESEES TR R
STREFERHTH;
o J[FHEHMUIZRE MistTrack FE A&, hBhth A B IR,

xR T A4

EETRAHBERER BURERKRTULRE AT FITIHE:
o HINMETERFEBER REEBGHH,;
o HIETEFRBMEDASE, ERFREMAFHAXZA)
o IRMHEELHIE RS, 5EREHITRIISIEE (40 Etherscan L& E) ;
o HERBERHRE, SENREMH,

£ _EIFi% (On-chain Message) EZ R R B EFRIER ™, ERAXASE:
e f[thereum

e Bitcoin

REBRES EEDE

BE{REER A BRI RF I, RERA, KAFESEREKAETFHFEENE:
o MIFFEMESKRE;
o HEFFAMH.ME - XZHM. NFEE., MEK. REAETF;
o EERASHARBNXZM BURNKREFERERDEMH,
o BRZNEEE AZUKNKERE RAILXREDERIE,

FERHSEGREE

RIEZRER (LEAR LEBRD), REGESESL / #TETHRADE, \TUREMER
TEER ATRE&DE:
o HELR RZWE. WML, BTITH, BHEF


https://mp.weixin.qq.com/s/76u8R1c1411eQRd1aj85SA
https://mp.weixin.qq.com/s/2Uoxtfl0NB8W9jHiJEEN0g

o HETLF HBFEIM. Telegram ID, IP Hulit, IR RIEL;
o MRXEK: ZEFMEAIEWE S Rug Pull'BE{kH#E %,

A] BB iR R4 Y Token

BRl, XBFEAFRENHMSSKTNT:
e USDT, K1T™ Tether
e USDC, &17/ Circle
e MERL, K17/ Merlin Chain
e BUSD(Binance USD), &1T® Paxos
e TUSD(TrueUSD), &7 TrustToken
e PAX(Pax Dollar), &4T# Paxos
e GUSD(Gemini Dollar), &47# Gemini

RERTBEEFHOMEMRTING, RITHTERSITRE T RE 2R RE T, XFHN
PREE AT R ERER, MiF, RRFAHMIEZED, BRMBERETPREH LT, FEE
RERHATRREAFERSE, —BERAFLEEFEEHETHN, FERMEEFHEARLEFA, BE

KA, BRI, BESN, BHEARBEEE. MEBRK, T8, BIFEAERRIER
—— WENRBE AT, BERE. ERRENE, UREITEMME R,

BEETTIBER T

St

Bridge 1+ 4A

bEE LEEADHRE, B M—ERXRERH—FRIREMTEFTRBBBK. B (Bridge)

BIEMA, BAEETREZAGE=MHFEHEZAMIRE, ENROVRR: RFRAFE—K®
EBER™, 5 —FELRGEERTHRSTARA (Wrapped Token) i EERBRER™, K

TEE R EBBEENRTR & LR, URERE NS ITTRESBIREKE,

BRTEREEFaE:

EFRIMERIESR



B KRB ME SRR, B A 88K R E AR E P im (Light Client) St ZF £11R1E
B, Rett5 B RERE—H ikEaena.
X R H : LayerZero, zkBridge

o N:EFES RIEMARK NEREEKRS,
hAkER / MERER
o B —HE=ZATAMBELEHFPREETBRE . EE2EPDVEEE, BEE
EERR,
e KFIME :Wormhole. deBridge. Axelar
o Xk ZREMEBAMAT AMBMEMBEE, FELBT REBMTTEE,
Z2X/1EER
o B APFAFYEARESRESAY H— AU EARING, T BIRES
ERRAS SHRES, BERE,
e KFINH : Multichain, Binance Bridge
o Xi:BHAEMEIRE ZEXEPR—BHBEFSBENASTEWE TEZEBENEES
4 (30 Ronin, Harmony) #8J/& F 1tk 3,
AR
o Bl FBIEEIAS, MBKRBPULE L EREMBITHIR, K4 DEX B AMM 3 ; 5
BITARRE 5, MIEELER~ME,
e {XXRIH :Hop Protocol, THORChain
o KB KBRIMEMNE BERMFRIBEBERITERLR, AMM MIE R ATRESIRE
Rk,
JR & B 5%
o R HERRREEAZIKLIFRXAMEREY, AT L1 5H L2/ MEzE, 22
EHNEHRE, BERAISE.
e {XFIIA : Arbitrum Bridge. Polygon PoS Bridge. Near Rainbow Bridge
o N FHAFBFZARIMESHFENITEER, BERIE FERTEMXS.



REMELBRET - T OENSHNBEHEE: — M A R — Mt RIK, EEERHEEEN
XHEBEENT AT, —BREBETH, REER"HIKF B ARgEa) HIK 2 B EEENICRE
B BEERSHBE WEMEHMNE B THE" Bk, XINFIER. s, L2 iEeE
MUARGHFEELEFIR, XHICKARERT Layer 2, Rollup EHBE. EFAESLNBRAZH,
XEREBSHTZRK MB-—RNERX-HE RN HC-BRHTE, AL BEPTRLSH
R—"hl" — REFBARERERD, MBHNERS—1T#L XHEEEIAXLETER
MEMERBRE, TEE + 5r + BT AS R,

Bridge 734

EMERFBERT, BEERNEEEENREDE2—, BBEERFETE BHE BT
UETFUTIAANAKBITEE:

AR — BN KSR

REREEMNARFEZERIZBEETZEAE Explorer, LI Bybit B4 B & # ikt

0x8ab1d1d3e7db399835172576cce0bd1c200alces Ju45l, iZihit ik B py a4 @i
THORChian Bt 1TE54%, FiMm BTC #htit:

1= Latest 2 from a total of 2 transactions ol &% Download Page Data 7 v
(®  Transaction Hash Method @ Block Date Time (UTC) From To Amount Txn Fee
@ 0x16ed29f9bf9 Deposit With 21967334  2025-03-03 15:44:47 0x8Ab1D1d3...C200a1Ce8 THORChain: THOR 257.26903778 ETH 0.00006019
©®  0x3463e5c003... Transfer 21967325  2025-03-03 15:42:59 0x6591c653...b4FA3e3ab IN 0x8Ab1D1d3...C200a1Ce8 257.26918276 ETH 0.00004914

#£ THORChain B9 Explorer i A J5453C 5 89 Hash BH{TEW), AILUER B RIBEEEM TR, £
FEE Y AL


https://etherscan.io/address/0x8ab1d1d3e7db399835172576cce0bd1c200a1ce8
https://thorchain.net/tx/0x16ed29f9bf9914ea3b62e4e94829eaef10118d04e82849a285ef8a5700defa1a

0x16ed29f9bf9914ea3b62e4e94829eaef10118d04e82849a285e8a570...

Swap

257.26908

$58

Inbound ~

firmation Count

Inbound

Swap v

Outbound

Outbound Fee

ERBEMNERNTR:

executed on #A ASGARDEX

Ox8ab1...0alce8 1t | (4
16ED29. ..DEFATA T | (&

85 Nodes

0.0000602 ETH.ETH ($0.12)

Done Confirm Counted Observed

191du9...76wZmf * | &
EE555B...89F829 1 | (@

Done Signed

6.60002307 BTC.BTC ($1.98)
9.02 THOR.RUNE ($0.02)

b 5 HERT X 5T
Solana Wormhole https://wormholescan.io
Solana Mayan https://explorer.mayan.finance
o https://explorer.symbiosis.finance/tra
EVM Symbiosis .
nsactions
EVM Synapse https://explorer.synapseprotocol.com
EVM/BTC Chainflip https:/scan.chainflip.io/



https://wormholescan.io
https://explorer.mayan.finance
https://explorer.symbiosis.finance/transactions
https://explorer.symbiosis.finance/transactions
https://explorer.synapseprotocol.com
https://scan.chainflip.io/

EVM Socket https:/www.socketscan.io/
VM / TRON Bridgers / SwitSwap https://explorer.bridgers.xyz/
https://explorer.allchainbridge.com/
EVM Rango https://explorer.rango.exchange
MultiChain THORChain https://viewblock.io/thorchain/
EVM PolyNetwork https://explorer.poly.network
EVM Wanchain https:/www.wanscan.org
EVM / Solana LI.FI https:/scan.li.fi
EVM / Solana deBridge https://app.debridge.finance/explorer
EVM Stargate https://layerzeroscan.com
EVM Layerswap https://layerswap.io/explorer
Circle CCTP Bridge https://usdc.range.org/usdc
CowSwap https:/explorer.cow.fi

AR RREEN E B EFLENT

BN 85X BT 25i% A Explorer, AT LLET KX M5B R EIEHEFMIER, LI BSC Hhilt
0x572b4482878B62276F3B0DH27A0A90A013a4ad5b I, Z bt i Wk Z# 100 BNB @it
Bitget Swap #1T7T 3 EsHE:

(®  Transaction Hash Method & Block Date Time (UTC) From To Amount

©  0xf437dfbébcé... Transfer 37366493 2024-03-28 14:36:32 0x572b4482...013a4ad5b our  0x37607F2c...85a1aBAD3 0.00410697 BNB
©  0xcef23d00bds... Send V1 37357556 2024-03-28 7:09:00 0x572b4482...013a4ad5b out Bitget Wallet: Swa... 33.59 BNB

®  0x15f5abe059f... Send V1 37357537 2024-03-28 7:08:03 0x572b4482...013a4ad5b out Bitget Wallet: Swa... 33.4BNB

©®  0x70faf9cd3e2... Transfer 37357523 2024-03-28 7:07:21 0x7E98982d...11cef2783 IN 0x572b4482...013a4ad5b 0.000001 BNB

®  0x5c22b19097... Send V1 37357516 2024-03-28 7:07:00 0x572b4482...013a4ad5b out Bitget Wallet: Swa... 33 BNB

®  0x3a503bcbb1... Transfer 37357497 2024-03-28 7:06:03 0x7E982212...928717483 IN 0x572b4482...013a4ad5b 100 BNB



https://www.socketscan.io/
https://explorer.bridgers.xyz/
https://explorer.allchainbridge.com/
https://explorer.rango.exchange
https://viewblock.io/thorchain/
https://explorer.poly.network
https://www.wanscan.org
https://scan.li.fi
https://app.debridge.finance/explorer
https://layerzeroscan.com
https://layerswap.io/explorer
https://usdc.range.org/usdc
https://explorer.cow.fi
https://bscscan.com/address/0x572b4482878B62276F3B0Db27A0A90A013a4ad5b

HF Bitget Swap /&% Explorer, FT AR &R E B RKIREEN 2R B RE B EREHNER.

LI R R B —EBEHER 5 0x5c22b1...7e3a64 F I, {F AR H4EERI K25 (40 BscScan) &, &
i & i Decode Input Data FEIfHTEHIE A :

(® BEP-20 Tokens Transferred: (2 Net Transfers

From [2) 0x172fcD41...4f546f849 To 0x11235534...41539D1C9 For 19,349.134113583837691654 $19,349.13 (%) Binance-Peg ... (BSC-US...)

From [3) PancakeSwap: SwapRouter V3 (0} To [3) 0x172fcD41...4f546849 For 32.901 $21,476.93 Wrapped BNB (WBNB)

® Value: 33BNB $21,558.68

@ Transaction Fee 0.002329542 BNB  $1.52

® Gas Price: 4.5 Gwei (0.0000000045 BNB)

® BNB Price: $583.45/ BNB

® Gas Limit & Usage by Txn: 1,137,417 517,676 (45.51%)

® Burnt Fees # 0.0002329542 BNB ($0.15) (2

@ Other Attributes: Nonce: 0 Position In Block: 38

@ Input Data: 1 _orderInfo.sender address 0x572b4482878B62276F3B0Db27A0A90A013a4ad5h
1 _orderInfo.receiver address 0x05ae12A468e0eDD6C2bFO5753dE3aCcF33267C6F
1 _orderInfo.srcToken address
1 _orderInfo.dstToken address ©0xa614f803B6FD780986A42c78Ec9c7f77e6DeD13C
1 _orderInfo.srcChainId uint256 56
- _orderInfo.dstChainId uint256 728126428

'O Switch Back @ View In Decoder

EAXE:
e receiver: FEEE R AR Ik Hh L ;
e dstChainld: (E4ErY B ¥réE.

H140, tLE 3T HRY dstChainld & 728126428, {3 TRON %%, BIM BSC E&485%I T TRON, &
FEMZ, T receiver (0x05ae12A468e0eDD6C2bF05753dE3aCcF33267C6F) & EVM Rtttk
B, EEES I E /N TRON EEptthit A2 = -


https://bscscan.com/tx/0x5c22b190974ef24bbba6ff51aa0bf8cd7325e210870151b139f129daa57e3a64
https://tronscan.org/#/tools/code-converter/tron-ethereum-address

TRON - EVM Address Baseé4 Encode / Decode Base58Check Encode / Decode Public Key - Address Private Key - Public Key & Ad

TRON Address Ethereum Virtual Machine (EVM) Address

TAVEuUovS7uVdéVIMP5CqCKpdxDZQESqS5aG 0x05ae12A468e0eDD6C2bFO5753dE3aCcF33267C6F

Q) Copy O Copy

HREH TRON Hudlk 3 TAVEUovS7uVd6VIOMI5CqCKpdxDZQESqSaG, BNis 4% fE ik ik bt ,

test, BRI LIRS Logs &EE, LR RRBRA—EB#R S Oxcel23d..67fdb6 Hfi:

it
<

S G

E TRANSACTION ACTION
() Call sendv1 Function by 0x572b4482...013a4ad5b on [2) Bitget Wallet: Swap Bridge

@ Transaction Hash: 0Oxcef23d00bd54df6e4935946c8b9d7b486e72a19ffa2bdf2794c3a9830d67fdbe

@ status: © Success

@ Block: 37357556 12697411 Block Confirmations

® Timestamp: ®© 419 days ago (Mar-28-2024 07:09:00 AM UTC)

@ Sponsored:

@ From: 0x572b4482878B62276F3B0Db27A0A90A013a4ad5b

@ To: 0x22cE84A7F86662b78E49C6ecIE51D60FAAE7b70A (Bitget Wallet: Swap Bridge) ) @

@ Internal Transactions: All Transfers NS EIE

Transfer 33.59 BNB $21,961.10 From (=) Bitget Wallet: Swap Bri To [3) Bitget Wallet: Swap Ro
Transfer 0.10077 BNB $65.88 From - Bitget Wallet: Swap Ro.. To 0x92c2eA2F..f1D4162fb
Transfer 33.48923 BNB $21,895.21 From |- Bitget Wallet: Swap Ro... To ) 0xF01998db...da56559F0

Transfer 33.48923 BNB $21,895.21 From [-) 0xF01998db...da56559F0 To ) PancakeSwap: SwapR.

Transfer 33.48923 BNB  $21,895.21 From [-) PancakeSwap: SwapR... To [2) BNB Chain: WBNB Token

M Logs, #EIRE—FFMH1E%k —— BKBridge:


https://bscscan.com/tx/0xcef23d00bd54df6e4935946c8b9d7b486e72a19ffa2bdf2794c3a9830d67fdb6

Address

Name

Topics

Data

0x22ceB4a7f86662b78e49cbec9e51d60fdde7b70a (Bitget Wallet: Swap Bridge) v

BKBridge (index_topic_1 uint256 orderStatus, index_topic_2 bytes32 transferId, address vaultReceiver, address sender,
address receiver, address srcToken, address dstToken, uint256 srcChainId, uint256 dstChainId, uint256 amount, uint256

timestamp) View Source

0 0x8ef23af58b418171e290a5dc439b3323c6ffe2261498014cd0d2a8152d93057b

1: orderStatus Dec v = 1

2: transferld Dec v = 637F01954000D386DEFD6424AF9CEDD2EA58FIA691A9826B6BAE52D6BC494FOA

vaultReceiver : @x11235534a66A33c366b84933D5202c841539D1C9
sender : @x572b4482878B62276F3B0Db27A0A90A013a4ad5b
receiver : 0x05ae12A468e0eDD6C2bF@5753dE3aCcF33267C6F
srcToken : @x000

dstToken : 0xa614f803B6FD780986A42c78Ec9c7f77e6DeD13C
srcChainld : 56

dstChainld : 728126428

amount : 19655901190916552090914

timestamp : 1711609734

EIE, RBRLUMNAX, GHESEEMERN TRON dithit
TAVEUovS7uVd6VIM9I5CqCKpdxDZQESgSaG,

A K = MistTrack IEEEfRHT

MEEERETZ N BEETH, ERILIER MistTrack IR AIEEEE3 5 ARHTTIAE, LL ETH #hit
0x4e398288d0b7514fcc1a109f4687cffa80d01a94 A, Zihilt iUk 84 85,245.5199 USDC

HE Across Protocol #4T T 2 £ iE%%:

®  Transaction Hash

©®  0xdd833d18e9..

©®  0x55199339fde...

®  0x7b101fd40c9...

©®  0xe43327bf205...

©®  0x9772cd2c23..

©  0x532c8b9ff9b...

Method & Block Date Time (UTC) From To
Transfer 20327987 2024-07-17 18:18:11 0x4E398288...a80D01a94 out  0xDd8906cD...590BcEA96
Deposit V3 20326255  2024-07-17 12:29:35 0x4E398288...a80D01294 out Across Protocol: E...
Deposit V3 20326237  2024-07-17 12:25:59 0x4E398288...a80D01294 out Across Protocol: E...
Approve 20326235 2024-07-17 12:25:35 0x4E398288...a80D01a94 out Circle: USDC Token
Uniswap V3S.. 20326212 2024-07-17 12:20:59 0x4E398288...a80D01a94 outr 0xF3dE3C0d...172509127
Transfer 20326202  2024-07-17 12:18:59 0xBB78BbFF...21aa50a6E IN 0x4E398288...a80D01a9%4

Amount

0.01500625 ETH

O0ETH

0ETH

0ETH

24.65279699 ETH

24.67112043 ETH

Dec Hex

Txn Fee

0.00023269

0.00064197

0.00068531

0.00043659

0.00121977

0.00021

1£ MistTrack Standard Plan &, 4% &5 Across Protocol: Ethereum Pool, %% Cross-chain

Parsing FL AT MR B IGH 2 £ R 5 1 5 H0R 89 H 7 LUK #5855 RO B Wt it

540 :

36,742.5199 USDC-ERC20


https://etherscan.io/address/0x4e398288d0b7514fcc1a109f4687cffa80d01a94

— 36,738.6996 USDC-Base
— Base tthlit OxcOFf58cf15E4F07f8210Cc44b43bE7121d6788bb;

48,503 USDC-ERC20
— 48,497.9 USDC-Base
— Base tthlit OxcOFf58cf15E4F07f8210Cc44b43bE7121d6788bb,

EE, BEFTEMML, B UEEEA RO FERTR, EFTHE—PoMBERENRESE
R, M T ER LLE s fE rth it R deBridge #E1TES6E, MNEME 4T, XKLL,

85245.5199 USDC 2)
ﬁa Jul'17, 2024, 12:20 PM 85245.5199 USDC ﬁa
(@ Copy Addr

Uniswap V3: USDC 3 Across Protocol: Etr
0x88eBa...b3f5640 0x4e398...0d01a94 0x5c7be...ce  [4 Edit Label
& Add Notes

Delete Node

% Cross-chain Parsing

-36742.5199 USDC-ERC20 2

B 85245.5199 USDC: ) B +36738.6996 USDC-Base  0xc...8bb
.,a_ Jul 17, 2024, 1220 PM 85245.5199 USDC ’a

© 248528 ETH

4} Uniswap V3: USDC 3 Across Protocol: Ethereum Pool
+85245.5199 USDC 0x88e6a...b3f5640 0x4e398...0d01ag4 0x5c7bc...ced35c5

-48503 USDC-ERC20 [
+48497.9017 USDC-Base  Oxc...8bb

(© Copy Addr

Across Protocol: Relayer 0xc0ff5...d6788bb deBridge
0x428ab...61ac010 Oxefafb..63t [4 Edit Label

¢ Add Notes
[ Delete Node

% Cross-chain Parsing

4t M ERE it 0x4e398288d0b7514fcc1a109f4687¢cffa80d01a94 BB A Uniswap, FR
FEMNATLMEAE LA, A8 %S Uniswap V3: USDC 3, #%4% DEX Parsing #A 8] LUIRIEF H X
EXRZHEREHFER,



BIOFE, HESHERTURET, EREEXN KNS BEFOS .
BEFA T B BERIHT

Mixer 948

AXRE#HLZEEMHD, BMNEEFERBINEHERDERA—MIFHEIE — EBM&R (Mixer),
XRTEMRITPRBIREXZBH, EARZHRESTAFWASLED—E, £KRVE
BEPE, WLEMTIRELEE AP FERS, EEXZWAS R 2 A EEBRE X RAWFTH
, MR BB EFREMHKER ZTHERATREIFERTRR BRANELATBIRIE

PEREREEMNTRZ—,

% g4 £9;E ™ 28 (Smart Contract Mixers)

o W ELHERRELITIT BIEHNBEIINRE AFRESREIEDSR KT
—K'MERE, ERAENERAN, REFFLETIAFS S, BLUENLARXBRITHRSME
A, ARAUETENEFXKERRESLEDHRFFRSRIMBIFTAIHL ; X
mixer IE{TTESE L, 1REEH, ERFERTEMEMELZNL, BEREEREERS.

o RFRIH:

Tornado Cash: £ F zk-SNARK F£11RIERA, #32E OFAC #ll&,
zkSend / Railgun: #F 4 BRFATNIY, EEFHIRME 5 S LEH|,

fhilME ;B ™ 2% (Centralized Mixers)

o WRIBITEDLLRSHL AFRRESEATE HTFEEREFY /BFHEEREXR
EAP L ; t3R mixer (KBS E HEE, HFREMEE. SRMLEE XK,
o HXRIAH:
Helix: BT & 9 Bestmixer.io, BE#E$,
ChipMixer: #EEZH &R,
Sinbad Mixer: & Blender.io #{E3&, E#{ OFAC #l%.

e =R ™ 1 (CoinJoin)



o WR ZAMERE—EXS HEERANBEESI —EX5%, EXSHXREMIL
 FAFRERESHEREZ R EATHETAS, LEAERMRIPAERF.
o RFRIH:
Wasabi Wallet: 2 F§ WabiSabi ¥
Samourai Wallet: B2 & Whirlpool #3R,
JoinMarket: £ FAFIRES 5 ABRHFRES I

k2 #4 ™ (Privacy Coins)

o WRFFEEMRS ME—FMHEEREXZATLUHRRAFEZMMELT.

[ J ftilﬁﬁ :
Monero (XMR) : IR X % . BRE A& (RingCT) | B2 & #hllk (Stealth address) EE &
R FREEBHRASHMBARES, MMAXKEEMNZKEREEZ S BAiTERS.
FARIZHERAT, FHAERNTY, K2 TERMREIEFER,
Zcash(ZEC) : {4 71 zk-SNARKs MIE&IRIEBARRIER 5, MTRIEFR R MEETH
XEREE BKERETMER.
Dash(DASH) : £/ PrivateSend BARFRX B EHMR ZHRES, MMEEREX KR,

Mixer 73 #1
XETEBEEEIEARNAENE="ERFAL - ARFREEEAEE—N T, ZhFhEE
EEH@FHFEI’M‘EF AERAPBMXN M FRIRH SEMBIER—EMES, MMITHR S 2 H

B, BRIKICRZHARZE LZBEE MMERS TR, 73, EMHEFFEEERNL
R’ BE—RIBARF S A E, BT URDIRBEGERE, B FTRRE" NEsk
AR eSS E,

o EMAOUEIRS: 80 Tornado Cash &4ttt A FFAIE, BEIE=# AiXEshiE, BRI
L HrS 5 EMRFIA MistTrack RBIBFETEY;

o [ETE & FAFHIE : & 5 Mixer (R X #FE FE £ (40 Tornado Cash #30.1/1/10/ 100 ETH),
RHETARGAMERNLE;

o NHRIMBIFTH: BREMIFAITELERERE, BIRIBHFHU 1T NI 24 (Bl
FREHBREREREERS, ﬁFﬁ@*ﬂ‘hﬂ%ﬁﬁLLWﬂCD&ﬁﬁﬁ—DH
g Bridge &), Al@R T AKX REERSRE TR — 4K,



o MEXERSDHT: Nt R —EEETHRFEE / RU, ATE TR —HK, A& SEE,
BREMZ A A EILMIRRK,

B MEELEMTAN, AAUERRBEHI|IIBER, F140, Tornado Cash A LIEE
MEMI01,1.10, 100 ETH) FARM, REEFFRERBEXLERERET L, AE BEITHMH
Ut EBIRE, SHMEFIXNFINELELBRSEREN, AILUMENTRBEREN—TRDLL
%O

HRZNBEFI S, BAREMRITE T B St (I E HERRST, (B XER 5 R EHE 7 2 e E AL
ARETHRT, MEAERTREAERBIRFES L. Bit, 51X BfRERREER RSO At-
HiniT AT, FNEITHIEE FEEEFEHIMNEREXR, BEIHMITARENE
BEFE

B

H—FU, —EHETENTRESERMWEBENE, SXNSHRETREAEXRERE —— £FAS
DHEHASZTEN(BEEBEER), MEBRR, FAAS M FRatit EHASHEE. X
"DRERAFRRE, BRFUMNE, BETHER ESETXRRE, 0:

o RMNARMEENANBRRERE;

o HibuiytZEHIMBHEREK, EE Gas TAEK;

o REHOIEMUENEE-—IBMURE, BAREBEERE.

Z={5l— Tornado Cash ##7

MER

MistTrack EARBA &t 3t Tornado Cash 23k #7, HBITI B A E#FHHIR# Tornado Cash ;BFEFHY
WERE,

MistTrack EIRA X Z@id L T H BRI X BIEHEF R
o MWBEAMEMEER;
o WERBEIBER,
o RERIEHH;
e Tornado Cash {257 #7;

o WERRUE,



o DEFRTHENMEINT ASE,
TR, BAMFEAVR MistTrack BIRATELLEFI PR BE AT IR,

() R BREBIR
B H AR BIEKRE, MistTrack EIBAILENFE T RES T T, EHRERSEBEFELEH, &
IEHEL: BXYF 2,450 ETH LL 5x T0 ETH + 24 x 100 ETH 9z X 9 #t # A Tornado Cash:

(29)
2450.0 ETH

Tornado.Cash: Proxy
0x48951...b6921f4 0x72212...45b6967

#&, MistTrack HIRAZBRBE TR, XNREFMUH—SFRIH:
o FHEFMIR

o HAIER

o RERMENREL
o REEH

o AT

[ ]

HREHE, HBUWERED ZEFERAINZSFHIE, F40 Uniswap, Tinch 2, &4%F 199 ETH # A
FixedFloat, iXJ$45 54 Tornado Cash 12X TR FIRE,

Address Profile Analysis ©

* Gas fee source: 0x24f...1ebb1 (O + Common use time: 02:00-04:00 22:00-00:00 (UTC)
Platform Interaction @ Related Events e Related Information
0 7 2 0 12 0 0 0 1 1 0
Exchange DeFi Coin Mixer NFT Theft © Phishing Ransom Laundering Wallet ENS Twitter
© ©] © ®

Uniswap, 1inchNetwork, dodo-1, 1inch v5, 1inch v3, 1inch, MetaMask (C FixedFloat, Tornado.Cash (O MetaMask ()



(3) Tornado Cash 12k 47
BIE LRSS IER, MistTrack HRA L 225 s £ Tornado Cash 123k E 4, TREMILEAERIFEA

2o

LL100 ETH R, TERIRROMEEFFEAMIE, ATIEFSMERER Tornado Cash
122ttt

README

RERFRARM U SR G, BT LU TR R #1757 3K
J Ef’fﬁﬂﬁ’]ﬂﬁ%l& TIXE
o IRFERHMLNEITR
o REHKHFEANM

BIRFMEIN T E— NI EAVHERAI L (Ox40F..952) , &k F M Tornado Cash 122k ETH ¥
Fl#hiit (Ox8a1..Ca7), EEFIE ETH D R=%%Z|T FixedFloat,


https://dune.com/misttrack/Tornado-withdraw-analysis

99.8444 ETH
Feb 02, 2022, 06:15 PM

Tornado.Cash: 100 ETH
0xa160c...053f291

LR XMARERIE, RNFELERIE. 4S04, BERIN =i 19HF RFF KL

A — B — £ FixedFloat #hiik
A — %4 FixedFloat it

99.8509 ETH
Feb 02, 2022, 07:33 PM

Tornado.Cash: 100 ETH
0xa160c...b53f291

FEXFEFEELET, RNOME T HFSRERMLE, RIFE 24 ik, FEHMNBFKRIR

0x40f2f...3574952

& fixedfloat
2S5 0xbe485...b7be895
ST

P
o
Ty

99.8409 ETH 350 ETH
Feb 04,2022, 09:20 PM Feb 04,2022, 10:26 PM

fixedfloat
0x3363d...cec6eae

fixedfloat
0x93ca9...1746c8f

A
0x8alcc...d20cca7 E"Ga;;‘fo
o@e?ﬁ,

g4
351y

fixedfloat
Oxlalcc...4f0ad67

3
A
a7 D"
f!,é,‘\v
& < fixedfloat
(0 0xe5653...bdd2cc7
BV
g
ks
ol
@

99.849 ETH 37.9989 ETH
Feb 05, 2022, 09:37 AM Feb 05, 2022, 12:48 PM

0xd6042...cb3dfg4

S fixedfloat
Oxda27f...ecO1bf2 sl’ﬂsre";gé} 0x8bbf2...efdfd256
.23 3 4
" 70
.@s%’
%
5.0,
% il
s
%
% fixedfloat

Ox12dac...1ddc668

=

fixedfloat
Oxdcef1...2663f66



Z£ 5l — Wasabi Coinjoin 534

MER

EXFP it #AEA M BB R, BB WET T Wasabi Coinjoin F1, #E R F F 3K MistTrack EIBA
1B, MistTrack B RAXTE A Wasabi Coinjoin B & B EH TR, RIERHFH EFHERE
EHRE, e, BEXNEEHITEHER S . MistTrack HIRA X T a4 2R it A 33X 5 AT
iR, FRDBIHENMER ZANEHKR, BERLEHFNEXKFHITRE, GREH—

THEBHERLINXSAHEXKS,, B2 BEERERIBFRE,

MistTrack BIRAZE L Z=HIF IR BLRET ETIE:
o EBIEEXR SHEAFERIBRIFNERXR X2A/MIEERITEREMY;
o EBRWHERE EXTUHREBREHEERENTRM;
o NMERBTH NEBEEMNITHNEXRTRES, UEBHREMTNETREHT -7
o,
e Wasabi Coinjoin 23R 2 #7 : FI A9 T TE M HE A Wasabi Coinjoin IR EE ;
o BB ZEBFHITHEHRXZZEHEBRREN, BEAEHIRM;
o HURNMIN A - ZELEMFERT, FRUENMAN AFIRE I,

BTk, BAMFEAHR MistTrack HIBAE L EFI PRI EEKTEM ST,

(2) BT EIBER
AEEIWERFRKRBERG, MistTrack B BREN 4 & € R IF AEFEER, HEERTES,
BARIKE 2D EEBEMWEA Wasabi Coinjoin,

(3) Wasabi Coinjoin 122k 2 #
ETFNLEEMER, KEF B X BRI AT Wasabi Coinjoin BIIRFRER 5 . FItt, FHATESEX
— RBITTIERAD,



MistTrack ERAXt Wasabi Coinjoin 33 %& dh g%t (output) #0%a A (input) ik # 1T T H#IZE, FX1%
EREWUREHRTTIFAN D HTALR,

HEIRBIR MU 5K F, MistTrack EIRAMELT JLA E D HriX Lot dit -
Hh it {58 FA 4R R

MASE

RIREM

RFEHR ST HEFE

g3 —RFIMFMD T, AR 2T H 2 AIERRIIRER ML, 3558, BATN X LR Rkt bt A4R
RYABTRULER, ERRAAXLEHIAEEEH A Wasabi Coinjoin BREER—E, XK
AR H Wasabi Coinjoin IRRX ZFEBE —EMXEMYE, BRRFMUFEREXR, Bitt, £X
Al LURA TE X L2 th 1t il 2 SR B IR FR ML

TERZEZE Coinjoin X 5 SHA:



(4) BE4EBER
7 MistTrack HIBA 5> #7 HH B 20 Wasabi Coinjoin 23kt SR 2 5, W R REH T TH—F B

BRo BANRIMBEFEH renBTC #HITEEAEIR/E, BIEA D renBTC BBERE, HITRIMREER
BN EE LA renBTC 1230304E, bR, BEIRIT renBTC FHFEIRRFEFHLIRN ETH
, B — S REIHERIZIR B

(5) BEIRIE 4T
& E £k 0 4E EIRSIE, MistTrack HIBAN BERIITHRBEHIT TEADH:

o REFERZ RFIANMERMAMAKRFEAFERE MABEFAEFHENL TR
M T B REE

Wallet Explorer

o REMHEMKZ BEETH# renBTC RARMUFEMX B FRRNK 5.



O)VER

7£ MistTrack EIRAA T R EFE AR SFMALIERE, TRXEERRLSAEEAT, Fib

BHENMBRRX SR FEILE. REE, XSRS RMKSSKHE T A X XERE. &
&% ARFH-—DEBWEASINXZAHEXKS/E, 7 MistTrack FIBA, #ENE. RBFF=A
HEBMET, UGS THIHEERS,

FEIEME, —BHAETMS RENFREBEABRIEZENIELR X2 LERTH'E
RER BRMEMNBELRBETN @B : FILETRTATAEE. EMREMNE— %R FIA% L
B E EFHEEWEM TR ST EE ORE A ERE Bttt it B RITARRRE #
EEMRRESKZMAKITN  EHFREHRICELTRE, HBERETREL, BIEARED, B
MITARENAERERE MINELR, RIAZMHIERFIE (GI0TFTR vs 4k ) o b5t ERTLL
SZEFRBEROSIND #—LIEEETRREET A NIRELR, flin, REETEEENR
Mt A ENS &, EET NFT, EEBRATHRNA, EIXLFEMEYE HARATUS
HERABEEUXRSHEH. EMKZARLEENE LEBRENWERERSR. BEREBEREE
728, RAEELERENX, KATMUNBEREGITREAMNEN LTHER,

EMBRFEAATHHEN, EREEMTRATEE. EEMRERRHENTEMNRFAS R
P, NFEEMS, EEZFFHRELI FMMRITARLEE. RBEEMINIRESH
. MTERBEE L ERFIA,

NFT 1BER7 T

NFT(GERBRLAKT ) EAMBERE=MHFRS, ERATEEIRTHBEEZXITURIE, MRELH
Bt WEMERFERRZMN, AARGEMIFHFER. FESHEKE, Rug Pul 318 .. ESEHEEM
H#MEISE NFT BFF, Eitt, THENELERR NFT h 28 LS FAIDHERSD

B#RAE ERC20 B AR, NFT @& E T ERC721 5 ERC1155 MhilArfe K17, E&ME— Token ID
mE— AR AL, Fit, HFFENAREELEAN, BhEE— LB, NFT KE—EE%RE



B-REBEHARAKRNENTLL, B NFT EOEMFEA & REH (0 Multicall F) B X BITH,
BB NFT R FESFEXRZIERER . MERIESHIEE. SUEHFARFAE, MMKTE
BRMERE o

BRI E S, BEEEM NFT BFEHEAMU S Token ID, ZAREAIE I NFTScan, NFTGO
EHEMEFED LHATNZEREILR, X—3E P, NFT SN EHREEBIRTEECH
Hinthit EHEE, BFEEBFEXT ERETELERBTHL A, KRERELHFNASE
A B REBER NFT,

=Wl —RZ AP Google #FE Aave TETE TE— M ERLR, BHRITHEMLE
app.avaeal]eu[Jcom/dashboard, FEREAFS TIET—ELEXR S, SEHEAEK Uniswap
V3 LP Position NFT #8#&, &£ 123 5 3E 5t (491,239 USDe + 744,997 USDT) ME R =ik,
BEZFEERHENER, BIMIREBETUTXEXRS:

o ZEEBEXERDNXS

X % Hash:
https://etherscan.io/tx/0x0109234b59ed2a905¢c36ced841aee4309200530c/cb5b65e2679%€e4ele
cb35fbd

1R F . 2 EE i (0x400..A4b) FER 5 0x010923..b35fbd &, £F T — 4 EE M Multicall X 5,
ZXSRELFLEE SUNEBETHHNEEN MU

B LPNFT A THAE SN ML,


https://etherscan.io/tx/0x0109234b59ed2a905c36ced841aee4309200530c7cb5b65e2679e4e1ecb35fbd
https://etherscan.io/tx/0x0109234b59ed2a905c36ced841aee4309200530c7cb5b65e2679e4e1ecb35fbd

m Internal Txns Logs (1) State

TRANSACTION ACTION
'@ Call Muicall Function by © cacjianhua.eth on [ Uniswap V3: Positions NFT

8

@ Transaction Hash: 0x0109234b59ed2a905c36ced841aee4309200530c7cb5bb5e2679e4e ech35fbd

@ status: © success

@ Block: © 22965753 114489 Block Confirmations:

@ Timestamp: ® 16 days ago (Jul-21-2025 06:23:23 AM UTC)

@ From: O caojianhua.eth

@ To: 0xC36442b4ad522E871399CD717aBDD847Ab11FESS (Uniswap V3: Positions NFT) -]
@ Value: 4 0ETH ($0.00)

® Transaction Fee: 0.000196318239519336 ETH $0.71

@ Gas Price: 4.016001954 Gwei (0.000000004016001954 ETH)

Overview  Intemal Tns [ JQN  State

Transaction Receipt Event Logs

Address  0xc36442b4a4522e871399cd717abdd847ab11fe88 (Uniswap V3: Positions NFT) Qv

Neme ApprovalForAll (index_topic_1 address owner, index_topic_2 address operator, bool approved) View Source

Topics o Bx1730 372001220920 31

Tiomer  Dec v = Dx40055A8B7aC86ad8d56A567bab79984DB581dA4D

Zopentor  Dec v 0x000002BDDE102702350aEd10dcI18Aa6D300000

Data approved : True Dec Hex

o IWIHEH NFT

X % Hash:
https://etherscan.io/tx/0xf81db5307fd1d71fce993f1d1¢c42f04b6240868c8fc06f1abdd58c648aa8
Z3ba

B MEHEER S 0xf81db5...a873ba @M batchTransferERC721 Ak, 2 EEHFAM LP
NFT BB EREEEHWRAP, X—BEFLURFNT, ERRANABFEIN—SER TR,



https://etherscan.io/tx/0xf81db5307fd1d71fce993f1d1c42f04b6240868c8fc06f1abdd58c648aa873ba
https://etherscan.io/tx/0xf81db5307fd1d71fce993f1d1c42f04b6240868c8fc06f1abdd58c648aa873ba

(® Transaction Hash: 0xf81db5307fd1d71fce993f1d1c42f04b6240868c8fc06f1abdd58c648aa873ba

@ Status: © Success
@ Block: © 22965754 114531 Block Confirmations
(® Timestamp: @ 16 days ago (Jul-21-2025 06:23:35 AM UTC) | ( Confirmed within 6 secs
@ From: 0x0000093161E379aEBCTA0E7aCfd387Edb3000000 (Fake_Phishing1306155)
@ Interacted With (To): 0x000002BDD8102702350afEd10dc918Aa6D300000 (Fake_Phishing1308097) o
( ERC-721 Tokens Transferred: (2 ERC-721 Token ID [1038161] @ Uniswap V3: ...(UNIV3..)
From ¢ caojianhua.eth To Fake_Phishing1306155

ERC-721 Token ID [1037091] g Uniswap V3: ...(UNI-V3...)
From ¢ caojianhua.eth To Fake_Phishing1306155

@ Value: 4 0ETH ($0.00)

( Transaction Fee: 0.000349236520689224 ETH $1.27

( Gas Price: 1.752421223 Gwei (0.000000001752421223 ETH)

@ Ether Price: $3,764.26 /ETH

(® Gas Limit & Usage by Txn: 298,574 | 199,288 (66.75%)

(@ Gas Fees: Base: 1.041219856 Gwei | Max: 3.129286016 Gwei | Max Priority: 0.711201367 Gwei

(@ Burnt & Txn Savings Fees: ¥ Burnt: 0.000207502622662528 ETH ($0.75) % Tin Savings: 0.000274392630867384 ETH ($1.00)

(@ Other Attributes: Ten Type: 2 (EIP-1559)  Monce:372  Position In Block: 40

@ Input Data: Function: batchTransferERC721(address[] contracts,uint256[] tokenIds,address from,address to) sk

MethodID: @x8albSaSe

[e]:

[11: a
[2]: 40055a8b7acB6ad8d56a5e7bab79984db581dadb
[31: 3161e379aebcf4@e7actd387edb3000000

[4]: 2

View Input As ~ & Decode Input Data [@ View In Decoder < Advanced Filter

o WHEIRMFLR

X % Hash:
https:/etherscan.io/tx/0xdebd0333041ded9d351a439a1262681189159e56f17¢2e864579edddf
dd0oébbf

BEESINFT f5, MEE AR S 0xdebd03...d06bbf i@ Collect Bi%k, Mi% LP NFT i2ER T
ERZMFERUKE, BITH45:96,034.86 USDe + 24,726.36 USDT,


https://etherscan.io/tx/0xdebd0333041ded9d351a439a1262681189159e56f17c2e864579edddfdd06bbf
https://etherscan.io/tx/0xdebd0333041ded9d351a439a1262681189159e56f17c2e864579edddfdd06bbf

TRANSACTION ACTION

# Collect 96,034.86 ($96,034.86) (@ USDe And 24,726.37 ($24,723.08) & USDT From &% Uniswap V3

@ Transaction Hash: 0xdebd0333041ded9d351a439a1262681189159e56f17c2e864579edddfdd06bbf

@ Status: Success

@ Block: © 22965756 114538 Block Confirmations

@ Timestamp: (® 16 days ago (Jul-21-2025 06:23:59 AM UTC) | ¢J Confirmed within 7 secs

@ From: 0x0000093161E379aEBCT40E7aCfd387Edb3000000 (Fake_Phishing1306155)

@ Interacted With (To): 0xC36442b4ad522E871399CD717aBDD847Ab11FESS (Uniswap V3: Positions NFT) o

(@ ERC-20 Tokens Transferred: (2 Net Transfers
From (5 Uniswap V3: USDe-USD... To Fake_Phishing1306155 (L) For 96,034.862841592650484985 ($96,034.86) @ USDe (USDe)
From (5 Uniswap V3: USDe-USD... (0} To Fake_Phishing1306155 (L) For 24,726.366686 ($24,723.08) §p Tether USD (USDT)

@ Value: 4 0ETH ($0.00)

(® Transaction Fee: 0.00026914287101148 ETH $0.98

(3 Gas Price: 1.99835814 Gwei (0.00000000199835814 ETH)

(@ Ether Price: $3,764.26 / ETH

(@ Gas Limit & Usage by Txn: 192,107 | 134,682 (70.11%)

(@ Gas Fees: Base: 1.202235995 Gwei | Max: 3.502937438 Gwei | Max Priority: 0.796122145 Gwei

(@ Burnt & Txn Savings Fees: ) Burnt: 0.00016191954827859 ETH ($0.59) <& Tn Savings: 0.000202639749013236 ETH ($0.74)

@ Other Attributes: Tun Type: 2 (EIP-1559)  Nonce:374  Position In Block: 63

@ Input Data:

Function: collect(tuple params)

MethodID: @xfc6f7865

[0]: 00800fd751
[1]: @00B93161e379aebcf4BeTacfd387edb3000000
[2]: i fffrffffffrefee
[3]: IR RRRRRR R AR RN R AR R R AR AR

View Input As v & Decode Input Data [@ View In Decoder W Advanced Filter [ Write Contract

o WHEFRIURFAS

X % Hash:
https://etherscan.io/tx/0x219b4d06d072e83dde2d6507deed64cb43bad0bae3dcbe50dbadbfe35
824bc67

BIE - MEHHEAER S 0x219b4d..24bc67 I EE WA Multicall, REREE}E/R 87~ : 491,239 USDe
+744,997 USDT, Eitt, NFT M NHATE R (AE + i) BB EREE L,



https://etherscan.io/tx/0x219b4d06d072e83dde2d6507deed64cb43bad0bae3dcbe50dba9bfe35824bc67
https://etherscan.io/tx/0x219b4d06d072e83dde2d6507deed64cb43bad0bae3dcbe50dba9bfe35824bc67

TRANSACTION ACTION

4 Remove 490,365.34 ($490,365.34) @ USDe And 744,087.58 ($743,988.62) & USDT Liquidity From £3 Uniswap V3
Collect 491,239.81 ($491,239.81) @ USDe And 744,997.35 ($744,898.26) § USDT From &3 Uniswap V3
(@ Transaction Hash: 0x219b4d06d072e83dde2d6507deedb4cb43bad0bae3debe50dbadbfe35824bco7
@ status: © Success
@ Block: @ 22965775 114522 Block Confirmations
@ Timestamp: @ 16 days ago (Jul-21-2025 06:27:59 AM UTC)
@ From: 0x0000093161E379aEBCI40E7aCfd387Edb3000000 (Fake_Phishing1306155)
(@ Interacted With (To): 0xC36442b4a4522E871399CD717aBDD847Ab11FEBS (Uniswap V3: Positions NFT) ]
(@ ERC-20 Tokens Transferred: ‘2 Net Transfers
From [5] Uniswap V3: USDe-USD.. To Fake_Phishing1306155 (L' For 491,239.80548608213193257 ($491,239.81) @@ USDe (USDe)
From [5) Uniswap V3: USDe-USD.. To Fake_Phishing1306155 (L) For 744,997.345205 ($744,898.26) €p Tether USD (USDT)
@ Value: & 0 ETH (50.00)
@ Transaction Fee: 0.000888917545153315 ETH $3.23
( Gas Price: 4.597334153 Gwei (0.000000004597334153 ETH)
@ Ether Price: $3,764.26 / ETH
( Gas Limit & Usage by Txn: 277,032 | 193,355 (69.8%)
(@ Gas Fees: Base: 1.597334153 Gwei | Max: 6.546371091 Gwei | Max Priority: 3 Gwei
(@ Burnt & Txn Savings Fees: # Burnt: 0.000308852545153315 ETH (§1.12) 3 Txn Savings: 0.00037685603714699 ETH (§1.37)
(@ Other Attributes: Tun Type: 2 (EIP-1559) Monce: 376 Pasition In Block: 49
(@ Input Data:

Function: multicall(bytes[] data)

MethodID: @xac965@d8
[e]:
[1]:
[2]:
[3]:
[4]:

View Input As v & Decode Input Data @ View In Decoder W Advanced Filter [ Write Contract

—B NFT AL R EER =R, B LUR 2RI A X #ITIBER. AEHI, XEEFRFIHN
USDe #0 USDT @3 Uniswap £ 5t 355 ETH:



GasFee 0.0011ETH($4.08)

Ox5ff8..8132

2025/07/,

59 execute
Uniswap V4

GasFee 0.0011ETH($4.03)

OxBFfS.. 1

execute
Uniswap V4

GasFee 00011ETH($4.12)

execute

Uniswap V4

GasFee 00019ETH($7.09)

execute GasFee 0.0016ETH($5.95)

Uniswap V4

execute GasFee 0.0023ETH($8.58)

Uniswap V4

execute
Uniswap V4

Gas

0.0014ETH($5.25)

execute
Uniswap V4

GasFee 0.0014ETH($5.18)

execute GasFee 0.0026ETH($9.81)

Uniswa

execute
Uniswap V4

GasFee 0.0027ETH($10.29)

executeFFsYo

GasF

e 0.0002ETH($0.84)

p:

Approve infinite USDT for Uniswap Permit2

0.0009ETH{($3.34)

O0x21%b..bc:

GasFee 0.0018ETH{($6.75)

GasFee 0.0003ETH($101)

Oxdebd...6bbf

GasFee 0.0003ETH($1.07)

Gas Fee 0.0003ETH($1.31)

{# A MistTrack FFiEtrtEFERN#HENE 7 B 21 B, BTFERS/INIANER S, BEESEF
ERSOETHRE, BERIEBRLERNTE, $EETH RLHEIEE T Uniswap #1 CowSwap, BNFH
TRMEMR, Eefcihit B4 MistTrack $8128 Vanilla Drainer, BR X R FIEAF2HEH X

Vanilla Drainer:



Display amount only Use curves
Filter Alltxs All addresses
Amount
Rang 0
Date 2025-07-21 To 2025-08-06
Range

Analysis
0x0000093161e379aebcf40e7acfd387edb3000000 © €3 Monitor
Uniswap V4: Universal Router.
(BB 0x66298...1dbaBaf s, 1, O ) O © .ﬂa
s, 020ETH 1448299 ETH
% o

Y

1,07 Uniswap V4: Universal Router
—
sosbirem 0x6371a..cd%b15e B OcEci356..086TId. HID 0xB6298...1dbaBat Show  Sender Txn ETH -
st
oy e
2 o ST i} g ooe g 2028047
E (B 0x3dcdb...01d97b3 Oxba3cb...00eadec ® 0x662989...e1dba8af
ooz 14 151.9272
G 0x1231d...86f4eae -
0x1231de...486f4
,x‘ YA © cae 1 2.2211

0x5¢7bed...6ced35¢5
(<] @]l 2 0.8677

Al Select all 217 records. Copy all addresses

ll 2 3 4 5 6 -

o
&

EMAFHERMERBEZEZESNAA, [RNFT ASGHELEREN, DELEENARS
ETFX it REIRG, RINEEMRAREREFFLEE, TRELEHMN NFT RAEEHIRES
B 5RFIEESR,

Wik IT R A

it 24 E R BIRREMM BT, BRI FEREKRESMIRETR, MBS
VE YR P e KT RSk AL, REZBEETRMEGIX R, THANEEBEXKRRE. AL,
FEHELBERT, HUTANMREEERARENAVEGUXBIR Ed5—RX5. 64
RE, BEEERETZE, MBHIREEMN TR, EMENEREIR. RIFEESHA
B

JEERIT AR IR 5

RBI— A bt R AT HRE, RITAMTHE S, FIIE MBI KRR, RRAFREHAE
B BE RN PR N I, X AEAT N AL AR AT AL R B B ik SRR P s, T
ATRE, PRIEMAILIRE

o MEIRMLER: it KEAA FHRIERS, E—NERAXFHE, ENTHEBIERIR
o SR ENERNEERK ZRTRESH. Kk



o EEEH: HIMAKEAELIEE (90 0.9990 ETH) ¥ K, AIRER BaLIARRESR T,
o EAGER FHEMUFERGH BN R ERERES, HEVIGRRE,

Hh 11k ZRSEH Bf

WHEBEFSRAGERA-—Milt, —HERLNAEIZTHARES T, REREHR - AZHKAE
EHp it RS, i, — MR EBRERTER, FRAKERZFEE. LERARZENR
EM, MABEIHRREEERTE, XHEMAAEMBRT — AR E LIS, S0t
MEIHALUREIR, KEXNREXRZTE, ATLUHEBEL & EIRSUMITAEFKIR:

o MARKELZ AEXSZYT MEZNMHUEREMARS (Hla0 BTC UTXO R h Z 5
A), BHEIANIX L R E]— RS ;

o THREDH: ZA Mt FERNERNEKRE— KR MRS, FEBLRBRBEHITIR
M (4nEssE, DEX X %), WREE R — R IEEEH;

o MSHAM ML IHMUHNFATENRESHNWMRERTE, BRKFHKTEYN ), BT
NBESERL, ATLUARNTHE,

o XZLHEMLUE RERGHE U A RIKINIZREN Gas [RFl, XZBR. FERRTESR
EEM, ALMERRRIFTRIL,

o hiFLEMARELSE  FLEA K I FE MR AE, FIANEFXY Nobitex WEEHRTH
EE AR Gonjeshke Darande HZEH R ERAZANTAHIBE M. kiFHE DL, 0
TKFuckiRGCTerroristsNoBIiTEXy2r7mNX, OxffFFfFFffFFffFfFffFFfFFfFFFFfFfFFFFDead.
TFuckiRGCTerroristsNoBIiTEXXXaAovLX,

MBS AT A EHR

HEHEF— it BER FRBN, NEERERAXMIURRELRSBH, EEEEHBARXZTH
F B, 550

)<\

o HREFERM HUKIAEFENBEANILAEL BEMTIKAFERS, ERTFENDESIG

At Uk Skt tiE 456 AR
o RAEM: SME WA Tornado Cash, Railgun, Wasabi ;B MY, =& H Proxy &L EA
X LML AR ;

o BHEBKIK: LIZHNBRDEEEE MEASK L2, FEREZABIRE;



o FAIRXE MEFALXMMENELY. SEST/ERTHELIRE, SEMERE. 75t
HEEEWE;
o HIAMIT - MENEEY, B FIURME, #E T Rug Pull'si"€94 Drainer’,

it FRE 5 ET &5

RERXREEMU EINKE MR ZEHIE——X N, E@ET#E ESHETHIBMUR XA, KATLIE
TRRERETEIEEENER, HNESHER, FELET, B MistTrack ERMFEFEERTEE
it iREFESERERRADEEN, EENBERR, AIUMS M EENMBERAITEN G4 H B
PRAE:

o CEXXERZF BESMMURESEFMERGF (CEX) FERE, EMEAR S
HiE%, KYCHRIZERE, EMATRESEXFNHPERKS;

o MELBESI ERSEMSXEMIE (NERE I, REMU, OFAC H &M i) HFHER
SERSBAT R HEMFEB I, RBBERNR B,

o HRTARXWIE:RWHEHEFFARTENFE T HEREMITHRE, FI07E GitHub,
Reddit, Twitter FFE S HIAM, X AB, WLHFTHHNEZ T 54 X ZRE#HITLE
X5, KRELEE ESETIKF 89405 R BX;

o SHEHIELLX KMEEHEBTHEME. FIS. MCEAFERETHINALEMEHEMRK
ZH, ISR ZPBHETEMILE, HEH 7R3,

SitREet, MEENHF—SRBS G AELER, FESERETI ZEASRERLRS, UEEH
EXMEHH . BRERERETH:

o EZAMBHRIIE EHEMHEM VPN, Tor ML, RERSBEIE REEXIPSE
FHBEBAME, o TEESWEREIL;

o BRIBEESE5HBFEARSS : A ProtonMail, Tutanota FinEImNZERFE, LLK Signal.
Telegram EEL PRI E, IFZATKS XM, EEHE, F0XR5. EEAZHWERIE

o ERAEMBERS MEEUWEESHEAXFMER T AR, TERKIEM VPS 5
“Bulletproof Hosting" iR R E VA lL. BEBESTRESAR BN EMA, XEKRFR
HEEETREEFAE, H—SBMERMERE;



o ERSNER - AFEEIRLUERNTEMOL KYC T, KEETREERAMEE
B E RS AEREEIMAN TS ERFNEEEEBRABERLFE B RZHLR
B, P AWMEFRAZRLS R E A,

EXREBRRSASHTEEE TELRT, BXLERSERGERETRE THEEREMHE
%EIL;??WHEO ZETEMNMEFRICE, BEAE KYCHIE. U XKSHF, LIk E LK
B, R ERAIEE TUBEAETUBTHERSTESRIEEF BT LN EHE % BB
8. VPN IKSHFER AR LEBIRZMEN, ASFMXRKETAMNRERE DHIETHRRE,

Al TE S

LATERELOMFEETEDITHNEGHENLE5EEL, LL MistTrack MCP J34il, FAF AL
£ Claude. Cursor 3 #f MCP & P inh, E#EHABRE S A MistTrack FI8E L 247 AP,
STt B RERITS . X5 EEMESIRE, MMtTRRER B, KRIHEFRX 55
o XAMURFA T 8L BUR S ITRIZE, thERE T EF T,

B2 Ry, AP ATLEERZE MCP # Al TERFEERK, 5150 : ‘Please track the fund flow
between this address and exchanges, with a depth of 2: [ETH_ADDRESS], "Al TEfF Bah@d
MistTrack MCP &2 APl A, FiRESEE B AR 4RMOHER,


https://mcp.so/server/misttrackmcp/slowmist

ese M Analyzing Ethereum Address for lllicit Funds v

(23
&

@ THP24X664xwrqppYzSC3uVnBVufFkBmVDE Which exchanges has the address interacted

with financially

I'll analyze this cryptocurrency address for you to determine which exchanges it has
interacted with financially.

First, let me detect which blockchain this address belongs to.
D detect_address_chain ~

Now that I've identified this as a TRON (TRX) address, let me look at its transaction trace to

see which exchanges it has interacted with.

G get_address_trace -
Let me get more detailed information about this address, including its counterparties.

G get_address_counterparty o
Let me also check if this address has any labeled identities.

G get_address_labels v
Let me check the financial activity of this address to get a complete picture.

G get_address_action )

Based on my analysis, the address THP24X664xwrqppYzSC3JVnBVufFKBmVDE has
interacted with the following exchanges:

1. Binance - This is the primary exchange the address has interacted with, accounting for
approximately 48.67% of its transactions.

2. OKX - The address has also interacted with OKX exchange, accounting for about 6.21% of
its transactions.

3. yibifu.net - A smaller portion (0.62%) of transactions were with this exchange/service.

Additionally, the address has the label "binance, deposit" indicating it's likely a deposit
address associated with Binance. All of its received transactions (100%) are classified as
exchange-related.

A significant portion (43.25%) of the transactions are with unknown counterparties, and
there's a small percentage (1.19%) labeled as "Unknown Service."

Would you like me to provide more specific details about any of these exchange interactions?

* 0 & © Retry~
Claude can make mistakes. Please double-check responses.

Reply to Claude...

o = Claude 3.7 Sonnet -

MistTrack MCP HEIXZ# 10 210 LHITITE, BEXKIRG, titE&, XZBEMEEZZL 4
.



" mcp_misttrack_detect_address_chain - #iMbhE S $5A0 X R 5EFN AT REAOL TR

* mcp_misttrack_get_address_labels - SREUE E B AYFRZEF1 2R

* mcp_misttrack_get_address_overview - SREUEE BRI RENFISE 1T EUE

" mcp_misttrack get_address_action - JREVEEMMILAIAZ SIRIEDITLS

" mcp_misttrack _get_address_trace - SREUEEMIINEE X4, BIFFSREIIRNEXEMIBIREURE
= mcp_misttrack_get_address_counterparty - RIS EMNEIR S F o ER

* mcp_misttrack_check_malicious_funds - MBS iEEMIREEETRAS (MBRLEHH USDT)

* mcp_misttrack_get_risk_score - 3REUEEMN T Z S HEAINEITED

" mcp_misttrack_get_dashboard_url - {RIEFBMANbIEAE AY MistTrack {%F&4R URL

" mcp_misttrack_get_chain_explorer_url - iRIEHFpFOHBIEAE AL KR BEN 525 URL

* mcp_misttrack_get_url_info - SAEUEEMIIIGSURLIER, BIEMNFREAURLAMKIREE TEURL
* analyze_transactions_recursive - AP XER, WERSEE, TMZEREEEER

RE, Al+ EETRADTMESFRIBEREE. EHE, FHEIEGMNBSRE AIBTHF
B4,

mEg L SREGHFAERE-—EE X4 RN, HR, E&%0BREEINESTHHKAN
= HWEEEREFAEAALEE. BEER, H5EMSKAREAMESMMEXIK. XX
FERIN 8 REEME, HEXARBRESNISPANXE BELERPHRDENZ—.

BN EIKIRE, SUXE., BRETAFATHEES T, EATHMNRES ML FUHERANE
BFEEXRHREER ., ENMENERIZHBEREN B, ELEREHENEER
K, B—RER, 8—1TBERITNEEWEERFHE, MPHRIISHMREGMBRRER &L
BEETAIMEESH%N . SHEHNEGTXE S TEERERE. EEMESEE, EEEDERE
X, MBEARRGAHTESTAESKNRTAEZ R, RIEENE. FMIEREXE,

=5

EEE EBIRRE T, FRREMATREREENHE BT ARE, X/NTIREBS =G, N
RERUNEELITANSENS,

E5|— FE4E (Peel Chain) B ER



2016 £ 8 A 3 H, MAMEK MR ZF Bitfinex K&, REABRTHRSEFEEL 119,755
BMEEHET. ERIANMELY 6000 HRTT, RIARNMEITE, BWESHAIN 452K57%. #

MistTrack 27, BERVIFHIR R~ N EIFEMEIE 2072 N E&atthith, 2 MistTrack /72 THE
& ; -
® » ’a ‘..
N
L d [ ] » L ] a % &
- . ‘-".
- 2 1 " . .

M 2017 &1 AFFta, BEFRBERBRS, HAIX 2072 Mt #7045, KRABEFHKE
St F RS EHEITT HB, MEBAXEZREN LEAREIMRZE S (Peel Chain), &
MistTrack &7, £9 30.6781 BTC M Bitfinex X 5 F & #EI B & it
19Xs96FQJ5mMMbb7Xf7/NXMDeHbsHaYTHBDM, B @ M RE L ##1F BTC H B it
3CATUDYQy47746HKCVgRV8b1XVduocWACW,

30.6781 BTC 30.6681 BTC 30.6676 BTC 30.6675 BTC
Aug 02, 2016, 09:52 AM Jun 07, 2019, 06:08 AM Aug 12, 2019, 04:45 PM Aug 12, 2019, 04:45 PM

357vQpP...Ko7UacP
19Xs96F...qY1HBDM 3K8JAID...LU35aG2 Tx-86c6c1
3CA1UDY...uocWAcW

BB i 3CATUDYQy47Z46HKCVGRVEDTXVduocWACW BaE & i -


https://light.misttrack.io/address/BTC/19Xs96FQJ5mMbb7Xf7NXMDeHbsHqY1HBDM

& Tx-da59a5 4
50" 36nFBCT...GdSHYNV %52,
PR 50,
i g pE
o > SO so
¥ 4 7185 ® Tx-339333
- 2.2 3CLJVAD...TRAg7bA
12,2019, 04:45 PM May 21,2020, 11:41 PM Wiy 25, 2020, 0429 P
fofofofofofofo May o5 ;55, &
ccccccccc WIXXITQ 0. 055
WACW iy
%
$°8 Tx-13¢975
%%, j
e 3HNPhC].. XAXXMST,
o
9393
2% 36ppjow..Davkhow

TTTTTTTTT

uuuuuuuuuuuu

B4, #ilit 3CATUDYQy47Z46HKCVQRVEb1XVduocWACW 4% 30.6675 BTC 4379 /N8l 2.27 BTC #1
KE 28.39 BTC 4 A& E#udlt 1 FOsudit 2, $555, #udlk 1 4% 2.27 BTC 23 /M 0.16 BTC F1KEA
2.11 BTC & Bl#&Z it 3 Fndthik 4; #hiik 3 HLIRHRA XIF 0.16 BTC 7 Bl #hik 5 Fatthil 6
, Hihihit R, A TEERMNER, BINBERTRERMA—H.

AN

7
RIZN

/
/ \ a
\

MLEERILUEE, REFREBINFEN MU, EER UL S 5 REZ SRk, $EBES/D,
HIpthit thid kit 2, RERKEAHHEEEN Wasabi ;& M H 85 ZI Hydra Market B M
Ho HAR XERAZ—/MBAMAETMA, ERNTEFLH, I THREEER BREFEF D,
BB UB -1 EEHIE 1BprR3VRhSASIVXFR8UNZZZ I nyMhFE1gyQE A l, #& MistTrack &7,
ZEREMULEET 271.22 BTC,


https://light.misttrack.io/address/BTC/1BprR3VRh8AsJVXFR8uNzzZJnyMhF1gyQE

BTC

1BprR3VRh8AsJVXFR8UNzzZJnyMhF1gyQE Portfolio - Explorer
AML Risk Score ©  Risk Report overview €1
Risk Score: Risk Level:

| 00BTC I's

@ Theft
| Aug 02, 2016, 09:02 AM | Jul 24, 2020, 04:48 PM

© Suspected malicious address
| 2712278 BTC | 2712278 BTC

| 4 | 1
Detail >

BANEF LR EB U B AR 1TIEER:

SRERT/IAREMHRBRM, EXEZREFREME L Peel Chain FIEMHFE
o —MRM—TEBE— "Ml FF IR
o BENETHD Il ;
o UUKEFF/NFHRITRS;
o AEFBEIMEMBHAARZF /BEMES,

ZH1 = %37 (TRON) W £&iBER

ERTHRTRES App SARFAMBENZEER K 5,326,747 USDT (M {E#E 530 AETT) , 18
B MistTrack Rk ERBERR S, BN R EF I
TDs3USWcG5uadik GNMGaNZrXrPaw8UMMCt #4T— 4 K FFIE 2 47 o

(9]


https://light.misttrack.io/address/USDT-TRC20/TDs3USWcG5ua4jkGNMGgNZrXrPgw8UMMCt

Counterparty Analysis Transaction Actions Analysis v Export Data

Incoming Transaction Actions Outgoing Transaction Actions

Swap (12.5%)

L Transfer (100%) Transfer (87.5%)

@ Transfer (100%) @ Transfer (87.5%) Swap (12.5%)
Address Profile Analysis © Al Txs () Only Outgoing
+ Gas fee source: TBGPL.JABWM ©  « Common use time: 12:00-14:00 14:00-16:00 (UTC)
@ Ppiatform Interaction ® Related Events © Related Information
0 1 0 0 8 0 0 0 0 0 0
Exchange DeFi Coin Mixer NFT Theft ® Phishing Ransom Laundering Wallet ENS Twitter

o

EEl s

METEREXE, BEMRXSITARRT Transfer # 2 Swap, A, EFXNEERX 5B HTH
A LALE AT B &R R A (8] R 1T — Lo HE bR, M HA TN REFH TR A S & MistTrack 7247,
WA RER USDT B3I T /A it 3488 SunSwap 31T 7k,



@
&
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Q,Q AY

&4
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4
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i

@

5326747.0 USDT
Nov 04, 2021, 05:24 AM

530000.0 USDT

TBqPt3s...PZJABWM

[ Event: Theft |
TDs.susw...waUMMCt'""”o?%D
“02,° Yy,
. 05.0r

Heh, #1152 &= TDs3USWcG5uadjkGNMGNZrXrPgw8UMMCT B $24% 73 USDT #/ T

684.76 TRX, ZZ T :

Transaction Details < >

TDs3USWcG5uadjkGNMGgNZrXrPgw8UMMCt O swapped 73 &% USDT for 684.76857 @ TRX on

? Hash:

? Result: © SUCCESSFUL

? Block & Time:

? Status: CONFIRMED

2 Confirmed SRs: 19 TRONLink

=

Resources Consumed & Fee:

Energy Fee Limit: 100 TRX 1173844 TRX v

Nov 04, 2021, 07:35 AM

4)

TDs3Fk8...RSXxn9KR

(i

SunSwap

L
& TQn9Y2K...5KcbLSE

ety
Ok g4WeT...TpQYUBT

>

TJC2eyT...XbZm4up

TJAHWQ...eUjWeez

| Event: Theft |
TGF8UpT...RTUSTA7

Confirmed by over 200 blocks

Ant Investment Group

(10)
563300.5 USDT

SunSwap
TQn9Y2k...5KcbLSE

9)
580000.0 USDT

SunSwap
TQnOY2k...5KcbLSE

SunSwap
TQn9Y2k...5KcbLSE

SunSwap
TQn9Y2k...5KcbLSE

SunSwap
TQnYY2k...5KebLSE

SunSwap
TQnOY2k...5KcbLSE

(]
530000.0 USDT

©)
520000.0 USDT

©)
505026.13 USDT

(6)
2663373.5 USDT

== SunSwap

54c40fa344f5c301c292b0d9f104886735347efd466d762ba7dc7137725125e5 D)

35164765 Oy | 1361daysago | 2021-11-04 07:40:06 (UTC) ©&

BitGuild TRONALLIANCE


https://tronscan.org/#/transaction/54c40fa344f5c301c292b0d9f104886735347efd466d762ba7dc7137725125e5

SEEFB R 2 — B TGF8UpTomNGpAU7PFVSUPOBjTASRTUSTA7,, AT A A I, iZ ik 5 £

7N

2,663,373.5 USDT 2 /AL &3 SunSwap HIRA TRX 3£ #35| T F— 4 ik TUeS..mF7g.

5]

# Token Transfer:

XY

2 Token Transfer:

N

# Token Transfer:

? Token Transfer: 2

[N}

2 Token Transfer:

2 Token Transfer: 2

From

From

From

From

From

From

From

From

From

From

From

From

SC TQn9Y2khEsLUW1ChVW...5KcbLSE  S-USDT-TRX Token

TGF8UpTomNGpAu7PFVsUPoB]1A3RTUSTA7
SC TQnPY2KhEsLIWIChVW...5KcbLSE  S-USDT-TRX Token

TGF8UpTomNGpAu7PFVsUPoBj1A3RTUSTA7 O

SC TQn9Y2khESLIWIChVW...5KcbLSE  S-USDT-TRX Token

TGF8UpTomNGpAu7PFVsUPoBj1ASRTUSTAT

SC TQn9Y2khESLIW1ChVW...5KcbLSE ~ S-USDT-TRX Token

TGF8UpTomNGpAu7PFVsUPoBj1A3RTuSTA7 O

SC TQnPY2KhEsLIWI1ChVW...5SKcbLSE  S-USDT-TRX Token

TGF8UpTomNGpAU7PFVsUPoBj1A3RTUSTA7 ¢

SC TQn9Y2khEsLIW1ChVW...5KcbLSE  S-USDT-TRX Token

TGF8UpTomNGpAu7PFVsUPoBj1A3RTUSTA7

To | TUeSPLXfF5TZH7YTUR2CeShqc1UCRkmF7g O 3,284,702.761741 QTRX
To SC TQn9Y2khEsLIW1ChVW...5KcbLSE  S-USDT-TRX Token 350,000 45 USDT
To| TUeSPLXFSTZH7YTUR2CeShqc1UCRkmF7g © | 3,296,991.388533 @, TRX
To sC TQnPY2khESLIWIChVW...5KcbLSE  S-USDT-TRX Taken 350,000 &3 USDT
Tai TUeSPLXfFSTZH7YTUR2CeShqc1UCRkmF7g O | 3,297,270.841694 &TRX
To SC TQnPY2KhESLIWI1ChVW...5KcbLSE  S-USDT-TRXToken ) 350,000 §3 USDT

Ta| TUeSPLXfFSTZH7YTUR2CeShqcIUCRKkmF7g

To 5C TQn9Y2khEsLIW1ChVW... 5KebLSE

To

TUeSPLXfFSTZH7YTUR2CeShqc1UCRkmF7g |

To SC TQn9Y2khEsLIWI1ChVW... 5KcbLSE

TI)| TUeSPLXfF5TZH7YTUR2CeShqc1UCRkmF7g ‘

S-USDT-TRX Token

S-USDT-TRX Token

5,640,685.782043 @ TRX

600,000 €3, USDT

4,712,381.744991 @ TRX

500,000 € USDT

4,839,602.418044 a TRX

To sC TQn9Y2KhEsLJWI1ChVW... 5KcbLSE

S-USDT-TRX Token 513,373.5 G, USDT

Hit A it FE, 2LUREMNAR, AREHRI TR, mTE:

30000 USDI Swap for 2858028519 TRX on SunSwap
80000 USDT Swap for 764 424057 TRX an'SunSwap
70000 USDT Swap for 6689859649 TRX on SunSwap.

(P )

60000 USOT Swap 190971 TRX on SunSwap |
‘TIC2ey TRLSIWINWEYBSEMNHSXxPXbZmAup

TNGRLPONChgRI U ASENDS TS

68000USOT Swap for 649; -
78000 USDT Swap for 7453783589 TRX on Sunswap
76000 USDT Swap for 7260461824 TRX on SurSwap
68000 USOT Swap for 6495892651 TRX on SunSwap

50,000 USDT Swap for 477,528.4068 TRX on SunSwap.
60,000 USDT Swap for §73,024.2849 TRX on SunSwap.
70,000 USDT Swap for 6683969868 TRX on SunSwap
0,000 USDT Swap for 663,4097191 TRX on Sunwap.
70,000 USDT Swap for 668,424.0888 TR on SurSwap
70,000 USDT Swap for 668,4169747 TRX on SunSuap

60000 USD Swap for 6678747261 TRX on Surswap. |
60000 USDT Swap for 5721802971 TRX on Serswap |
70000 USDT Swap for 5720159508 TRX on Sunwep

‘TIG4WeTCRZC23iFnaeNRSs2Y JDATRGYUST

10000 USDT Sap for 954118704 TRX on Sunsuan
60000 USDT Swap for 573,1223144 TRX on SunSwap.
6000 USDT Swap for 573,4435015 TRX on SurSwap
60000 USDT Swap for 5733975120 TRK on SurSwap

UMb g P dER

60,000 USDT Swap'
‘TDs3FkB3qePeH6hi32zQVCYCXRRSXNOKR

60,000 USDT Swap for 5727771656 TRX on SunSwap

60,000 USDI Swap for 6727740662 TRX on SunSwap

60,000 USDT Swap for 572 8304360 TRX on SunSwap.

66,000 USDT Swap for 6205667338 TRX on SunSwap.

68,3005 USOT Swap for 6521228292 TRX on SurSwap.

& Hacker Address
TDs3USWcG5uadjkGNMGGNZ
rXrPgw8UMMGt

| CFEUSTomNGDAUTPFVSUPOB]IASRTUSTAT

|
l

PELEER EEFHAN I (REMFMREN ) » £FBRTHEZ—1
TAny2TfsvxeFHi5BCsU2RQzexWTk7c7Fe7, BEYF 75 TRX A KT E| it
TQ8mMpZ7RnDmMz7nhmVNPK3dFdhjYaXdcCv7, B iTiZithit B 7F 57.41 TRX K¥#,

350,000 USDT Swap for 32647027617 TRX on SunSwap
350,000 USDT Swap for 3.296.9913855 TRX on SunSwap.
350000 USDT Swap for 32972708416

(R

)

600000 USDT Swap onSunsuap
500000 USDT Swap for 47123817449 TRX on SunSwap
5153735 USDT Swap for 4,839602418 TRX on SunSwap.

70,000 USDT Swepfor 954903625 TRX on Sunwap
£0000 USDT Swap for 5729517435 TRX on SurSwap
60000 USDT Swap for 5740050574 TRX on SunSwap
€000 UsOT
€000 UsOT

(|

60,000 USDT Swap for 5754658704 TRX on SunSiwop
60,000 USDT Swap for 5757114506 TRX on SurSwap

65,000 USDT Swap for 621,536.4626 TRX on SunSwap

70000 USDT Swap for 952977349 TRX on Sunwap.
60000 USDT Swap for 5712841175 TRX an SurSwap
60000 USDT Swap for 711778525 TRX on SunSwap
€000 USOT Suap for 657179771 TRX on SunSwap
£0000 USDT Swap for 5714419625
60000 USDT Siwap for 715723734 TRK on SurSwap
65000 USDT Swap for 6477490766 TRX on SurSwap.
7000 USOT Swap for 6382527080 TRX on SunSwap
66000 USDT Swap for 6285642009 TRX on SunSiap.



https://tronscan.org/#/address/TGF8UpTomNGpAu7PFVsUPoBj1A3RTuSTA7/transfers

65.6033 TRX
Nov 04, 2021, 01:09 PM

160 P
02 TJaBMdQ...6uxk5Zq TQ8mpZ7...aXdcCv7

o O °
®
5064498.9656 TRX
$0555,9

0635
SunSwap TAny2Tf..k7c7Fe7 9853 TRy
TQnOY2k...5KcbLSE

SunSwap
TQN9Y2k...5KcbLSE

Rk T8 5,064,327.5852 TRX M@ i SunSwap # %#5 526,850.6057 USDT, F#F2ZE it
TJabMdQVDH3bvMCYiJpSPy9PTJF6Uxk5Zq, %75, it
TJabMdQVDH3bvMCYiJpSPy9PTUF6uxk5Zq $% USDT #5175 £ & TRX 48 E it
TQ8mMpZ7RnDmz7nhmVNPK3dFdhjYaXdcCv7, Mttt
TQ8mMpZ7RNDmMz7nhmVNPK3dFdhjYaXdcCv7 X 4% USDT #:3| T WA #Frithdlt

SDT
76057 Y -49 e
el ¥ TEzHeqV...veRRTPL

oV 1
@ 526850.6057 USDT
5268506057 USDT Nov 04, 2021, 01:04 PM
Ny 31217

76, 205, sy
SunSwap TJa6MdQ...6uxk5Zq TQ8mpZ7...aXdcCv7 1. 02:34 y)
TQNOY2k...5KchLSE w o

TJbopGy...F2GYuin

MNEXFAFHME, FMNRLEERT —F, KA T K" (REEX + XRHIEFRS), HitFEN
AT 2R ST LUK AR MistTrack 4128 Theft'#tatlt, IRIBARIMITH T, RIERT
AR 45
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EPHTHEHPAR MU FEAN IR, UANERERULERERNFEEDT, ERERE— i
It TUeSPLXfF5TZH7YTUR2CeShqcTUCRKMF7g, B&ER ZHTHR T FTAHRK, LK, BEHEEF



B2 A TRX 92 R HE A USDT B ZIR —Hhit, MEH 17 £ TRX BB USDT BHE|T
TR, UEBRKMAERS NG

Q Transaction Action:

2 TokenTransfer: 1

Q Transaction Action:

# Token Transfer: 1

© Transaction Action:

» Token Transfer: 1

Q Transaction Action:

2 TokenTransfer: 1

@ Transaction Action:

2 Token Transfer: 1

TUeSPLXfF5TZH7YTUR2CeShqc1UCRkmF7g = swapped 5,640,672.204843 @ TRX for 594,394.826963 4 USDT on = SunSwap

1

From SC TQn9Y2khEsLIW1ChVWFMS... 5KcbLSE SUSDT-TRXToken i To  THrgSieejojwuCEyH8ViyTwhgRm10jIAUM O 594,394.826963 &3, USDT

TUeSPLXfFSTZH7YTUR2CeShqc1UCRkmF7g O swapped 4,839,588.454844 @ TRX for 509,481.217226 % USDT on = SunSwap

2

From sC TQn9Y2khEsLIW1ChVWFMS... SKcbLSE S-USDT-TRXToken [ To TBq5KQ74ATdoSsPo24R53QDe29SojHekvE ) 509,481.217226 43, USDT

TUeSPLXfFSTZH7YTUR2CeShqc1UCRKkmF7g O swapped 4,712,367.781791 @ TRX for 496,144.129103 € USDT on = SunSwap

3

From 5C TQn9Y2KhEsLJW1ChVWFMS... 5KcbLSE  S-USDT-TRX Token To TBBFsH9TqGVa7GHZPTHKGCBh5MekLuukSr O 496,144.129103 &, USDT

TUeSPLXFF5TZH7YTUR2CeShqc1UCRkmF7g = swapped 3,297,257.264494 @ TRX for 347,819.714254 {j USDT on = SunSwap

4

From SC TQn9Y2khEsLIWIChVWFMS... 5KcbLSE S-USDT-TRX Token O To = TQ7jaebLri6EDpXT6WX49202V9EvzwSwWFi O 347,819.714254 €3 USDT

TUeSPLXFFSTZH7YTUR2CeShaclUCRkmF7g 0 swapped 3,296,977.811333 @ TRX for 347,881.638249 {3 USDT on = SunSwap

5

From SC TQn9Y2khEsLIW1ChVWFMS.. SKcbLSE SUSDT-TRXToken O Too TWzBALaP9B9J5zQ3a7j)SWQ25mHjhBPYyN O 347,881.638249 &3, USDT

BIHTRZE, EEF— gkl THrgSieejojwuCEyH8VtyTwhgRm10jiAUM 26451, iZthiit 45
USDT X R TRX, R T AREHE T B — 1 thit
TXQutVZPSXbrwb1TxgFn4BNdkvsgZaAoZm, A 2 EmEANE/EE Ak Bl ?

Time (UTC)

M

M

Transaction Details
Sender Recipient Amount TXID
TQNn9Y2kh...w5Kc
Nov 05, 2021, 09:27 A THrgSiee...m10jiAU ¢30a37d3...6faldc
bLSE O [Z (sunsSwa 300,000 USDT
MOB 880z
p)
TQn9Y2kh...w5Kc
Nov 05, 2021, 09:28 A THrgSiee...m10jiAU 60e5b0a9...aa21f2
bLSEQ [Z (sunSswa 294,394.827 USDT
MO 7500E
p)
¥ Export



BB Mtk TXQutVZPSXbrwb1TxgFn4BNdkv5gZaAoZm X3E TRX #eik USDT 3£
TECS2MpZN9HZH5n0GzGTF8LBLhxZt5g41q (2 #, X2 SunSwap 5 ), &/gHF USDT #3217
"Rk, HAth ik R,

Q Transaction Action: TXQutVZPSXbrwb1TxgFn4BNdkv5gZaAoZm swapped 3,327,502.167367 @TRX for 345,112.891467 € USDT on « SunSwap

2 TokenTransfer: 1 From SC TQn9Y2khESLJW1ChVWFMS... 5KcbLSE  S-USDT-TRX Token To TECs2MpZN9HZH5noGzGTF8LBLxZtSgd1q O 345,112.891467 &3, USDT

BEkE BRERERN USDT BN FMhRER LR, LISEHER. REREXRMT, BHNMMD
REBTE S R BIMR 5 AT X REWK 7 #H T — LR, XEMF B,

HE-RME, SXRERIERKERL, —LHREEWMERMIAT BHBHRIEAX, F)
IN'8RE DCCX'FAERERT S, FAFRELERBUAFATENREML, SNE R
HE—RTEEEE, — BERAFRETR BEERHEA-—TFEML, 23 -2FHEHETRE
BEEFE FEEiM i, BEE—#FHETRYPRETER AR BRI XK IBERERE R

BRELSMATER RMAR MIERE LIREBTERS
' ®

56 -

CEX Hot Wallet User Address DGCX Withdraw Address User Withdraw Address

HNeGsNEMTFRE. ZHHNEMLBERIAERE S dApp B ERTE, FSA/RITIER
B REFRELAFPEKRE MENASHNEIEHAFBIES, ELBREN - AFEN
H ERC20 &4 - H1& &N K transferFrom FIRMEFHEFRARGTERED - RHEELZH
BRI R~ AR - EMSREEE R TiR . EERILRERERN, FEEERIIEN
BAMNBLR. XRZRAA I UREEMNAERETE,

DeFi R PMBERENEME SR FELESEESVRRE. NEHIE, KUEF SURET RN
%o FIINET B EENBERE KEEMESEE LRE, AREMNBERNSTTRER. MGERE,



RFEFNSBERENSF —EERLEE WEEME ERFAERBERGEEHMEE, B
ZH DEX KRN ERRET, RABRIBEARGHN ERE4MNELTHIEE. SHOERAER,
FTEYERELERTE, RNEFEXIRGERERHNEYRAFEAAT,

Tiewtizs, EEFTRAZ' ERKE" BATRSITUEXL X@T S EHRER— B S 2
ASRENEEGAREREEBINR? BEREPLETEENA ? XEHIRNEZMEERRE, #
wNEEEERAE. BERKREHENME-DNARE,

B IRE 5B R

LEMNBLELEFRERSHESFREEELRAPLMER ZATH, B REMERAE N
T—SRXBHHT, EXFREED, I—HTZLEBRPER, SREERE. XGAEEE
BLURBEHRENHFSAERER,

BRERBIRAKXBARA LU MistTrack SRRREEF I/ AEM, D TAIRAEREAZEHAT
CEX(dilMER ZFr) bl X @ EKFE R #RZLEIRF, 4 Binance, Coinbase EX R ZFT, HFE
T EBEEREERM REPAETHHUERNEERERX, 7HEFTEETERLETHITAH,
BERR I E BB 7E Bkl th it B OTC dhkshtit dh AR $I1E 2

BHWINRA CEX, TS REHAEFERE. BAISHABRZARERE / SAMIIRE R
ZHiE BiRRFTHEAEARE SFEZALEMIERNENER. BMESHANRE
HERXPBEFE NAZRTERERMS TENE, BEURBAZOE  RFIE (BKID%, &8
BE., ESHSHUAN ). REREFRBE(RLERSTESIR ). EMEAREMIEL
BAERM, HETLTE2ARE (MNEF ). RITEK(NES. LBREFRH. K. LBEEF)
tME, BTN ERZAERR, BRAFERIBE,

TERBNR AEXSADENRE, W RBIMEEHE. BAEHR~REERTRE, MERTE
LZRERER, HIINREBHR, HIEMESEMERERRF . IRRESLSREEBE. BFIAE., B
Lol B S £ 2 UWCE, Rt EET 28 Lo EEE M, MEER. ZR, FEZARINE
R



EERERE FAEEERES. —FEH FTRER / MRENMERHEEAELFEEXRER;
H—FAH FORERARANZRZUEERIELEENRKERZFEE, ~ EXFHARTEER
miR, fEFEFAS W RLEEFEHE.

Rt FA1—BRE & L BRMERETRHFT LML, HIFE~ER. BEELE, BEEXTES
REEARE, WFAFTHREAMEMK, FE. BRMXBETREEREANRKE. EEEEILRFE®
&, BERFBRUNAINPEN X,

18F SlowMist EHILR K4 = B, BT EBXE, 2024 &, 7 InMist [EIHRME S EIKHER
ANXFET, BF SowMist IEF, SEKERAFHERSHFEEEHITBT 11242%x
;2025 £, 18F SlowMist thB & SRR IHE AR S #E 3 — 2B SV RS RMARRIRIE, NEFEBRT
f1{E£9 1000 B ARMEY USDT, XM F, XBAETEMANRE SR E A RIRME LIRES
. HE R RIEESE, FERENMRERTSRDE, RERRETRE,

#LERERANAE, BHARMOEL BEEFEBERES FEMRELRIESI . K TEE
RESFEEHDANFNTERNR, XZ—12ABDRKNEE, LA - 714, F=aH &80
MEF BXB. WX R, RE—1TEREMLIEICHIIA,

:I:\
él:I 'IE'

EENBERYED, BMRLUASE, EEZEMERTR—REMES, ME—FZKAMFE
MR, WEEFRTAMEL MBRAE—#EMAEREK RRISKEESE. FIRAET
. WL, BHENF. BIEFSUEE A TEHRRBRE, RAEFERE, RMNAFHEAR, &
BRMTEMpBER, EEMNRE, ERARTEEARBMSNE. IRA. BAE. BUEANRF
BXE.FEEY, FETRARRER, BERRE——&ER, NEBER.

EEEME, BMNBLUNERFFRNENTRSAZE ERUEAXRERT ——B-RAER
HIRRE, MERNMFEERARNITH. B—OFR, T ANESSIT, HEHLRLREHT
—ZWMBHER, EXSES D, SEETNAETRERE, BERETEETRINMH L, M—HF
M. SR AANRIRERFM, HFRERABRREXHTINTHE—D,



ETXERR, BRIEFREARE TS F# LBIR, XBELR, BHBKIESRFIERTERTIRE
R, MEXAFMeELLHE—TAFE#LER. ME-TREELIARE. B —REHRE
ERHEE, EMNERERIL

R

AEMAERATELSE 5L, SERYRE TRNEATBROEAES . BATF%
5RIX KBS, TR, RARAERY, XHFRROTE, TE . HUE, RN
SHEANY, #FRREERUNT, FARH. HE. it THIRENTOEFAFERRET
BERMA, RN ARAR, HFERE B R H NIRRT,

/

MEARFTEREEEED, ELTNEREE, ERSTEFRRMEETHEL, FEAK
Bh, BREREESEREMENEN, FAELENIRETWER, TEHEAXHF AFMEETR
X (] 5 PR Bk Ak 98 A -t PR 28 P o A B 4 fRT 1B B B IR IR AR AR HR BT



* F1E2F (SlowMist)

sLawmisr \

BEMEE-—FRLTIRREESTEMBEMIERAR, RIF2018F 01 A, H—XWE+EF
—SMEZREWHRNERIACE, ARRASITETHARRREZWMANRETRE, BT
MRELREMREHMRRERT ELMAE, TEZRBT B AIB B HEH— K EEHEHR

EMRAE'RS T EHRFLABIMNLWIAE, EFBLEFLTFR EF2HETILNEER
REMEX,

BEMBERRSETRRER TN, ERIERRAEMERTE SEREHHATEE(
2018 FHERREF LA R FH) MEMN, REEFRXER' RRESNELERARRKERBE"H
ZRBARMZ—, RIFFREARBIERESHFEREL, NE EEREHWZERRHF
XEFEREESEREHIMERRIE . BERRAEFENERTILRRAESBARSRER,
MERRESTERARNBARIISIA, 2FEFRT KeERER. KeESsAS5ILER

BIRRE,

BERBNRTLBRAZEAE - T2FIH, BMMEREBT). hHBEERSAREAMNEL TR
RE(AML), BEAERAPRE. ZREBEN (MistEye). #BIEZEE (SlowMist Hacked)., FBEE AR X
#E(FireWall X) & SaaS B L2 M, ETHRAEHRNLZ LIRS R L L7 M, BEH BRI EFRR
K& £/ T, 0 Akamai, BitDefender, RC?, KRR B, IPIP £ R BN INEZEHHELIE 4.
FEETE. AREMNE, MBI AT EIBMEE ERET —RIEE®FIENRLBRAE, EF
MEETULAGHIZAAFATHZEEASNRHMRRERTLRFTR, FELFHIZXIEEIA
A, AR REERTRLEREESTHEE AR,
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