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Mus, BHEXZZREMFRESNENBRHITANSESE, ®THNENBMRSERERRD®EMN
Bito

RIOR(NTMBESERFRTWFESS. PEESESFHXD loT I§FHITHENRHEHE L/EBMRI
FHEAMGEEREMIGH,. XEETEREIEFRZRIA LZ busybox # Dropbear A1, &&E&IE loT
& s TR Q¥ & TA tinyPortMapper, 45 ERONRER & B 2K Cobalt Strike iR5528, [
BT RA XL IE R 0T 18 LRI TS EE R Arm ZRHAS,

EAREERE, BERER msbuild.exe FiIFRIEHZ ANBRINER, HIT Loader EFRARFINEH

Cobalt Strike, BRItz IMERMERA github ERIHIMAIFRR loader KINFFLEAT, 5140 shhhloader
0 Mortar Loader, FEALWEFHHBELNERE Golang RS RIFKEAR D RILIITIZIZEH.
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o

KoYy B RERIMEIRBO

5T, BETETE 2022 F 5 B NEFMRAHT T ERARE, RITERTHEZEEE DI mips
RN ADER, HABZEMSEEMNING Arm ZRIRRDER, RITEESBEA “Caja” -

BahhiT XOR fEERERHG C&C

iR C&IC

4Rk F2& Payload

4pk 266 Header

£ Header ] Payload
SBIBH TS, 1=

RiEEEE, Fi5 CAC MK

A [ 2.5 Caja ADHRITHIE

FREREMBERPOIE 2022 FTFHERTUIREZARRNHIB LA,

APT-Q-12 (fh15%)

XA B, BEHEE SHHEL. REAT

o o
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FIE PEENSRIFEERMER | SIRERIFLIEEM (APT) 2022 FHikE

HFEFHX A APT BRBESLHE BF N AR SREES XEM, RE IP ZHRERH, X
MART HA IS ZT AR EEREE, APT-Q-12 BkESF LFFENIFEIEM, ZER B IR &N
FHELAMRIEAE, M ERTIRY HR 2S5 @ akt, aiEmaanT:

@ Resume Teddy Kim....
101 KB

b5 ERER T, HEENBEGHFRERGER

This is an external E-mail, please note if the content involves sensitive

El
El

Dear Miya.

I'm reaching out to explore potential opportunities you have for someon

A [E2.6APT-Q-12 B HIERERE

EREFH R E — 1 INK KD, BITAESHIEZFRENRS —H, TRNEHIRERE T RLTE
ASH T REVBEICRIE! .

SIRSRIFEMEERD (APT) 2022 FhiRE

13



(> FRERHMIBRP O

13 w2 = al;

14 | strncpy_s(Destination, @x1@8uis4, Scurce, al);

15 v3 = @ied;

16 vd = 8;

17| if { (int)v2 > B && (unsigned int)v2 >= Bx48 )

13

19 51128 = _mm_leoad sil28((const _ ml28i *)&wmmword JFFBI@ALCICA);

2@ vE = _mm_load_sil28((const _ ml28i *)&xmmword_7FFB9BALCIDA);

21 do

22 {

23 vd 4= 64;

24 *(_ ml28i *)&Destination[v3] = _mm_add epi8(

25 _mm_xor_sil28(sil28, _mm_loadu_sil28((const _ ml2Bi *}&Destination[v3]}),
26 vE);

27 vil[v3 / @x1e] = (_ int128)_mm_add_epid(

28 _mm_xor_sil28(si128, _mm_loadu_sil28((const _ ml23i *)&v11[v3 / @x1@])),
29 vEY};

3@ vIl[v3 / @ex1@ + 1] = (_ int128)_mm_add_epiB8(

31 _mm_xor_sil28(_mm_leadu_sil28((const _ ml23i *)&I1L1[v3 / @xl® + 1]), sil2s),
32 vEY;

33 vil[w3 / 8x18 + 2] = (_ int128)_mm_add_epiB8(

34 _mm_xor_sil28(si125, _mm_loadu_sil28((const _ ml281 *)&v11[v3 / &x1@ + 2])),
35 vE);

36 vi += 641i64;

37

38 while { ( inte4)v3 < ( int64)(v2 & BxFFFFFFFFFFFFEFCAUiGE) );

34

48| for (1= wva; 1 < w2y H+i )

41 Destination[i] = (Destination[i] *~ ©x53) + @x88;

42| if ( !{unsigned int)sub_7FFB9@AR6278((unsigned int)&v9, (unsigned int)avpfgqsqlejofBss_@, 33833, 64, 128) )
43

44 sub_7FFBO@ABTOCC(vD, Destination, (unsigned int)v2);

45 sub_7FFBOBAGETES(vI);

46| 1}

47 return 8i64;

43 [}

A EH27REIERIERNEZIE

FEFRE NI APT-Q-12 Friati® hip RERFER, NHETEZHITER js ABEITiERSE T
Hbmp EF HBBHE—MENARD, BRVEBNXHERMBTBLEEITERSS, HSFEE
SMMERASH T &

BFREFEMBERPOSE 2022 F FHFRNIKEZ ARSI EEDD.

APT-Q-27 (&HR7)

Kigia: @Y 0day. 1HF. E£F

SRPMPRBET 2019 £, BONRIHANRENRSERENE—, EHERRIRERIETZEK
BUOKTAREE, HOREIEIET DR MERT T A, XRE TR APT BUSBT &
Bl A AT,

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.gianxin.com 14
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£ 2022 FHEHAVHEREIB APT-Q-27 & #1 Oday EHETHH, EXP MIAFHILIHSIEEEL, BL2dE%

TBRAEEM, SREMEGIHRIGITT T AMIRITRIE: E—MER EXP RITHSREEmAMEX
BRI EERER; EMNIZEEB) Chrome Nday iRESEEL “BINER” , £ Chrome #iZHINZE
Cobalt Strike IZIEARE KRG, HINEHF—IM=E LRI T E& 3006 EE MW A GZEHIE, F
B#NKEHEB TR IEN=EZMRSSHE 5-10 1, FERZ BFER, 0day KREFIHE

BT

(s

BREES

A [E 28 @AM 0day BT FEEE

RIBFLEAREIREN, APT-Q-27 7£ 2015 £ -2022 F£FER 7 2 MBNA Y 0day RE#HITHRE, A
HIREIBIRS EILZ N T

1. 2015 FEAMBIRNGH XX FREXNERATWHITERE
2. 2017 FERAFENRATHERATILH TS

3. 2021-2022 FERFEBETIREITERATILHITRE

XEEER, FAMGHRENZEKEI =" 0day IWRF A, FIEERERKIEERIKL—A. FREEM
BIRPOSTERRENIREZBRIENRTIE.

15 SIRERFFLIERM (APT) 2022 FiReE



=. 2022 FFFIHREARETI SR

MEFE ENBFLEANARNITRELREZTFNIVERENESL APT REFHMEM RN 2%
FaEERERITON, 5212022 E¥FRARETUSHER WEE T BN REBENGE. SR,
BEMBH F T # TR S, B0 TEFR.

2022 L ESHERMEESRARTLSH

B|1E 9%

292022 FHFSREMEETRIZAITILDHER
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FBZE R RFEERBER | £SRITEMEER (APT) 2022 FHiRE

=& eERHEERmERE

RFEKIRER APT 15 (UFER “FHRER" ) PR THREMNEL2MANEL2XE, AKX

SERFEMEREMRBEBINEEZFRZ— 2022 L¥F, HFLERMBERPOT2IK 200 ZMEEHN
APT EIBHKIRHT TSN, WNANBSEERRT APT IEHARRE. APT RETohRE. 2N
APT NEMREEMF. APT REBRXHNERAEIFELI T, URBEIMANTEXTHINEIEFAHR

HARXED.

FERABNELEEE T ERFRERUR NI EMN B R EIERIEERS 51,

—. EXSHEAMRARENR

BRIERMBIRFOE 2022 LFFmNEINSRIFEERBMER QRS 24 181 K. ZARNEIE
WNE 3.1 FR

2022 FY4F S W ATHOMR B KE ARt

40
33 33 31
26
| II|
Jan Feb Mar Apr May Jun

3.12022 ¥ FRIKAANSREMIRESHER EHRIT

17 2022 FriRE



=, ZREBFRTIL S

2022 &, EHSAHARFIAT, NEAREREERZ N, BIFARBREIEER: £2K 2022 L+ F
REERY APT ABXERNIRE T, WRBA (B2, B, EEMEX) NREFEHLEEN 27%, HR
EfEFEFEXEMHF SN 21%. TRAGLEE 13%. BERAEL 11%. HF, HANENEEBW T BT,
ARER. TR, BEFREXINEFIE RS,

2022 EFFRREEFL AT D WG R0 T B,

2022 E¥EF LIRS HEMEERITSH

oA ]

EEE 4%
M sy

HE ™

ET 9%

3.22022 ¥ FRIKSREMEFI AT

=. EXEREMALRIER

AR ENFRIBIRPFIZRZAVFRE APT AR RAEXIToI#HIT T DMAEIE, Hip, BREEEH51T
APT AR 52 Gamaredon 6.8%, Lazarus6.2%, Kimsuky 5.7%, C-Major4.6%, SETE 4%.
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2022 FEFATHRSIRERR R R BRFXER

g
g
ciney | 5. 7
ovorer I . ¢

e [ . o+

0% 2% 4% &% g% 10%

3.32022 ¥ FLKERSREMAR

M. 2022 EFFEHREMEESR
SEFRRIERE, SRMTLNKEIR

ERMEREBENHSARINEHREZT, EFEBERFEM, 2022 EFFLUREET SEAYERITIL
B TEE), EEEI BENINE 5 RENE 5T mo

BAFIREHEE, Lazarus ARZRET EINBRRTH AR, FANEBMEEERRE. KREABTSFEH
. 3 B, google R AR &AM Lazarus AR %A CVE-2022-0609 ixf2 A3 1T A F /& Operation
Dream Job # Operation AppleJeus ;&zf1, E A Operation AppleJeus JEBh¥H X3 10% 65 h A& R Al
TUBRRP, REEWEET 85 &

Bluenoroff group #iAA=E Lazarus AR D, 2022 F 1 A, REHFEFEZARHWTSNELR
REBREEL. DeFi. KRFEMEMBHZITUBEXNEMAGE, REERBBETH. K=, HEXEL.
Er=. FRHENE. PE. NE. EE. &8, WK, FREENERE,

BH

oiF

5 Lazarus — 1, BEEFHAELE =M Kimsuky, 7£2022 F E ¥ FHRIRTBEFERA DS IME 5L HI
Word SXHE{EAEE, SmERmARLER T,
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(> FRIEHMEIRPLO

BRTNZELRT, EiLLl BEiRE T — MM T ENXNEmE P HEEESNAR, HEETR
“Elephant Beetle” 3 TG2003, AN BEIEEIENPHITIRENIIER 2, REAGN T B HETT.

tk5h, FAIE (Operation Dragon Breath (APT-Q-27) : $#XHERITIAIRRAEITE) —XHRET S
BRMEfAFRTERY Miuuti Group ALH¥ER. SRTUNERARTES, H@Ed ‘B2 AR
BEEZIBCHNEEYT, SUVEBR.

EREE B A REZH

AESHRPIAERT, MUARRKXHXERESBARNKEESIAE, M. PRFUXLUERE

RN A RMMEXINEHEA B Turla. Gamaredon. APT28. LOREC53 &, WtER T ESREZMNE
EBR, ENUHNEMFASERBN, tbiIEEEPFEER. BP0 EEEFRS.

X R APT ALRETNE, IE. Sidewinder. C-Major. EREMNW L RIEERAEHES BT
RERE, HMHRA—TRUEEBLTERNAR—=ENEKR (Vajrakleph) , TEFHERBTE
FERERER, EANTRIINZEARTEZNEBEMBERNAGE (FC) FMFMEA (SSG) , £
HERRZEUME (FCBLN) , IWMNEBESDENEKIMIBAER (FIA) FEH (Police) o

N EREBEIR T E S E S BIRAVA L X E1E MuddyWater, TunnelVision. SUEB LA Lazarus £H43,
MXBESEHFL TR,

E Lt REAYiE KBS
BRIl “Datails of bill” FHIFERHET L 2022.1.10 360
Patchwork f& “FEZIZ” AHFINEREBERER 2022.1.10 Bl
Donot AZRRFEI i R L BN ZE HHR 2022.1.18 ESET
APT28 F|F8 CVE-2021-40444 3R B R MR ER TALAEIEEDD 2022.1.25 trelix
Gamaredon 31 &5 ZBUNFMEAERNZ BT 2022.2.4 Microsoft
LORECS3 $tXBRZER. EfFf SN XBINMIAMEMLEHR T 2022.2.17 &z
APT28 f/EXEEM A BB AER ST 2022.2.17 CISA
C-Major 1 SideCopy R{FEHERHHRMEHZHITHE 2022.2.18 TRE

HRFE: ti_support@gianxin.com  EBiE: 95015 EM: https://ti.gianxin.com 20



BT RS RFEERMER | 2P ERITEEEN (APT) 2022 FHiRE

BB R KRB S
fREA MuddyWater AR 53 £ IREURFA &L SEAFFRBIRETD 2022.2.26 CISA
C-Major FIAFHLELEHH CapraRat HXENEESFMBAFAR 2022.3.7 1R
ERIKRALR VajraEleph £33 BEHTBE TS A B BIMSKIEIR SR E 2022.3.31 TRIE
APT-C-23 AR LABSIE RN E SR EE 2022.4.6 Cybereason
Lazarus FIF Logdj iRt XTI RERFEE L F 2022.4.27 symantec
Turla ZBARFREISECHIE RIMFIZ TR, KT BEFR 2022.5.23 sekoia
TunnelVision ARMEFIEITRIE T UEBTIFMEESRER 2022.6.15 checkpoint

A £342022 FHFEEBFEEEXBEIEDD

Oday RRNERHERD

MEFE T8 0day & Nday AT ER N APT AR BRI E RIS, 2022 F EFF, APTAHAERAE
ZHVFTRIEE Logdj imiA (CVE-2021-44228) X Follina JEH (CVE-2022-30190),

Google T2 HPA &I APT28 AL EH I B =M EEIPMER T Follina iFiE, ZAL @I REF
R THARIT R ERIE Net FAHERHFNIERF. BiF, APT28 WF|A Logd) KRR AR
ERZ2BENMESABNE RMALER T REE A TEHMRERER.

55, Logdj IRTEEHE APT35, /8iEfE. Lazarus. TunnelVision ZFHEF A,

21 SEEEFEEN (APT) 2022 F£rhiRE




SBME APT EFRURRMA | 2IKSRITLER (APT) 2022 FHIKRE

FME APTREFRERFIA

FRERT 2021 F Oday iR RFABIMBIE %, 2022 F EFF 0day AN KR EEAEFBTEM, thz

2021 FHEKIETE, BRI 2020 B LA, HRF 2021 EXMFHREMD EiE, TR 0day
EBFRBNBERALFT - P ZEBEHNBEE, UANKBAROREREAERARERES,
Chrome, Firefox, Safari RXINFE&T Windows, MacOS, 10S B FEkI%IRR &SFFE RIFE 7 5,
Hril 5 fURER B Z AR T Sed A ZEM,

=2 =LA MARBETAF FIFEY APT AR
CVE-2022-21882 Microsoft = RN AN
CVE-2022-22587 Apple ) ESl Sl
CVE-2022-22620 Apple = Eil KA
CVE-2022-0609 Google = Lazarus Google's Threat
Analysis Group
CVE-2022-26485 Mozilla = E Nl 360
CVE-2022-26486 Mozilla = ESl 360
NA CIf=E=3 = BET RH
CVE-2021-22600 Google = ESl ESl
CVE-2021-39793 Google = RH RH
CVE-2022-1040 Sophos = Driftingcloud ES
CVE-2022-1096 Google ) RN RN
CVE-2022-22674 Apple ) ESl Sl
CVE-2022-22675 Apple = El| R
CVE-2022-26871 Trend Micro £ e Trend Micro
Research

22



SBME APT XEHFRURRMAR | £IKEPRISEIERED (APT) 2022 RS

RS B 1R FARLBERAF FIFAHY APT 4R

CVE-2022-24521 Microsoft = El| National Security
Agency and
Crowdstrike

CVE-2022-1364 Google £ R Google's Threat
Analysis Group

CVE-2022-26925 Microsoft &= El| Bertelsmann
Printing Group

CVE-2022-30190 Microsoft = ENll Shadow Chaser
Group

CVE-2022-26134 Atlassian = Driftingcloud Volexity

A R412022 FHFERENSEFE

—. FMBUNEEEESL: Lazarus

2021 %F4), BAEE APT HIfA Lazarus KT HNWNEEARNKESH, RERERT 1N 588 KA
SRR, 2022 FZEIKX HXTEENFHE. IT. MEMRERMTILART ZRKE. XEFERT
Chrome I %3 2889 Oday J&7A CVE-2022-0609, #&& Chrome JE28HF AT, X—KRKEHEHEIDT
B HTENEIERF 0day wiH. #E Google AR AR, Exp S&MANE#HTITT Macos/Firefox 18
KEIFER, BEHEEE, ZARFHRINIZAEEEHTT Safari/Firefox 89 0day ®ilH. EBY, ZEKBAF
MREX T 2021 WEBTRVEI0E0)I, SI8HER 0day FIR#HITLZERF, BIFEERRET:

TREBKEER iframe RTERFERIBY EIIR M

. BXEHRREEREEE— D, URGR— AR ANEERE A=
AR ARSI M ERERETD AES INE

— NEERI, BREBGFRE

AW N

B A B BN IE RN ISR, KL EZ Chrome B 0day 12 2426 9FR Google LA
SNEMR 2 RN NI,

—. #ERBsE

BAEZXE—RENRTHZEZFEETR, EXFTEEHBRFY, TEEE, ANFEFINEE.
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(> FRERHMIBRP O

2022 F 2 B, ZEfF Windows A FEIRiEan L MITIRE, HHIEFMAE. HAEREFAT
[ BES M FBN—EED, REFIFIAN CID, MMEREREEN—La<ENMERBHIT. B
FREZGUMZLEIATE, ROEENZEOIBETLN, ERIAHE, ABEWRITHE,
BEET . $R. BFNEE, HREETCESRMBIZRRHEI TR,

=. loT BRH;tH APT EHMN It ERY BTN,

APT Ik TR A FHRERREE S EE C2 fRSE8, LUHLEESRe ARRMIRE, 2022 FE4F, H%X
FARNBRENERE ZREERLE loT BHRITENSEM, ZEKETERFRERN—LEKEES nday
R, IHNN_ER BB E R RIREEITH S, X EREIREFABEADEIE C2 AR5 2094 BIR,
MM B S ARy C2 fRSSastuit, RFABLMAN S NEERE NBIRECR & F o

M. Driftingcloud: ¥*4A9 0day F{X

Volexity F 2022 £ 6 B2 3K E T REEMWEEH, XMERETPEER T 0day wE, HP—NF
78 CVE-2022-26134 /3 Atlassian Confluence Sever HREZ SR WIEMIZZRBEHRITRE, S—1TN2
$13¢ Sophos BHAIEHITIZ A HITIRIE CVE-2022-1040, Yi@idiRALE Sophos BiAiEfE, WEHE
FI R XS B ASERYIA A PRIE 2L T 345 E B AR EERY DNS MRz, LASKIL MITM (&, XEREEREM
NWILRAEIERS (CMS) WEIRARIREZE AR EEMA1E cookie, HLULL#HITHRENK T,

g Attacker breaches PHASE 3
firewall & installs Attacker performs MITM on
\ a webshell connections to websites

on which the victim is an admin

PHASE 2 e

Attacker adds a VPN |
account & initiates |
DNS interception | ATTACKER SERVER

]

CUSTOMER NETWORK

/ i
Q ““““““““““““““““““

Attacker uses stolen
credentials & session cookies
to further breach webservers

A [E 4.2 Driftingcloud Oday JRRB & 742

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.gianxin.com 24



SBME APT XEHFRURRMAR | £IKEPRISEIERED (APT) 2022 RS

B. f&i%: CVE-2022-30190

ZRAREHATEARET VT %X, H&E R Follina, FmEFIAMEER CVE-2021-40444 1R %48
Bz ik, @it OLE mAZHIER—MERE html, % html FfEE msdt HiXEZ T office BHAIFRIPIEL
G4 &miiiﬁtfﬂiTﬂﬁ%E RN EEZR#E, BEKIBEE rtf XHFEKXEIHNR~, &
3838 msdt X —4k powershell 5N SBHEZMIEHIT.

= it @ DIT@ =iz F3 = 87 aasscen| samcox AABE AaBBC AaBbC AaBC coseccos aasecene o maseeoe dssecen o ol
i N | o fa SR BRI = = HsE FuZsm 58 LT g " -;’.::-
= 0 & Ew 3 5o b il
M L3 M5
CE C a AR
IR i |
7 8 9 x o :::c-'u-'uﬁ systemiZicmd.ece - python m'lrn'(*'l‘-'ﬁr'«ri&&)‘ - =] x
L
2 3 6 = sone [E
1 2 3 +
0 =
miE#1R e A AX

4.3 CVE-2022-30190 /w7 AFI A

ZRERTHIRBER KR 25, EH TA413 BFRRRaXEHERE, Z/5 APT28 ARWEHER=
N EHHRER T ZEE, BERTFZRARZED msdt WARFA, SBRAKEZG, FXIFEES

25




SBRE #5 TR APT AR, EEE | XS LIFRIERRN (APT) 2022 FrhiRE

FBHE M TRIAPTLRAR. ETHFlEES

WSBURRRE—EEE LRME APT HAXNK G BARRNERE, EMMuE=ErAERD T APT &
BEmT 7 RERESENES,

5.1527 2022 F¥ FLIREMX FEIEIRM APT AR, 2IKEE APT ARFIRBAIUSHHFR 1o

HER APTAR Iﬁﬁi‘é‘éﬂ]—‘

APT28 +++
. Turla St

Gamaredon + Lazarus Group
Energetic Bear ~ +++ Group 123/ APT37
Kimsuky
Darkhotel
HEE
e
\ | 4
N LXAPTER  mEmm |
N
VU .\ Longhorn +++
'_m!‘r: APTAR mzsznw - Equation Group +++
R APTHA  HrEsEh
MuddyWater + .
APT34/ OilRig ++ i APT32 ++
APT33 ++ ‘
Stealth Falcon/ <P op /
FruityArmar gt -
SandCat ++ [ L APTEE Hihheh
L] + [r— o APTHRR  Heieh
e + 7/ BITTER + — .
sl : AtBER/ Donot Team 4 Regmﬂ St
(RZES | | s SideWinder 4+
EER +
L J
BEIEx
VRS, REMRIEAPTEIVEERATIE, TERBAFREFIREEN.
AR . Bl
B5INE T RN ETEE © stipEaE () SOmmEs

5.12022 EHFLIK APT ARHHIER
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HRiFXpY4AL0 51T Eh
Fast Asia

2022 EFFLUR, RIMXGEKH APT AR FEZE Lazarus 1 Kimsuky. Lazarus LHER SR LI 55 F
@mAFEEHN, Kimsuky NFEHFBCATIHEITER S,

ARIE APT 4R WEHRES

Lazarus Group ++
Group 123/ APT37 ++
Kimsuky +
Darkhotel +++
ELk +

P +




(> FRIEHMEIRPLO

TR W TER WU

DarkHotel

SEERE: 2004

AFFRERE: 2014

Darkhotel HEHFEHEREE
2014 IR, RIFBFARRS, Z4AR
HEE—RIEICRTE 2007 &, H1E
2010 3%, ERHFEHWERHLT

Lazarus

SFERNETE: 2009

AT ERE . 2009

Lazarus HEWINABHERITH
APT A48 (Bureau 121) , HEX &
&h Ml B & 5% F &, CrowdStrike ¥
H 65 B 79 STARDUST CHOLLIMA,

Kimsuky

REERNETE: 2013

RFFERE: 2013

Kimsuky & 2 H R EBH#ETF 2013 F
AFREHHE, REFHNRFETE
WE 2012 F, HEWINAABRILM
X&S, 5 Groupl23 APT AR 7FH

CrowdStrike B 53A&# X AR B EMigeEEE XK WE, FEE. BER. BAF. JEBUT
79 * CHOLLIMA AR BFHIE. HIAMETES]
HAREE. MRARMAAXAR

g

v

T W

APT37 EAIE (APT-Q-11)
REERETE: 2012 REEHAYIE: 2019

RFHERE: 2016 RFEERE: 2019

Groupl23, #R ScarCruft, 7 EAEBARHTLERMERFOE
2016 & 6 BHREMERITHITIK 2019 F 12 ARFRE 7T HIERE,
&, WIANEREFHAHNKEHAR, ZABLRIER 0day IRIA®RE, FRA%
REERT 2012 &, ZALEINA MIEFENBMHITEBERE, K
52016 £#J Operation Daybreak #1 HENREEFE. HEE,
Operation Erebus %, Groupl23
0 APT 4H4R Kimsuky ZZTEISEES

v

D

v

A R522022 EFFRIBMXKE APT A

Lazarus 4H4R7F 2022 £ F¥ FHWRZHNEHE, MFRBEERITLIN, EEARBRIENSIERIEE
FHEE N THEBRAEXYM, 2022 F 4 A, BF Covid-19 WEE, R DAEER VMware 7= &
HITIRIZTAE, Lazarus ARELNEFIA Logdj RARRZEZ 2T B VMware Horizon F= @&
i, HN—HKERFENESZTUIN AT D LEERHEF

4h, BFRERMIERPOFEIKRE Lazarus AR FEHFAK Andariel FIF Go E=HENTH=E Y, B
F A C2 RS BEIFWERIMNENEBIARTE PE SXEHHIIT. A2 Go FEESHIHHMTE VT LM

mBHRERD, v Mutk, XAJRERKEGEEA Go ALERIRAFI—NRE,

Kimsuky HARENARIHX 55— EERBY APT AR, EEHF BRI NSHENHET HAXET. B
HIW S BB, IEXHE. Efr RS KIREMBZ S HFEXNERIHITHISEED. 7 (3
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SBHE METH APT AR, JFEIMBEE | IS LIFLNTE (APT) 2022 S
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1.https://ti.gianxin.com/blog/articles/lazarus-armory-update-analysis-of-recent-andariel-attacks/
2.https://ti.gianxin.com/blog/articles/king-of-phishing-analysis-of-kimsuky's-recent-spear-phishing-
attacks-targeting-south-korea-with-multiple-topics
3.https://mp.weixin.qq.com/s/jX8D8d-4q46pKHSOAIVgjw
4.https://www.malwarebytes.com/blog/threat-intelligence/2022/01/north-koreas-lazarus-apt-
leverages-windows-update-client-github-in-latest-campaign
5.https://blog.google/threat-analysis-group/countering-threats-north-korea/
6.https://securelist.com/lazarus-trojanized-defi-app/106195/
7.https://ti.gianxin.com/blog/articles/analysis-of-the-lazarus-group-attacks-on-korean-companies/
8.https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/lazarus-dream-job-
chemical

9.https://mp.weixin.qg.com/s/Xs54_RDKU5MvkvsPPCGKEw
10.https://www.cisa.gov/uscert/ncas/alerts/aa22-108a
11.https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/stonefly-north-korea-
espionage
12.https://research.nccgroup.com/2022/05/05/north-koreas-lazarus-and-their-initial-access-trade-
craft-using-social-media-and-social-engineering/

13.https://asec.ahnlab.com/en/34461/

14.https://blogs.jpcert.or.jp/en/2022/07 /yamabot.html

15.https://mp.weixin.qq.com/s/USitU4jAg9y2XkQxbwcAPQ
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16.https://securelist.com/andariel-deploys-dtrack-and-maui-ransomware/107063/
17.https://mp.weixin.qq.com/s/R8fvBQDHrTA5-VnKINO5Wg

18.https://asec.ahnlab.com/en/31089/

19.https://blog.alyac.co.kr/4501

20.https://asec.ahnlab.com/en/32958/

21.https://asec.ahnlab.com/en/34694/

22.https://asec.ahnlab.com/ko/34883/

23.https://mp.weixin.qq.com/s/ZV8AOTA7YGUgCTTTZtTktQ
24.https://www.volexity.com/blog/2022/07/28/sharptongue-deploys-clever-mail-stealing-browser-
extension-sharpext/

25.https://cluster25.i0/2022/01/03/konni-targets-the-russian-diplomatic-sector/
26.https://mp.weixin.qg.com/s/GPpOF-SSJbVR3ZHsx8eXgA
27.https://www.securonix.com/blog/stiffbizon-detection-new-attack-campaign-observed/
28.https://www.trellix.com/en-us/about/newsroom/stories/threat-labs/suspected-darkhotel-apt-
activity-update.html
29.https://www.netskope.com/blog/abusing-microsoft-office-using-malicious-web-archive-files
30.https://ti.gianxin.com/blog/articles/Samples-of-the-OceanLotus-attack-using-the-Glitch-platform/
31.https://mp.weixin.qg.com/s/5gXIIrE1srnHtaFCc-86GA
32.https://mp.weixin.qg.com/s/tBQSbv55lJUipaPWFr1fKw
33.https://mp.weixin.qg.com/s/1WtaS7htgiUGhtY_ovERXA
34.https://mp.weixin.qg.com/s/Ah3pFjYkS5AOvVKvZPwXod6g

35.https://mp.weixin.qg.com/s/NLe4Jgm;|iB581Q5Kn6DSLQ
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36.https://blog.malwarebytes.com/threat-intelligence/2022/01/patchwork-apt-caught-in-its-own-web/
37.https://mp.weixin.qg.com/s/ZNhdLN_AgGfjdk8nG8kLmw
38.https://mp.weixin.qg.com/s/T1-JbCIFsVV2UNnusYPJbw
39.https://www.welivesecurity.com/2022/01/18/donot-go-do-not-respawn/
40.https://ti.gianxin.com/blog/articles/SideCopy's-Golang-based-Linux-tool/
41.https://ti.gianxin.com/blog/articles/Confuser-packed-weapon-of-TransparentTribe/

42 .https://ti.gianxin.com/blog/articles/transparent-tribe-and-sidecopy-share-infrastructure/
43.http://blog.nsfocus.net/apt-sidewinder-20220218/

44 https://ti.dbappsecurity.com.cn/blog/articles/2022/03/11/bitter-nepal-army-day/
45.https://blog.talosintelligence.com/2022/03/transparent-tribe-new-campaign.html
46.https://mp.weixin.qg.com/s/xKKr5UV26npohwvyv79U0w

47 .https://ti.dbappsecurity.com.cn/blog/articles/2022/04/24/bitter-attack-bd/
48.https://mp.weixin.qg.com/s/xRumzCNzQ857I7VDg5TmBg
49.https://mp.weixin.qgq.com/s/GaYOCLKD77aHcr3fdtZH1w
50.https://blog.talosintelligence.com/2022/05/bitter-apt-adds-bangladesh-to-their.html
51.https://mp.weixin.qg.com/s/qsGxZliTsul7o-_XmiHLHg
52.https://blog.group-ib.com/sidewinder-antibot
53.https://mp.weixin.qg.com/s/8j_rHATgdMxY1_X8alj8Zg
54.https://www.trellix.com/en-us/about/newsroom/stories/threat-labs/prime-ministers-office-
compromised.html
55.https://www.crowdstrike.com/blog/observations-from-the-stellarparticle-campaign/

56.https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/shuckworm-gamaredon-
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espionage-ukraine
57.https://www.microsoft.com/security/blog/2022/02/04/actinium-targets-ukrainian-organizations/
58.http://blog.nsfocus.net/apt-lorec53-20220216/
59.https://www.cisa.gov/uscert/ncas/alerts/aa22-047a
60.https://www.cisa.gov/uscert/ncas/alerts/aa22-054a
61.https://unit42.paloaltonetworks.com/ukraine-targeted-outsteel-saintbot/
62.https://mp.weixin.qg.com/s/j2w_cZgprGsM0zTQ5ngEWA
63.https://mp.weixin.qq.com/s/_3DPjON3nLhDqglWrgsUcfw
64.https://lab52.i0/blog/looking-for-penquins-in-the-wild/
65.https://www.proofpoint.com/us/blog/threat-insight/asylum-ambuscade-state-actor-uses-
compromised-private-ukrainian-military-emails
66.https://ti.gianxin.com/blog/articles/Analysis-of-attack-activities-of-suspected-aptorganization-
uncll51-against-ukraine-and-other-countries/
67.https://mp.weixin.qg.com/s/YsyeLQDR_LQLfKhigSm2_Q
68.https://securityaffairs.co/wordpress/129337/apt/invisimole-targets-ukraine-government.html
69.https://www.malwarebytes.com/blog/threat-intelligence/2022/04/new-uac-0056-activity-theres-a-
go-elephant-in-the-room
70.https://lab52.i0/blog/complete-dissection-of-an-apk-with-a-suspicious-c2-server/
71.https://cert.gov.ua/article/39138
72.https://www.welivesecurity.com/2022/04/12/industroyer2-industroyer-reloaded/
73.https://inquest.net/blog/2022/04/18/nobelium-israeli-embassy-maldoc
T4.https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/shuckworm-intense-

campaign-ukraine
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75.https://businessinsights.bitdefender.com/deep-dive-into-the-elephant-framework-a-new-cyber-
threat-in-ukraine

76.https://www.mandiant.com/resources/blog/tracking-apt29-phishing-campaigns
T7.https://cert.gov.ua/article/40102

78.https://mp.weixin.qg.com/s/bIXX0hUITaPkeJ6yfOyWPw
79.https://cluster25.i0/2022/05/13/cozy-smuggled-into-the-box/
80.https://www.welivesecurity.com/2022/05/20/sandworm-ukraine-new-version-arguepatch-
malware-loader/

81.https://blog.sekoia.io/turla-new-phishing-campaign-eastern-europe/
82.https://mp.weixin.qg.com/s/a94G-QVTGblc8vu9yL_nww

83.https://mp.weixin.qg.com/s/gJFSlpllbal 11IcCINN_Xw
84.https://www.malwarebytes.com/blog/threat-intelligence/2022/06/russias-apt28-uses-fear-of-
nuclear-war-to-spread-follina-docs-in-ukraine

85.https://inquest.net/blog/2022/06/27/glowsand
86.https://www.proofpoint.com/us/blog/threat-insight/ugg-boots-4-sale-tale-palestinian-aligned-
espionage

87.https://ti.dbappsecurity.com.cn/info/3065
88.https://ti.gianxin.com/blog/articles/Summary-of-MuddyWater's-recent-attack-activity/
89.https://mp.weixin.qg.com/s/IROsp60YGcOJFbe2vWWEmMVw
90.https://www.sentinelone.com/labs/wading-through-muddy-waters-recent-activity-of-an-iranian-
state-sponsored-threat-actor/
91.https://blog.talosintelligence.com/2022/01/iranian-apt-muddywater-targets-turkey.html

92.https://www.mandiant.com/resources/blog/telegram-malware-iranian-espionage
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93.https://www.cisa.gov/uscert/sites/default/files/publications/AA22-055A_Iranian_Government-
Sponsored_Actors_Conduct_Cyber_Operations.pdf
94.https://blog.talosintelligence.com/2022/03/iranian-supergroup-muddywater.html
95.https://research.checkpoint.com/2022/apt35-exploits-log4j-vulnerability-to-distribute-new-
modular-powershell-toolkit/
96.https://www.cybereason.com/blog/research/powerless-trojan-iranian-apt-phosphorus-adds-new-
powershell-backdoor-for-espionage
97.https://thedfirreport.com/2022/03/21/apt35-automates-initial-access-using-proxyshell/
98.https://www.malwarebytes.com/blog/threat-intelligence/2022/05/apt34-targets-jordan-
government-using-new-saitama-backdoor
99.https://www.zscaler.com/blogs/security-research/new-espionage-attack-molerats-apt-targeting-
users-middle-east
100.https://team-cymru.com/blog/2022/01/26/analysis-of-a-management-ip-address-linked-to-
molerats-apt/

101.https://mp.weixin.qq.com/s/_BQzqgAjroi7TBxmT191Vjg
102.https://blog.talosintelligence.com/2022/02/arid-viper-targets-palestine.html
103.https://www.cybereason.com/blog/operation-bearded-barbie-apt-c-23-campaign-targeting-
israeli-officials

104.https://mp.weixin.qg.com/s/WBCGGLog3lwJhXZmbijxoTQ
105.https://mp.weixin.qg.com/s/1uJaPS-nuGNI8IQ1-ZekIA
106.https://ti.gianxin.com/blog/articles/promethium-attack-activity-analysis-disguised-as-Winrar.exe
107.https://mp.weixin.qg.com/s/yjcCYJNUQg6smc3YsBmYhA

108.https://www.zscaler.com/blogs/security-research/lyceum-net-dns-backdoor
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109.https://www.proofpoint.com/us/blog/threat-insight/buy-sell-steal-evilnum-targets-
cryptocurrency-forex-commodities
110.https://www.microsoft.com/security/blog/2022/06/02/exposing-polonium-activity-and-
infrastructure-targeting-israeli-organizations/

111.http://blog.nsfocus.net/murenshark/
112.https://mp.weixin.qg.com/s/mstwBMkSOG3Et4GOji2mwA
113.https://securityintelligence.com/posts/hive00117-fileless-malware-delivery-eastern-europe/
114.https://www.microsoft.com/security/blog/2022/07/27/untangling-knotweed-european-private-

sector-offensive-actor-using-0-day-exploits/
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