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=. ERSREMALRIER

TR ENFRIBIRP IR RZEVFRE APT AR RAEXIToI#HIT T AR, Hh, BREEESH5 D
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2021 F BBV FRABERN B EE N TR

EHR % B a] WEHEN
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PHP B7 Git FiEEE BRI R T, RBEREN B 2021.03 BMETIAS
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BRBERE N FESEEZMMHNEItAUN RSN ~m, 81FX%2Es (Chrome/IE/Safari). Windows
1 F & 4. Windows Exchange Server. Microsoft Office. Adobe Reader. Apache HTTP Sever,
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ESET research
@ESETresearch

#ESETresearch discovered a trojanized IDA Pro
installer, distributed by the #Lazarus APT group.
Attackers bundled the original IDA Pro 7.5 software
developed by @HexRaysSA with two malicious

components. @cherepanovi4 1/5
BT

A Pro and Hex-Rays Decompiler (xB6, x64, ARM, A, — B C\Windows\System32\cmd wxs

m Welcome to the IDA Pro an
Hex-Rays Decompiler (x86,
ARM, ARM64) 7.5 Setup Wi
This is wil install IDA Pro and Hex-Rays Decormpile)
ARM, ARME4) 7.5 on your computer,

It is recommanded that you dose all other applicati
continuing.

Click Mext to continue, or Cancel to exit Sehup.

TH10:15 - 20215118108 - Twitter Web App
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Google

ESTsecurity

ESTsecurity

ESTsecurity

ESTsecurity
ESTsecurity
ESTsecurity

360

BRiE

Malwarebytes

WP EL

360
Ahnlab

1L

GES

SHEEFFREE (APT) 2021 FERS

A7

Kimsuky

APT37

Darkhotel

Kimsuky #f8 PDF 8, BFAIMREMREER ©9)
Kimsuky FIf PDF XX#4i#47 APT it (10

Kimsuky al35&5 (11

Kimsuky fEF8 Excel R {TMLEHRE 2

Kimsuky EREERNRH VNC BRI 73]

Kimsuky E2sEEH . FBHERIBEAFEHWHE
KmmEER O 14

SN EEREENENE SRENSEEREEE
B 19

APT37 FIF%4 % RokRat 78]
APT37 RN R R AR ESEE [
KonniRat TR EHHEE 7 18

APT37 {3 BLUELIGHT Z32 RokRAT (™!

ScarCruft 3¢ “BidtE” MANEXEBFREE
5 [80]

Darkhotel (APT-C-06) £HLRFIF Thinmon /i JHEZSHY
W EREi B

A R 342021 ERITHX APT HLEHRSKHED)

HFFE: ti_support@gianxin.com  EBiE: 95015 EM: https://ti.gianxin.com

(> FREHMERPO

AT E]

2021-08-03

2021-08-06

2021-08-23

2021-09-23

2021-09-27

2021-10-11

2021-11-10

2021-01-06

2021-08-17

2021-08-24

2021-08-24

2021-11-30

2021-08-25

REN

EastSecurity
Ahnlab
InQuest
ESTsecurity

ESTsecruity

Cisco

Malwarebytes
Volexity
Malwarebytes

Volexity

Kaspersky

360

36



F=F M TH APT AR, JERNFNES | I ERITEIERE) (APT) 2021 FEIRE

Rt XEL 51T
Southeast Asia

ISETALRKRARERM X RAERN APT B4R, HE 2021 FRAFRSRSIEIMNE, ZAR
N EEERNKEREEIM B BEIRGE, BN ZARTEFERERNEINEREE TN LEBT HE
F, #TIZMIEN . b, BERAREAFTREHNEREEES, FEEENENEREERE
FR{&EF 0day 3¢ Nday /.

REIE APT 4H4R

TSETE [ APT32

(&> FREEMERPL

A4 BE
&R E] 2012 £
AT 2015 &

BETHARHTREEMERPOREREHMRH— APT AR, HE 201254
B2, ZARHYPERRF. BARFR. BFEINE. BERR. ekt SEXEETIN
BATHEAR. Bitkl. B IEAKESEF eSS .

A X 3.5 2021 FAREIHMXIER APT AR

EETCHRE 2021 EXNHERA T ZRKEER, HNBFEA. SRR BRI, BEE.
RERSENEFZS NI, EXERTEDF, SETARURSIIERBDSEMNMHRABHER
12, HAMT mEBFAXMER, £RINEHNARSEERBINREREFEXAMHF. WPSHEX
AfF. FTIEXAN, REDHEENBABERNM, BEERRRKE.

2021 E¥5F, REAIIZALERMES Linux FFEEES, KB Linux BEEEAH 5% /9 Rotadakiro (X
k) B H EEEMETFE XBREUSTNEEIES S5BERALEMN macOS FAEAYEESE
RN

BREBWERPOEEBERARNKAXIIETLRI, BEFEPERE, BERARZHBF TE
FEXMBENBTRREREAR, FiRBEEaNFENBNERMETREER © ZARENBK
HRBOGANBIRAMF RS, SHETAMEERNBRBEHERE, TRIE T ZARERMEESH/L
LI MIB TR,

AR kS IhRE

S HATE R AR fE AR BIR R B AN (N B XY 445 550 R RY administrator KPR #HTIRK, 23
BORMRAIELE, TS MSSQL. FTP. HTTP BYISERANNT 5 Wik AT 1,

IR B R 2

NbtScan fiflzs FIA PS A 4RES/S0Y Nbtscan JFEAE| Notepad.exe A, STAMEITIFHE.

PS 7, TEINREAERBIE, WEMNE B BIERERFAEXER. HIZER. sshikE.
Getinfo fifiZs RDP RE. RFEH~m. FMEAFRE. RENEFTIR. ipconfig. EFETITHIARS.
MEEIERERAS, #HI2FIR, HRES. Administrator BFR FHERM. C RIRE RN

EEENZA RERLEREBBER html XEREFEXHRAT, ARMETE LERE=SMiL

MEEHIRE payload, WHHITHRE, BIBH—TMRAEHESF, BEZEFEIN

Empire Bz
shellcode 7 N B&hiV#EHTZH
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— QEIXIED

BZE #ETH APT AR, SEEE | 2SPISRIEEN) (APT) 2021 FERS

TS R As LB Ihie

TETEAREA Empire IEZRITHIAMNEN, BRET. RASEREEBFLEREF
F4AM, &LMIT Cobalt Strike ITzT

Mimikatz iz

ERITEN_ERIT Mimikatz powershell i ZB9EZS, FERTZEFRINE dIl BT H R,

Cort [ii1ZiN
ortana ST E 4] B0

A R 3.62021 FEERAREBERBHHZE

HEANAMEBEEWEAMYEEEFERES (FEAENA. IP IR -~ MAC #IESE) BT ERIEAS,
BERARKRBIEH WA XL E SN/ EFNBREESEMBRBEHETNEN, EREEH
TRERENS BT, AL T RE A REER XL,

BERALRIEBNDERABENERSFE, ARG ERN ITIRSHHERFINEA SRR EH X IERS,
DUEHNBIRAM. HBEZAREZMBAREILE, bl DrayTek B2, FANSRERENPIL
BERo

2021 F, BERAR RN PERERNFRREIENLIN, BRAFIRE T $HX#EE AMABRNKEER.
BREBMERPOBET 2021 FEBETCHRBO AR IEEI TR,

) 2021-03-31 ST 2021.05-06

(4)2021-07-22 e

BN Amnesty BN RER WENH: 360 WEN: 360
International APT 4A4R: Bi&ETE APT 4B4R: EiETE APT 4A4R: B5ETE

APT 4BRR: BETE 55 75 A AR F B AR IR Linux EAT S Tk R” EEEARBN DR

SETETEARRE TR A B B BT BB M5 T BN 5 TR G 2 (67 B A EFAEA

AR E5EDh [84] M BT 85) BB ST E 55 80

) 20211215 ST 20711115

@ 2021-08-30

WENM: FNERIF WENW:. FRE WEV:. FRE

APT 4A4R: BETE APT 4A4R: BETE APT 4R B&ETE
THEEALR Remy REKEE AR EERHENER 78 3E 1€ 4H 47 Operation
) (88 RIDRY R R (87] OceanStorm K &H1T5,

ZBR B AREIEB
EAHRELE 8

A R 3.72021 FREIMEX APT ARASKEEDD

39 SIRSRIFEEEERD (APT) 2021 £ERE

FE=F FRMKERNSEREASR | LIS RIFEERA (APT) 2021 FERS

Rt X AR 5178h
South Asia

RIE 2021 FAFREBIBLR, ERE. MR, ERHEEX=1EM APT AQUKRIBRESEREE,
HEERTEARHNEERA T LR E. I, 2019 FiREHER SideCopy HLRTE 2021 FhRiE
T EZRWEE, HERERS =1 mILEM APT ARLLB.

I APT AR WiERED

B & ++
ERTE /BITTER +
BEANE / Donot Team +
NgEE4e / SideWinder  ++
BT +




BZE #ETH APT AR, SEEE | 2SPISRIEEN) (APT) 2021 FERS

2013 2016 2016
. EWE
| REsETHESE: 2009
| AFHREESE: 2013
| EESXTE DEMOETMOKE
DR, LB BEE BAC Tk S
L MEFFTHATHNHRES. B
| % Windows. Android. macOS = F |
| BREREN. FRENBRERESHN |
Y APT-Q-36 A

2016 2017 2018

. BB | BB 3

| BEEREYE: 2013 | BESEREYE: 2016

| RFFIREETE: 2016 | AFFIREETE: 2017 1

C EBHNBUSENRA. FES | TEHWEEHE. PE HR

| FLBR#TRE. AREANE | FEFTHRER, MEFNN.

| EREIREHNGGRENSEE | EREEBIURSSNAEBAL

| WRARBGEKE, FEEGERE | SEMSEEED. TBEAH | BSHENNSTEONEES. ¥
| BHMRE. FRENBERESH | EHDevel HEEBIER, FREWH | /A MR (CVE-2017-11882) FF
§ APT-Q-40 § BRERESH APT-Q-38 | BHEED, BRENBRIEES N

APT-Q-39

2020

Transparent Tribe
RPIEAE: 2012

AFFIEE: 2016
FEHWENEB. FEASHEXRAR,
UK B ELET 18 89 80# 55 F A R el 4t
=, NAETIREFHITEXKE,
R RIEB B KR &

BRERAYE: 2013
AFFIREAE: 2016 1
TBHWEEHE, FERE, 25
TEMABFE). B, EIIWE
XEBfI, BEGNEREY, A5EF
TE. BEWEEIXE. FREND i
BRERZRS 7 APT-Q-37 |
A/

Sidewinder

=FI/ERIEYE]: 2012

AFFEEERE]: 2018
TEHXEEE, RE. [AET.
AR, ZMNZEERERKE, B
EDIBURINE. EFFESSR ).

. SideCopy

| mEsEahEdiE): 2019

| ATFEERE: 2020

| EBWRE, BEFESTHNXE
LR, UK. BE. BA Tl 4
L MEFEMEATFTRHBES. A
| £ Windows. Android. macOS =
| BWERED. FRENSRERESH
¥ APT-Q-36

7 3.82021 Frg I MIEGEER APT B4R

41 2021 FEIRE

At &N APT ARREEREEMRITAE, T2PREMT. B, EEFME. M 2021 FoHF
KRENWLENHRE, ERE. BEUEXBRHNPEFREGER; BAEEE. SideCopy EZEFIFEN
E; M. BEMEBRHEELE; MNBHKREERNBRNDE, BEIHmERLMX. pIIE
T APT AR EHEH B BRIIBUE B F.

BAFRSESHKE, 2021 FERTARTHNREBAI]. BANEEXARNEOREEEPER
Windows R1%1E1X 0day i, Ltsh, FREBMBERF OB T ER AL Operation Magichm
yEn Y, ZAALBIEEAERNEX R EEEEEEMA CHM X4H RAR £456, KATSMUE
BATAMNKEE —EA net MIEEATRITHTHETRIEY, HTRT — N ZRIMRERED
R, WEHEMENT:

B = & B ¥ @

Bitter APTAH{R IR

schtasksiFA Lz c&c
TEE

l

T=rarid TEEChmIZis

Y

cac msmg;q.exe cac ch__FIgée;xe MC&C"F;EE‘]MSW«% msiexectfiT
T
HHEEER
Y sysmgr.exe C&cC
> — @
cmd.exe T
BEIDFRER cac
HiTES scvhost.exe T
T
A
[ ]
<[>——

C#

iTtasklist, findE
SN

e

winsync.exe appsync.vbs cmstp powershell winapirun.exe

3.9 ERTEALR Operation Magichm K EHRAE

2021 3R, FREBMERPOLMAMBALRIE Google ZRATHLTREHY o ME 2021 F
¥, BEREEMERPOKRE T IZARNFA RTFEROEN OV NREFEZE, THEAFIRER
BRI RALRF A RTF BN ABEERE. WEF . M. BIFFERMXHAITHREE
o AN, 2021 F, MRBARFEBHRE AN RTF RCEAFRE ], RTFECEANNFAES R
£ RTF 8IS H A9 \"\template BARIZHIF MBITIZGEERHITH S, BERITRIZN TEFRR

42



. 2221012 ) 2021.02-10 SRR 2021.02-10

BZE #ETH APT AR, SEEE | 2SPISRIEEN) (APT) 2021 FERS

shellcode ZHdoc

CVE-2017-11882 ‘
HRREN TEEZ 17
—
RTF dot3tff ‘
BRI FEEMERER %
—_—

windows.bat

T, (E8dosk, MMESIHIFIE

dat3zi¥

T, BT

diiszis

A [E3.10 BEAERAR RTF RIOENKE R

FEEAE R SR HX B AEKA APT A48 > —, ZALEF B EMR S R BUAIEE I ENE 2 MT L 4T
BATHEES, FEUERESHE, HMEIRTRH. AN EF. cHNSES, FEHEXHE
MEENBDRKGH, AT Tahorse RAT Fi M

MSEBRBSEIRE, SideCopy RRETIHIK APT BAFPMGEREZH, 2021 ELNER. RALKE R
REP— NEESRKEEHHUNEESHEXL A BT RESREMRMERPLOMKE, SideCopy
BTESTRT ENEE I E EN R 7 — 20488 Windows # Linux WEAMEETAY , HXBHE
X mac OS F&H Python RAT,

mE. BEWE. BEM=THRE 2021 FNRIENELLEFEBMEL. HFR, MERNES A
LRSBEAEN, BEREFERKERAEWN, BUENASHNEELERS, ZEOMERETE
PR T REE ML KERE D ARETES,

TRIELT BRI APT A4R7F 2021 EENEEREHED,

. 20710224 2

(52) 2021-02-22

WENE: F%E

APT 443 Transparent
Tribe

£33 EN EE B AV FS mhis

¥iESESh (92

) 2021-08-05

WENE: F&%E

APT £H4R: Transparent
Tribe

FARENEREBERIIZRA

BB ER (103]

.2 9021-08-19

BV TrendMicro
APT B4R : BETH

i A Pegasus (8] 35
HEXERIEABERE
EE R [104]

) 2021-11-10

BB W
APT 4847 BR7E

$H3Y AR
A (111

") 5021-11-15

WENE: F%E
APT A4 SideCopy
ERAWMFEHIBEFXTED
R EESD (93]

) 2021-03-15

WEN. FRE
APT 4H: BRTE

FIE chm SO ER
BT (89)

) 2021-07-19

WENN: FLE
APT 447 Btfxd

IR ST REEIN %
B AT 102

) 2021-08-24

WENM: 360

APT {47 : EEiE
FMAZEZERHImEIE
ABER [105]

\

) 2021-11-01 )

WENME: =X
APT HER: EAE

HITEEMEIL R AME
ERMHERTER) (110

) 20211122

WENG: 34

APT 4A47: SideCopy
FXENEESRIIEEN
BXW&ELD (112

(> FREEMEIRPLO

) 2021-00-20

HTENH: 360
APT £H4R: Transparent
Tribe

I B 37 T 8 AR )
EEFFUNERRE
sEsh (o8

) 2021-06-05

WENNG: FRE
APT 4041 : Sidewinder

FIFBO R BERE EEERIEE
YeetERp (101

) 2021-09-05

WENE: &P
APT 4A47: Transparent
Tribe

H3mI. AARZEK
IREREERINLE BTN [106]

) 20211019

WENNE: HRE
APT 4H4: ERTE

FHNERETA TS
5 [109]

) 20211123 3

BB FRE
APT 4HR: Rthch
F A Google =& 7 %
R R 0]

(2) 2021-12-13 S

(5)2021-04-21 L
RFEENHM: Cyble
APT B41: Rt
£ 9975 B 0 2 o 5
7 199]

52) 2021-05-13 g

wENE: BR
APT £H£R: Transparent
Tribe

FJ B windows i 28 A9
W& [100]

(3)2021-09-14 L
WEHM: Cyble
APT 4H43: SideCopy
BEHROEEBER
g ks 107

@ 2021-10-07 T

MBENH: Amnesty
APT 4A43: Rthe

FERENEHIERIEREER T
HESEIXERERD
5z [108]

HENH: Malwarebytes
APT £B43: SideCopy

fEFFEY RAT £33/ 1L
ExR [113]

D) 2021-12-21

WEHH: 360
APT 4848: BRI

£ Warzone RAT 3¢
REMRETXRENS
it aflsgssg 04

43

WEN: RIE

APT 4B ERTE

1/ WINDOWS M i% 32
X ODAY i i & x4 B )
BB &R 9°)

BN Lookout
APT 4H4R: BETF)
FERFE LS ERR Y
S EEHTE 06

PIRERIT

WENE: BX

APT £H4R: Sidewinder
§ X B H 38 [E B &1
R R ELy 7

ZEVEELRD (APT) 2021 EERE

WENE: F%E
APT A4 SideCopy

F BB R XIENE ERA
By (124

A FR3.11 2021 FEWMEX APT HRARRWEED
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E=E MBI APT AR, JERHMBEE [ 2IRS LT (APT) 2021 FEIRE

FRERXAIAR S51TE
Eastern Europe

2021 4, RERHIKER APT AL APT28. APT29. Turla. Gamaredon fKIBRIFEHBBIRAMS
FERRNE, HeR APT29 SR EBAT R K E B KRS RIKE, Gamaredon RARIFEN BFHER
BIDHK MERR S, APT28, Turla WK HLBBEMHMRE. FRIEMMERPOFERTETZ
X APT ARMIIRERS KT, H5iER T RN APT28 FIRSHERAES BB IRRNIBENREERN " -
R R A RS E BB e -

/4
7REX APT 4A4R

APT28
Turla +++
Gamaredon +

Energetic Bear

(o> BRI EMMEIRP D

(> FREEMEIRPLO

TR W T WU

| APT29 | APT28

| BESERNEYE): 2008 | BESERNEYE): 2004
| RFFEEE: 2013 | RFFEEE: 2014
CAPTOARWEBEMNAL. R APT8ARFAELEDFHIAE, =
| T REMDRWBRESINNGE, | BHURE, TENRLAR, A%
CHBOANE015FEFWETE | WHEE Windows. Linux. Mac,
| EIDNC, #2021 F% & T %E | Android H1i0S, H7E 2016 & &>
| RNC, MEURAEFREBTEAR | FREEAM, 72021 EHBFES
VoS v HHBMRERTRE

Gamaredon

RESETNETIE: 2013

RFHFEEE: 2015
FEHWSR=HEIIT. BAENG
MEZHEHTEIREDMISRIE
E W&, Operation Armageddon 17
ME5ZARE*

Turla

BEIERIATE: 2007

AFFHETEIE: 2014
ZALRIABEIEBREXNTIP, ESE
BESBA 45 NER, BEHIEA.
KEE. EE. HBE. ARMHBEL
B X MK &

%

-

A 3R 312 2021 FHREEXTEER APT AR

SEEA 2021 F, HIVLIM APT29 AR T EEIEREER, APT29 X#F Nobelium. Cozy Bear.
Group 100 %, #WINNREARMMXBUFEATE XM APT AR, HEFREHEHNZELDM 2008 FiEg, &
—MABFERR, SEARUNKEAR, HEEEMABERIE, HRATIEWINRERE, HiE
INA5 2020 FREIRESIKA SolarWinds WEBHH X, HTE 2021 FAE T S EE R RAR
W&, BFEEHMTEEEZRS (RNC). EEERALE (USAID), HERAFE, EXNHZARRIET
URIIFEEBNE RRRERE. HREFEZE, SENamMst. BRBEUAREMENIE. HEEK
5, E 4.1 FEXT USAID BIEI& MR,

APT28, Turla, Gamaredon FHRAMERNMERHBIW G AMKEERTHE, WERMEZEE
HIAS, MAENEHITERRF RS, A& XA BEME, KARGFERRE S A WEFEER.
BE1S—1EMZE Google BiKE&E APT28 XI X% 14000 & Gmail AF#1T 7T MEN&EER, AIREKEE
Bzl
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SEmm— ) 2021-02-15 _Ceuul{C3) 2021-02-20 gl 3) 2021-02-22 ey

B=F T APT AR, JEENFNEE | 2T ERISIERE) (APT) 2021 FEIRE

&l Development - Special Alart!

e
Z,USAID

Pl Tial araliRacai FCPE

U.S. Agency for International
Development
May 25, 2021

.
USAID Special Alert:
[Donald Trump has published new documents on

election fraud

And viail us a1

00®

UFSAID D of dracican Schools snd Hopitels Abrosd | L350 Penasvheania Seomsn NW
Washingiza, DO 30004

B |
Upsiarm Frofiby | Conpmnd Connscy Dais Womon

SeH Dp SARTGE G

3.13 &3 USAID BFI& M

BREBMBEIRTOBET 2021 FERM APT HAMRIEER), WRFAT.

20710315 S

#WENM: FireEye
APT 4H41: APT29
Mimecast Ff
SolarWinds 2EBEZEX
HEB5 RS (119]

(—® 2021-07-08 —

#EN: Bloomberg
APT 4H43: APT29

BEHREAHRN A

Synnex I EE A5 [126]

MBI Zscaler
APT 4A4H: CloudFall

EHES RN ERES
ZIBIBR P IR RN

AR [127]

) 2021-03-25 SRR 2021-04-19 S 2021-05-27 SN

M9 DER SPIEGEL WENHM: Anomali

APT £H4R: Ghostwriter APT £B47: Gamaredon
HY NN ANKEE HY BRI ER 121
5 (120]

) 20210701 S 2021.0630 S 2021-0625 S

BN 360 TN Bleeping
APT £B47: Gamaredon Computer
Gamaredon HHEBBRER APT 4H2R: APT29

{49 PE e NBiiz [125] BB R ERRET

PR ERBIT - E (124]

HWENH: CrowdStrike T Google

APT £H4R: Turla APT £4H43: APT28

Turla FPEMBBRHRAELS | ¢33 Gmail BAFHNHE
s&Enp 129)

REZHH: Microsoft

APT 4843: APT29

3 B T Nobelium #9 8
Frp s 122

HENM: Microsoft
APT 4A4R: APT29
Nobelium AR N B FH 5
By P T A 23

V) 20210909 SRRIE:) 2021-00-20 SRR 2021-10.07 SRR 20211115 SRR

WEN: F8

APT 4B APT29

® &R
SOLARWINDS &=
EEEFHEED]

FOGGYWEB AR [130]

52) 2021-02-22

WEMM: CERT-FR BN Paloalto WEN:. FRE HENH: Cisco
APT £H£2: Sandworm Networks APT 4B43: APT28 APT £H£H: Gamaredon
SOEE—R IT AT APT 4843: Turla £E1\ APT28 FI S B 55 Gamaredon & % 4 A
WisER) [115] Turla B 2 # ® BEFBEIRRAIEE mE M APT B 4012 (HAR
Ironpython f0&E8843 47 1161 | MYIEIEEhMR 117) % 18l
47 2021 EEEHRE

* 3.14 2021 FREUMEX APT ARARKIEIER

48



SFB=E W APT A, JERIMMESE [ LIRS LIFLEE (APT) 2021 FEHRE

R X YHLR 5175
Middle East

KHLUCR, PAMXEFEERAERNECEHIRBEMNTEAXNER, EMX T EBE RIS
R, EFFA@MIHAL, FEZMXTEH T SRS RVEIREIEMWEE R ES), 2021 F,
BFLEEMERP OB ERED R MX A APT AL REHBERS AT, REWE T ERRMXERE 6
FEZ AW APT AE——MKLG Y, LUR{EA Android B4 63 B R HTIE A A K A HTIE TLP Bt
B APT 4R —— X 39032

'EP?F\ APT 4841 WiERED

MuddyWater +
APT34/ QilRig ++
APT33 ++
FruityArmor ++
SandCat ++
BER +
- FE +
I +
XS +

(o3> BT RIEEMMBEIRPD

(> FREEMEIRPLO

TR W T W

B¥XR WES PROMETHIUM

REIETNAYE: 2012 REETNAYE: 2011 REERNEYE: 2012

AFHRERE: 2013 AFRERE: 2015 AT FERTE: 2016
ARXBRHRZEUNERRFIEEX WRESALKTEEEENRRIM PROMETHIUM A R H E R 1E
B, B EFHT R EREER X, HEf 3 Windows 1 Android 3% RURETHBESFENMER
B, SMZARESRERREE TEXBEXHKAFHRESAES R, B O0day RAIELEES], A

KEERENBRBHITER HETIBRZFFRHTEE, BDEM. Windows. Android SNFAKEHEH 28
TRl B IR EREREER
ABFH{T S

v v

BHER APT34 APT33

=EETHETE: 2014 =EETHETE: 2014 RRERNAGE: 2013

AT EESIE: 2016 AT EESIE: 2016 AFREESIE: 2017

BERE— T RERTREREN HAWHRRMBREHKE, XEB APT33 £ FireEye #ER APT B4R,
APT 4H4H, ZLAATEFI X SERR, mEESRM. BN 828R LI WEBFEEER. EMAREME
H B & Windows # Android & 89 BEZETl, ZALTEL APT4 E, FEHIHMTMAER SRR
TEWRHEN # OilRig N FEBIG FR 9 B #t4T HIERD

BEED T

v

v

MuddyWater BRI F7IE

REERNETE: 2017 =FIERNETE: 2013 REERAE: 2019

AFFKERE: 2017 AFFKEERE: 2020 AFFRERASE: 2020
FEHI R RLFEMLZIEEEE), 1 EERIIEHTLEREREHDEN MNERHTRERRREFDEN
HWROMAMILEER, HKEBIRE AR, FERERRMX, —BEFHH P, EFBHWERHZE. Sl
FEBE. BT (IT RS ) Fa@ER T SEPIRIEA A HHIREIEE A L3 D, FEREEEN L ESEEHRTE
T EFFAETF PowerShell 89714 TWE, EEILEREENMR TS S EEFIRERD

EZfS17), tBAFRA POWERSTATS KSR TS

B i
o e

v v v
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B=F T APT AR, JEENFNEE | 2T ERISIERE) (APT) 2021 FEIRE

MKLG Bvay )

REERAYIE: 2015 REEREYIE: 2020

AT FERTE: 2021 AFFHEFERTE: 2021

MKLG N BT R ERBENAER, %A YNGR ERENER, Z4
REDM 2015 Filg, m—EHYM HBEELDM 2020 F 11 A2, #xd
FRERETFARKINENA. Z4 BEFBAFAEBATHEASR. Ait
L-—EHERRA—XKEADHTEE . MR KBSEES. HK
F&, 1RYE PDB BE, HIVGHS HTEEEH Android, EB R
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Harvester ARABEEFLENHEAXMEHFINWITE, S1FBE N Backdoor.Graphon F17]. BE
XM THR. BREHEITE, LUKEIA Cobalt Strike Beacon. Metasploit TH, fE#EREEIT,
H C2 FEH Azure. CloudFront (RS EE, RFREREF A LI,

ChamelGang AR BRIAMNKEA XEBBIHNENREHITHE, XERFRZE®EI Microsoft.

TrendMicro. McAfee. IBM #l Google M&ERS IWEHEERMANMLRE, SEEHEEEA. &
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H&7% SSLIER; HFEAMT REEEHE FRP. Cobalt Strike Beacon. Tiny shell XM EERERF, &
AT LRIRAITEERMS (f190, ProxyT. BeaconLoader #1 DoorMe [5i7)) »

DarkOxide AR T BRI HRIFAEHITNENEK T, FABHWREXNENFHITERFEEEHE, iF
Total Spy. RDP Wrapper. DWServe,

Indra B— M FEXBBNRBAALAR, EREENREEREE2021F7H 90, HXE 7THAN
REREMIRIENLS, BRELESMEULNESRLEETERANEERHEUENES, HEURREIRIT
REBESHURNESZER, XTSHBEABRTZESSASAFILEN - WE - IIERARNDAER
ZHEIE,

Padeg ol

“Long delays due to cyber attacks. More information: 64411” message containing the Supreme
Leader office number displayed on Iran’s railways’ stations boards. Image published by the
media.

3.18 REATKREERHIRMEMAZRIE (2021.7.9)
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“We attacked the computer systems of the Railway Company and the Ministry
of Roads and Urban Development”. The message left by attackers on hacked
machines

3.19 Indra AR AR MAEB L EH AR

TEXTEHAITREXEY, 7E Twitter &I T INDRA BRI UFRIER D W EHIETD, HTE 2019 £ 9 AFMRE
BRI E T Alfadelex 28], #ESRTMIAIMNL, HMETEFME TSR,
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Indra @Indral17857623 - Feb 18, 2020
2/5

~#ARFADA launders and transfers funds for #Hezbollah using affiliated
traders and businessmen like #Tawdig and FAlfadelex, who we've also
recently hacked. These tainted funds are passed in cash to eventually reach
the treacherous terrorist #Muhammad_laffer_Alqgasir...

) u @ ur

. Indra @Indra17857623 - Feb 18, 2020 B
E

-We, #indra God of War, have hacked the #Kateri Group's FAHFADA
Petroleum company’s systems and computers because of their business with
#Quds_Forces and their support of #Hezbollah's terrors, and now all of their
documents and information are under our control...

O n 2 s

Indra @Indra17857623 - Feb 18, 2020
4/5

-We have been following them and walching for quite a while, but now is
about time for #Katerji to understand, without a hint of doubt, that for their
own good - it's time to put a stop to their actions or there will be dire
consequences!.,

S Tl v w

EEET RN ETEINAT Alfadale BIHE
ERIAER

Indra ££5] Twitter #5F7T Arfads BOBEETS
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JavaScript M A FHREMHBIBEEN HTA X4, BREELZIME 2020 F 12 BLK, SilverFish Z/Dxit
4720 R ANKERZ, FEEPEBUTERE. 2K 1T RZEE. AEMTUNATNERB AT,
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2021 % 1 A, Windows #ERF BHHRHESZ WM Windows Defender #2/%& Oday /&7 (CVE-2021-
1647) , ZREHFHENNEREs 2 79 Achilles, BIFIIEIRHETZ 8, = Windows Defender BIE#r55 =0
JTE/3 Windows Defender I8 1&IMNMITEY, 1E Asprotect fREd 2RI — G HIRE, BERIHFIA,
RERITH T BT 28 L SBORE BT,

BTF Windows Defender ZRUIATE/E SRR, EbHRA APT ARFHEARE (BH TR
MR FA) EIBIAGEA Windows Defender fEAFRIBI AP BB A TR, HEEHITEENAH,

ERAEERA, BXFANKEFARE LEE Virustotal EEABHEZETA,

—. Chrome J|%331EE Oday BRI A

CVE-2019-5786, 2019 £ — Chrome WEEF K & Oday JKH, FEEHI=FE Chrome Oday i®A
WHMRIEE, HTF 2021 FXFITNE, ] UFITHRERRBRKHN—EEEA, Chrome 0day iFiH
fRIB 2 APT AL BB A9 — K F128, FEETHEX Edge MO Chrome RIXPEE, Firefox BZHEE,
Chrome IEZE#HiZ—N K28 ™7, EEBHE PCIHHNAIBR TR, MNNSRESHFEERAET, T
R BXEHFERKABEERAMZE, NtEANKEETSHERAKTEZHEZNER.
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2021 1 B, Google # M Lazaurs i@d Chrome 0day CVE-2021-21148 3t R MR A R# Tk
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RBAURR ), KE—FUEREOES, URERSER THEIZSMRRNEEHE, BELILXK
SN APT EE EREEEHN—%£,

HBFE: ti_support@gianxin.com  EBiE: 95015 ERI: https://ti.qianxin.com 64



FHE SERFEREE 0day iRRWAT APT IE [ 2IRSLIFEEEN (APT) 2021 FEHRE

_ & RE '@ rundll32 '@ _ Grj)

EEvsTE EEpowersehll EES Jloader

E_

BLOG B T EsyshRS BTG
d -5 1) -

ERblchromeff Rt E InEEEEEA
EEE

ErsysERSSNNEERR

4.2 Lazarus HEZ MR AREHRIZ

202148, MIREReMRARERERAFFANAERFRE: CVE-2021-21220/CVE-2021-21224,
EE—HEwRREEEERTESER L, 2021 F6 A, REHERKETET Chrome 0day REHITH
HMEMY, HIZIT5heE A PuzzleMaker ', WG FRERAER T AFFHY CVE-2021-21224 F RS,
2 fei@1d Windows 0day CVE-2021-31955. CVE-2021-31956 LILRMN. BFLRELLFUEARPAT 2021 &
10 BIRREREI B AT ARG, IEKT S REHRELFIN,

S RedDrip Team @RedDrip7 - 20215510827
*-04 #PuzzleMaker
We found a complete exploit chain which involves #Chrome #RCE vuln
#CVE-2021-21224 and Windows EoP vuln #CVE-2021-31956 in the wild.
This exploit chain allows attackers to escape Chrome sandbox and execute
code with Windows system privileges.
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Ao FERITAILBIARN, BEE Chrome MIASEEBIE MG —, SNEZNAIVEN, XMNAI BLAR
Lt Google EFRIL KRN — BV G Eo

BEEIENR 17T NES 0day REREHIEF 7 5K U _EBRRE &R B F Google 8B i iE Ik &
Project zero f 5T HIBA, Lb5MBR T F 41 Lazarus £t X3 &2 £ 53 A 52 & CVE-2021-21166 . CVE-2021-
30551 XFA M LRI B EHIN Y, IAFFRENKREELERHRNE S, 2 Chrome 0day
WENEBMFEHERNZ K. XEEREMY. REMXELVERE, MERKENZ Google
£ 0day WEHE B4R E B BHIRRIRIRIR,

=. Exchange. #izERAMIZOEF 0day RRAKRAESR

2021 FREIF B2 Exchange. BT ABRAN—F, FARMPREZRVIZOE, —BRBEEAERX
EMAMBYEHE. Bt —ERATIEFEREGEERHERNEFIT.

Exchange iRBTE 2021 FAEITNIE, E4 2021 £ Exchange XK EHHEE =1 ZBTE =,

2021 £ 2 B, H Hafnium X & 2B 4R & % & A ProxyLogon (CVE-2021-26855. CVE-2021-27065)
Oday #1719, ZEHEFARME, 2021 42 AKE 2021 £ 3 B 2 BERE, HE®EZED APT 4
DAFIEER, HRIALEIE LuckyMouse. Tick. Winnti Group & Calypsos

2021 £ 8 B, % £ Bt & & Orange 7 Blackhat £ 2 7 7 E A F Pwn20wn %t %3 Exchange #9
ProxyShell 15, EAFBAE®E =% 0day imF CVE-2021-34473. CVE-2021-34523. CVE-2021-
31207, F&f5 ProxyShell f&# APT A4 ChamelGang AT & X3 BT Hrif X ME =T B &,
1tt5han BlackByte IEIZRR GG ZFAMAT BEENANEIAEEH,

2021 £ 11 B, CVE-2021-42321 XA HLEMARARUARIRSHVEALF, ZRERETF 2021
FRFFEBTRERT Exchange I B BB ARDk Ko

EIFEE IR YR REHEEE £ 2021 B9RIEE, CVE-2021-42287. CVE-2021-42278 X1 11 BiEiEHEx
BYRET 2021 £ 12 A 10 BRZEMRARREL, BT8RN — S @8NXRAF B EEEEEE
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AR5588, BT ZRRELINENARSEE TZL, BAEERAIMEREX APT AL EA T KR
B EERIHo

M, AiER Adobe Reader 7£%F 0day iE:RFI A Tk

2021 £ 03 B 26 H & 2021 £ 05 A 11 H, Adobe W& BHIIT# TR D AMEE T WM EEF 0day CVE-
2021-21017. CVE-2021-28550, ZMMNRIEEHERAFTALIRIL Adobe AF], ZEELHEERX
B 51%EE, BT Adobe Reader ABBHNE, XWERE—XRRINEFIAZTRES LATYE
PRATRAR o
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+ Anonymously reported (CVE-2021-28550)
4.4 CVE-2021-28550 B /7 ii#EA
MEZX 20216 B8 H, M6 A% T HHREBE TR MNEEFRNRE CVE-2021-31201. CVE-2021-

31199, M@ ErES a0 MY, CVE-2021-31201. CVE-2021-31199 E£7F CVE-2021-28550 B9
FRIET ESENNAE, BItFmRRREHR—HIAER T M4 0day KiF.

FAQ

Is this CVE related to Adobe CVE-2021-28550?

Yes, Microsoft CVE-2021-31201 and CVE-2021-31199 address vulnerabilities that are related to Adobe's CVE-2021-28550, released in
Adobe Security Bulletin ID APSB21-29. Customers running affected versions of Microsoft Windows should install the June security updates
to be fully protected from these three vulnerabilities.

45 HIREFHER

B, MSKHKEE XK

2021 FREEE Oday IBAM—F, BREZH APT HARF AR 0day RAMAZIESNERSBEF, BE
HAZFER APT AREEES Oday RSB ARELREES, ERBEAESNE FHEMIM
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FHIHINTE 2021 FERBHHEHFF.

2021 F E¥F, 2] BHEKEET APT AR Bitter WTEEF Oday i, MARKEF D 5H K
Windows 124X 0day J&3H CVE-2021-1732/CVE-2021-28310 ™", EF 3¢ Bitter AR > HIMIRERFAR,
BZHARGHARGRAZERFNBBEXNEES], XRAKEHRFEAR 0day REARINTEHETFE T
Oday iRATIHI =Y,

IS —MEF—RHNZENSO, ZABSEMUT UGB, HEMRHE N 0day FIARZABN—KI S,
SR HE K iPhone =X & 0day #i3RETF NSO ¥, 2021 FEFEHITVEBUAR WK EEFHERR
HESpt AR B F NSO, WEHH AT —H Imessage #8%H 0day iR CVE-2021-30860 LAFAFHE—
B EIRENA P BIFHIARER, X 24k 2019, 2020 &L =5 NSO BY Oday HERRE~ MR, &R
AR LB —PBEELETR T — T BERTE&NAS, BNANERMEETRFMALE LHEVE
8

A
B
4.6 AND 1 XOR ]

75 ITENEE (PrintNightmare) : —ZRFUTEDH Oday &R

FTENNMEX RERFERARN, NMizEFETF 2010 FRNENREEMS, SEEEFAED MS10-061
FTEMURTAHITIERZE), BItZ BITENEXNFRE-BEEFET R T ANBVRES. BE 2021 F7X
AHIBY CVE-2021-1675, ZRE—FIa REWMHPGTRAEMEN, BEIFTREINERNMRRRE
AUXZ—TALUIZERBRTNERRE, HERQATHARR, BEsIAEHL2MRAARNS
EXE, #miziEd ST sl iR,
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.. RedDrip Team @RedDrip7 - 20215E6528H

Recently, we found right approaches to exploit #CVE-2021-1675
successfully, both #LPE and #RCE. It is interesting that the vulnerability
was classified into #1 PE only by Microsoft, however, it was changed into
Remote Code Execution recently.

msrc.microsoft.com/update-guide/e...

v Wm0 1909 51 3 w7 se

Q 3 11 145 O a7 a

4.7 FRELFTEEPA CVE-2021-1675 FI ARG

MHRERNRREESEPNERLE, WESBUZRMBRLLEEEIRE, MM CVE-2021-1675 4
THEM ML T 2188 RMA: CVE-2021-34527. CVE-2021-36936, Ith/EFTENHLIRARMED
RABRA PrintNightmare IRZBEFLE, 54 CVE-2021-34481 {EHITEINHEZ /AR AT, B
N7 BE 8 BRI E2BE TET 5 MIENAEXNIRE.

BRTFRNEUEREMANG R THITHA, BREBEBIRE, PrintNightmare AHEFAER S

PHRASKEWREIHEET,.

1. $34i0S/macOS K Zite 0day iRRB T Ezh
2021 % L4, 360 BB T 2253t Apple R RSB EREMIKE, HIMBHE0S, macOS R4, B
S ehi R 9= I (CVE-2021-30661. CVE-2021-30665. CVE-2021-30666) & tHLE Webkit &1, %

HE T & X / KT E S IR ERE A,

20215 B, ESNSAN EBEILT APT29 HRHITE AT EMANKRE ™), EHPREIETI&H
&R, ZARHKEEELEAS, MEXRBAEEENS . YAF K hEEE, SR
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XY AIARSS 2 HITIRG, HIRFIFRZ i0S &&EK, WAFRRKEERE S —8EHIRSEE, MiZRSEN
1x[a] CVE-2021-1879 #Y Oday im/AFI S, ZiREN i0S XSS( BIbZA ) i,

2021 & 8 A4, Google IO HTAMR—EHNEBREFZ TRIKITIREF A, ZEFNIM L
WHEE, HUERHRIENTHERARGEEWEN SRR BENE. XEPEAYZE Safari K% 2569 nday
oA, & fEi8iE macOS #Y 0day iR CVE-2021-30869 SKILANFRIEF

J\. CVE-2021-40444: {530y Office 7£%F Oday JmRAFIMA

M 2017 £ CVE-2017-11882 — %% Equation l®fAZ /5, @ Office fFAREHAEN B XK EHHHE
DEFANFRELIT, Equation RFIRREMEA CVE-2017-0199 At/ APT AR HRIEE X HHH=
R7F, HF 2021 F9 B 7 B ABHNEREN, EMPEET —NEET Mshtml FBEEF 0day
R, ZimEW R IR office R A AHITIRBR G, REBTAXHEERARLTEZEABHIT, &
ZIERBERP OEES —IERR T HRBB N R ERE.

. RedDrip Team @RedDrip7 - 9F8H
<L Maybe it is the latest #CVE-2021-40444 attack sample, which only
requires one click to run.

And our researchers have reproduced the exploit.

Office 2019 |

QO 8 13 115 O 316

>

4.8 FRIELNEZNEI CVE-2021-40444 JRIAFI A

ZREARREA—SERFERE, B —RIEANIE, T office EMITZAIENIT, LEIMA
F mshtml B9451%, ZRAERFRTLUEBE N RS S TVEITR A, ERARE—1BREE @R APT
HARBTHNETHESHRXALRBHIRES, AT EZTENREGEX /KRG, EREEK
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BEZERKIE, 0 Magniber. Ryuk B95E—BEIFAE MBI HEKSES,

RE/S7E 2021 £F 10 BRI CVE-2021-40444 3% B F—i2 s 3 Fa AR X E RS Tk Ay &z Y,
Trellix UPZFBEEER ZAKETVAB T APT28, EREBIEX XK TH CVE-2021-40444 HAZEIERN
& X RIS —M R A, T IR0 @ B — 1 xlsx RS TUHY Excel SXAY, Z3AY
{#F8 Oday i F CVE-2021-42292 B F 453 Excel &%, MM FE—MZRH xls SXREHRT, FTH
B9 xls Xt =ft & CVE-2021-40444 JRTAGREN 2 f[RBIHITAY, CVE-2021-42292 897+ N5/R4hT CVE-2021-
40444 IBHEEFRENUNBERE, BINRHEEHREZOT, 318 Trelix ARNMKESHNDE
R,

Exploit Server OneDrive CAC Empire Server
E.-
Request HTML Send HTML Send victim Receive followup Execute tasks Receive task
exploit exploit information malware results
-
CVE-2021-40444 Second Stage Graphite DLL Launcher G# Stager Empire
Exploit Downloader Malware Stager ge Powershell Stager

4.9 Trellix %+ CVE-2021-42292/ CVE-2021-40444 I H B RIZEE

7. Log4Shell: B§#TE Apache Logdj THI Java £

Apache Log4j & Apache B EET—1ME T Java WA RBEIERME, 20215128 9H, —
N EW Apache Log4 iR CVE-2021-44228 A Ti A FF, LRRIA L ILTE Apache Logdj sz #ThR 74
/1, Apache Logdj #i I Z#i i A F & & W B9 Web AR$S, Apache Struts2. Apache Solr. Apache
Druid. Apache Flink ERZHEHESRBENAHZFEM. AR Java EAFRES = mif 2N BN
IRSRMEE. EE QB OA RFHIRMHINEBARS BN FA R E A Apache Logdj 2 14, Bk B AT sE B R W&o

EMBATAANEE—AA, BN 7T REBIZRAHTREES), HREESFEBAAEAR
Charming Kitten, LE5M HAFNIUM 3 & B8 ZRIAS & 7 3099 BRI L EERti&HE 1Y, AT AT RSk

W—EBEIR, ZRE—ERARE APT ARTEREFEELEREAN— I HEE,

71 2021 F£ERS

+. BEE: MRS TEAR2EN 0day LiERHE APT B E

2021 2, FREATHANBKESEE APT ARFBS M ERRE 0L 0day KRR APT
Wik, #ERBIRFAXEET A 0day FRATREZER S, EENES 0day BRAKHSE
#HI T

» ERERARKRT 2 mEIEmnHIT 0day RREEITAMNEZER &o

» EREREZEM M 0day AN LREBEE LM EREXERS, FEdiztanfERERE”mpY
F=AEWRTTEKRS, KRETLE2~mAY APT IR T,

B ERSHEHEEREERXH L 1day RAIEE AMARS SEENMEREE R T o
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FRE 2022F FLRFEE R TI

FHAVETF 2021 & APT RIS UISOA 3K APT RUMMALHESI R THIBRNT 2022 FEERFEER
AEATII,

—. BEEAXFIESEIHFELE

BERET 2020 102021 &, FEAYVETNEERIESSEH R KERMN,

2021 5, HWESTZET, FIREEEIMZEMAENEN APT EHHELMNEEER. BA,
7£2022 FF, X—@BEFAE, F3iH, 2021 FRAXAE LEE —ReMWEEAEMI—F, APTA
LI TRABRIFFEIWEEMAH. EFpIBXNMLERHSIENNER S, B, BEHEX~L,
g EE (LS. LTk, RERENLEYAS) « REEEMRERMEHMEN, EEARER
R CEEFRSURETEYNIESE) FIRT, #REREEMRA APT ALXFES,

Z. $XPER APT {TEDIS MR

REERN 2021 F2HDEREMEFEERKNEIBZLFE, BENERBEREZAER, FENEFS
MR ARR, EEERERFARENEREL,

—7HHE, FERHESHIRARRBESRIERETEHELL T 2K, F—HE, XEALK
Ex B R ERHR bl REFERFTE TR XN ERIZE, £ 2021 FEBFIME. XBME%E,
FREASCHIRHAAG. B E AR 7E 2022 FEIGE N ILR. EINFZIBIMK L BZAR S MERIFER,
X REBRENHHINER2RIRSIETKHRE T ESHER,

=. 15 oday mRFBIFESRA
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MUFHERESRES, MEHEXE | FEERERMMUNINTNARSMN " m. FRUMNBEE EXRE,
FNPAARKZHIE ZHIEE 0day WM,
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M, FEEXEEMILENRIFNRESEAZIE

2021 F 7B 30H, 2EFRIFA—BEXIN (XBREEEMIGHRIPEG) EX A%, 2021FE98 1
BT,

WLE=T B 2 YIBTBIRVIES:, MXRESEMISHEEYIET BN LR, XERRNWATRAM. TEMHE.
REMTEERLZLEEEXEE., SREMRT2N=E4], BINEEERE =NESREMITHE (APT)
RIEFTEEERK, HEHNEEAFRNERE, EANEIEEMMEEEEM. BE. KB, R K
SMEEANXREBEMILH. EMNBRBEAKENBE. M=, BESEMXERS, RIS,
FEEZNERAHHNRERENSERE E BKIBERN AT APT AREIE: BEE. BUE, 8
RiE. Darkhotel. Group 123. S=BEMEFEHEE, XESREMITHEFERNEFHRAEERSR,
GRMRER, BRTREFSENERITRIFERIZE,

EEREKZSPIERELEREMEM. 2020 FLUKFE 4 £XBESEMILHEERRKF: WEREHB
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Eif R, BEERSEHKRE. RERXSZM. EFREBULEEARE D XEEMIGH Bk FEHRE;
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R4,
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108.https://www.amnesty.org/en/latest/news/2021/10/togo-activist-targeted-with-spyware-by-
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122.https://www.microsoft.com/security/blog/2021/05/27/new-sophisticated-email-based-attack-
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disclosed/
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