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Impact of US and NATO Troops withdrawal from
Afghanistan

Introduction:

1. In Afghanistan, the US has spentnearly two decades fighting the "longest
war" in its history. According to the US-Taliban Peace Agreement signed
in February 2020, all US and NATO troops will be withdrawn by
September 11, 2021. After the withdrawal of US and NATO troops, some
changes will occur that will influence the regional states from|different
aspects.The power struggle between interest groups and political factions
inside the Afghan government, as well the Taliban’s growing power may
give momentum to external players seeking to fill the vacuum in pursuit of
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On behalf of e Unked Naticns Confarence for Trade & Devalopmant (UNCTAD) we are pleasad to
announce the official launching of the UNCTAD TrainForTrade “Building Port Ralbu e Against
Pandemics (BFR)™ course (28 June-30 July 20@1).

Aftn: Capt. Muhammad Aamer From: - j g s, =

DSMR (WE), NHQ, e I: ._-‘ -1
Islamabad FaxNo,H § #@i™ “ Coure details and how b register: BPR, Course Details Jung-July 2021
Date: 30 July 2021 TelNo. - ot
Page(s): 14341 Ref Mg . CSTC_| DSHR wE_YRF_20210730.
Subject: WORK ORDER FOR UPGRADE OF SR4TBEG RADARS - Background
ONBOARD PN SHIPS AZMAT AND DEHSHAT-
Ridirsonis UNCTAD launched Ihe Covid-19 pandemic was declared

protocols etaborated by the part members

A CSTC lefier CSTC_DSMR WE_YRF_20210728 dated 28 July 2021
B. DSMR(WE) letter SMR-WE/4241/207 dated 27 July 2021

€ CICP letter CICP/IFACM/WORK ORDER/1809 dated 30 June 2021
D. CSTC RRC No. 351055327079 dated 30 June 1994-

with the spirit io exchange information and

Dear Sir,-

1. In accondance with Clause 4 of Annex A 1o NHQ Work Order at Ret. C., & Following requests from several port communities we decided o bulld a training and capacity

we are pleased o submit the required project plan enclosed as Annex 1.+

2. In accordance with Clause 14 of Annex A to NHQ Work Order at Ref. C, +
we are pleased to submit the Commercial Invoice for the 1% payment hisps:/Aft unctad orgiport-managementibullding port-resiience/
enclosed as Annex2. Please kindly coordinate with concemed:
organizations for due release of the payment for smocth implementation of &
the Work Order.»

3. Your kind support and friendly cooperation are highly appreciated -

bulding component on Port resilience and pandemics. Tha first stage was the (onling) briefing
sessions with port actors around the world 1o design the skelaton of the futune coursa,

flow continuity with manu

Thanks and best regards.« pilot phase was organized in Apel 2021 for 139 participants of 7 countries. 1t was vary successful
Yours Sincerely.« and refevant. Therelone we are Now opening up this initiative 10 all port communities around the
workd,
-
T
1
e

R
Asia & Lawn America Depan.,

Dirmctorain of
rd Ships Mainienance & Repairs (WE)

BIEMER, FERERTEMBNSRIMERLNTRAD, 24
EE5NE, NSRS = WD
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Emai :

OB HBIEIRE T Sidewinder &2 T 43I B ELTBEEBE LY ST S
WaiEsn, @it N NEE S EEME, AT SLEERD -
HEEARERIDLLMANERAR . (IR BS £ control.exe AT b s

B.  Ms CSTC leier CETCOSMAWE YRF_20210730 daled 30 Jul 21

E—EEMDLL. BEEEEEENPBASdeWinder B | oo

cbburul"mw ot Ws CSTC
e trence B sas Kevatond v o bt o 0% 1 payment amcursing lo

EEENPERRNRAT AT ar < HATAIEIEEE - e At

BG Raar orosns AZMT & DHET numwwnmmwhmmm
Prasident Acceplance Commities

SESidewinder EEENFEANNRBAEASTH, TOEFRR  wopscssmmmmes
RS NSRBI L M — LS B SN EAR, ™8
ERES IS, "

Copy of Fiel B alongwih invoice.
Cogy of of work order
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REFTWE2021F VERRE, —LENEILFAKEEZRMEAPTALRRIERES, EPLARIRAELIM
[ERE N R RIS E » LAColonial PipelineWESE4A41, #HIIXBEEMIRIEHNHRNERE SR
EREA, ABEHRWERAKNIEDTENR. B35, BIRREEEE2021F5RSEX TR, H
BEERERE. WENMEFER . BlEiRRETIaEBRMHFEFBER, RLtERRERSZNLA
S Eirtt. BEEEXRBERMATL, 2021FKE T SREIFRERESEMN, 51K T ER2IURTER.
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2021FRETH2000ZEERIHESH, WEERENEEEPELFF, THEFRENHRSFHEE
B, XaJgeS5RMEEEEIREMHEX, BixSHRELK, SEBNMINESHEER, FTELAE)
R AERIRMEZILIEED, —LERAKEROFERES I IREMEREREERL, E+PaiEAvaddon.
BABUK. DarkSide. REvilfABlackMatter,

HEANEHBHRIEE MRS, LAoET ARRIERNTEHEEFHIE, XLALRNRRBESER
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DarkSidefEf#EE &AM BlackMatter, fEDarkSidexEEBHHRFIAXA, ZHALNMEHESL, E—
BlE, sEI T & BlackMatterfIFi#zRALR, AR AREMBlackMatter5DarkSideEEHFERERIZ
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FRRaIgEskEDarkSide. 11815, BlackMattertBEREHEENSE MRS, (BARHBRERFIZEL S
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WEHRAKER

Conti2 BRIESMERRSAIERRGZ—, ContiFEZRINEHE2019F12BERBAI, FHE20205F7BFA
TAREFRRAEERSS (RaaS) RRAFHRIZE, A OBIAARREERESMEM Tor b=, MESAIMEN
W RFRATMESEFNZRERE. ContifEAFHRITHIESHRIXER DRI, EFTrickBot.
BazarBackdoorflAnchork5 ., ContiBfk&E & iZiKE, SREAFXERED . B R=E2ERSHT
B (HSE ) MRZErREBLRANKE . RIECONIABEAMIIZEERIERE, 2021F485001MER
EEConti# R ML E

20215885H, Conti#hZRHAMKRID IR, E5mRE I-I%‘Eﬂ B E ATt EE ContiZIRA REBAVES:) R4,
AEL RZEKEEN T F AN B RIESAFMINR T HITHRYEZHNIE, SIMNEEContitEECobalt
Strike C&CHR352509IPH#EdL

Dumb divorce, not work. They recruit penetration testers, of course ... They recruit guys to test Active Directory
networks, they use the Locker - Conti. | merge you their ip-address of cobalt servers and type of training matenials
1500 $§ yes, of course, they recruit suckers and divide the money among themselves, and the boys are fed with what
they will let them know when the victim pays. The admin in the chat was Tokyo, his toad was cicada3301@strong.pm
Know the fag in the face! Where | need to have already sent the data, so let it change the server data and everything
else. And for hard workers resets all training materials =)

the All good

their chat in the Torah - bk7aar42f5nn4hx6sedgbxy7rijvz4z3hgwfekbhySorvTyg2objaSad.onion

Anyone who dials on the type of job Pentesterov & Q" https 28120/ his toad -
it_work_support@xmpp.)p

Investments

his & the cornect dalog You Mes 5 the connect dalog
ornect to 8 Coball Strke (AQ m'roumdmo Aq;
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‘ont 8879 ont 47734
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L) A complaint i lke +Quote <Answer

BEEMHFET ContilEFIED B, EBHRNZALERIT@ENT, ContifE/FEMNKERNPIKRARF
_%ﬁi’tio

2021108, ContiNET#8%Ik ( Graff ) RESIRHKELAT, HEMRHIN T RKLI1M0002ZFHIE, PR
690001031, AXHZBHAIN%, HPFBESE5EME - FHEXE - NREHFERE - 8BS, UKk
'ﬁ""#—:\ PUEXEEFIRIE/REERRBXRAER . ARERERIIFA, ContitBRAMAER, MPAAEEE
ERRER, BHETBHRSMSEERREXIETOES, HRIIXLERFFERIBRHHE

ContifYfIBRIZIERIE
EHEEERRE,

Contiz IR FHER =

“ANNOUNCEMENT"
£ Hello!

This is an i privacy and iality announcement from the Conti Team.

As some of you may know, two weeks ago, we uploaded data from a company Graff
on our blog.

'I'rus publishing, however, lead to an in-depth investigation of the sample files hr the
Mail. Daily Mail is a UK paper (not American Twitter 2-digit-IQ “joumnalism®), th
, their analysis was done with the highest standards of reporting and uncover

sd thmgs that we have unfortunately missed.

‘We found out that our sample data was not properly reviewed before being uploade
d to the blog.

‘nlws.r.wer ilymaill Joof
fo the investigation by Daily Mail, we will delete all Graff's information from the
ality policy.

mspurlse
nlo&anu will clarify our pﬂvacy and con
of Saudi Arabia, UAE, and

Qatar families will be dnletad without an axpowm and review. Our Team izes to His
Royal Highness Prince Mohammed bin sman and any omer mumms of the Royal
Families whose names were
2. Confi guarantees that besides the 1% ﬁlas shared on our blug there were no instances of
e:ﬁ:surc or sharing of the Graff Diamonds data. In other words, none of this IMocrnallon was
on auctions or offered as samples, or revealed in any other c-apaclt\r to any third
3. Conti guarantees to |m|:vlemem a more ngld data review process for any future oparamm
We want to mank the Daily Mail for | coverage and great journallsl work,
especially regarding the US and UK indivi uals in the Graff files. As long as the ruth is overt,
it ils! As for the Graff Diamond case, we will conduct our own review that will focus

101 cyber-haist-rocks-high.

Graff's information a possible rwardnu the financial
eclarations made by the US-UK-EU Neo-liberal plulwacy ich angages in obnoxiously
expensive purchases when their nations are crumbling under the economic crisis,
unemploymem and COVID. While the Nauorts DlAmonca andlEurupe are chocl thebF

ese stales enjoy
olafoasmnmorp!
Along with purchase s‘.aimmnls on diamonds and $500,000 USD necklaces, we will publish
fini ml doc\larahuns and money orders, so the public knows.
With this publishing, we also hope lo raise awareness of the UK and EU govemnments who
have that legall the who can not protect their customer
data. We also want to motivate these customers themselves to initiate legal action.
We hope to see more greal coverage from Daily Mail!
<
Conti Team

1142021 @ 1309 Mo[oooB]

F11B19H, ProDraftiffR AR E S 7T —HXxFContitBLRANFMIRS
Conti BEHE2021E7BE 1M1 BEREKE 725505 %E7T.
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LockBit 2.0

LockBitSi =M B20195F9B FHIRIEE, BT 8ERUTIRMLES5E, ZEBLRE20215F68H#17T—R
EAAR, BHHAEIZITTorihm, EiaL ockBitSIRIGAIEIE_ LEFIINEXHRE, SIMAEINSHS
RINEE, FHHEHFARAAILoCkBIt 2.081ZFXHRIERSS (Raas ) &, Darkside. AvaddonfRevilf2lbiE
825, LockBit 2.0—EkARANIRaaSEEZ—,

FRERILoCkBIt 2.0EKRARBENHEEMEE, TENEEHN/VNTAZEAMNT RZERERE, dUREEE
ESRERE, FBEZEEZWEE . RIESophosLabs&kfmlI—nikExRxr, E—REEFHF, LockBit
PRIINEMEETE, XA T 3RIHXS BiRMEERI25 5 RS 221225 TIRuh5erk 7 INEER(F. LockBitRIXd:
SEEHAK, ARISMFENERES, NEEBTENRANERAL WindowsiEig, BHSXEFT
BCRIIN, StaBPRTERRIENRIBRITNNETRRESR, TR SEE LockBit#ZE 4

7£ WINdows iEZR##2R LockBit K& BB

LockBitBLRATE Y ¥ IMEEINMNZIRE EAIWindowsE4E, iIXERSEEWREBARIAMBIHREIBIE AT ME
RIRR, FRERIESZSEEHETAIES , LUREVEREMIDENIR . X—REMUF2ATHIRFEA, B
EERAREBARIEHIIBRERMIN R AT NS RRIEL T .
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e '3 LOCKELFY
e
BRPIRTTY 7R TANT FiLES LIS TOLEN AND ENCRYPTED!

-
for more information see
RESTORE-MY-FILES. TXT
ited in every e ypted folde:

Hive#I ZRIHFELRT2021FE6 B EXR B, ERNHVeHRRMRACOIESREH A . Z#HRAINBEEWE
XRLWERHEN . FHRBEEIESE RAMBZIEHRITIRIGE . INNEXGE, XHEHRBER.hivell
BERT.

HiveAlE £ BHPAENZEENEITIUERHive JFHNERIDIERE, TEETLIBITORIIFHIveR
B, SWEEHITRR, FREBER

HivemibE R NHE

BEIANZELZNEIIOEREES

Authorization

| Login

Password

[ R —

BB, HiveREMEFTET HERHIIRS (RaaS ) BilkEt, EEMEERIHT HEREnLE
GiTEE, EESNANEBATNESIA . FIRBLREE %, BRPNLIKAN, LURERHRIATE
%, HveMENOESSEASHIATER0E, MEETERREEEE. SEEAEERREON
B34 Hive MENIGETIN, BN NS ERNERE AT ES,

HiveBIRIHFRANIEEFIR, HENMTHIEXRKIEIRLE . 11878, Hve#BRAKKETHEFSIE
EsMediaMarkt, SMRBITES#ZXA, F=FEENFEEEET . HiverWEERE 72.4123ETHIX
MRS ER, 11BHa, HiveBiZFEIKEGBIKILE TEMFIZS LB Supernus Pharmaceuticals, &7
RERG LRI DX, FEET1.5TBRIHIE. SEEATREEER. LRINMNEXAFER, FEZETW
= T B,

F10B16B2Z281, Hive#hRIRGAKIMBARZEL KT T 355K N8 ZEKHIEIE HEMLEERIRIH
T FRBEXMNEEHNAT], XRAREIDHVeHRRHNZEENB N TEE . RE10BEMNMBZIE, %
BMKZEDIREY 76505 ETTHIIEE .



BlackMatter

BlackMatterF2021FE7BEXEI, B— M #FHEIRTGBIIRS (RaaS) F&, EiHBlackMatter 2f#
BUEDarkSidefBRRIVMIEEEE, BHIILLKS R ZXKE, HEERE S T DarkSide. RevilflLockBIt
BRGNS RINEE, BlackMatterEAREEHERTR, FEWEHRHETWRIAR, NETHRE. XEREM
RiE. AEfEAAS. EfE. IESFIERFBAT

— BlackMatter&ZRa9tE3

»" BlackMatter Rans

BlackMatteriZEExploitfIXSSMEZIBTFICIz EARHT &, BEMBINE, HARFEWLEE. MEKX. &
AFEFIEERI B NERERR, HEXNBEREIUTEK:

1IN MZETT, 2.MEHH500-150008FH .

BlackMatterfEExploit&#RHIS S+

We are looking for corporate networks of the following countries:

BlackMatter
oyte

Scheme of work:
Selecting A work oplion -> ACCess anster -> Checking -> We take il of nat (in case of discrepancy)

Deposit: 120k

First contact of the PM. We are looking first of all for stable and adequate suppliers.

BlackMatterBkZR 32910000057t LR SXESMEMBIVIRIRIGEAN . —EHFIGERIBR,
A B ERBISIRKEPEXEATNERANIE, AEEE X INE TN AR

ZBALOEI~0BIIREIERIR, FAkeT SiklEiEs.

2021598 BAARETRARELERERAT RIKEE
202159H EERUHNENEW Cooperative 5905t
20214798 EERHRRIR T SRR Marketron RIKEE
20215108 EEIRFHEIER National Beverage Rige=

11818, BlackMatter#ZREKER, BTG AB/AIES, ZBCRKEEASIRIRKF LS R MEEEIR
. WEMBMZEXTZALRNETES, BlackMatter \7 BHFHRIZERNMBXAWS, FERERE
¥&F, REHEMRXAIZE, EFHFESENNEESBIREEEBRELEKR.
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B EIRRERESHREBRIINERZ—, BfEt, SEREWEIRRETUSERNIENIEK20%, FE
KFEERGENIKIT AR, FHEEESHMENETE ., BN AR NEEER. EENLERR, &F
FERSEREBLCHOBRNE, EABIRST, BIVSEESNB=MREEIRREIRSS S ST~ RAEIRR
[E: NSO Group. CandirubARCytrox.

NSO Group2—FRIUTUBFIKRR AT, F2010F8lz, EEFHARNOBMFHEENNEHIEERY,
HEpo i RkEABSIRIS200BIREZRIN, BT %ITWHREZNNNATZ—,

NSOBRIZK, MEREAKIIRSBEHEREREGERANTA, SEERBGTREIT, fl<Es
CEBEEHNRIELAENENZRRECEH . NSOLTETESABETRNEFTFEEIERE, Flan
ChrysaorflPegasus.,

NSOE2021F5EiER, HfliEPegasusEiR A ESRITIENFRAI, FIIN8RMHEMIPhone®
RiFiE “FORCEDENTRY” $#tEMEMAL, URI1ZBMAEEZEESKRRTEE, MSERENEXY
BRATHREES . £7RMHE, MEREXTNSOERAPegasusEiR G EITEEIESF 1 BIsEIES
BREELR, HPEENAAEEN/LERR . 653t WEE . 85RIFHR. 1892 KB EEE LB
BRI, (HLIRHR ) F+BEMEFEARNCE, TEECOOBBNERMILEE, FH5lEeriZxXiE.

Pegasus@—EMER, MEETENSREERG, BEFIEEE. KITEE. WEER. (NERE, b
B BN ERIERNRGS, WENBERERFER.
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ioE. &, KEETEAR,
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B IENRR . EHIEESHK, EEATmIMNWindows 0-dayikiE, BEF&ENChromeZHiREE
( CVE-2021-21166F1CVE-2021-30551) , —{eifwild ( CVE-2021-33742) , LAKRFAWindows
J®iE (CVE-2021-31979F1CVE-2021-33771) , XZFRCandiru~nEE&S/KENEEEEN,
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Cytrox2—FRMUTFItSEMIMBEXREZTFAR, M TF2017F, EUSHIINRFFIEEFAE. Cytrox
RET “IntellexaBrBR” , ZEBABRR2019F LM EMEIERHHENEMNE . ZATFTIERIPredatoraifix
B2 #5tAndroid 5i0S#ahFA, PredatorfIEZFZEMFEIAEENSO GroupAElF&HIPegasus

CytroxHIEFP#MEHER S, SIFTERI. 2Kk, Fit. (NERAIL. AN, fIE. P4HEIRME
IR, EE. ¥, FUFEEMNIERE., AR ARAMPredatoriE#CytroxEFikE, E2KEEN
SHEA B R AR

2021 % 6 B, Predatori@if4 I T — iR ENA TR — (I RFEEFA . Hb, IBRRIENALHF
MIRFETEER TNSO Group #iERIPegasusiEiRix4F1CytroxFF&RIPredator, BEEEREE3IBHH
BT Pegasus, FTF6RMHE#HPredatorZi,

X E R ZEE SRERIPhonefUTRIREMANIOS 14.6 K%, WHEBIWhatsAppRIXTEHE:E,
FEERTHHRIPSSREMENPredatorElifikit .
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CytroxEXRBELZEIHAER, EF&iPredatorf4FtBARAAR, FEEHPERNKIESEMHREE,
REAIGERBE S KT PredatortXits BRI B CIHRIKEE -

@ FiEEAR

Iteoh, SHEHKET —LHRERAER, SERAESHERVoId Balaur. $HIHHRMEXAIAgriusBLR AR LT
FUBHIMAEEE LB IBriIMoses StafffiR, FANGE FXFERANBX=PHEBEEK,

Void Balaur

Void Balaur@— M #riKErIRAREAR, ZEFFSIKEMmTH. ZERE2010FEMRHIZRFENER
5%, RENEFENTLUEEI20155, Void Balaur—EEGIN BB FIMEIISESRES, FHiEX
LIAAHEHESTUEENESMERNER, FEELELEFHEMOMERBNER . AFHE,
Void Balaur@FHSENEER, SR TEERE. BiE. TE. £fl. BY . £RAREMHAN3,500%
BREENEE, WEERSRICE . RETH . BRIVWGNAIEE. WFER, EERTHEEAN, TEE
wERESH. EE. s, BARMEGHEZR

Void BalaurgsBXHIeB FHB4 EFRERTERY RIS /M X




Void BalaurB9a SBiEshER AN T :

20165FZ=20178818), Void Balaurli® 7 54455 HmBRIBUR A TFICE -

2020598, Void BalaurfE i EiE=IFE 3 EESERIBIAAY] . SHRIREAFRIITZERER o

2020F9RE202158BHAiE), Void Balaurfs& T 7T HSHEANEWVERZ—HNEESMR . B
MEENREREMSR .

2021 £ 9 B, Void BalaurftXdmIBREE— M FRERERIRIBERIWIGREA . A2MEBEHK (8
EEREMS ) IRBERNENER, BREHIXLE RAIFANBFER AL

BrTEGERMRZSL, Void Balaurf9s—EBrEEMEAEN ABUREIRAR, XEETREL FE5F
RIS .

HepeliE:
- BEEBEAR © EREHRAEMRTT
- BERIREHNR - ERRhERE
« TEBHEEEEAHE  EEIEL = MEXRIETRIGH
* ATM{RZRS - BSHEIVFIZHR

* {HER (POS) RFEHNE * RHEERIGUIRSHEMRARLF

Void Balauri2fERETRERWCRIEERYE, HPh—MEREREE 2 Stealer, HEENTREIRERIIRGF
(BIENBEPRY B BN B . BBFIMEEFin. Niksfliciz=miiY (RDP) 2F ) FIERERE, £EE5
EUINZ S mkBRIINEE, S—MEEEADroidWatcher, 5Z7*Stealer#{il, DroidWatchertb BF58
HE, ENEEEENciZRENEE, RFEBFBMERNBEEES.

MVoid BalaurfBfRi3 ZKHRIR EE P EERIF IS RERA, ZBRARINTFIfEZRHEITI(F. Void
BalaurBEESHEIAINERER L6 RAGTHaTIE, TIFRIE E7<Af . MAESMEIGIREREIE 10
RERRARILVFRBETED, Void BalaurB8FTEFtAAFBEZRTLHERFAENRIKER ., MAZERR
ERE NIRRT S8, WU LEERBXREA, Void BalaurtBRRATREERIAEAINBHAENM L LTz
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Agrius BRRSFHMKBRIREAR, H2020FHLIK—EHERK, NP RIEK, EEH20205F12H
LK, ZBLEEEOERE TGS . Agrius HRFERRIRSHSFABERNERZEX, ENEER
PMNFRBAFIEMFRER LE, EHRARANZERSHEBEEX

AgriusEMBERE D BfrmEE ARARER, MAVPNERS (FEZZProtonVPN) #TEZW, MiE
BEBEwebshell, sifERBRALRIVPNERERSEIHDER. AgriusEERIwebshell KZ2ASPXSpy
AIEEIR,

{EBBIASPXSpy

sender,EventArgs e)

();
fo.FileName
fo.Arguments

AgriusfBRN R K AVAR AR BREIRIIN S, MBETSABTUERMREE. E%BRBEEER
BTEwWiperiX SERINELES, R BHREIEZRSARENELE, FESRERS, Nl
R, BEHELER.

2021108, AR AREE, AgriustELRFIHABENXIApostleFIZFEIRE, HABIIKZFEBar-llan&iie 7 #)
EWiE . SEMNs0EEKEAgriusHNEEN/NANER ., WEEBFLEZ JennlogNZ B8R GE
iR NEIRBE R, FEEAENRTE, JennlogBslEhaNLailEERRSe, RAERBRMINE
Apostle#IZRIHE, T BERENARI#ER.

AgriustERR RGBS ERARIRINEER, ERBRIEAESGAETREBLSHFRRGRE. Br, 0
RAREARHEAGriusEERNKE R HTFEFMNERBIAEE . AgriusBLRRIHEIUAIN Y —FRitas5: El
MABALNLFIBHRRE NS, REEESSER.



#xPay2Key#IBlackShadowfB{R 2 f5, MosesStaffR BRiiEENE =N &1 E A SSIRR R E
R, SEMHRNMELRARRE, Moses StaffigBLL “81R 7 B8 XSBEIEIIEIE M EN, maEaFR ,
IMEIBYEN R B T BE A AR TE0 . ‘

Moses StaffEAdTHEIABIIMAEEENBR A ER, tEES HESREIRIINESEEZMIMERIIIAET]
INENERIRE . MosesStaffitEE—"TelegramsuBF Twitterfk, FAREMIRNINEIMZRMNILAIFIZE
&

HRILE, MosesStaffEEEMIIANHEWLL EHIET168%FE, FERMEERKIbAREKE. 118+,
IZAARHR T IR A ATHERILAESI3DE G HEE . BEl, Moses StaffiIZEEWNT:

Home Activities Tor Website PGP Contact
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: D 1 —
3D imagery of israel Unit 8200 Law office -
-Engmeenng _

Engineering
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2021 FEAMEBEEH IR

20215, MBWHERIREMMRIVZANEELZRE, AT ARNTS TRERER I EMIREREI R
&, MBEETA . BAWANRAEEGR T EXRE . BIR2021, FHMNBETOHERLIEH, FiEMHTHE
RZRISHTEAF] o

@ SolarwindsiR{-ERSEIESH

20205%12H8H, BEMZEXFXIR (FireEye ) &, — 1M B AUNC2452M R MELRNET
SolarWinds AR REBMEE, HREBIZATE FHFmESEADN, AEBISZATRIEHENEARDHL
RBERIT TR, 2GRN T 8EIEsE, UM, WIMFIRRIEAT, &8, XK, BEURARMXASA
8, TEREREPEEEBRFTY.

=% SolarWinds Rz EHIB AR Z B EIE:

« EEMEBED « EE#ERES (DOE)

- XEERBEEEEER (NTIA) « ZEFEE (DOJ)

- XEES - XEEZHRZZEEERS (NNSA)
« ZEEZBEMRRE (NIH) (REFEERER) « EEERITEOAE (AO)

« ZEE+%2£E (DHS) « EEMBAT ( BEMNBFRAT)

202148158, =EBREERBESolarWindsIEEHILEHZHERB (SVR) , IEEE%R, SVRHY
EE=EIR2MKSHAPT29 (Cozy Bear. The Dukes) FIAPTHR . iZfARESolarWindsZE &£ E1N
RFEFRIRT

2021F5R827H, REMRLKRNKEEER, B8XH
NobeliumRIE PR3 1E5 B RIS FE SN AR RS BT
18, BEE. MOFIFBRFARNNEKRE, XX
150 A EHERIS000S B FHMEIKS, ZEBMEEE
DANERMK, Heh, EERZEESLARK. MK
INAZUIR B ERHBSolarWindsE4 5 BRI B AR 4R FTSE
FERT o

2021568258, MIRARERARERHNobeliumBELANE, SHELEFAXIFIEKREE L, %A
BT SEMREF IR TERKEMRER . ZZRARGOINREIREESEEIZ P ERRIBRSSF1ith A
IKEREXR(EEFAE, NobeliumrAl LUBE ZFEEIRE FIRSCIEERRSHIENIR, FIMFERIMEE it
17 "SEHMM'NEE. ZEIEEER, EERITAR (57%) , EXEEA (20% ) , IFBAFAER
MEFELAR SRS/ . KEBFDBEEKINTER, AHFHLS%NUTER, 10%UTRE, 4
ZNZ2EERINEX,

SolarWindsHH R 7T IMEE R ARIKEREE, RIS tRE T ERREHNIERZ S AR N HE BT
HREEXEE.
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20212R58, HEEEMOIdsmarkaB] s BEMEZKRENER, KEEXERBRAFERIGMHK
Bzt X15000 ARIHUK R GERITIRS . WEBZIEHE T RREDK NRE, HdlEBEatmNaE
REIEUEARAIRFEXNEMEE . BFTEARIRMENRERE, FAREHEE, REHFHRER™
B5ER,

FEiZzEHD, WEEERTI TEARBNTeamViewer
BEREIE, BidTeamViewer N7 I, I/ BRT
—BEEFBREFHERERNOSHTIEZRE, MERE
FAXIERIP, EESEEREZMIRGHENE, FHHBEE
HM I TR EFINAIE L -

FzEMh, BEAFESLRERUETRIFRMES, B
REMLGARNE TXGIE BIMNE, XRE B XEEAIR
FEARELRRESS, BOIFABRYIERE

@® DarkSidef BN EERMMSEEZERSEH

2021558 7H, EERXBHEEEBEA S Colonial PipelineB#ZRRHKE, SHEMBXAZTERS. WK
WHBEaRBFINEERMIFEN SIS LE TIFEEBIEE

Colonial PipelinetitHit p &2
Colonial Pipeline system map

— Pipeline system — Sublines
® Main weekend delivery locations

Linden,
us New Jersey
Greensboro
Charlotte
Atlanta Spartanburgh
Meridian
Houston, @km
B Texas 200 miles
Source: Colonial Pipeline Company 1B[B|C]
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@® RevilBRFIAKaseyar* BiRiA KRNI M EH RS

ZFERM, BRIZEHIIREERFEZ ADarkSidelI#IRAL, DarkSide2202058 B HEIAIENZIX 202178208, REVI#SRRHEHHAKFIAKaseyaRBIBIVSAF mifsiE, #1777 ARMRAIMHREERKE
HEAK, ZEARRBAHRRHEIRS (RSS) BEHTERMICTEED, HENHNERENOAEREESHE BREKD KT HBETERHIIKaseya VSAREERT, 1% TRBERRF LA . WRXNESGNT
W T, AEINZEENRRHEEERE, FRMINRA S OREHSEIEAT . HBRIREEKET £E500KR ek, BHEE. MERMEIFSERDT7TTER.

40P EEEARN, FERFKEN20-2005ETHIEE . _ . o N , .
7H22H, ABIBMRUEN=AE, KaseyalRBIRMEBRIR, BRET -1 EIIREVIFRRUGHEEE

58108, DarkSideftflgMEAXER, R-EEZMNZIIAR, BiFMRIERNEER, FHFEMA A, LB ETFRZEEINE S . FRINT:
BEEBTXEKER, BRSNS,

KaseyardlF7H228 &%, RERSREVIBIZFREGEZZH

DarkSide&ZA97EH July 22,2021 - 3:30 PMEDT
Kaseya has obtained a universal decryptor key.

On 7/21/2021, Kaseya obtained a decryptor for victims of the REvil ransomware
attack, and we're working to remediate customers impacted by the incident.

We can confirm that Kaseya obtained the tool from a third party and have teams
actively helping customers affected by the ransomware to restore their environments,
with no reports of any problem or issues associated with the decryptor. Kaseya is
working with Emsisoft to support our customer engagement efforts, and Emsisoft has
confirmed the key is effective at unlocking victims.

We remain committed to ensuring the highest levels of safety for our customers and
will continue to update here as more details become available.

Customers who have been impacted by the ransomware will be contacted by Kaseya
representatives.

EEBRESMAER, ZANRNMBEIRIERNERRIEY, FAGE, ZARREMEIMAIEER, B
MEATHEEMRIEHRE, WURZIEELENED, EEXFARISES

7B138, REVISXATHNEEIRE. 9870, REVIEZRKIHETHORMRSSBEHOEHENAE
LER SR 2=l L BB, ERAOMLEERIHappy Blog, MikEET:

Happy Blogmutz;E]

Happy Blog Blog sear Search

was successfully hacked

We got all sensitive info of they clients (SSN + DOB + court case etc) get all they databases

Also we downloaded all financial info and employers personal data

If you think they are worry about your personal data - no they don't. In private talk they tell us what the clients
can fuck them self, we don't worry about data leak and there nothing to discuss

So if you a looking for a good legal services - don't use they services if you don't want what yours private data will

be shared 1o everyone

Qe nerufe (all Asts will ha enld am dark markar)

Chick to view all
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10B17H, REVIILALRRIKE ‘0_neday’ AWLFR, RIHE=FANETIZABLRNTorsz (il B FHEEEIE
LG, ELREVIIZEBRBRXXATIZEE. 108218, BEHIRETR, REVINTREREMRRETHRIER,
EIEFBIENRIZ N EREFNBIRVIISE SR T REVIIRS T ELE A Tor 2 Jih = .

‘0_neday’ BESHREVIBHAXIDEE

34 . wasan [ New : 0 s

AVATAR

The server was compromised and they were looking for me. To be precise, they deleted the
path to my hidden service in the torrc file and raised their own so that | would go there. |
checked on others - this was not. Good luck everyone, I'm off

0_neday
RAID array
User
registration 05.10.2021
Posts 58
Reactions 21 .
Deposit iB £ Complaint gy Like +Quote < Answer

Domains hijacked from REvil

. Ay s arcew fore) e Dgprnen) O Sy e wet Ol s e evoun Seapgaars] Sece T wis i conferation of the seon for e o, we s sork P Tt e wes e

0 nedey
& Bt pce e rarew tocky o 17 10 SO 1200 Woscow b, SOTeone IRougi® up 17 Raocen-serveces of @ Landing 87 @ DIog W 10 Sme Loy @8 Gurs. M fears wers corbemed The thee Bty T Dackuge sedh reon ercs ey
" I('mﬂ-w.wmmxngm#@m lwﬂ-ﬂ"llﬂl\"ﬂw corviaat e e
For novm. we're o
1MB8H, XEAZMEREREKaseyall ETEHEEHNKRESE: 2255 R=2%Yaroslav

Vasinskyi. Sli&Epigt, ZVBE2019FE3818#E, Vasinskyi#iFiaE SREVIBIRREREESD, X2k
&R T 2,500 RIE .

tREt I Kaseyal I BENAIIL, $REAKAEERERAK, FEHRRE, ERAB™ERE, A
ERLEHEREARBING
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LazarusBERIKELAKR—ERNBRIIMEEBAARDREERZEMRAR . 2021518288, MERHKET
LazarusBAHNLEMRARNIKEEN . KEBES TMHIFGEIEDTAKE, WETARH, kKhlk
AFRIMRNE. TRET—ERNNER, KEEAGRSZEMRARRITEN, WEIREEHELKICH
BRAKRAK, BEEUEEXR. e, KEESMWIARAR, WRREESERBARS SIS EET
B, ARRMIEREIEREXHRIEEDLL . DLLYHRIFIETRAIMAEENNE, HS5HNEERIC21EES

S T8

LazarusZBR SRk
Zhang Gue € -lau_' Willy

s Srag
! - ......
James Wi

Zhang Gue ..",

) Windows kemel & browser secunt er. Also interested in cryptology and
Web Developer || Broy pare time Player | Feecunty. || man hernatics
547 ) 586 F 53 1173 ¢
. Billy Brown

- l_ ‘\w "l

BrownSecd Labs

Officaal twitter account of ArownSec Labs

Founder of

2021511 B10H, B4 %2l MESETHKE, LazarusfBLFIETIDA
ProfZ FHIARDARAERIFE, BB NZEMRARERLE
IDA Pro@—MsSRmENBER, LeMRARTERRALUEIDAR
DEIERERRE

HTFIDA ProZtfSRH, —UHRARS FEEREEMRIZRF . LazarustH
DB TX—UR, EEEGREEFHASHIDAPro7.612F, MMmEE
WMRARRISUYE . BEFEEE . ICRERIHITH—LHHS . Lazarus
(RIEIRZRRIDA Prof2FHIIDA “mavillon1” , BRIEEE.

Account suspended

202111 B, BTIKE T LazarusAPTALH LR 2T WEANXY —XILEER) . ZEALREFZR=EBREA
R, EATEXAMNENEEYN, EERERERGEZEATNRTEBRNIENS, {BESEENTEN
FZEREITRS,

Lazarus APTEHRB2020FRLLK, HEBISHHRFAREREMRAR . Z2 B REREESE=ZE
EAPTESREDFRT, LazarusIEEAREMNHEKRERIRESD, MNRESRELZEATDR TSR
HRERN T —E ANNERH N HE B S
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Apache Logdj 22— 1 EFJavaliBHEFIEREITE, X LogdjfIH %K. 20215118248, #HXxZEHBAE
Apache%‘?‘ﬂlﬁiTApache Logdj2inf2LiBiiTiRIE, WMEEBEEEEEE KA BZKRELMEBIR

RSS2 EHITIEERE ., 2R ARIRIE, Apache Struts2. Apache Solr. Apache Druid. Apache
FlinkE19Z 80

ZiRREIKEK, ER5ZEMEF A, NMESESIEERG, SEMZEEmy L. EBFMNEFESERR
"%, 128118, AR ARBREIEIZLog4j2RCERF I'_H*‘QZ%E’JI\/IuhstlkFI]%EII\/I|ra|1aaF'ﬂ B, L5,
WHE WA BIZRER, $HSZHEHERIElasticsearch&St, EPENZERHIZY 2F.

12B13H, HRAREMTENFIA LogdShell [REEZEIEIZEIME “Khonsari” . E#7E13H, Conti#l
R EM ENAAFEFIB AT BLogd 2imiEETIHMEIER, HFF158FBEDBEIVMware
vCenter®#&, ContipiAE— 1MELog4j2 3 HRISZIBTEMZRIXFHL . TellyouthepassEiZREHFAktEF
128 aFERlog4)2BNRmEHNREOARS A 7 L FIXER T

ContiFlFLog4Shell iwiEAEvCenter fRFS2HIEFE

Conti Ransomware Lateral Movement
Operators vCenter Targeting

FLog4J2RiESENTERELEIEKINSIng. Elknot. m8220. OrcusRAT. XMRig.
SltesLoader\ Orcus RAT#0Nanocore RATE

128148, MiREH 7 CVE-2021-44228iFwEAIBgR, RE TR ZRREAEHENAPTALR, Hbhg
BRI MELLRPhosphorus, KN REEHINTEEMNAPTAR (EXRHELARWEREE ) o L+, W
EiHIRSRRIEE R BLogd iR . IXERIBSIEMEZIH IR H EAM RS EIRSHIMEAT .

128208, tbRIERREAHERIR, BT LEANAZI T HYEES BN RAITHENMLZRIN
&, WEEEENHPFETLogdjwE, MELLFIERREBRIERDITENIME—BETRERRS. LAETIRL
LTEMRSERMEBIR, FPREEALPhosphorusiERALogdjFRIRIEXLABIItNBirkiElE, 8
EBUAFRL

BT FLogdjk4o I iz, EILREGTHIILEREG P RMAERRBNTRF BURABIREEZ X, it
2022%, FALog4jimiERIM I SIFEHRN.
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REZEREBERPONSGT, 2021F2F—HKEER BEEF0day581 ., EFCVE-2021-1732F1
CVE-2021-33739W 1 EEF0day L ERMMBIR P O iR FHKEE -

M2018FEI2021F K FERIATFOdayR I EBBERE, EFRAETFOdayHEBEFIES, 2021FX—E%H
BARE, 2021EFRENEEFOdayHEBT 72020FMRE .

—o— 7EEFOday#H=
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NEEOdayis R BIDMBERFKE, 2021F#KIKEEE0dayRZRI BEMIX, EREEIER,

ARM 2 Apache 1
Adobe 2
Qualcomm 3
Microsoft 22
Apple 13
Google 15
&I EEFOdayEE
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NEEOday = mEBN D HKE, 2021F&% NEEOdayFiERiEXRE S HXE, 2021897
EEOdayBERRIZ N RRRE, EXERIFRSE FF0day Gt &ESHIRITEABRITER, HX

TRl o BRI R o
FERH 2% .
HTTPERSS 2% EEitE 3%
SRR 5% Bt 5%
w32 8%
HBFHIRSS 9% R 45%

IRPRIEF
35%
IR CEBHIAT
57%

BERS 29%

HE
e
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= ma ENEES

5, ZIERAMEHR A OIERIE 72021 FEEF0day B ERBLRRIKEX BRI T .

APTHRZR R EIREEFOday

NSOGroup CVE-2021-30860
FIRiE CVE-2021-26411
[ronHusky CVE-2021-40449
gE(Lazarus CVE-2021-26411,CVE-2021-33739
=R CVE-2021-1732,CVE-2021-28310
PuzzleMaker CVE-2021-31955,CVE-2021-31956
RELH B4R CVE-2021-30661,CVE-2021-30665,CVE-2021-30666
HAFNIUM CVE-2021-26855,CVE-2021-26857,CVE-2021-26858,CVE-2021-27065
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2021 FKRERIS8 N EE OdayH, RIERMERFORIE T ETREBSKENFENRS TS ZBEXRKNER
S,

1 =swaEmmrEmoday

20205128, RIEEMBERFPOBKR T —1MERWAHLR (BFRBITTER ) FEARIWIindows izt 0dayt#
AFHRELEHIR. 20215628, MRXEEZER, BERERMBRFOAERT (ODAYRE! BXERRNER
HRLEFNERNEEENPERAWINDOWS B#ZRIX0DAYIFRE ( CVE-2021-1732) ) —X, #KET
ZimEAXAT, XRWRERAMRIERTAREROday#HTRE, WENZBRFEZEER0dayhI&E
B £, RERMBERPOIIHETERTER0dayZNBIRERE .

202148, REHEHKET S —TWindowsAZiEiimIECVE-2021-28310, REHEEKENETRZ
2, IESFTRERMBERPOBIRICVE-2021-17328 K0, &M TCVE-2021-28310094 %, {8
FEHSEAREXEFRZRRABEIEARAR,

2021FE78, REMEERGTMIN2021FEE_FEAPTESRSE, AXRREPREHREELMIIERS
IHEFRBCVE-2021-1732F1CVE-2021-238102#E— 1M oseshIFIBF LK E S, MosesZ
— N ENREREFIAHARESZNARER, ~EHREHAZEDEBITTERMDark Hotel @ MBLRERT
MosesfEftURiEFIAE, MEBILERBESERFFEDENEEOdaymyIKiETFTMoses .

2021598, Bk T —Ra 7 { Exclusive: An American Company Fears Its Windows Hacks
Helped India Spy On China And Pakistan ) X&, XBEXEPEL, REHREREAIMosesHILE—XK
NFEEEMNBEEG TRISA R, ATZFRIUMEXodus Intelligence, ENEBMFRiZEWHEF—NZA,
BITTEREBR{FERAIIWIndows WiZigiXFHiRERENEBHIFMNExodus Intelligence ARRWM%K . &
BITTEREL(FAEHIRENFEHTHEF#IFER, Exodus Inteligence AEIEEEIEBANENEF
RS-

Forbes

Exclusive: An American

Company Fears Its Windows
Hacks Helped India Spy On
China And Pakistan

20215118, Le3ZE R ECheckPointETwitter s Check Point Research @
T—AN32MIMRAKICVE -2021-173 2 ARIFREA, HEA

SR AERIE, FETEN2020F108 . RIEMID | oo e v o o Pk T oo
BIRFPOEIS KSR, ZFEARSHIIEFFEIFIRAY  exploit was used by Bitter APT and developed by the
BAHEA R — GBS, XA LIRS R UI\SA_oszZe’? offensive company Exodus Intelligence (aka

Zozog{ﬁﬁﬁ |§_]—/|\Od ayﬁ] EjIQEET q:| *[] Eg,ﬁﬁiﬂ o virustotal.com/gui/file/ee2d5...

e LRFAEER, BITLMRIELII TS BERGE
B NEERNRREERTDRE T — 1 SMMERIWindows
Rz, AERBEREERINERNERIAPTA
NERER, BEERTARERZZTHRESFREM
EEIMBISRRIEX Bk TIE, WEFTMRZIERD
IBRPOFTBIR, RIERMBRTPODIMEIES ZIRR, M
FiEEZmERS ICVE-2021-1732, 12:19 AM - Nov 17, 2021 - Twitter Web App

RS BRI RPERERRINAPTHIREBFIRES, ATEEIBER, RINAPTEARREERMTSH
B90day R EFERARIEXBIR. L5, TXSHEEIN T ZERMERPOEHIRI SR 5 HEARY

ab
BE o

2 FBAPTHAFEATSTIEFMNER0dayELZLHAFRAR

202118, RIERMBERPOIKE T HEAPTHRF A VisualStudiofFEERRE—HER AR EMRR
S, ELERMBRPOXEDT, BT ERAVisualStudiolIFdwiFan<, ZAPTALREIIRKET
HIFRA T OdayiwiE, SF—1IERRRTEABHRITRIACVE-2021-26411, RIERMERPOEE
2021F4 B RFI—RE (RADITCVE-2021-26411 IERISGEEUAFIREIRE ) 1F B EEISXNEE .
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Hi, !
Did you see our blog

?

Hi Patroklos




20217E870day 24

EEREE, FESREMARKEEBCHE . RERMERPOIRFAHFIEIAL, XRTwitterEH1TaIA]
BER— T EARAVTIIRI—EB7, ZAPTHRAXERIBERIAIEER N T HEXEH BN R RAIREF
FERS, EErReREIXYEREHIT F—217580.

2021 3555 y E"rﬁlﬁﬂ’j}'ﬁiﬁ':F"t,\}ﬁ&—ﬁ\?ﬁﬂgWIndOWSTz%ﬂ‘y,rﬁjﬂﬁﬂ¥ We (TAG) confirmed these are directly related to the

cluster of accounts we blogged about earlier this year.

KN, ZREEXRFIEESNCVE-2021-33739, EXESITIES In the case of lagal1990, they renamed a github

account previously owned by another of their twitter

ﬁ{i]ﬁfm , ig;ﬁi@$$$E95E65 Eﬂ TW|tter_t—/|\[|LHﬁf(@ mavillon1 E’\J profiles that was shutdown in Aug |_T|a\_ri!IO|;|1 i
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MERFRIEENCVE-2021-33739, HFEFELIAXEL, RERMERFIOIECVE-2021-337391XME
FF0dayth I HERiZEEEAPTAHLA
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3 Z1 1 Exchange Odayt&E= ittt
20213828, Mk’ T S 1M Exchange®EE0daylInNeg, ZASERATREE:

CVE-2021-26855 Volexity & Orange Tsai & MSTIC ARSSimIERImIE
CVE-2021-26857 Dubex & MSTIC TRENRFIIN
CVE-2021-26858 MSTIC (EI=3ZLISPN
CVE-2021-27065 Volexity & Orange Tsai & MSTIC (EI=3ELISPN
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2019, HHCVE-2021-26857miEitsMExXchange2010, MizRES0dayEEFEHNERREH
HAFNIUM .
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ExchangeifmiBKEiIaIARS 28 Liwebshell. RIFEIAR ARIERESLY, FBHEXXITHFERT S5
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CVE-2021-34473 Dubex & MSTIC IRSBimiERFIE
CVE-2021-34523 MSTIC WPREEF
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2021 fEE"JWIndOWS?ZE$yl’fTil|E.]mkmmiﬁéﬂﬂu °

TRBGT2021FMENChromezEf0day, BiFRARS . KW/ @iREEAR, NXFPOTLUER,
ChromefEEf0dayfIisl s E R AR 2ARE, FEAREZGoogleECRIFNRIENAI . s, 14
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CVE-2021-21166 Microsoft & Google AudioRIxg R AnEHAE) R
CVE-2021-21193 - Blinkr9BEEE A
CVE-2021-21206 - BlinkR9E/EEA
CVE-2021-30551 Google VBRIRERIE
CVE-2021-30554 - WebGLIIEREER
CVE-2021-30563 - V8RIZREYRI
CVE-2021-30632 - V8RIHAE
CVE-2021-30633 - Indexed DBRYEMEEFR
CVE-2021-37973 Google PortalsfI¥E M /EEA
CVE-2021-37975 - V8HIBEMIEER
CVE-2021-37976 Google Coref5EitisE
CVE-2021-38000 Google IntentsII S EMNAGIGIERE

CVE-2021-38003 Google VBRI —4LIREARS

20N FESREMEBARIRE

5 windowsigiRodaysim it s
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