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What have we discovered?  

We have detected a malware sent to some email accounts belonging to a Vietnam government domain. 
This email is written in Vietnamese and is dated March 13th, 2019. It seems to come from an account inside 
the organization (gov.vn), maybe someone sending it to a security operator, because of resulting 
suspicious. 

 

 

 

Figura 1. OLE/COM Object Viewer. 

Globally Unique Identifier (GUID) 

 

We focused on the attachment. It is a zip file, never seen before in VirusTotal or any other Threat Intelligence 
system that we are aware of. 

 

 

 

 

 
 

This file resulted in a very interesting infection system. It uses a combination of techniques never seen 
before, making us think about a very targeted campaign, using interesting resources to specifically infect 
Vietnam government. 

The global view of the threat schema is the following: 
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Although it may look typical, the schema hides some very smart techniques to avoid detection and fool the 
system. 

Docless DOC with three stages 
Inside the ZIP there is no actual file. Instead, we can find a link file with .lnk extension that simulates a 
document icon. This has been used before by attackers, but it is not a very popular tool. 

 

 

 

 

 

 

The actual payload resides in the Target property of the link file, where the LNK points to. The target 
contains MS-DOS obfuscated code to compose itself. 

The result (using a technique called “carving”) will be a PS file, base64 encoded, saved in %TEMP% variable 
and named s.ps1. DOS obfuscation refers to a technique based in DOS commands (used for BAT 
programming) that obfuscates itself using loops, environment variables and composing names taking 
substrings from filenames, directories, etc. 

This PowerShell, once executed, will create and run another PowerShell file, that will reside only in memory 
and that, again, will run a WScript Shell. The Script will create again other three files: 



 

 

 © Telefónica Digital España, S.L.U. all rights reserved. 
Página 5 de 11 

 

RESEARCH_ 

Docless Vietnam APT 
-A technique still alive- 

1. A decoy DOC file, making the victim think that an actual doc file has been opened.  

 

2. A legitimate tool to install .NET assembled files.  This Will be used to bypass SmartSCreen and 
AppLocker protection, since the actual payload will be a parameter of this legitimate file. 

3. A DLL file, created in .NET that contains the actual malicious payload. 

 

DOS OBFUSCATION 

%comsec% is an environment variable which usually translates into “cmd.exe”. “findstring” is coded as 
f%windir:~4,1ndstring% which will take the fourth letter out of %windir%, and so on, using substrings and 
a loop. The command will finally create a PowerShell file in %temp%. The string “iex” embedded in the LNK 
file, marks the beginning of the payload in PowerShell code. IEX is an alias in PowerShell for Invoke-
Expression 
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The PowerShell (beginning with the “Iex” string) is base64 encoded. It will be used just to generate the 
PowerShell that will launch a PowerShell in memory. This code will never be saved on disk. 

 
DISKLESS POWERSHELL 

This file is the real core of the attack: it will create persistence, launch payload, and show decoy document. 
This file, aside from the logic, contains three different artifacts. A decoy .doc file, a tool to install .net files, 
and the payload itself. 

 



 

 

 © Telefónica Digital España, S.L.U. all rights reserved. 
Página 7 de 11 

 

RESEARCH_ 

Docless Vietnam APT 
-A technique still alive- 

 

 

 

This file is written in PowerShell, but it uses obfuscated code to create an object that will use Wscript.Shell 
Run to actually execute code. 
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The code contains Bai.doc in base64, which is the decoy document. And uses scheduled tasks to persist, 
checking if the victim has privileges. This file checks if the user is administrator. If so, it copies the DLL file in 
WINDIR\debug\ and %TEMP% otherwise. If administrator, it will create a scheduled task with SYSTEM 
privileges, if not, it will try without so high privileges 

Aside, this file is in charge of persistence. It creates a scheduled task. 

 

It is quite interesting that the malware checks if Kaspersky (avp.exe process) is running in the system and 
acts differently if so. If Kaspersky IS in the system, it will create a scheduled task that runs a vbs script, as 
usual. But if Kaspersky is NOT present in the system, it will rename the vbs to TXT and run wbscript with the 
parameter /E:vbscript that allows the program to know what kind of script it is running. We guess this is 
trying to bypass the detection tin some way, although it sounds counterintuitive. 

The final stage, “uninstalling yourself” 

The system runs the DLL with InstallUtil.exe, to avoid Smartscreen and Applocker. This whole command will 
be called with a wbscript, creating the object. 

 

  

Which basically is is: 

WScript.Shell. Run InstallUtil.exe 

This is not so common and a very smart technique. How the malicious function is called is even more 
interesting: the DLL will be “uninstalled” using InstallUtil.exe, a legitimate .net tool. We say “uninstalled” 
because that is exactly the command used to install it. “/u”. Does the APT uninstall anything? Not at all. It 
actually installs itself. 
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The trick here is that the APT itself contains a “Uninstall” subroutine, that actually installs itself. 

 

 

The .DAT file generated by the script is actually a DLL file compiled with .NET that contains the payload. It 
will be injected in memory. It reserves memory with VirtualAlloc to inject shellcode and calls CreateThread. 

The payload itself is a Cobalt bacon, very clear from the way it communicates with its command and control. 
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We cannot identify 144.202.54.86 with any other attack, as far as we know. 

Conclusions 

This malware uses some very interesting techniques that, if not new, are not common, and even less used 
altogether in a single attack. 

• The attack seems to be targeting a very targeted Vietnamize government.  
• Using a .LNK file keeps the attack away from sandboxes. 
• The obfuscation techniques applied are very wisely used to keep the malware under the radar. 
• The execution technique keeps the malware away from EDR, for example loading through a 

legitimate binary, working in memory for deobfucation and injecting, etc.  
• Although they use a known malware as command, the way it is injected in memory and loaded 

results in a very interesting technique. 
• This infrastructure is not used in any other attack. 

IOCs 

• 144.202.54.86 
• 0476ec8b4cb1b5dd368be52d9249f5b3cf6709b3141e9d02814c05f61cb90a91 
• 89fdef30c14db09e4e82c561db4a35cbc039b95bdfa6340546f7ee54b887f59b 
• 52dc9be06e921276c9df828b6be6da994df667e25af03bdddcc6cfec1470f1d7 
• Mutex: GLOBAL_VMSytnSCg. 
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About ElevenPaths 
ElevenPaths, the Cybersecurity unit of Telefónica, we constantly challenge the current state of security. We 
believe this should be a constant characteristic of technology. Furthermore, we constantly question the 
relationship between security and people, with the aim of making innovative products able to transform the 
concept of security itself and to keep being one step ahead of the attackers, as they are more and more 
present in our life. 

Further info 
www.elevenpaths.com  

@ElevenPaths 

blog.elevenpaths.com 

 

 




