
CYBER THREAT 
OVERVIEW
2023



SUMMARY SUMMARY SUMMARY SUMMARY SUMMARY 
SUMMARY SUMMARY SUMMARY SUMMARY SUMMARY

CYBER THREAT  
OVERVIEW

2023



1 → THE CHANGING MOTIVATIONS 
	  

6  
OF MALICIOUS ACTORS
A → Strategic and industrial espionage 

	  
7

B → Profit-oriented attacks 
	  

10
C → Destabilisation operation 

	  
14

2 → IMPROVEMENT OF OFFENSIVE CAPABILITIES 
	  

18
A → A constant search for stealth 

	  
19

B → Diversification of the ecosystem 
	  

22
	 and of cybercriminal methods
C → Increased targeting of mobile devices 

	  
24  

	 for espionage purposes

3 → OPPORTUNITIES SEIZED BY ATTACKERS 
	  

26
A → Exploitation of numerous weaknesses 

	  
27

B → Software vulnerabilities 
	  

31
C → Organisation of major events 

	  
36

CONCLUSION 
	  

38
BIBLIOGRAPHY 

	  
40

SUMMARY SUMMARY SUMMARY SUMMARY SUMMARY 
SUMMARY SUMMARY SUMMARY SUMMARY SUMMARY

3CYBER THREAT OVERVIEW 2023 ANSSI 



→ This third edition of the Cyber Threat Overview 
describes the main trends observed by the 

French National Cyber Security Agency (ANSSI) in 
2023. This document focuses on the motivations 
of attackers, their capabilities and the opportuni-
ties they exploit to compromise information sys-
tems. It provides concrete examples of incidents 
ANSSI had to handle during the year. The level of 
cyber threat keeps on increasing against a back-
drop of new geopolitical tensions and France host-
ing international events. Today, ANSSI assesses 
that attackers linked to China, Russia and cyber-
crime pose the greatest threat to the most crit-
ical networks and to the French ecosystem in a 
systemic way.

This year, once again, the threat of strategic and 
industrial espionage mobilised ANSSI’s teams the 
most. The Agency has seen a significant increase in 
the targeting of entities working in strategic sectors 
(think tanks, research institutes, defence industrial 
and technological base) or that are responsible for 
the transmission of sensitive data, such as telecom-
munication companies and managed service pro-
viders (MSP). For this purpose, attackers keep on 
perfecting techniques which enable them to gain 
access to information systems, to propagate, to 
exfiltrate information or pre-position themselves, 
and to avoid detection. At the same time, ANSSI 
noticed an increasing number of attacks against 
both corporate and personal mobile phones in 
order to spy on targeted individuals. This trend is 
largely driven by the proliferation of commercial 
cyber intrusion capabilities.

SUMMARY SUMMARY SUMMARY SUMMARY SUMMARY SUMMARY SUMMARY SUMMARY SUMMARY
ARY SUMMARY SUMMARY SUMMARY SUMMARY SUMMARY SUMMARY SUMMARY SUMMARY SUMM

Financially motivated attacks also remained at a 
high level in 2023, with a resurgence in the number 
of ransomware attacks against French organisations. 
The cybercrime ecosystem also keeps on diversifying 
thanks to the leaks of ransomware source codes and 
to the wider availability of tools leveraged by actors 
with limited technical skills. Cybercrime still consti-
tutes an important threat to the public sector and 
entities which are particularly dependent on service 
continuity, especially in the health and energy sec-
tors. This year, to tackle this threat, ANSSI took part 
in an international task force aimed at taking down 
Qakbot’s infrastructure. In some cases, the attack-
ers’ financial motivations are not clearly identified, 
which suggests some cybercrime intrusion sets may 
be exploited by state-sponsored actors to carry out 
espionage or destabilisation operations.

In 2023, ANSSI noted an upsurge of attacks aimed 
at promoting a political agenda, hindering access to 
online content or undermining an organisation’s rep-
utation. In France, these destabilisation efforts have 
mainly taken the form of distributed denial of service 
attacks (DDoS) conducted by pro-Russian hacktivist 
groups highly responsive to current events, but with 
limited impacts. ANSSI was also informed of the com-
promise of part of the information system of a French 
media which led to the disclosure of exfiltrated infor-
mation in retaliation for previous publications. In a 
context of international tensions, attackers could also 
be encouraged to gain access to, and maintain per-
sistence in, critical networks, especially in the energy, 
transport and logistics sectors. Although no sabo-
tage operation has been detected on French soil, 
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destructive malware keeps on being used to target 
Ukrainian entities. Pre-positioning operations were 
also detected against several critical infrastructures 
in Europe, North America and Asia.

To achieve their goals, attackers still rely on numer-
ous technical weaknesses. Amongst those weaknesses, 
exploitation of “zero-day” 1 and “one-day” 2 vulnera-
bilities remains a prime point of entry for attackers. 
ANSSI would like to reiterate that CERT-FR regularly 
issues alerts and security notices on its website along 
with recommendations. Even though some attacks 
are particularly challenging to prevent, attackers also 
too often benefit from bad administration practices, 
delays in applying patches and lack of encryption 
mechanisms. Finally, the major events France is sched-
uled to host in 2024, first and foremost the Olympic 
and Paralympic Games of Paris (JOP2024), could pro-
vide attackers with additional opportunities to act. 
In the run up to this event, ANSSI and all stakehold-
ers are pursuing their efforts to improve the security 
of information systems involved in accordance with 
the threat and to implement a reinforced detection 
and incident response system. ←

1 A vulnerability that has 
not been the subject of a 
publication and for which there 
is no security patch while it is 
being exploited. 

2 A vulnerability for which a 
security patch is available but 
which has not been deployed 
by the user, allowing the 
vulnerability to be exploited.

Origin of security incidents managed  
by ANSSI in 2023
To identify security events impacting French 
entities, ANSSI relies on multiple sources of 
information. This information comes primarily 
from in-house resources (23%), ranging from 
monitoring for the benefit of public authorities to 
scans 3 and threat analyses. These capabilities are 
supplemented by open source monitoring, which 
accounts for 21% of identified events.
10% of security events are reported to ANSSI 
directly by the victims. The severity of those events 
is often more important than the average, as they 
are often associated with high impact incidents 
such as the compromise and encryption of an 
information system by a ransomware. Finally, 
nearly 23% of alerts reported to ANSSI came from 
exchanges with national and international partners, 
whether private or institutional.

→

Major incidents and cyber defence operations 
represent ANSSI’s highest level of commitment when 
responding to a security event. They are reserved for 
the most severe and complex events. These events are 
reported to ANSSI directly by the victims or thanks 
to the joint efforts of the Agency and its national and 
international partners.

→ Origin of security incidents managed by ANSSI in 2023

ANSSI 23%

Open source 21%

National partners 18%

Other 13%

Victims 10%

Individuals 10%

Internationals partners 5%

3 See section 3.A.
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→ In 2023, the threat of computer espionage 
has once again mobilised ANSSI’s teams the 

most. This bears witness to the human, financial 
and technical means devoted by state and private 
actors to collect strategic, industrial or personal 
data on French networks. The year was notable for 
the upsurge in attacks carried out by intrusion sets 
publicly linked to the Russian government against 
organisations located in France.

This year, in addition to the public organisations 
which are the usual victims of espionage, ANSSI 
noticed an ever-increasing targeting of think tanks, 
research institutes and companies from the defence 
industrial and technological base. Attackers target 
organisations working in strategic sectors or that 
they consider close to the French government. These 
attacks are not limited to the metropolitan area: in 
2023, ANSSI responded to a computer security inci-
dent in overseas France caused by an intrusion set 
publicly linked to China.

To carry out their campaigns, attackers keep on 
trying to compromise intermediaries, for instance 
by targeting subcontractors, service providers or 
companies within the telecommunication sector. 
In 2023, ANSSI handled the compromise of a tele-
com operator’s network equipment, conducted by 
a state-sponsored intrusion set, likely to carry out an 
espionage operation on telecommunications. ANSSI 
observes that attackers specifically target poorly 
secured administration protocols to compromise 
network equipment. Moreover, they leverage pro-
tocols that do not ensure communication encryp-

tion by default in order to intercept unencrypted 
traffic of the operators’ clients. It is therefore nec-
essary for operators to be particularly careful to 
stop using weak administration protocols, while their 
clients cannot assume there is security by default 
and must ensure end-to-end encryption is applied 
to communications passing, even partially, through 
unsecured protocols [1].

Strategic attackers usually try to remain stealthy 4 
in order to carry out their espionage or pre-position-
ing campaigns 5. Detecting them requires an excellent 
coordination between the French government ser-
vices working on such threat. To that end, the French 
government set up the Cyber Crisis Coordination 
Centre (C4) as well as its operational subdivision 
called C4 TechOps [2]. This interministerial frame-
work, steered by ANSSI, is responsible for cyber 
threat analysis sharing between experts from the 
Agency, the Directorate-General for Internal Security 
(DGSI 6), the Directorate-General for External Security 
(DGSE 7), the Cyber Command (COMCYBER 8) and 
the Directorate-General of Armament (DGA 9), whilst 
complying with the prerogatives of each entity [3]. 
It therefore directly contributes to the improvement 
of incident detection, anticipation and attribution 
capabilities. Through this framework, ANSSI regularly 
receives warnings about potential victims located in 
France.

A STRATEGIC AND INDUSTRIAL ESPIONAGE 

4 See section 2.A.
5 See section 1.C. 
6 Direction générale de la sécurité intérieure.
7 Direction générale de la sécurité extérieure.
8 Commandement de la cyberdéfense.
8 Direction générale de l’armement.
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Even though the interest of malicious actors is 
generally focused on compromising organisations’ 
networks, attackers nevertheless increasingly target 
equipment belonging to individuals, in particular 
mobile phones 10. These operations are primarily 
directed against prominent figures or senior execu-
tives, but also against security teams. In 2023, attack-
ers presumed to be associated with North Korea once 
again targeted security researchers with particularly 
advanced social engineering techniques [4], perhaps 
with the aim of collecting information and tools which 
could be reused in future attacks.

In 2023, just as in previous years, the Agency has 
dealt with incidents involving the presence of several 
groups of attackers on the network of a single victim 
(multi-compromise) as well as with the comeback 
of attackers kicked out only a few months before 
(re-compromise). These incidents bear testimony to 
the persistence of some actors, which will most prob-
ably keep on targeting French entities that are of high 
value for intelligence collection objectives. Despite 
the fact that their impacts remain difficult to evalu-
ate, it is worth stressing that these long-lasting and 
low-key campaigns are aimed at collecting strategic 
information which will have major long-term conse-
quences. ANSSI reiterates the importance of reme-
diation actions and of maintaining efforts to rebuild 
and harden infrastructures after an incident has been 
addressed. ←

A STRATEGIC AND INDUSTRIAL ESPIONAGE A STR 
ATEGIC AND INDUSTRIAL ESPIONAGE A STRATEGI

10 See section 2.C.

10 Loi de programmation militaire (LPM). 

11 Autorité de régulation des communications électroniques,  
des postes et de la distribution de la presse.

ANSSI’s legal detection and anticipation capabilities 
For threats likely to affect critical operators or 
defence capabilities or to harm national security, 
ANSSI benefits from legal provisions enabling it to 
enhance its knowledge of threats, to detect victims 
or even to hinder malicious activities. The military 
programming law 2024-2030 11 recently strengthened 
provisions related to cybersecurity by modifying the 
Posts and Electronic Communications Code (CPCE) 
as well as the Defence Code.

Thus, article L33-14 paragraph 2 of the CPCE 
authorises ANSSI to provide technical indicators 
to some electronic communications operators 
(OCE) for the purpose of detecting potential 
victims amongst their clients. For its part, article 
L2321-2-1 of the Defence Code can be used by 
the Agency with OCE, hosting providers and data 
centre operators in order to collect network or 
system data on equipment controlled by attackers. 
Finally, article 2321-2-3 of the Defence Code gives 
ANSSI the possibility to prescribe measures to DNS 
resolver providers, registrars or the registry operator 
for blocking or redirecting domain names. The use 
of these legal provisions is strictly regulated and 
controlled by the French electronic communications 
regulation authority (ARCEP 12).

→
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→ Financially motivated attacks also remained 
at a high level in 2023. The total number of 

ransomware attacks reported to ANSSI in 2023 is 
30% higher than in 2022. This upsurge, which was 
also noted by the Paris Public Prosecutor’s Office 
[5], contrasts with the decrease in the number of 
attacks observed by the Agency in its previous Cyber 
Threat Overview [6]. However, this trend is limited 
to the incidents reported to ANSSI or for which a 
complaint was filed, and thus does not constitute 
an exhaustive overview.

The increase of attacks was noticeable across 
all types of entities, and the three most targeted 
categories have remained identical since 2020 [7]. 
ANSSI noticed a rising number of incidents impact-
ing several sectors, amongst which associations and 
local and regional authorities, which respectively 
accounted for 9% and 24% of ransomware victims 
in 2023. Moreover, the main strains used to carry 
out these attacks have evolved in 2023. The emer-
gence of new strains is explained in particular by 
the identity change of former attackers’ groups and 

B PROFIT-ORIENTED ATTACKS
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by the appearance of new or restructured actors 
during the year 13. The significant activity of the 
LockBit ransomware affiliates, already observed in 
2022, continued in 2023.

In some cases, it remains challenging to identify 
with certainty the real motivations of the attackers 
who may use methods and tools traditionally linked 
to the cybercriminal ecosystem to conceal espio-
nage or destabilisation efforts. The convergence 

2022

34%

24%

10%

10%

9%

5%

4% 2%

3%2%
4%

8%

4%

10%

6%

23%

40%

2023

 Microenterprises, SMEs & intermediate-sized enterprises 
 Local authorities
 Strategic businesses
 Public health sector
 Associations
 Higher education
 Administrative public establishments (EPA),  

	 industrial and commercial public establishments (EPIC)
 Ministries
 Other

→ Breakdown of types of ransomware  
victims in 2022 and 2023

2%

13 See section 2.B.
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Comparison of the main strains used in incidents reported 
to ANSSI in 2022 and 2023
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Disclaimer: the above graph only includes strains which were positively identified,  
at least three times, during incidents handled by ANSSI or by a digital forensic  
service provider. 

already observed last year between the tools and 
objectives of state and cybercriminal actors has 
accelerated since the invasion of Ukraine by Russia 
(see our focus hereunder). It now poses a threat to 
public entities and to some critical sectors, as well 
as a challenge to cybersecurity teams.

Malicious actors do not necessarily require a high 
level of sophistication to target entities of the most 
vulnerable sectors, such as health and local and 
regional authorities. Profit-oriented attacks can nev-
ertheless have very serious impacts on the reputa-
tion and business continuity of those structures. As 
a reminder, ANSSI offers automated audit services 
to French regulated operators and, more generally, 

to entities within the public sector. In particular, the 
Active Directory Security (ADS) service helps them 
secure their Active Directory 14 while the SILENE ser-
vice can be used to assess their level of exposure on 
the Internet  [8]. ← 

14 Active Directory, the nerve 
centre of Microsoft information 
systems security, is a critical 
element that enables centralised 
management of accounts, 
resources and permissions. 
Obtaining elevated privileges on 
this directory results in instant 
and complete control of all 
resources managed through it.

20232022
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The RomCom malware
The RomCom backdoor is publicly linked to the 
Tropical Scorpius cybercriminal group for profit-
driven purposes since at least 2022. This group is also 
believed to have operated the Cuba ransomware 
since the end of 2019 [9] and is particularly notorious 
for claiming the compromise of the Montenegro 
government in August 2022 [10]. From October 2022 
until July 2023, RomCom has been used in attacks 
that were seemingly carried out for espionage 
purposes within the context of the invasion of 
Ukraine by Russia. Numerous Ukrainian, European 
and American entities belonging to critical public 
and private sectors were reportedly targeted. These 
espionage operations borrowed tactics, techniques 
and procedures (TTP) usually associated with 
cybercriminal attacks [11, 12].

At the end of June 2023, prior to the NATO Vilnius 
Summit, espionage attacks had been conducted 
against countries of the Alliance. The operators 
tried to distribute a RomCom variant by exploiting 
a zero-day vulnerability 15 targeting Microsoft Office 
[13]. In the same time, an attack distributing similar 
malware is said to have targeted an entity in order 
to deploy a ransomware for profit but without 
exploiting the same vulnerability. To this day,  
ANSSI cannot confirm whether it was the same 
group of attackers or, on the contrary, if this 
was the work of several different groups. It does 
however illustrate the potential use of offensive 
cybercriminal capacities for the benefit  
of Russian strategic interests.

→

15 CVE-2023-36684.
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C DESTABILISATION 
OPERATIONS  

→ In a tense geopolitical context, destabilisa-
tion threats have intensified this year. ANSSI 

observed new destabilisation operations using 
DDoS attacks  [14], website defacement, hack-and-
leak and sabotage. The most visible operations 
were DDoS attacks [15], which are most notably 
carried out by pro-Russian hacktivists who are 
quick to react to current events [16]. In August 
2023, the Anonymous Sudan group thus threat-
ened France with reprisals in case it would inter-
vene against the coup in Niger [17], before redirect-
ing its targeting against Israeli entities following 
the military offensive in the Gaza strip [18].

While the impact of DDoS attacks remains 
limited, attackers now exploit new techniques 
to circumvent existing protection mechanisms. 
In September 2023, the pro-Russian group 
NoName057(16) claimed responsibility for DDoS 
attacks against fifteen European CSIRT, including 
the CERT-FR, which is run by ANSSI. The campaign 
was carried out with DDoSia, a software developed 
by the group [19], and specifically targeted the 
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application layer of the targeted services 16 which 
is often not covered by anti-DDoS services. The 
CERT-FR website was attacked for five days, ren-
dering it unavailable for three hours until a dedi-
cated load balancer was deployed.

Besides these DDoS attacks, ANSSI was 
informed of destabilisation campaigns relying on 
intrusions followed by sabotage or the publish-
ing of exfiltrated data (see our focus hereunder). 
Although no sabotage action against organisations 
in France was observed, this type of attack was 
once again conducted against Ukrainian media  
[20], governmental entities [21] and telecommuni-
cation companies [22, 23] in 2023. Some of these 
operations were likely coordinated with kinetic 
military action carried out by the Russian army 
in Ukraine [24].

It is worth remembering that the evolution of 
the geopolitical context might embolden malicious 
actors to gain access and maintain themselves on 
critical European networks, possibly with a view 
to carrying out subsequent sabotage operations. 
This year, potential pre-positioning activities were 
detected on information and operational systems 
of entities in the energy sector in Europe, in North 
America and in Asia [25, 26]. The energy, transport, 
logistics and telecommunications sectors are still 
considered particularly vulnerable to this threat. ←

ONS C DESTABILISATION OPERATIONS C DESTABILISATION OPERATIONS C DESTA-
BILISATION OPERATIONS C DESTABILISATION OPERATIONS C DESTABILISATION OPE

16 Which corresponds to 
layer 7 of the Open Systems 
Interconnection (OSI) model. 
The DDoSia malware executes 
HTTP requests.
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Charlie Hebdo targeting 
In December 2022, the French weekly satirical 
magazine Charlie Hebdo launched an international 
caricature competition depicting the Supreme 
Leader of Iran. This competition was intended 
in support of the protest movement sparked 
off by the death in custody of Mahsa Amini, an 
Iranian Kurd who was arrested for breaching the 
mandatory dress code applicable in the country. 
On 4 January 2023, Charlie Hebdo published 
those caricatures in a special edition [27]. On 
the same day, its online shop was defaced and 
data was exfiltrated from its customer database. 
A malicious actor, presenting himself under the 
avatar ‘Holy Souls’, claimed responsibility for both 
those incidents. This avatar then proceeded to sell 
the exfiltrated data, which gathered the personal 
data of 230,000 clients of the magazine, on several 
cybercriminal forums [28].

According to U.S. authorities, Holy Souls is 
operated by a shell company called Emennet 
Pasargad or Iliyanet [29], which carries out 
influence and interference efforts for the benefit 
of the Islamic Revolutionary Guard Corps and of 
the Iranian Ministry of Intelligence and Security  
[30]. The publication of caricatures had already 
exposed Charlie Hebdo to cyberattack plots: in 
June 2021, the Lab Dookhtegan hacktivist group, 
which presents itself as dissident, revealed on its 
Telegram channel the existence of a plan devised 
by Emennet Pasargad in 2020 to destabilise the 
magazine [29]. Like the January 2023 incident, this 
project was likely aimed at retaliating against and 
intimidating Charlie Hebdo.

→
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IMPROVEMENT OF OFFENSIVE  
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→ Malicious actors are constantly refining their 
techniques to reduce the risks of detection, cha-

racterisation and attribution of their activities. These 
evolutions apply to the infrastructure they use, the 
initial intrusion method, the persistence mechanisms 
and the tools used to carry out their attacks.

Attackers rely on increasingly complex anony-
misation networks that they create by compromi-

A A CONSTANT SEARCH FOR STEALTH A A CONSTANT 
SEARCH FOR STEALTH A A CONSTANT SEARCH FO

A A CONSTANT SEARCH FOR STEALTH  

Anonymisation networks
An anonymisation network is a network of 
compromised machines communicating between 
themselves which is used by malicious groups to 
make their operations stealthier. These networks 
are used both for reconnaissance and for command 
and control (C2) actions. The same anonymisation 
network is often used by multiple actors, which 
makes the distinction and characterisation of its 
operators more difficult. Although anonymisation 
networks are not specific to intrusion sets which are 
reputedly Chinese, intrusion sets such as APT31 and 
Ke3chang distinguish themselves by an increasingly 
frequent and large-scale use of such mechanisms 
[32, 33].

To set up these networks, attackers typically 
compromise home routers 17, smart devices and 
other edge devices exposed on the Internet with 
specific malware. The frequent poor security of 
those equipment makes their compromise easier. 
Indeed:

→

17 Usually called SOHO (Small 
Office/Home Office).

18 Endpoint Detection & Response.
19 Cyber Resilience Act.

• the vulnerability management of these types of 
equipment is often lacking, especially when it 
comes to applying constructors’ updates;

• they are seldom supervised, in particular through 
logs, antivirus software or EDR 18, which makes the 
detection of attackers more difficult;

• the default passwords of their administration 
interfaces are seldom modified.

 
For several years now, ANSSI has observed that 
routers belonging to individuals, small and medium-
sized enterprises (SME) and local or regional 
authorities are compromised and then incorporated 
to these anonymisation networks [34]. The security of 
these devices is a collective issue since, unbeknownst 
to them, they become the active intermediaries 
of espionage and cybercriminal campaigns. The 
upcoming European Cyber Resilience Act (CRA 19) 
shall help make safer this type of equipment,  
which can be made part of anonymisation  
networks [35, 36].

sing, for instance, peripheral or shared equipment 
(see our focus hereunder). This quest for stealth 
is also reflected in the use of inconspicuous inter-
ception capacities: this year, ANSSI dealt with inci-
dents where signals intelligence (SIGINT) was most 
probably employed. These capabilities were used 
to intercept authentication secrets which circu-
lated unencrypted in order to connect to the vic-
tim’s network.

19CYBER THREAT OVERVIEW 2023 ANSSI 
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After the initial intrusion, attackers pay particu-
lar attention to their stealth on the compromised 
network. In 2023, ANSSI dealt with incidents invol-
ving persistence mechanisms on edge devices (rou-
ters, email gateways, firewalls, etc.). In one of these 
incidents, attackers targeted an equipment which 
was not managed by the victim, thus drastically redu-
cing the risk of detection by the latter. No malware 
was deployed, as the attackers simply set up redi-
rection filters to exfiltrate emails of interest [37].

As regards tooling, ANSSI noticed an increasing 
use of so-called ‘living-off-the-land’ techniques, 
which involve using application and functionalities 
already existing on the compromised network 20 
rather than specific tools deployed by the attac-
ker, in order to avoid raising alerts. As a result of the 
confusion between the activities of the attacker and 

20 For instance, legitimate system 
administration tools.

those of legitimate users, investigations are made 
more complex. This strategy was allegedly used by 
attackers deemed Russian or Chinese to target cri-
tical infrastructure in Ukraine [24] and in the United 
States [38, 39]. At last, attackers still take advan-
tage of shared codes, adding to the complexity of 
monitoring and attributing malicious activities. The 
ShadowPad code, which has been employed since 
2019 by different groups publicly linked to China 
[40, 41], was reportedly leveraged in 2023 to com-
promise a national power grid organisation in Asia  
[42]. ANSSI also noticed this malware in an incident 
impacting an entity with international reach located 
in France. ←
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→ A number of factors contribute to the diver-
sification of cybercriminal profiles observed 

over the past few years. The leak of builders and 
ransomware source codes such as LockBit, Babuk 
and Conti in 2021 and 2022 is encouraging the rise 
of groups and actors less experienced which build 
and then deploy their own ransomware  [43, 44]. 
This trend is further reinforced by the growing 
availability of infostealers, which are marketed on 
forums and within private groups. Their increas-
ing use has made it easier for cybercriminals with 
limited technical expertise to secure initial access 
[45, 46].

ANSSI also noted that attackers sometimes rely 
on intrusion guides sold or distributed on cyber-
criminal forums. These manuals detail the attack 
techniques that should be implemented to gain 
access to an information system, collect usernames 
and escalate privileges [47, 48], in particular with 
the aim of carrying out a ransomware attack. At the 
same time, ANSSI observed that the end of Conti’s 
activities, which began in March 2022, followed by 
the dismantling of Qakbot in August 2023, led to 
the collapse and restructuring of the activities of 

some groups and affiliates [49].

Methods used by cybercriminals have also 
undergone significant changes. The trend towards 
ransoms based solely on data exfiltration (without 
deploying a ransomware), which had been observed 
since 2021 [7], was confirmed by massive campaigns 
in 2023 [50, 51]. This development leads to com-
plications in the management of exfiltrated data 
volumes, which cybercriminal groups try to circum-
vent by using peer-to-peer transfer protocols (P2P) 
such as BitTorrent, or by forcing individuals who 
would like to receive the data to get in touch with 
the attackers [52]. Meanwhile, exploitation of sev-
eral zero-day or one-day vulnerabilities by the CL0P 
cybercriminal group 21 demonstrates the ability of 
mature cybercriminal groups to lead large-scale 
attacks targeting commercial software likely to host 
sensitive data [53, 54]. ←

HODS B DIVERSIFICATION OF THE ECOSYSTEM AND OF CYBERCRIMINAL METHODS B DIVERSIFICATION 
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AND OF CYBERCRIMINAL METHODS 

21 Amongst which vulnerabilities 
in the GoAnywhere MFT, 
Papercut, MoveIT or SysAID 
solutions.
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The dismantling of the Qakbot infrastructure 
On 26 August 2023, an international operation 
involving the judicial and law enforcement 
authorities of the United States, Germany, 
Netherlands and France resulted in the dismantling 
of the command and control infrastructure of the 
Qakbot malicious network  [55]. The anti-cybercrime 
section of the French national jurisdiction for the 
fight against organised crime (JUNALCO 22) of the 
Paris Public Prosecutor’s Office supervised the 
French part of this operation. Qakbot is a malware 
which had been active since 2008 and which was 
primarily used for the deployment of third-party 
malware such as offensive generic tools (Cobalt 
Strike) and ransomware (Royal, BlackBasta) on the 
victims’ networks. The infected machines could 
be connected to each other and became part of a 
network of compromised machines (botnet).

ANSSI provided support to this dismantling by 
helping to identify and notify French victims. 
Although new Qakbot implants have been discovered 
in December 2023, the users of the botnet have 
been forced to stop their activities or to look for 
alternatives on the market, potentially investing in 
new malware [56, 57]. Dismantling actions therefore 
have direct consequences on the threat level as they 
significantly disturb the cybercriminal activities and 
force them to reorganise.

→

Attack of a University Hospital 
by the BianLian group
On 21 June 2023, the Rennes University 
Hospital detected malicious activities on its 
information system and informed ANSSI, 
which deployed agents to support the hospital 
teams. The investigations highlighted the deep 
compromise of the information system as well 
as a data exfiltration carried out by the BianLian 
cybercriminal group. 

Following the compromise, the hospital set up 
containment measures, including, in particular, 
a cut-off of Internet access, which was gradually 
restored over the following months. All medical 
activities were maintained but the impact of the 
attack on the organisation of the hospital and on 
the day-to-day tasks of the healthcare staff was 
significant. This incident shows the impacts that 
the compromise of an hospital information system 
can have, even without encryption actions. This 
type of incident requires a strong commitment as 
well as costly and long-term reconstruction and 
security work. However, the responsiveness of 
the teams meant that dearer consequences were 
avoided, the attack having been detected during 
its initial stage.

→

22 Juridiction nationale de lutte 
contre la criminalité organisée.

23CYBER THREAT OVERVIEW 2023 ANSSI 



→ ANSSI noticed an increase in the number of 
incidents involving the compromise of pro-

fessional and personal mobile phones. The targe-
ting of mobile devices usually requires substan-
tial resources, in particular to identify and exploit 
vulnerabilities on phones with recent software ver-
sions and with no action required from the target 23. 
Historically, these capabilities have been developed 
by governments with advanced offensive capabili-
ties, but the private surveillance market keeps on 
expanding: some companies provide highly sophis-
ticated malware not only to public actors, but also 
to private companies as well as to individuals with 
malicious motivations. The proliferation of com-
mercial cyber intrusion capabilities significantly 
contributes to the global rise of the threat level.

This year, new information has been made public 
regarding malware specifically targeting mobile 
devices, amongst which BlastPass [58], Triangulation 
[59], Reign [60, 61] and Predator [62, 63]. Some of 
these publications have prompted the actors to 
cease their activities, such as Quadream, the com-
pany behind Reign [64]. Nevertheless, this ecosys-
tem continues to reorganise itself.

AGE PURPOSES C INCREASED TARGETING OF MOBILE DEVICES FOR ESPIONAGE PURPOSESDES FINS 
D’ESURPOSES C INCREASED TARGETING OF MOBILE DEVICES FOR ESPIONAGE PURPOSESNS D’ESPION-

C INCREASED TARGETING OF MOBILE DEVICES 
FOR ESPIONAGE PURPOSES   

This type of capacity is used both for targeting 
senior executives in administrations or strategic 
sector companies but also to spy on dissidents, 
journalists and human-rights activists who are pre-
sent on the territory of the client or abroad [62]. 
Malware targeting mobile phones are also deployed 
in the context of armed conflicts, such as Infamous 
Chisel, a malware publicly linked to the Sandworm 
intrusion set, which was targeting mobile devices 
of the Ukrainian army [65, 66]. The Pegasus code, 
developed by the Israeli company NSO Group, is 
supposedly used since 2022 by Azerbaijani actors 
to spy on key-figures in Armenia [67, 68].

In 2023, France supported a Joint Statement on 
efforts to counter the proliferation and misuse of 
commercial spyware, which was adopted during the 
2ⁿd edition of the Summit for Democracy  [69]. Along 
with the United Kingdom, and during the 2023 Paris 
Peace Forum, France also initiated consultations to 
counter the proliferation of commercial cyber intru-
sion capabilities [70]. ←

23 Commonly known as  
‘zero-click’ exploits.
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→ To compromise an information system, 
attackers can rely on numerous weaknesses, 

both technical and human: unsecured equipment 
exposed online, configuration errors, bad adminis-
tration practices, bad management of access rights 
and of secrets, phishing, lack of hardening, ‘zero-day’ 
and ‘one-day’ vulnerabilities, etc. Amongst those 
weaknesses, exploitation of software vulnerabilities 
remains a prime gateway into numerous systems. 
Thanks to increasingly efficient and automated tools 
for reconnaissance and exploitation, attackers can, 
for instance, carry out scans and opportunistically 
obtain access for subsequent intrusions on an infor-
mation system.

The use by publishers of software components 
developed by third parties also remain an impor-
tant cause for concern. Whether it involves widely 
used libraries such as log4j 24, jackson-databind 25 or 
integrated solutions such as real-time operating sys-

SES A EXPLOITATION OF NUMEROUS WEAKNESSES OI-
TATION OF NUMEROUS WEAKNESSES A EXPLOITATTO

A EXPLOITATION OF NUMEROUS WEAKNESSES
tems 26, it is very difficult to ensure that all the pro-
ducts that use these components will be patched 
within a reasonable time, and national CSIRTs make 
considerable efforts to map them.

It should be noted that vulnerabilities affecting a 
component are not always exploitable, as it depends 
on how the component is used in each product. This 
detail makes the severity assessment of vulnerabili-
ties even more complicated for all the actors invol-
ved (coordinators, users, systems integrators). The 
implementation of the SBOM [75] and VEX [76] stan-
dards by publishers provides a partial answer to this 

24 CVE-2021-44228, also known 
as Log4shell [71].

25 CVE-2020-24616 [72], etc.

26 CVE-2021-22156 targeting 
BlackBerry QNX [73].
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problem. The first one enables them to provide a list 
of components integrated in their products, while 
the second one enables them to inform their clients 
if a product is impacted by a newly discovered vulne-
rability in one of their components. Unfortunately, 
their use is still very limited.

The lack of security in development, test and 
integration environments can also be the source of 
another threat: the software supply chain attack. 
In this type of attack, malicious actors manage to 
tamper with a software in order to insert malicious 
code in it, which will subsequently enable them 
to gain access to the information systems of the 
users of this software. Some cases were treated by 
CERT-FR in the past, in particular the SolarWinds 
Orion supply chain attack in December 2020 [77] as 
well as the 3CX Desktop App supply chain attack 
in March 2023 [78].

Finally, ANSSI notices that a number of attac-
kers take advantage of victims’ lack of control over 
their own information systems. For this reason, 
subcontracting the whole or part of an informa-
tion system to a managed service provider cannot 
be done without verifying the level of security of the 
services provided. Indeed, liability remains with the 
owner of the information system, especially when it 
is a strategic operator. ←

CERT-FR monitors vulnerabilities. For this purpose, 
it evaluates the severity of newly discovered 
vulnerabilities according to their exploitability, the 
prevalence of the impacted products and their 
online exposure. This allows preventive scanning 
actions to be carried out to determine entities likely 
to be targeted by attackers. Scans are conducted 
by CERT-FR with the aim of identifying and notifying 
exposed entities so that they can protect themselves 
or initiate searches for a potential breach [8]. In 
addition to this identification process, which may 
take time, other measures may be implemented. 
In particular, CERT-FR sends communications to 
its constituents, asking them to take the necessary 
measures according to their exposure to a given 
attack and issues alerts through telecommunication 
operators in accordance with article L33-14, 
paragraph 5, of the CPCE.

→

Actions carried out following the discovery of 
the ProxyLogon vulnerability (CVE-2021-26855) 
illustrate this approach. On 3 March 2021, one 
day after the vulnerability was disclosed, an alert 
was issued on the CERT-FR website [74]. A warning 
campaign was launched on 5 June. However, data 
from a scan performed on 9 March showed that 
around 70% of identified servers were running a 
version incompatible with the security updates 
provided by Microsoft. As a result, many entities 
had to apply the latest cumulative update before 
being able to patch the vulnerability. CERT-FR 
communicated several more times to encourage 
entities to apply the patch. Nevertheless, in June 
2021, 5% of surveyed servers were still vulnerable. 
Even though it can be complex, keeping services 
up-to-date is paramount for the swift deployment 
of security patches.

CERT-FR scanning activities and vulnerability alerts
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→ French IP addresses vulnerable to CVE-2021-26855
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→ In 2023, vulnerability exploitation was the 
source of numerous incidents handled by 

ANSSI. In a significant number of cases, patches 
were available when the vulnerability was exploited 
and a number of publications (notice, newsletter or 
security alert) were available on the CERT-FR web-
site [79]. The five most exploited vulnerabilities of 
2023 are listed in the table hereunder.

CVE VENDOR
CVSS 

SCORE 27
CERT-FR 

REFERENCE

CVE-2021-21974 VMWARE 8.8
CERTFR-2023-ALE-015
CERTFR-2021-AVI-145

CVE-2023-20198 CISCO 10.0
CERTFR-2023-ALE-011
CERTFR-2023-AVI-0878

CVE-2023-3519 CITRIX 9.8
CERTFR-2023-ALE-008 
CERTFR-2023-AVI-0568

CVE-2023-22518 ATLASSIAN 9.8
CERTFR-2023-AVI-0899
CERTFR-2023-ACT-048

CVE-2023-34362
PROGRESS 
SOFTWARE

9.8 CERTFR-2023-ALE-005
27 Common Vulnerability Scoring System (CVSS) is a standardised 
system for assessing the severity of vulnerabilities according to 
objective and measurable criteria. This assessment is based on 
three measurable metrics: base metrics, temporal metrics and 
environmental metrics. The score indicated above is the base 
metrics. It ranges between 0 and 10, 10 corresponding to the most 
critical vulnerabilities. More information is available on 
www.first.org/cvss.

Warning: this ranking only considers events for which ANSSI  
or a service provider could confirm with a high degree of certainty 
that a given vulnerability was exploited.

In addition, other vulnerabilities made public in 
2023 were considered particularly significant due 
to their severity and because of the risk of exploita-
tion and the potential consequences for ANSSI’s 
constituents. 

CVE VENDOR
CVSS 

SCORE
CERT-FR 

REFERENCE

CVE-2023-23997 MICROSOFT 8.8
CERTFR-2023-ALE-002 
CERTFR-2023-AVI-0231

CVE-2023-27997 FORTINET 9.8
CERTFR-2023-ALE-004 
CERTFR-2023-AVI-0451

CVE-2023-35078 IVANTI 9.8
CERTFR-2023-ALE-009 
CERTFR-2023-AVI-0584

CVE-2023-4966 CITRIX 9.4
CERTFR-2023-ALE-012 
CERTFR-2023-AVI-0823

CVE-2023-36884 MICROSOFT 8.8 CERTFR-2023-ALE-006

CVE-2023-42117 EXIM 8.1 CERTFR-2023-ALE-010

CVE-2022-41328 FORTINET 6.7
CERTFR-2023-ALE-001
CERTFR-2023-AVI-0199

CVE-2023-37580 ZIMBRA 6.1
CERTFR-2023-ALE-007
CERTFR-2023-AVI-0546
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As in previous years, several critical vulnerabili-
ties published in 2023 target network devices (CVE-
2023-20198, CVE-2023-27997, CVE-2023-3519, CVE-
2023-4966, CVE-2022-41328). Amongst those some 
were security appliances, including Virtual Private 
Network (VPN) gateways. Those devices are prime 
targets for attackers as they offer persistent and 
stealthy access to the victim’s information system 
whilst allowing for traffic interception.

Finally, email services were particularly targeted 
in 2023 by attackers trying either to access emails 
or simply to compromise desktops or user accounts. 
Vulnerabilities can, for instance, enable code execu-
tion in the victim’s web browser (CVE-2023-37580 tar-
geting a Zimbra product). They can also be exploited 
to leak authentication secrets (such as CVE-2023-
23397 for Microsoft Outlook). Attackers target the 
whole email processing system, including external-
ised email security appliances (see focus hereunder).

Amongst vulnerabilities mentioned above, CVE-
2021-21974, which targets VMWare ESXi [80] and CVE-
2023-34362, which impacts the Progress Software 
MOVEit Secure Managed File Transfer solution [56], 
were the subject of financially motivated and oppor-
tunistic exploitation campaigns. The first one led to 
encryption of data on the hypervisor through the 
use of a ransomware called ‘ESXiArgs’, whereas in the 
second campaign, publicly attributed to the cyber-
criminal group CL0P, the attacker threatened vic-
tims with data exfiltration and offered it for sale. In 
the same way, CVE-2023-22518, which affected the 
Confluence product from Atlassian, may have been 
leveraged to deploy ransomware. In those examples, 
attackers took advantage of the fact that equipment 
hosting sensitive data was exposed online, as exploita-
tion of the vulnerability was sufficient to access 
this data. It should be noted that the exploitation 
campaign of CVE-2021-21974 was observed in 2023, 
despite the fact that a patch had been released since 
February 2021 and that the exploitation code had 
been made public in May 2021.
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IDENTIFIER CVE-2021-21974
PUBLICATION 

DATE
24/02/2021

VENDOR VMWARE CVSS SCORE 8.8

On 3 February 2023, ANSSI was informed of a 
malicious campaign against VMware ESXi hypervi-
sors for ransomware deployment. The SLP service, 
which was the subject of several patches over the 
last few years (CVE-2020-3992 and CVE-2021-21974) 
was once again targeted by this campaign. The first 
wave of attacks encrypted the configuration files of 
virtual machines. As a result, it was still possible to 
recover data from the storage. A second wave initi-
ated on 8 February 2023 went further and encrypted 
more data in larger files, making their recovery more 
complicated, or even impossible. CVE-2021-21974 
enables arbitrary remote code execution by the 
attacker. ESXi hypervisors from versions 6.x to 6.7 
were targeted by this attack [80, 81].

IDENTIFIER CVE-2023-20198
PUBLICATION 

DATE
16/10/2023

VENDOR CISCO CVSS SCORE 10.0

Between 16 and 22 October 2023, Cisco made 
public the existence of two vulnerabilities in its IOS 
XE administration Web interface (webui) 28. These 
vulnerabilities allow an unauthenticated attacker to 
create a highly privileged user. Actively exploited by 
attackers, they were giving unlimited access as well 
as the possibility to modify configuration of the vul-
nerable system, which effectively means gaining full 
control of it. All devices which exposed the IOS XE 
administration web interface were considered com-
promised as patching was not sufficient to evict the 
attacker [82, 83].

28 CVE-2023-20198 and 
CVE-2023-20273.
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IDENTIFIER CVE-2023-34362
PUBLICATION 

DATE
21/04/2022

VENDOR
PROGRESS 
SOFTWARE

CVSS SCORE 9.8

On 31 May 2023, a vulnerability was discovered in 
the Progress Software MOVEit file transfer solution. 
An SQL injection allows an unidentified attacker to 
access, extract and modify the application database. 
Depending on the database engine used (MySQL, 
Microsoft SQL Server or Azure SQL), the structure 
and content of the database may be deleted by an 
attacker. The exploitation of the vulnerability can also 
make data exfiltration possible through the deploy-
ment of webshells. The massive exploitation of this 
vulnerability was claimed by the CL0P cybercriminal 
group in June 2023. More than 80 potential victim 
names were published by the attackers for extortion 
purposes [53].

IDENTIFIER CVE-2023-23997
PUBLICATION 

DATE
14/03/2023

VENDOR MICROSOFT CVSS SCORE 8.8

In March 2023, Microsoft provided information 
on a vulnerability targeting a number of versions of 
the Outlook product for Windows. This vulnerabil-
ity, actively exploited in targeted attacks, enables an 
attacker to retrieve the NetNTLMv2 hash without 
any intervention from the legitimate user [89, 90]. A 
patch was also published in May for a second vulner-
ability (CVE-2023-29324) which made the exploita-
tion of CVE-2023-23397 still possible if the March 
2023 patch had not been applied [37].

IDENTIFIER CVE-2023-3519
PUBLICATION 

DATE
19/07/2023

VENDOR CITRIX CVSS SCORE 9.8

Multiple vulnerabilities were discovered in July 
2023 in the Citrix NetScaler ADC and NetScaler 
Gateway products. The most critical one allowed 
arbitrary remote code execution by an unauthen-
ticated attacker if the device was configured as a 
gateway 29 or as an AAA virtual server 30. Clients were 
invited to migrate to a supported and fixed version. 
On 20 July 2023, CISA published indicators of com-
promise, guidance and tooling for detecting com-
promised equipment [84, 85, 86].

IDENTIFIER CVE-2023-22518
PUBLICATION 

DATE
31/10/2023

VENDOR ATLASSIAN CVSS SCORE 9.8

In October 2023, a vulnerability was discovered in 
the Confluence collaboration platform (Data Centre 
and Server versions) developed by Atlassian. The 
exploitation of the vulnerability allows the attacker 
to tamper with the integrity of the data stored in 
the tool. The vendor reported incidents related to 
this vulnerability resulting in ransomware deploy-
ment [87, 88].
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30 AAA virtual server.

29 Gateway: VPN virtual server, 
ICA Proxy, CVPN, RDP Proxy.

34 CYBER THREAT OVERVIEW 2023 ANSSI 



IDENTIFIER CVE-2023-27997
PUBLICATION 

DATE
13/06/2023

VENDOR FORTINET CVSS SCORE 9.8

A vulnerability, made public in June 2023, allows 
arbitrary remote code execution by an unauthenti-
cated attacker on Fortinet products offering a VPN 
SSL feature. This vulnerability is exploitable only if 
the SSL VPN is activated. As the sole application of 
patches is not sufficient, CERT-FR recommends in 
its warning to analyse systems with the indicators of 
compromise provided by Fortinet and to apply the 
hardening measures specified by the vendor [91, 92].

IDENTIFIER CVE-2023-35078
PUBLICATION 

DATE
25/07/2023

VENDOR IVANTI CVSS SCORE 9.8

A vulnerability targeting the Endpoint Manager 
Mobile (EPMM) product was discovered in June 2023. 
It enables an attacker to gain unauthenticated access 
to specific API paths in order to retrieve personal data 
from users. Through this vulnerability, an attacker can 
also modify the configuration of the EPMM product 
and create an administrator account.

Four days later, Ivanti made a second vulnerability 
public (CVE-2023-35081) which enables an attacker 
who has administrator rights to write arbitrary files on 
the server, ultimately leading to arbitrary remote code 
execution. This vulnerability was actively exploited 
in targeted attacks, in conjunction with CVE-2023-
35078 to circumvent administrator authentication. 
On 1st August 2023, CISA, along with the Norwegian 
cybersecurity agency (NCSC-NO), published a notice 
about CVE-2023-35078 and CVE-2023-35081. The first 
one may have been exploited since at least April 2023 
[93, 94, 95]. ←

Vulnerability in the Barracuda 
Email Security Gateway solution
On 23 May 2023, Barracuda Networks, a U.S. 
company, announced that one of its email security 
products was affected by a critical security 
vulnerability (CVE-2023-2868). These devices, which 
filter and analyse emails, could be abused during 
the analysis of malicious attachments. Files designed 
to exploit the vulnerability allowed unrestricted 
arbitrary remote code execution, including  
the installation of backdoors. Compromise  
of such devices is enough to obtain all the  
emails of the target.

According to Mandiant [96, 97], this vulnerability 
had been exploited as early as October 2022 by 
attackers carrying out espionage operations on 
behalf of the Chinese government. Attackers were 
particularly careful about the stealth of this zero-
day exploitation, in particular by crafting emails 
designed to be flagged by the anti-spam filter, 
downstream of the vulnerable device. This way,  
the malicious email and its attachment were 
analysed by the Barracuda solution without 
the recipient’s knowledge. Attackers tried to 
compromise exclusively networks of interest  
to them 31, targeting primarily devices belonging  
to governmental entities.

Numerous exposed devices were the target of 
exploitation campaigns, whether public or not, over 
the last few years. The research and implementation 
efforts needed for such vulnerabilities suggest 
that attackers allocate substantial resources for 
compromising systems that are exposed and which 
usually do not benefit from security monitoring.

→

25 Only 5% are thought to have been compromised, i.e. several 
thousand devices.
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→ Major events provide attackers with addi-
tional opportunities to act. They require the 

implementation of numerous information systems 
– often interconnected and sometimes created for 
the occasion – by a multitude of players with hete-
rogeneous levels of security. Attackers can take 
advantage of this extensive exposure to gather 
information on or extort organisers and partici-
pants. They are also likely to exploit the media 
coverage to tarnish the image of the host country 
or even disrupt the event. In addition to the afo-
rementioned espionage campaigns in the run-up 
to the NATO summit in Vilnius, attackers have 
reportedly carried out DDoS attacks and a hack-
and-leak operation during the event [98, 99].

The Paris 2024 Olympic and Paralympic Games 
could be targeted by such attacks. The 2023 Rugby 
World Cup in France has paved the way for France 
to host major events  [100]. ANSSI did not notice 
any significant change in the threat before or 
during the competition, and no large-scale com-
puter attack was detected. The event also provi-
ded an opportunity to test a strengthened detec-
tion, warning and incident response system ahead 
of the 2024 Olympic Games. ←

C ORGANISATION 
OF MAJOR EVENTS    

ANSSI’s role during the 2024 Olympic 
and Paralympic Games
The steering of cyberattacks prevention strategy for the 
2024 Olympic and Paralympic games has been assigned 
to ANSSI by the French Prime Minister. The measures 
taken by ANSSI, in close collaboration with the various 
entities involved in the organisation of the Games – 
and in particular the Inter-ministerial Delegation to the 
Olympic and Paralympic Games (DIJOP 32), the Interior 
and Overseas Ministry (MIOM 33) and the organisation 
committee of the Olympic and Paralympic Games (Paris 
2024) – are articulated around five main axes:

• improving the knowledge of the threats faced  
by the Games;

• securing critical information systems;
• protecting sensitive data;
• increasing awareness of the Games’ ecosystem;
• getting ready to intervene in the event  

of an attack during the Games.
 
The security actions are tailored according to the needs 
of the various entities involved. They include security 
audits and technical guidance for critical entities, a 
specific program for sensitive entities and access to 
tools and services, in particular for estimating security 
levels and crisis management. An awareness campaign is 
also underway for several hundred players in the Games 
ecosystem. It provides information about the threats 
against major sporting events and helps spreading 
best practices. To this end, in August 2023, CERT-FR 
published a first assessment of the threat against major 
sporting events along with recommendations [100].

At last, ANSSI has defined, in cooperation with the 
various government services involved in the preparation 
of the Games, a reinforced monitoring and alerting 
system for IT incidents. It includes specific measures 
designed to withstand an increased operational activity. 
Several crisis exercises have also been organised in 2023 
to prepare for a collective response in the event of an 
attack during the Games.

→
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→ In 2023, ANSSI observed significant changes 
in the structure and methods of attackers. 

Strategic and industrial espionage operations remain 
at a high level and are increasingly focused on indi-
viduals and non-governmental entities that create, 
host or transmit sensitive data. To achieve their 
objectives, threat actors fine-tune their techniques 
to avoid detection and monitoring, or even identifi-
cation. Financially motivated attacks also remain at a 
high level, fuelled by actors with increasingly diverse 
profiles. Widely available tools and techniques are 
leveraged by the cybercriminal ecosystem to target 
particularly vulnerable targets, with sometimes dire 
consequences.

In a context of international tensions, there has 
been a resurgence of destabilisation activities. DDoS 
attacks, which have a limited impact, remain the most 
common but the threat of operations against criti-
cal sectors on a European Union scale, such as coor-
dinated disclosure of exfiltrated data and sabotage, 
cannot be excluded. Despite the efforts undertaken 
to improve the security of some sectors, attackers 
keep on taking advantage of the same weaknesses 
to gain access to networks, in particular through the 
exploitation of unpatched vulnerabilities and as result 
of the victims’ lack of control over their own infor-
mation systems. These tendencies contribute to the 
overall increase of the cyber threat level.

The regulatory framework in which ANSSI oper-
ates is also evolving. The Network and Information 
System Security directive (also known as ‘NIS2’), 
which was published on 27 December 2022 in the 
Official Journal of the European Union, must be 
transposed into national law before the end of 
2024. For ANSSI, the challenge will be to deploy an 
efficient and sustainable scheme, enabling thou-
sands of new regulated operators to be included 

within the Agency’s scope, whilst adapting the tools 
and services available to them. This transposition 
into national law will also have to be coordinated 
with other schemes such as the REC 34 and DORA 35 
European legislations.

The attackers’ structure and methods will 
undoubtedly undergo changes in 2024, as France 
prepares to host the Olympic and Paralympic 
Games. To meet these challenges, ANSSI calls for 
security to be considered right from the design 
stage of projects, for dedicated administration 
workstations and network to be set up, for infor-
mation systems to be made more robust, in particu-
lar through regular use of the automated audit ser-
vices of ANSSI 36, and for the development of detec-
tion capabilities. The Agency also recommends the 
rigorous application of vulnerability management 
and operational readiness policies, the implemen-
tation of an information system backup strategy 
and elaboration of business continuity and resil-
iency plans. ANSSI and CERT-FR will continue shar-
ing threat assessments and useful resources on their 
websites to protect oneself against the most prev-
alent threats and vulnerabilities. ←

34 Directive (UE) 2022/2557 of the 
European Parliament and of the Council 
of 14 December 2022 on the resilience  
of critical entities.

35 Regulation (UE) 2022/2554 Regulation 
(EU) 2022/2554 of the European 
Parliament and of the Council of 14 
December 2022 on digital operational 
resilience for the financial sector.

36 Available for regulated operators and 
the public sector, these services can be 
used to assess Active Directory security 
and for mapping online exposure. 
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→ The 'Cyber Crisis Management' collection

In a context of growing and ever changing cyber  
threat, improving digital resilience through cyber  
crisis management training is no longer an  
opportunity, but a necessity for all organizations. 
ANSSI’s 'Cyber Crisis Management' collection  
is designed to help organisations prepare for  
and manage a cyber crisis. This collection is  
composed of three volumes: Organising a cyber  
crisis management exercise, Crisis of cyber origin, 
the keys to operational and strategic management 
and Anticipating and managing your cyber crisis 
communication. This collection aims to provide  
a cross-sectoral expertise on all aspects of cyber  
crisis management. 
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