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Malwares, Scripts, Vulnerabilities
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An attacker could exploit this
vulerrability to execute arbitrary code on
the system with privileges of the victim.
ATMFD.dll in the Windows font library in
Microsoft Windows OS allows remote
attackers to execute arbitrary code via a
crafted web site.

CVE-2016-7256
IIS remote code execution vulnerability.
The ScStoragePathFromUrl function has
a buffer overflow vulnerability in the IIS
6.0 WebDAV service on Windows
Server 2003. The vulnerability allows an
attacker to run arbitrary code by
constructing a PROPFIND request with
a long header. So hackers can exsploit
the vulnerability by running code
remotely.

CVE-2017-7269
A webshell is a script written in the
supported language of a target web
server to be uplodaded to enable remote
access and administration of the
machine. The shell gives the creator the
ability to crate, edit, download any file of
choice, top of the list for infiltrators is
using a web shell to gain root access to
server.

Webshell
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CVE-2017-7269
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Webshell
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CVE-2016-7256



02
Malwares Analysis

How to communicate between all malwares



Name Type Role Function

Troy Malware Installed 
on devices RAT

Box Server File
Upload Server Troy uploads files to this server

Steal Server Information 
Upload Server

Troy uploads information of infected devices 
to this server

Check1 Server ID Check Server 1 Check the device ID created by Troy

Check2 Server ID Check Server 2 Check the device ID created by Troy

Proxy Server C&C Server Proxy is C&C server of Troy

Units
02. Malwares Analysis
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Malware’s behavior
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Name Type Role Function

Troy Malware Installed on 
devices RAT

Proxy Server C&C Server Proxy is C&C server of Troy

Mid Server Proxy Control 
Server Hacker controls C&C server(Proxy) using Mid

Manager Malware Troy Control 
Server Hacker controls devices(Troy) using Manager

Units
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Name Cmd Function

handleTroy()

G - Get device’s information from Troy

Q - After connecting to Mid, send C&C information
- Write Troy’s [ID] to build.xnl

\ - Print [ID].tmp file and delete (Troy will read it)

Others - Receive result from Troy and write to [ID]1.tmp file and then delete

handleProxy()
> - Print OS information and update mid.txt

- Check if build.xnl is exist in Proxy

? - Print proxy.log file

handleMid()

5 - Print OS information
- Check if pxylist.txt is exist in Mid

6 - Print pxylist.txt (stored accessed Proxy’s [ID])

7 - Print mid.log (stored accessed Proxy list)

8 - Forward mid.txt updating command to Proxy (Proxy’s Cmd : >)

9 - Forward proxy.log reading command to Proxy (Proxy’s Cmd : ?)

: - Upload new file to Mid

p - Logging accessed URL and [ID] to pxylist.txt, mid.log

handleManager()

6 - Send build.xnl data in Proxy to Manager (Print build.xnl data)

7 - Set the received [ID] value to command filename ([ID].tmp)

= - Upload new file to Proxy

> - Update mid.txt file

? - Print proxy.log file

@ - Print [ID]1.tmp file and delete

Q, Others - Write the received command to [ID].tmp (Troy will read it)
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handleTroy()
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handleManager()



02. Malwares Analysis

handleMid()
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handleProxy()



02. Malwares Analysis

IDs that attacker uses to access the Manager
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Cmds can be executed by a attacker
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Troy Proxy Manager Hacker

Connect to C&C (cmd=71)

Query to Mid
Logging Troy to proxy.log
Set [ID].tmp each for devicesSuccess = “1”, Fail = “0”

Connect again (cmd=81)

Wait till [ID].tmp created

Connect by HACKER_ID

Send commands to control Manager

Try to remote control with Mid

Connect by MANAGER_ID (cmd=71)

Request device’s [ID] (cmd=‘6’)

Send [ID] stored in build.xnl 

Pick [ID] to control (cmd=‘7’)

Set [SessionID] and send value

Send [SessionID] to control (cmd=‘6’)

Request device’s [ID] to control (cmd=‘6’)

[On the next page]
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Troy Proxy Manager Hacker

Send command to control picked Troy

Send command to control Troy

Save command as [SessionID].tmp

Send [SessionID].tmp to control Troy

Execute command

Send result of command

Save result as [SessionID]1.tmp

Connect by other HACKER_ID

Connect by other HACKER_ID

Request [SessionID]1.tmp file (cmd=‘@’)

Send [SessionID]1.tmp file data 
Send [SessionID]1.tmp file data 
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How it operated in before
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Flow chart in previous attack
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Usage Function

C&C
HKLM\SOFTWARE\Microsoft\IMEMethod
- Key : config, addr
- Value : Encrypted C&C Address

C&C
HKLM\SYSTEM\CurrentControlSet\Services\Application\Eventlog\Conf
- Key : [Malware name]
- Value : Encrypted C&C Address

C&C
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\[???]Configs
- Key : Description
- Value : Encrypted C&C Address

C&C List
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[???]Configs list



03. Association with previous attack

Malware Recent Previous

Troy / Lsass

- PE or APK file
- Hardcoded C&C (Proxy)
- Collect infected devices’ information
- RAT
- Same enryption algorithm
- Leak information elsewhere, not C&C
- Collect files
- Communicate with ASP Page

- PE file
- Read the C&C from config registry (Proxy)
- Collect infected devices’ information
- RAT
- Same enryption algorithm
- Communicate using SSL
- Communicate with malware

Proxy / Proxy

- ASP Script
- Refer to mid.txt and connect to Mid
- Forward command to Troy by storing file
- Logging the infected devices (proxy.log, build.xnl)
- Same enryption algorithm
- Communicate with ASP Page

- PE file
- Refer to addr registry and connect to Mid
- Forward command to Lsass by packet
- Logging the infected devices (lg121.prx)
- Same enryption algorithm
- Communicate using SSL
- Communicate with malware

Mid / Mid

- ASP Script
- Update mid.txt
- Proxy management
- Same enryption algorithm
- Logging the accessd connection (mid.log, pxylist.txt)
- Communicate with ASP Page

- PE file
- Open a specific port
- Update addr registry
- Proxy management
- Same enryption algorithm
- Communicate using SSL
- Communicate with malware

Manager / Unknown

- PE file
- Receive the hacker’s command
- Same enryption algorithm
- Logging the access connection (lg120.prx)
- Communicate with malware

- (Presume)
- PE file
- Receive the hacker’s command
- Communicate using SSL
- Communicate with malware

Comparison
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