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Advanced Persistent Threat
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Advanced Persistent Threat

HN2023%F, 2KBUGKRBEMNERXANADES, 2K FHEIBEFFMARENEEMNI L, 2
KUBVER BTN — RIS BIRN 2 IREFF 5 BUa Eth N E BRI, FUIL B T2 IRAPTALRRIK
TR RSB RIFE SR E, BIE2023F128, 2HMB L2 BN, RFEXBAPTRS
KI/31LR, REFIRAPTHRLISD, HRBETERMENAPTALRLOM,

HRBIR JERRIEE BRBI AR

APT-C-39 (CIA) APT-C-09 (EiF%)
APT-C-57 CART * %k APT-C-08 (ER#) * Kk ok
APT-C-40 (NSA) * * APT-C-48 (CNQ) * kx5
APT-C-24 ('nE %) * ok
APT-C-5¢6 (BEAE%) * %
4B AL FR APT-C-61 (BBnte) * ok
APT-C-01 (Z=#) ok %k
APT-C-26 (Lazarus) * % k3 YARZ TR SEREIR T
APT-C-55 (Kimsuki) * Kk R APT-C-00 (BE1E)
APT-C-68 (B4£R) * * ok
APT-C-06 (DarkHotel) * * ok
APT-C-28 (ScarCruft) * * 3 HRZR TEIRIEEE
APT-C-53 (Gamaredon) |k %%
APT-C-25 (APT29) * k k
Vl=E=% 1 SEIRIR RS APT-C-13 (Sandworm) * *
APT-C—-63 (b ) APT-C-20 (APT28) *
APT-C-51 (APT35) * %
APT-C-23 (W218) * % HRAT ARIEE
APT-C-49 (OilRig) * APT-C-36 (5IRIE) *

P> 2023F £ RMBAPTALEREB R



l P10

2023 ADVANCED PERSISTENT THREAT <> 2023 £EEAFEERDARIRS

RIEI60EN L2 RN : 2023FNPEAERIVETINAPTAR, TENABEIL. K@ &
TEMXELINAER, BARRUETDHTHE. BUF. B BREL X@zhFLONERITIM
B MDA, RERAPTRERMEN, EROHTREGEMNBIAEF PO K. X5KE
FKETU HEMAERRR. BE T ZOBMMEAHIERFEEX S,

ETAPTARKEERA. REMBPMUHME. KRG IRERE. RARERIUREFS Mafr, JA1xY
2023F WA MR EMAPTAHLERE#TTITE, B TR,

Hi& HABTR YR I FEFmIT A
TOP1 APT-C-01 (F=#) I B BE. XBchE
TOP2 APT-C-09 (BEiF%) R4 #E.BREL 8%
TOP3 APT-C-00 (7&%7E) FEilk B 8. B E
TOP4 APT-C-08 (8R7E) 2114 B #E. ERE
TOP5 APT-C-48 (CNC) 2R3 HE. MR BBREILSF
TOP6  |APT-C-06 (DarkHotel) I fliE. BFH
TOP/ APT-C-39 (CIA) b= i bENERETIE
TOP8 APT-C-24 ("R te) 2114 B B ETH
TOP9 APT-C-68 (F4£®R) FIE ERFEL. RAE
TOP10 | APT-C-60 ({53535) FIE HEE







l PO12

2023 ADVANCED PERSISTENT THREAT <> 2023 £KSRIFEE R ARIRS

3 .
;it;,: Advanced Persistent Threat

FREFEHNNERZERHN2RNNER LT HEEZ2I LB ARLMERENEIE, HK
BHREB|RAKH, REFEESR, IFIUBSE2AE EERMNANYENEA ™, REENEFEFE. K
BIEREER, B LURERREITHIfth E N4, SRR AR,

$H2022F 68, EEAPT-C-40 (NSA) AR TV R FNMER T ENRERS, 2023F/
A, ERHBENREN 2L EROMIO0ARBRAENKEBMNVE T XESRARZFAHRHITEIXT
#hE ML NMEREES N, QNP O MEIEHIBSERT L BEEX, BTHEIE
HREAIUERERRE. B EESEEMEREX =Lt 5RE, NREIEMERF ™ E /NI
EFEER2NERT 2.

2023%F, 3605 B MR 4wl 2 W RRTILEHF RN REN SR G & #—F
SEMARBIERAR TR A — 1 2HAPTAR: APT-C-57 CXRT) . ZAREBKANBAERE
TERNAREETERNHYERS. ERGEHRENEME2018F, 2021FE2023FEH
4278 Ko




2023 £IKSRIFEE R AR IRS <> 2023 ADVANCED PERSISTENT THREAT

O APT-C-39 (CIA)

APT-C-39 (CIA) AR KN R EMZAMR. BN, Bl REBERMNAT LR BFE X 32
TUEHTMEEB R T, 2023F360%R2E ( “REWE" BERE —XERRBRE (CIA) (2
—) ) IR E S, WCIABRMEW LR BEBHTHT 7B, BEENCIAARNRLRES, B
RBREZARHNEETH. SCBEFIHEFNEMBIE. L8 HRIEEH W HRET A,
S5CEHEBRRIHIITEDSS, HRAOAS MM,

APT-C-39 (CIA) ERWNPENEMER LN EREHZE, KEEROdayiRR, HH
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2023 Eﬁﬂma$i§:ﬁ EFREAHFESENTEERFEHRIEHE, QEaEamE,. &
2. EmEE. iERES. TREMHEHEZ. SER2. EEr. BEf
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Call for Proposals 2024
i EFREAHE 20 ATARD (S1EHE) .
A R e OVerview it '
and have developed this

Joint Seed Fund to promote and support research collaboration projects between both
institutions. This grant cycle is the third of three rounds in which the universities expect to offer
this fund, These seed grants are imtended to facilitate the development of long-term, impactful
collaborative work and platforms, Projects should have at least one highly-engaged Principal
Investigator from each institution whe is expected to be in place for the long term and maintain a
significant role in the project.

Funded projects should lead to tangible outcomes such as the submission of co-authored
publications and/ar joint 1pp||c.ll|nn5 for external grant funding, 1t is hoped that projects will

lead o I 1 ions that are maintained beyond the initial funding
period and be supported in the fulun: by governmental, philanthropic, indust = . - A
funding. L] 1 2024 [RESRF A

In this round, up to five proposals will be funded—each with two Princips AAEM: 20231107

one from SITU and one from Cornell. Each successful proposal may

100,000 {for SJITU expenses) and up to US $15,000 (for Cornell e 1 i s B T "}
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We invite proposals from researchers in all disciplines at SJITU and Co ~ = - . = .
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@ APT-C-06 (DarkHotel)
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6 APT-C-26 (Lazarus)
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O APT-C-68 (F&£R)
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€ APT-C-28 (ScarCruft)
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@ APT-C-55 (Kimsuky)
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2023FHEMK AARFANEBFMER, RRHMEXAPTARENEZ BN TUKIBRE TR AR
RERBAPT-C-13 (Sandworm) « APT-C-20 (APT28) F1APT-C-25 (APT29) FHRE
2023FRER =B, ERRMANXBEMISMIENTERGER, #1177 —RIFORLBINE
Wi

& APT-C-13 (Sandworm)

APT-C-13 (Sandworm) ARF2023FRER S AR, FARIENE. EERAMINLRSEZ
MFEZRABEIAL) . WEBREEBA. B, BERFXRBAL, LU ZHEBBRIEU R AR
Ay FE A B N B Y.

SandwormABRBE 8 BEXIMBRMARSS 28R F R AR ER, FFRRANERNENES HEMNLS
o, WEEHNERBIABTHERZEENE. 5SXEERSER). REGEBFEHFF,
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SandwormAR B =EHE T RUkrnetME B4R AL BN AMEHNSREY, 6RNE
BHHERZHERASEEREN, REGNEEEERREIL.

U YKPOBOPOHIPOM
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Pazymkos -
CboroaHi B YkpaiHi

ueHTp

3317
12 Tpasia 2023 64082013

pro— We invite you te take part in tbe expert discussion "War of Attrition: Comparisen of
Potentials and Assessment of Praspects”, which will bs beld on Awgust 9, 2023 in anlin:
L J and offlve formats.

Questions for diseussion:
At el andprospets o o course of e Russian Ubsinin v
als i forecasts of then

Vapalhwosui i I saciety,seientifc instituions, and domor organizations
. cunu novanu L .?nepaull_l-vlﬁ yny, o Yo paricipate in the event
CNN - . cuiai sson will b hld o he Basisof the Zoom platfrm o e Razmkoy G fom
saxigHui frra 30 puan. Working lsngusges: Ukeainian
Connection of partciparts - from 11-45. Pre-registration of participants via the link:
«DOpMyBaHHA BKIOYAE 3aBAAHHA YAAPIB NO TaKUX LINAX, AK CKNaau 36poi, colUbiregistration. : — == =
KOMaHAHI LeHTPH, 6POHETaHKOBI Ta apTHNepIACHKi CHCTeMH, Wob ez will of the Raxumkov
niaroTyearu none 600 ANA HACTyNaKoYMX cun. Lie cTaHaapTHa TaKTMKa, AKY Centre as part of its project implemented under !Ia usmmwcam activity, which is
funded by the United Siates Agency for Intermational Development (USAID) and
3aCTOCOBYIOTL MepeA BENMKAMM KOMOIHOBAHUMM ONepalifiMu», — CKa3aHo implemented by Pact. The contents of this event are the sole. ycxpensmuny of Pact and its:
B 3a cnosamu Al iUkl St
g . s Guverment,
BIiCLKOBOTO YMHOBHMKA, i OnepaLi LOZI0 OPMYBaHHA NONA 6010 MOXYTh
NPOAOBXYBATUCA MPOTArOM 6araTbox AHIB 40 MOYATKY OCHOBHOT YACTHHM framewosks of the MATRA Programme supported by the Embassy of the Kingdom of the

. Netheslands in Uktaine
3aNNaHOBaHOTO YKPAIHCLKOTO HacTyMy.

®opmyBaHHA onepaujii TakoX Moxe GyTH CnpAMOBaHe Ha Te, o6
3annyTatu cynpotusHuka. CNN noBiJoMNRe, Wo MUHynoro nita y
Xapkigcukifi 06nacTi 6yno ayxe Mano cnocobis NOM'AKWEHHR; ue Gys
6nUCKABHUHMI HaseMHMT HacTy. 3,

Rest regars, 17074
President of the Razumkay Centre [ Yarly Yakymenko
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O APT-C-25 (APT29)

APT-C-25 (APT29) tAR2023F B nHESKNEREMERMNEM M, TREEcH PRI NGE
RFBEAL: WSnowyAmber. HalfrigflQuarterrig, RHBIC2ERE AR,

Dear Madam / Sir,

Please find attached an invitation for H.E. the Ambassador to the next edition of "Explore Poland" on 2 February 2023 at the Poland Embassy.

In this edition the focus will be on Explore Poland. Further details regarding the pregramme and speakers you can found here.
Please register at this email navratilova.lucie@msz.gov.p| latest by Friday, 27 January noon.

Best regards,

Assistant to the Ambassador

Embassy of the Republic of Poland

www.gov.pl

POLAND o TN

A1
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ITITES. QuarterrigF2023F3R BRI, ESHalfrigh=EoHE3, U TR, LETF—M
B B

r
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&l APT2QARREACVE-2023-3883 AR EHI AEENMNMNERTEE, XEBmAHT
ZPRUNER. APT29ARKMETHENE S E T WAMB AL,

>E1 APT20AREFR K EZAREIEN BB FHRM » E2 APT29ARKERIZE



2023 £EERFEERDARIRS <> 2023 ADVANCED PERSISTENT THREAT

& APT-C-53 (Gamaredon)
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@ APT-C-49 (OilRig)
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O APT-C-36 (EIRIE)
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