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04 Decamber 2023
PUBLIC ADVISORY

The Phiippine Statistios Authority (PSA) woukd Bks 10 inform ine pubic
eri, ard piivate insthutions of 6 updated verfication results

ofectiva 01

Tha following are the updated PhiSys  verfication result:
1. “PIID or oPHIND has beer Veriied™.
Figure 1. Pop-up message of PRIID's a1 ePhilD's
‘succasshul vrification

= =

Figure 1 shaws the message displayed if e PHED o oPhIID's
QR Code contains a vaid digital signature, a3 wed as i 1o cord s
o,

Piese nols that win these resus Wo folowing shoud be
consdares

masch e pinted photn at he front of e ePHIID.
2. “Deaciivated Card".

Figura 2. Verficasen rasult when RO SePTaIDs
GR code is deactvaied on o wed beowser

L —
Figurs 2 snows tha massaga at wil be displayed ¥ the PRID or
FNBO s ot aclive, aong Wi the Instructions or the rehing
party and the cardhoider
3."QR Code could not be resd”.

Figure 3. Verficaton resull when PHIIDIsePRIIOTs
QR Gote coul a4 o1 web browser

e =

g o e D o sl | e
ot o ot rsed o ha PRI x P, 1 mnched. e s e
o o 3 shes e mossage disgayed i o O Cody s
‘docamend 1 el daet shudd b accepied fr trangaction. damaged. tampered with. or not from PhIID or ePhillD. Said
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B -
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[ — T ————
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‘and | am wriing co behalf of MARUAI. 3 son govermmensa
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‘accordance with both national e Inesmational norms,

Thank youfor comsidesing our iiation We hope 1 see you at th seminse

Warm regurds,
We are plessed b e you s
Forspotive." which will ke pla James g
seminar i s proside .
b Executive Assstant
perspectives, ichoding legal
MARUAN
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[ ————— Lo,
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[FHERSIA:

https://www.microsoft.com/en-us/security/blog/wp-content/uploads/2024/12/Figure-3.-Diagram-of-how-Amadey-bots-were-used-to-load-the-Tavdig-backdoor-1.webp]
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T, APT295 EUHEZRE. RUM.ERAFIILA B AT ERBVE A+ EIR B AR AAUER & BRI, BP0t TR RIS
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41



Gamaredon

Gamaredon@— M ERME T BT ENEEANELR, B 2013 FLER—E SR =M ERA JEBAFALR. AN BUEZBIIMEER
AN HHF.Gamaredon2EIBR AL P WL AR NIMENALR, WEBWZ AN EMBEIRIKE, H2024FERKATEEHK,
72024 EHEBNH, Gamaredon#EEEAhtml, InkZFE AL B REA X S5 =ML BAR (RIDFIIE. RIARLE Y. T2 PE5EH1IKE =)
FREXXMHIRE, FHEFIE T CloudflarefF B RS X RBIC25 7=, BR T Windowsiz I & &R, Gamaredoni®EABoneSpy.
PlainGnome Android KRS 34#% chish B 7 R I81E /&R0,

gﬁjyﬁ Q f5:2024-1-

a7ddebadbEcbdbelaldTAd1e093bidda7s
cH04B06147 1900 3H2368960e955211

6 342046 304641 c0d4TB 16411 75651 e
b235671224801 842563003507 1 280

91301ee3950cc1acad08A069E 24574706435
33890925bbe56294bdd 16432718

BeBeaedTedbodf38ca500820b3129b6MEa
ec2e0ba4fd 5435989 T0eabBaTR00

FASBBBAESAIADIBABICEBE0ECSF1GFTS
4B400ATECOOAETTEABAEIDOMMS2328EE

93CIEEGEIACOD 19EACTCIETSEEBATIEE

T5eeaSf6712c 3059041414 2050603230
a47e46a3252842a59¢3 30060d0b2749

©0867cel2e1 10eebeS tde accodofcalSad
B02d143203 | dafaf5d7 BhaaaT G

e

Windows.
Shortcut(L
NI

Windows
Shorteut(L
NG

Wingows
Sharteut(L
N

Windows
Shorteut(lL
MK}

Windows.
Shortcut(L
NK)

Windows
Shorteut(L
N

Windows
Sharteut(L
M)

Windows
Sharteut(L
NG

7-zip

¥V EGaE
anEa RIS/ SE
o Win0(19.., a
8 Winio(i9.. 0
& Win10(15. a
of Win10015... a
o Win10(15.. a
& Win1(15.., a
o Win10(15. a
o Win10(15.. 4 ]
o Win10013.. a

=V FESHEFAEIFIGamaredon G R ¥ 4

| e o]

2024.10-12 D0:26:38

2024-05-07 05:05:53

2024-09-06 073907

2024-09-12 12:30:47

2024.09-05 03:55:45

2024-09-06 175250

2024-09-05 04:50:30

2024-09-12 16:34:38

2024.09-09 D6DE10

EfES

B fo ] i |

EWBIIMEH  maE

0ze

PR

APT35

APT35, t1###FAMagic Hound Cobalt Illusion, Charming Kitten, @ — 1 EREABIMIEIAELE, SNVIB T REAEM=Ea TR
(IRGC), TBEHARFRER, HHERILUEME] 2014 F.ZALERD TR EETR. IR A G, WE Bin kPR EEFHEX,

20245, T ERE EN A IIZARF B INEM = FRRIER, KiEmEE S MMEMR. FFETL, X 5B HEE RE.
MEXE . LI5S APT3SEE (S BRIE R, B R T E A RA M ; MBI UENTHVPNENE R BR FHARITERHIZ,

Sign in

lemaaCarrastiont wilasn 1

APT35{AIEMITE =

42



cdn.careers2find.com e ¥

o Careers2Find ) careers2Find Quiz

Download and learn how to use the SignedConnection® application through the tutorial.

Download the PDF @ Download the SignedConnection® App

g
S
2
o
g
>
Career Fundamentals: Your Path to Success T4 lberns  — x
Discover Your Path And Connect With ) Question 10118 & 1483
Oppertunities
3 MBI tor Job Hinng Vasdation 2minutes 85, bt they ore weil-contrefied and 8o not afect my abilite
@ Myers-Briggs Type 20 E] U ———
@ PhysicolHecith Guiz  Smnutes 15 quéstions
15. How would you rate your averall physical health?
EfRERER
2022 el mpact Repot *
L3
t
>
2|
&)
2022
W
£ F EERFN EMEE
B 2022 Global Impact Report.pdf 13 892 503 12 440 035 2024-04-24 08:47
[EEKLA-Setup.exe 11 915 664 11 206 624  2024-04-21 11:05
LoggingPlatform.dll 461 696 217 202 2021-09-21 04:52
[&] loge.png 11 228 10670 2024-04-24 08:56
mssvp.dll 160 256 71673 2024-05-05 05:15
msvep140.dIl 448 608 157 797 2021-09-07 20:32
Qt5Coredll 596 856 267 961 2021-09-21 04:52
Qt5QuickControls2.dll 161 072 64 823 2021-09-07 1&:32
UpdateRingSettings.dll 386 944 182 331 2021-09-21 04:52
veruntime140.dll 79 458 44 548 2021-09-07 20:32
version.dll 31 496 15351 2022-09-08 04:07
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MuddyWater

MuddyWater &2k B FRERRERZ AR, AR 8201 TFI A FHIAER, TEHWPRMKEINT. FAR GBS N AERHI TR S,

MuddyWaterI & 75 AR B EI B BR 3, 73255 8 R ERBY, MuddyWaterfEERATEHR A IE X i X R FHIMERN H R, FE
BirREIMNE T HABITIEERRF. AERANIIMES N EB XA RE TS, AR ASENIZZ mTfEIE (RMM) 2455 S #1TIEE,

€ 3 O T lkselegutecomfliooiil

DOCUT!HITS :

TR RAME

naurzip
g

MuddyWater{s B3 H9& B 4

HERMEZSIERITE T EBE: Atera Agent. ScreenConnect. Syncro. SimpleHelp. RemoteUtilies. eHorus. actionl agent.
Mesh AgentZ,

iz dostlar va hamkarlar

CASPEL beynalealg sirkati informasiyva texnologivalan va ssbaks hallsri dzrs onlayn vebinar tagkil edir.

Bu beynalualy vebinarn kegiribmasinda magsad hias hansi kiber vandalizmin gargizing almag va Afrika va
Yauin jargdaki informasiva texnclogiyalan girkatlar ila darin alagalar qurmagdr.

Bu seminarda regionun bir gox nifuzlye girkatlari igtirak edacak va bu sahada bir gox ekspertlar mozakira
va fikir mibbadilasi aparacaglar,

Bu sahada olan bitin dostlar va girkatler bu vebinards igtirak etmaya davat olunur,
Bu vebinarda igtirak etmak Ggln asagidaks linka daxil clun va vebinar programim yoklayin,
CASPEL-vebinar

tagakhdriar

MuddyWaterf§EFEYIEIEX 1Y

BiREE TR, SiImiEERE T2 BRI UBHIARK TEIINTIE Do

D5 movix cox, cs:byte 140018872

'DC movsd  xwed, c5:qword_l4@618868 ; terminat
‘B4 movzx  rl13d, csiword_140018870

ECmov ebx, csidword 149418674

P2 movzx  r1Sd, csibyte 149018878

A mov [rsp+110htvar_DC], al

FEmov  eax, cs:flag 140020020
104 dec  eax ; switch 99 cases
106 mavsd  [rbp+S7hevar_BB], e
8 mov  [rsptilohtvar DE], @
13 cwp eax, 62h
16 ja def 120003839 ; jusptable 0006000130003839 default case, cases 5,7,5,12-9
1
L]
FEE]
.text:000000014000381C lea  rB, cs:140000000h
. text:6000000146003823 cdge
.text:0000000146003825 movzx  eax, ds:(byte_14609418C - oh) [r@+rax]
~text :000000014000382E mov ecx, ds:(jpt_140003839 - )[re+rax*a]
.text:0000000140003835 add rcx, ri
-text:6000000146003839 jmp  rox ; switch Jump
T m— 01 %%%—
i s = E]
- text :6000000140003540 - text: 00000001 4D0039BF
mptable @080660140063833 case 98 - text:6000000146003540 loc_14006354D: 5 jumptable G00R000146003639 case 3) |. text:86600001406039BF loc_14006358F ; jumptable B6660G0146663839 case 57
201418 .text:0000000120003040 mov  eax, dword ptr csiSocket_optval_140@1€Al0 -text:@00000014000398F mov rsd, cs:C2_socket_l9901EA10
- text :0000000140003853 lea r9, [rbp+57h+var_De] - text:0000006140063996 xor :dx :dx
_text:0OR000120003B57 mov rcx, C5:C2_socket_10B1EA1R -text:@pO0000140003958 test
; jusptable 09000001400603839 default case, cases 5,7,8,12-96) . text:000000014000385E mov edx, BFFFFh - text:0000080140003998 jz s:ﬁumme ; jumptable G6G00G0140003839 default case, cases 5,7,8,12-96] |.
3 140003863 mov  r8d, 1096h
[text:0000000120003063 mov  [rbpeSThevar_D], eax
- text :000000014000386C mov [rbp#s7hevar_cc], @
-text:0000000120003573 mov  dword ptr [rspilich+lpoverlapped], 8
-text:0000000140003678 call  cs:ws2_32_setsockopt
.text:6080000146003081 call  Func_Pip_Proc_140095678
.text:0000000120003086 test  eax, eax
- text:0000009120003088 Jnz  short

TEADESHE
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