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INERFREIINR 2 BBlackBerryT20174E % FMbaijiufTEhH i E, MbaijiufToh5 EEHELHHN
Darkhote BERFHEESE. HFRERMERT O LZFFLERIFMNAPT-Q-11 (EARE) . APT-Q-12 (fh1&
&) . APT-Q-14 (BEH|) . APT-Q-15. UTG-Q-005F K THE A RAKER HATE, EEGHERNM
XEE, #EARKELZEEEES, HIPBANXERTESE R Y FEDarkhotel I F 5,

FRIEEANZRERIN BHE TAPTQL2ABEM D AREMEFEEFi0dayRR LR H ",

WEELZ 2R 2024 FERE 26



(o> FREADBRPL
R R B AEEET, APT-Q-128 %M BT AR B R T ERAFAN SR, DU ER EE R

FRERMERSIM®, #HMABRLSESHENOdaymBRE X HHTFER, REEERINEERITH
FFESR( R R SNITHAS, FFEHEUMNEEIAHX Do

A [E132APT-Q-12 BERFHIERE =

APT-Q-127E 533 BAMM B & {3 R RIRE E A BN A TR IX & XA a#H>, AVHDXX
HESFEXENTEEINK G, REASHREEREWENAPT-Q-12EBIARS,

AL

2024 FARBIMX A APT SECHILUSZER. Saaiwc. Ducktail = MARAE, BERALRBEFHER
REFREBEREARUR, S OHIEFRERT, BRESRE] BHRERMR, AFRENSEE
B ETHERERFTE N,

BETE
BETALARHTREAMBERFORFREHGBR—TAPT AR, B2012F 4B, ZARH

PEEA. Bk BENG. BEER. Mt FEXEBRTARETTHEHLHR. Bitkl. B
MRV KA N ET R . HEMGEmEERRm X ZE,

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.qianxin.com 27



F—E BTSSR WEZ2EP 2024 FERS

FHFENIRE T —REETCALNKEER, ZESIHEERARFERT —HE Rust S BIINE S,
RTEINE Cobalt Strike RS P, FHELRESERALUMR. ARSFARSEARETAY, HEE
WORD XHERET Ink 8%, hta fil4ds. dropper #2F. FEXEUZIBOAR, =EHIT Cobalt_Strike
RAT i/, ZXEDM, ZRMEFARS 2023 FIZARREH APT29 FIA BMW &7 A5 E A FEHI
TENEZHEFEE—H, 81 Ink 388, Cobalt Strike WEEE S, UMHFZER host,

A B 133 BECANREAR T Z

ZABLAER CobaltStrike SHERBIKEERNPIEE —FI LR ARFIERER Y, RKENHAERE
XEXMEZNEEG, BERHNERESENL, WBEMENEEE MSC XHNEREEXH, HHF MSCX
h%enl DOCX X5 EBMAF i, GXHEITERFIZINESHFERIFEXE. BX 4 Warp.exe KL
FEE DLL XXt 7z.dll, & E DLL X BE XY Warp.exe IE G, BERFEFEZZE Shellcode,
R IT CobaltStrikeBeacons

BREHMERPOREERARDARIKEES, SEEIREAAREHNERNAEEIEER.
FrEE _LREIRBTEI A 2023 3R, ZARERELIMNK T E @ & XEERITT —RITER
#75h, B3EFIA MSI TRANSFORMS HARZEHE ¥, WEHBEIRITHED LT, NARNKESR
HIEEREGH MST XHLH DLL-Sideloading BY3R, AEME RUST 55, LBWAEW. 5
2023 EAREMRE, BERALALE RUST I HIE Shellcode 14, MbRT ZHifEA Shellcode /= 53 M0
PE XHHIRIE. B IEN—SE, WA MSI AN EHE Media &R, CustomAction &R MST X1
iER, BEFREFEERAREINREFIA MST XHHAR,

A [E 134 8ERAL MST XK E R B

WEELZ 2R 2024 FERE 28



(o BREBMERBO

EETTHNRI I HEARIRRE, ZEHEDHERT 45 Y, BF—ERHEIREAaEN, 8§48
FNHRIKE, FREN Windows REFRRINT FMHITRIESTUEMRD, XEESHEMRINA
TRmEERIMHAE: Cobalt Strike Beacon K5 #X &R _LFABEAF Chrome 3528 cookie FYE3
EiZF. HthEEHENME2EE,

Saaiwc

Saaiwc ZBZRX & DarkPink, F2023 & 1 BHENIIN 22 BLEMER, BB ANEME 2021 F£4£5,
£ 2022 FHNKETES S AR, RARNRETETREERRERANRA. IFEFAHR, SRAEIL. O
ERAIL. RHEE. FEE. RE. RFABILERNBHENESNE, URKNERNBE. #E
Ao

Saaiwc ALAES EVESNEE T HHM KamiKakaBot Tk Y, W28k 5 Saaiwe AL L
FMTEHMEML, FIHTSENETEXFERGRAGSEAH S BAMIUNDLL, FEBRHETFEN

XOR HNZZH baseb4 blob, MEIFHGHIEE R E XOR MNZR, XEFA KamiKakaBot ##4x{ER “WWLIB.
dil” RmETERZ, MmAMRANEER “MSVCR100.dIl”

A [E1.35Group-IB M Saaiwc £B48 KamiKakaBot W& iig Y

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.qianxin.com 29



F—E BRISSERA ) WMEZ2ED 2024 FERS

Ducktail

Ducktail HEHEINZ 2 BT 2022 FiKE, HETIEHEIDM 2021 FFFE, Ducktail WK EH LIE
RIS, EEHRT Facebook Business IS B H G 21751, BRERNTEATIENISER. Z4EH
N EEFREEEHKZNER,

SE2 B, BRAKEBKT —RFISM Ducktail BLREHHINMFEEARNRTER Y, HHHE
B EEXH D%, FIA NKIRESNINEIZZRSS 28 LAY hta XERHFITERRRME. hta XHHH
RIBESRE, BF TFTHHRITEA dwmm.exe BIERHH. dwmm.exe 8—MEA Nuitka FH3ERY
Python Bz, HINgEEIEM Google HENILREUE R MM EIEBIE XX M. TEHMAITEM hta X4,
WERIREE R BUR AR M S 55 23 P S BN BUREIE , 42 I8id Telegram Bot 15 R RIXEI1EE R 4H.

ZARTEELRHNRRENRFEH T WATHREED Y, WEHEEAT Quasar RAT, IRIY
HRE B EMARF M FBIRIRER, FEUREAFTFHEAERAMI B RAR E488, HPEESHER

PDF XX#BY LNK X fF, BTMIZERSE TH T —MEREE, —BWIAIREESM IR, RENGE
SRS ERERIDZRBEHNIT Quasar RAT,

A [ 1.36 Ducktail $3IRIREMBF EHE WA TR E AR

WEELZ 2R 2024 FERE 30



> FRIEFBMEIRP O

(=) Mepi

2024 FRIX Z N EBEERKE R APT ARER, WHESDAREFERN. EFJIMNE, &
FRIER. R BEFXETI. NE. BEME, ZIMNEFHEIEEMURPERAZXLE APT
HPAREHNEEEN, WLHEERNFREEEONENE. ERNMEE. FREFAE, EEHHNH
RER. RIAEMIRHESHITEIE THo

fit
Al
&t

EXENE BITTER, EEHWEEANE, FERE, HEGEERNBIEER] B EIRAXRI,
EEGISREN, AS5EIE. BEWEEXEK.

FNEREERAMMNEEFE LT RRKE Y, REEE & XAYEKEHEFEREE wmRAT 517
B, UWARGRZEESNENEN. WRAREHERN wnRAT GENASBENFESEG. LEXH
HHE. REMEE URL TERNE. BHME. THXHFEEIIEE,

A BT ERENBRERE®

2024 FZALBEEXYNNEMERENEFEEEMNEDNSEE®H RN Office X, =EF B
WIinRAR JRFAREEEEE. G4 MSI XERBRENSEELEEEF/ERMEM T L, ™ MSI XE4H
BEAOSEREN WnRAT KD, EEFRZALEEA LNK 5 CHM #1758 EH 9,

HEFE: ti_support@gianxin.com  EBiE: 95015 EM: https:/ti.gianxin.com 31



FB—E BRFRER | WEZ2EN 2024 FERS

A [E 1.38 ERIEH WebDAV 1755k 1

ERE

EEinE, X% Patchwork. Hangover. BR%, ZALRTBHWHE. EEMBZFIIMNMXERHIT
MLEENEERD, B, EE. B Tl SIRHNEFEMIAREEMGIRBRER. ZARAR
Windows. Android. macOS FF&BKTEES .

EERETE 2024 FNKEFEAMALR, LHEERGEHEMITANMER L, ZARET Golang. C#.
CH MBI E RS A I ' ¥, RPABEIEEAERANERMNEE L NGRS E, XEHHK T
TEMESREEDRM (30 Quasar RAT. BadNews RAT &) RXEFER, AMHZALRE—BIRAHE
HWESE,

FRLREL, BEWER Spyder THBHASEANEZOTER, ARMEE THHRITEEHT. &
TihRY Spyder FHERTE C2 BERAMARIET LT o, KABIME 2IP ERRESANE, H
BaeBaEGE TR, #HITRS8IMXFWESED. thid, BENEBEERGHEIN T EAaER,
B LU MR AR IR R R IR BRI 6E.

WEELZ 2R 2024 FERE 32



(o BREBMERBO

A [E1.39 Spyder FHBMHEA IR EHE

BEERBNIEEX M EHEREENERET B SHERBM S, BisiFER FEEERRE &
B LNK S ERI S ER, BEWEEEURNRKRNGIVSEBITAS, FHBSERBRA S
F ORI RIS RARFHFA T, ZARNWEET A, 0 BadNews RAT TH, BEHITEMEZINEE,
BEE MAC sk, AP &, IPIMEERFARESR, FHRWRERIEME L%,

2024 &, FWENREMMBRTFEENG, & BERM. SBRMNETFSNIE. ZARNKEF
EREMZiF, BERMARRIBN TR, BRI BIRNE RSB K E8RRRIZ(F.

ke

MERE, XK SideWinder, EEHWEELME, fE. MET. BHR. ZIMNFEREAKRS, B
EHGERBAENNE. EMEEI). SFEBEIWSFTRNERESS.

2024 £4]), HARARBRE THERBAR WAL dE. BARNKERER D, XXEFTEZE

HRNEBFEBR NIM B HRENREHFE, HIMZARTEHNERNSRMBANANREESDRERT
REBFMBEEN, UGIHNZEEIRE 7,

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.qianxin.com 33



E—E EEEEMEN ] WETLEN 2024 FERS

A B 140 MERHWERNIE R

2024 R, MERALNKREFRLAETEED
Ho FR7TUEEANER
0 IntelX. DSC®?. StealerBot®" %, i
R T BN,
B BN SRR

‘. contains

®

Ziparchive

LNK 3. JavaScript #1 .NET fNZ2ssh, MaEdE

My, THEH L5

(C2) BN ETAR
BERASINTHBI RAT TA,

XETRAUERFHRERMBNHRT, TESANER

15572 StealerBot FUKITAHIRRIIEANY), T IBTFEKESRD,

» MITE

BYREEWSE

B Lnk Fie mshtaexe
B N\ oLein dowrlcad & exec Load
( % | attached fie 3
o J5 Scriet Apedl
Email T comcacs:
[ ==\ downsad ASE
& HE)
- [\ exeaute
RTF donniosd_ B [«
Bxpiat Js . /
cvE-2017-iB82 —
S Script msitasxe Modguiinstalirdl
onmiascer oLsin comaes
arep ‘
l lc:eate persistence /run program

l ) (e )

Update . N .

- S

werkfoidersexe propaymu awecite vsstracedl s
- sscuacer
Lesaer
StealerBot load from sncrypted fie m downioad Busload
1 I
U @
Appdl
Oronestratar C2 Server

‘ https

Additicnal plugins

Module.dll
Fiegtasier

Woduie.dll
UiveConsais

Modiule il Moduledll  Moduie di

s

Moduie dil

cremnts
receoin

OOOOOOOQ

Moduledll  Moduedl

v
InstallerPayload_NET  InstalerPayload.dll

tizl UACBypass Domnioader

Domnisacer

A [E 141 FEEE XA R ERHEE

BREDE 2024 FERE

34



(o BREBMERBO

tesh, MmEREARTE 2024 £ BT HEEGH BN, FEBGEHRAMIEMN X, LEIMHPENEDMNE
Figh > MERARBEERRHNE S SASHEEE, HIEEINE Bk, Hﬁi“-F%l%E’]
XEEMIKEHITEIRER. XEWREBAMEES AREEOMEMIHEEX, LEEEMSEIER
SZRERT, WERADNASEEHFNRE SN, HEGHERER, REHEEANESTS
BEMENER.

BEFIENE, REMBRAREBERALANTAENER, BEEEAXAFMHEARKLEBEWIAN
FERS, EXMFEZARBIRENHAARCIFNTASEY, —EEELEETHRNHT KTHKEE
.5 {E ;.Fg|i9é7io

BERAERE

ERRERE, XHF Transparent Tribe. C-Major. ProjectM. ZAEFBEHITENERATF. ERASAEXNM,
UK EBEMENZHS FHREMS, FRAMIEFHTENKE, RNERERMRLERSE,

BEAERE M 2023 FF 9 BABENENEAR T —RINBohimKEiEs), TEMEAT 4 MEE31LH Android
MARFRET YouTube 1R, EABIHSIBFZFFEABMERTIR. REFHFEN
TikTok $441%+% CapraRAT B34 %, BIREE I TR B E RSN ER I RN ENEE
HAR, XA Lazaspy IEHI TELMEHESEERENREEENEN ', ZARNEMBEE
EEEENEBN. BERMMXM=E0], FELEERABETARIEES, FI1W Python. Golang 0
Rust, WARRATHIMILEARSS, o0 Telegram. Discord. Slack 1 Google Drive, JmEAHE—RIIEBEET
a5,

A [E 1.42 FIEEEARX AN B EFENIZ O IEE

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.qianxin.com 35



F—E BTSSR WEZ2EP 2024 FERS

ERAEPERET Linux REN B &ZERHE P, FBRMERT— 2IP EEXH, KEEFEFSH
F7E Linux 3F18 FHITEZE €2 MY "approved_copy.desktop” X, BRia FHMRAENER HEIHAERR,
¥R Golang R 5 Y ELF X1, SEPRLEETF Mythic #EZ2FHY Poseidon A%, AFEIMIFANL, IREX
C2 RSB BIESHINIT.

BERAERRTEfER Reverse RAT BY, REX T BIIFRISHINETFE. B0, MITEEEHAENRKRSENER
FRXNEEXA. BOWAFELAXHM, UWEEERRTEE THHNT. WEHEEBID MSI ZEE

8 72 H Word iR IR RS R AU H 1T 1%, HBEEME BRI AR E, thilEZED B RS,
A BAENEF, XEWEFERRAMIGR T ERESEHEERIRRKE, <ERREREEHE.

A [E 1.43BBAERE Reverse RAT MyZ s ™

LT 2RI 2004 FEEEIRE 36



(o> TFRIEAMBRA
SideCopy
SideCopy FEHWEHNEZFRBIER, UBMN. EfF. EESFHEXARAGRHBIRHITREENRED,
REREFEFESHIMERE (Sidewinder) KEM APT BRI TTP M2, WEEMILHSIHERE
EIFEREK.
2024 £ SideCopy #ENENERAKR L, LHEFEBNBIR L, BEXN=ZREREEHRND T, i

RAREIXLERHERANKEEER, HBEERBXREEF, SideCopy HFIBRNEZHEETE
& AllaKore RAT Z:EEH A ¥, LIEEEEITH.

A [E 1.44 SideCopy Tt 1

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.qianxin.com 37



F—E BTSSR WEZ2EP 2024 FERS

2024 £ 5 B, SideCopy ¥ B MENENAFERE, FABRANENEREHATRE, REEW
FpER R E SRR EMIAREBHEE, MZMIETEEEE XM, ERHAERLRIIZERETRE
AR (NK) >t ™, SEE—BRE INK X, HHEEETUET—RIGRBREREEHTRE
KRB EENEE L, NMSEMTEES, X—RE/ERREA SideCopy XX BT ERIJA AL »
IR EAREABEEFE 20T,

Mysterious Elephant

Mysterious Elephant EEmIIMIXE R, SEILHM APT ARmMER. EXEFEEXEK, TEHYN
MITZEBRN. EE. IRUREFMIN BT, ZABRERMENEEHEH AR S,

Mysterious Elephant £ 2024 F£RAM — KW EED), AT —LLAIRRAMNKEHES, HA
WalkerShell fE/9#38 N2 Ei{A T2 ORPCBackdoor A5 7,

A [E 1.45Mysterious Elephant ZraE i

Mysterious Elephant iX# & BITE 2024 FE3REER CHM XA C# faI )&% T P 7, CHM X
BERIFE, SaXHBMPN” pdf.chm” W BEHhEEN POF X, FEABTSEENE, ZNHE.
MEEmILLZEB X, FREENE EE IR EFEFTIL CHM AN AERS R EEAEREENRE,
mEeERTRINMIFE—XHEERTH C# E

ALAv R
ALANR, X4 Donot, EEFWEEAHE, FE. HFE=FFMIMKER, WEMANE. EHES.

SMNEZERITI AT P 55 ST EE B\ TSR AR B R0E D), BEERER. ZAREUTMNRETENREER
yty #1 EHDevel MEGEIEL,

WEELZ 2R 2024 FERE 38



(o BREBMERBO

2024 F, HRBALHNKEFEIERBMERMSEL, [FiEHW EEMEBEESEHMFHIEIAIK
& P ZERNPALRRER T BE LNK SEHERARREE, hERTDSMBLIEN RTF X, ¥
HiE @ PowerShell SEEEEREM, HEMITIIESKMERRAEF[AKL, BTEREFRA AES
IN%H Base64 RISMV S NMNES CACBENHE, WARETHN—IMEERRE, STERHEIEDIR
REWEREERRER, REERERENERITEERNNE, ARBIMENEEXH TRES
Hfelo

PRTEE LNK 325, Hiﬁ&'ﬁi&%ﬁ%%ﬂ)ﬁT’fﬁ*&ii)\%ﬂ?ﬁi%f’ﬁ?ﬂlﬂiﬁw, IN# %= Shellcode, &
WXEFE, WEERBAEREN S LT DLL XHHRETEES, #—FaEHEMEES M.

A [E1.46 BHARRALN R SRY T R EE

BZ1)

BEZ 1 X#R Confucius, RV EIEENFIEME] 2013 F, ZALTENEIMALMXMBMA. &F
EEXRBPAULEHWERE, HEFX Windows. Android FEMKEHEERE,

2024 F, BEWY AT WRERBEXALHMSKEIRES), A Windows NTFS XHFRFFHER
#HiER (ADS) FREGEHMA. EREHENSE L, BE AR ARIEXIBEXGRSIBRAA
=i, N SEHERNINT. REERFREGEHMAH ADS #IERMINTE LNK X4, NRER
WIinRAR EE B & 1% LNK XHFRIESER, WEZEFIXEMIER. INKRREERTITHE, BTN
FBM ADS HIE R BEROEESIEFER DLL, EKRZEEZNENHITERRE.

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.qianxin.com 39



F—E BESFEMERE ) WEZ2ED 2024 FERS

147 BB W AR EE

2024 FHSHPREFL, EHIFSHRERENRN, WAHEMEZENREWLAAHZ. HAPH75 R
T EARBAMKENERR, METEEEmMIERRITY, TEHNESNXEEMISHERR. 5R=
FEMARE T AMENEMER S, GFE DDoS MIZRESH L. REUMIX APT 24310 APT28. APT29.
Gamaredon A&,

APT28

APT28 t#7 9 Pawn Storm. Forest Blizzard. Fancy Bear %, ERFEENAILUBHZE 2007 &, FE
HWEBUN. EENRSAER, 2022 FHEESARLR, ZARMRHNSmZBRH#THRE, HINKE
BARIE S K B AR BRI E AN ER R AL A9 B9 B R =

APT28 IBKE S BNIWMAEMFERESNERR ™, E/ENKETEDPER—FIAE Windows
Print Spooler BR533/5F CVE-2022-38028 SKEX R A S RANRAIERE TE GooseEgg®™, 120234 B
ZE 12 AHAIE APT28 D= ERERE T 5 EHEUE R Headlace, HAIAEIIREMRLZRET —F
F ST RUMN R AR AT 5E 50 . APT28 {&Bh Ubiquiti EdgeRouter B8 FH 2815 % 4R A HO 1B F° 4R 55 EX
ZIFAREEERE 7, REPWMET 2024 FMNWEEKE Z AR,

WEELZ 2R 2024 FERE 40



(&> HFRIERAMWERB

A [E 1.48 APT28 {5 BB EUERRSuE
HRIE Volexity 5, APT28 HLEFH “Nearest Neighbor Attack” FA "™ SERIIANET 5ERASR A
IR BB EMZNAR, BLUXLEARME HBIRIENEIZAR A B9 Wi-Fi (4, TR

me ‘T BWRELSEBARERTH), HEEEZN=EF) , BRTREAREERE
BYXUER,

A [E1.49APT28 “Nearest Neighbor Attack” A ™

HRFE: ti_support@gianxin.com  EBiE: 95015 EM: https://ti.gianxin.com 41



F—E BESFEMERE ) WEZ2ED 2024 FERS

2024 E, APT28 AARIRATHT ZRAMBI T EE, HABIE “Doppelginger NG” 5B A&ESD 7,
ZOEMESE N EBENEAMHRIRERE EARERER. I, APT28 E2IKEENRT AMIER
WegstasEsy ™ Y, §E 2024 F3 8, EXMZALERMRE. B2, KReET. ARSH. 1B
ErimE, K=, IEEL. MEFBMEEFSZMERNIME, ERBEXGRT I RER. X#
HitighE. SExE. MERe. BLEe. B FRE. Bl AER T4 =Faus,

A [E1.50 APT28 S ER R R ™

LT 2RI 2004 FEEEIRE 42



> FRIEFBMEIRP O

EREREN—R KINEERNTP, ZA L AHE R B FEMERNF B S S RENE R EBEWAIARSS (30
Rejetto HTTP X4 AR 2R #HNBFME, HEMAEENM HatVibe MNE CherrySpy &1 ™. BEH
PREREIMNAFUNHIX , BT ANFIZE S,

APT28 AT E TF IMEEHMALRNKELEL, & APT29 AR IHREERN B SW & A, 1590
HFIBRFEAENERIENHE, HWIRERLMRE . RE20234F 58, APT29 MBEREA
FHEFANEHERIEE T,

APT29

APT29 BEEA—ARTINEBHN AR MM ER T FERHNNZEBM. INHWMEMSEE, WikS
2020 £E SolarWinds IR EHEHHT *.

2024 £ APT29 MKW HENEMHZHE MM HII N R, FEEHE XENREHITRE,
2024 €2 A, APT29 st EERE LM HIEER ", EEEEE WINELOADER /&1, 2024 £ 10
B 22 B, W& APT29 @ 100 2 MALMBTRAAXETRENamYE "™, BRsRE+NE
KB B, &FHE. EBUFARFTENNG, TEHIROMN. JEAF I HAEHZ R E,
XA S Microsoft. Amazon Web Services(AWS) M1ZEEMSHXNARENIEE, A&
FA LetsEncrypt IE B Z I RDP BLEX M, SHAZ2ERBHEE, B —EAMREEXXAMEHNEERNF,
ZALAMA—NH 193 MEERAE MY (RDP) RIEBIRSESMMAIMLE, HITHEA (MITM) X ",
WIS RXRPEHY, ASREEEREMEN RDP RS, —BEEREN, WEEFRIHNSEEN
AR, SIEME. WESMITENN, MIRESURE S,

RERAAE, APT297E£2023 F 11 BE 2024 £ 7 Bial, BT Z M EFREXT S BT ML TK
im® *, g7 i0S # Android B, XX EHEHERIRESUET] NSO £HH Intellexa 3
BREMERI AR, ZREA APT ALRmTREIE/E A L BIR SRR/ S RY Nday . APT29 IR & INF
F3 CVE-2022-27924 1 CVE-2023-42793 i&%A, $tXI2IKEEMM Zimbra #l TeamCity RS B/EAR “K
s g B,

Gamaredon
Gamaredon TEH W SR =ZHA2 ). AN MMESEAHAEFHTEIRIDMNBERKEST T,

Operation Armageddon 1TRI51Z4ALRHE X, 2022 FHZHRLE, ZALRRHN BBtk
MENEKRE, FRBRERRREMERMEERALI09MEE,

HEFE: ti_support@gianxin.com  EBiE: 95015 EM: https:/ti.gianxin.com 43



F—E BEISFEERE ) WEZ2ED 2024 FERS

Gamaredon @it & X R R4 5 & B8 FHB AN 2 58 Z B AT & ¥, H B Gamaredon BEZi2S
THESRZMMEEIEEND S, RTEREEXEERG, DB IMEETHTAENEHRESCEERA
BRI R RRARFEMNIG IR

A [E1.51 Gamaredon &8 XML @K HRE &

ez EA 2004 TR 44



> FRIEFBMEIRP O

Insikt Group M Z2%| Gamaredon FIf Cloudflare Tunnels {E—ERBE k2RI EIEE GammaDrop &
BEMABIRETEREHE Y, A Gammaload B C2 BRS88E A DNS fast flux KR, itxt C2 i@fE
MEMBIRMEETEEMEME, LUARREE NS RRARSKRIF.

ITHA, Gamaredon # & ILE A FE /9 BoneSpy # PlainGnome 8937 8Y Android (8] 584 T A5
FIABER Y, XEEREMZALEEREENDERNER TSN EERG R K.

FINT

FINT RUEF MmN SRNKREAR , REENRFM 2015 F755, £miT L B EERRS. Tk T&.
HE. BFrmS. ZARLEEPEXANZNEN LERNRE, EREATEMNEXHEREHE N

2023 £%, FINT M EE—RARSEFEHLAEARAMENE », BT IP QB TAREOIFE
ITEIIEESEHRANRBNRA T TN EEEER. 2024 F£4 8, ARARMEE FINT AREREEWN
IEE SR AIEMmAE, HAIME Google Ads EHEIEEBENRMFMIMLE, TERMEFRE MSIX &R3TE ©7,

78, FINT BLERERMRIB 4000 MR LieffIeaiEsn Y, ZARTEETEFI "AvNeutralizer( X
& AuKill)" TEHRELZMNIRAR ®, 52023 LR, ARARKQNEHE AR AvNeutralizer
NREBIH AL EE T 8¥E AvosLocker. Medusalocker. BlackCat. Trigona 1 LockBit EPIAI 2 H
BRI

Sandworm

Sandworm AR KRLIM 2009 FHIETE, TEHNEER. TIWEH RS, BFHNEEBXIUENS
=R, WEFENPAZH IR EEAMIKTERVRIFITE), £ 2022 FHEAHRPERY THN SR =B
B,

Sandworm |3 Kapeka B TH M AMMK (EHESRZ) X% xEE Y, ZALTHAKIEER
B228 AcidRain BT S (& AcidPour IR F Eutelsat KA-SAT @B &R IERT S MEA Y, 3
B 55 = CERT # & Sandworm i EMEIF 255 = 10 PMHIX LY 20 REEJR. KFDFMR Sig 1AV BY(S
BIBERSNESET Y, BTHIFTE, Sandworm /52 SEhEE W EBIRMNIMEEEESR

HEFE: ti_support@gianxin.com  EBiE: 95015 EM: https:/ti.gianxin.com 45



F—E BEISEEREN ) WMEZ2E 2024 FERS

A [E 1.52 Sandworm 7R 5 H IR IR E T 4k )

Turla

Turla, X#J3 Snake 2 Uroburos, EX i BirEEEUFNME. KEE. BEMRNMGAHIAAEE,
EJVE, ZALRKE TEEINIE. EFEEIHRS S, BT AEMNBRES. 2022 FHZHRLLE,

LT 2RI 2004 FEEEIRE 46



(o> FREADBRPL
ZALRIRH N R =FBARHTRE, WM T BRES K2 AR E BE K MIREB LB R E,
2024 EH4F Turla BREEFHRUNMKE TR T, FVRARARKIZARER TinyTurla-NG /7

B & T RNEBIRERN SRS ™, WEEFBEND TinyTurla-NG B IEE S IF=MEHRE
A ITERS NG TR,

A [E1.53TinyTurlaNG K Figig

TR —EXEHEND, Turla BENEREH Zabbix FEHIEIREC B FRENVIIAIARINIR, FAR NG
I7J LunarMail 1 LunarWeb & KoM 38 28 K B I+ o3z (58 9

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.qianxin.com 47



F—E BEISEEREN ) WMEZ2E 2024 FERS

A [E 15474 Lunar TE&ERHE
TEE, TurlaEAREARXHE (LNK) B TXEEIIRRES %, BB RASTHIER A,
BIESHD ETW A1 AMSI BRIE &, /E)ER” SmartAssembly” JRASSFHITRIDESE, EoRER1M.

2024 £ 3 BE 4 BHREIZALFIBA S Storm-1919 #8X 8 Amadey BERHE SR =ZEHVHIKE
FEBE T &3 Kazuar WEHIET

LT 2RI 2004 FEEEIRE 48



(o BREBMERBO

A [ 1.55Amadey % Tavdig # Kazuar B Jx6) )

| ()

2024 FHRARMEHNBR ST BERATR, EBUAMEFH @ RSEMNERELKEME EFH. LU
@5l FRRNMREERNRS RS APT BLURE L THE N RER. SRIMBASXEEMIRENKE,
FIMERRMXNEFRESHRIET. XERNTFHARERHSTIRFFRARERRE, FRZMHE
B, FREEREGEDTEA—E5ETR, RE#EERERHAR,

APT35

APT35, X% Charming Kitten. Mint Sandstorm &, B &RMXERAEK APT AR2—, B 2014
FLOR , I BSERMH S TIZEDHRN. EEFMHFARNBFNESAR. FE. BEUKER

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.qianxin.com 49



B8 BEREMEED | FARLRN 2004 FERS

DAAR (WHO) FAR AW d. WEBREHREIK, WREA. BkAR. EENINRES MO
BYLBLRNH,

2023 F 11 ALK, HEMEE] APT3S —MRiSF&, HEMREELFE. ZE. . LUasl.
REMEENAZMARNAPMNERRESHAR AL, EXRERFR, APT35 EAERINMNEE
BE, BRI TREFFRIAEER THEEX . ALVRERT, HENERETHINRERIS,
BIEFEAE A MediaPl IFESIGEI o

A [E 1.56 #ENEE) APT35 NGB EEE 1Y

EITF ¥4, Proofpoint EiAMASREIALZIN APT35 ME R RAANM AL T BBENERTERIFTRIE T
VIMRZES, WHESFEEFHITRENB TGRS, UEISHENER, REILEFREESENE
SR, APT35 UL AR KE 7 BlackSmith BUERRGTAE, ZTRAE#FE—F N PowerShell
ARG AnvilEcho™™, ZEERHERS aiMEREIH APT35 AR MEZEMMELBEZR, BESE
IIBIRULEER B3,

MuddyWater

MuddyWater X % TEMP.Zagros. Static Kitten. Seedworm. TA450, Z#HZ3F 2017 %&£ 2 B #% Unit
D WBEHBE, WIANERRETHRARMXAEY APT AR, ZAREBERKBLURFEEHRES, TA
R NARBHEIIERRERITMEM, HE TTP UEFRMER, EEHWHRER, HEXIEUMN
MILEER, ZARNREETBETEEE. /. BER. BEFEEH

2024 £, MuddyWater BRRH T TEMKERIFLED, 2023 4 11 A, Deep Instinct BN FTEIRA

WEELZ 2R 2024 FERE 50



(o BREBMERBO

EIM—DUILHIRB A C2HELE, 6B MuddyC2Go™™, ZHEZE B 2020 4F & #% MuddyWater
A, EWeb A6RB GoE=HE. FBEREFZE, MAARNKIT DarkBeatC2"”, —1 5
MuddyC2Go MM EIELE, ATRATEEMBESRENITEN. MuddyWater B3 ZMAERELS
C2 WiE#E, BIEFIAIT PowerShell K13, & X AP GBI hEEETAN BEFMMEER DLL,

PRitbZ4h, B 2021 FLK, MuddyWater —EEKB&EZNIZZHEMNEIRE (RMM) REEAEREDN
BE—MMERBEMETR. 78, CheckPoint 22| MuddyWater F| B N\ 12BIE FHR 41K - BRI
&iED, HWEMERNEMHAR, XEEHBERSHLESENZEEETAR (RMM) , i Atera
Agent 3¢ Screen Connect, MuddyWater MEXR T ERIHER T — M HESISI] BugSleep, BT
St LB IR LR,

BugSleep B 2024 & 5 BB HINE MuddyWater BIMEFIESERNHR, OB THEEWTEE RMM

TERNER. MRARKRTIZEERHENZ MRAE, iz EpERKRAE BugSleep IETE/AERBVFF &R
WIER, LIAEEINEERE B E R,

A [E1.57 BugSleep &)@ %sE 1

APT33
APT33 5% Peach Sandstorm. Refined Kitten. HOLMIUM, MAGNALLIUM. TA451 %, H FireEye

F 2017 £ 9 B EH R, ZARKEEREEEE. DREARAMSENSZ MTL, SEHARIL
EEMEABIAMTER], APT33 WESAKEFERANERERN BRI BFHRIE,

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.qianxin.com 51



B8 BEREMEED | FARLRN 2004 FERS

2023 % 12 B, Microsoft EAMEIRIEH , APT33 FHAMEAIMIEI] FalseFont™®, ZEIIHERE*
B9 Maxar Technologies W F12F, FE2HXNERABHE, Hi@T Microsoft B SignalR thilEITE <
S5iz%E S, FalseFont R—MNE#MIZBIFNTER, EEKIEAFPNSHEEXHENKIE. EAER
BREINEE, REBREREHEETHEE FNBURER (B FEMEMIIKXER) , HZREN R EIEG .

2024 £ 7 B, Microsoft ¥ APT33 EE#MBIERIGI] Tickler, ZEII#WBFREXEMMBEN T
EMBEIRIE. ARARKASUNRBITES], C2 RE|[/ABEETHID Azure ERti&HE, Ltk APT33 E
A Linkedin SEFEXNESEHE. TENEFFIIENAXALD#ITHESTEFHE,

A [E 1.58 g TER APT33 Tickler g 1

W

WEISHLAX R AridViper, ZARZEDM 2011 FHizE, EAESHMAANRE, NWEBRGTILE
EER. BE. BUA. HE BFA, RENWEXSFERRTEE. #E. B4, nil, BEEns,
UEHI%E, WEBFERNERNRHEES Windows, i0S #1 Android Z1MF &, ZALREEREFHIMH
BYPZE 59 & BB F BR A A R R AL 2R IA B RSB IR B iR g & L 2R BRI miER=.

2024 £ 6 A, ESET XM T Z2HIY Android AP RINEIBRE AR, XEEMBI T IRIMNILED &%

B, REEVUMXERNIE THAFIRENBERF. Mib ERHEN=1NBEFINRHEEN
BWEENA, MRARGHHR N AridSpy.

WEELZ 2R 2024 FERE 52



(o> FREADBRPL
AridSpy hENESE®E. TSN EHIEREZFCEFIENSNIGENAE, BEREETDHRE,

HM SRR BN i 4208 Bl AridSpy AMXBEGIENEX R A, FBEFELRLUE, TASRE. BRFMR
BRI BEEFSRIE, WREENRLMNREWMEKRE.

A [E 1.59 AridSpy K agE 17

WIRTE
WIRTE H4A7E 2018 £ 8 AE R, TEMEETECANBIMSEIRER), TETHESHRBX

WEBUARRIBRAIER. WIRTE BRMNKIENSRFAZMNER, SESHINE. NB, Bk ¥
BARMRE, RARLHXTEHNBITENEEF B .

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.qianxin.com 53



B8 BEREMEED | FARLRN 2004 FERS

2023 & K F 2024 &F, CheckPoint Y5 Z) WIRTER — I &N, ZALFEAH T E &l S
lronWind, =RZEMEF IR Havoc KD, BRTIEIEETNIN, WIRTE ALRIRTE 2024 £X 5T E /DM
STULBTIRIR S, WEEE SameCoin B85 BENEGERGHRLE S, SR T XIEMILZHE™
BT,

A [E 1.60 WIRTE BRI 22 Rk g 100

a0l Elfthith[X
2024 FRIKHEMMXHMEL 2R B EEF™IR, SRE. El Machete EWEHRNEBEEFMEE,
BT MBI B S LM F R R R, FEMALR Starry Addax JERAFALIEMIX, FERAESY
Android i&&BIAD; Void Banshee FF Windows B Oday AR HFHEITEN; £ The Mask 7£k2
BEFEEBENS, WERTEM.
BHRME

BEIREALNH Blind eagle, ZAREMKBEREEMN, M 2018 F 4 BERERES, TEHNWFHELLIL
BEAMER. Al fIEFTUNARE AT RAKAREMINKE,

72024 F, ERENKRIEDT BEILE, TEHNEIFEAF NGNS TR BR. SRENT

WEELZ 2R 2024 FERE 54



(o BREBMERBO

B EE RN SHE L AT SR 1B, B EREE R TSRS T T A SR M RESES M.
—BERRALSZEIRS, ERESXIE Remcos RAT #ll NjRAT EADIERE, UESLIIN BInRAFANF
AMIEENSREIIENGE. RTELAD, SREFMAEEREEEBENASHNEE B (£
9 BlotchyQuasar RAT) o

2024 FTHF, SREBAQHE—THBER AR, EHEHELL I RIQIT B FIE B RS EEH,
EREFERT ZTHRENADEERIPERIRM, HRERMAAREE, U 2RETF. 2
BUSKin, SRENREENRAGXRESNE, MEARDTEEMNERT BEILE, ZALRNKEE
mEMEEL, BEER. BN, #IEEENMTl. RESREMAIEMNEATERIESR, BHE
SR A RN X EIZ AR KA N 2 BCEE AR BRI

A [E 161 Zscaler ThreatLabz YIZRH & ERE T £ 5% 1

El Machete

El Machete X & Machete, HESM 2] B-REHETE 2014 F 8 BikEH &, I EMAIERE
2010 &, WHEBFEFEATTIE, ZARKSHREEUTENRI. BNZR. SHELLIL. WE.
BT, HEMAFFM, XEHEREEERT]. ER KEEMBAFIL,

El Machete 7£ 2024 FW T ERPERNREF A5 URMBLLSAEEZTL, RKIAUGRAMEZEN

FEREHEANOD, WEEABITREHEEREAENBN Office X4 MY, SEE—BRAR, RRE¥S
K FTP IER, ERIZIERSHEHF FTHEIRD,.

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.qianxin.com 55



B8 BEREMEED | FARLRN 2004 FERS

A & 1.62 El Machete AR89 R B AR SXFIFEZ—

Starry Addax

Starry Addax @ — X ALIF AR ERITHEMALR, TER G BirE SHMMHIMAAIEREHAM
(SADR) EWHAXMANETIR, WHEFER—MENN “FlexStarling” BMHAERSTERNM, @
BXAMBEEAEETER REERERLENENSENANEERGT, SBIREHIERTE.
FlexStarling X[ ZBINIR, BEEREMOEINE, AJRITSMHERIRME, OTHXE. BFRXHER
HEXHERGENGEESE, XEEHRAZKGARDEEESESNELETR M,

Void Banshee
Void Banshee AR LIIL3E. FUMAMARRmIX BN, HEUS EFHIRENGE FH@m. 2024 €5 B, @&%

% T Void Banshee FF Windows & 4:R 0day i&7F CVE-2024-38112 18\ Atlantida G & 12
ZomAA MHTML RS HITRE, AFREEEIAERZIZEFD Internet Explorer i8] FHI T s

WEELZ 2R 2024 FERE 56



(&> HFRIERAMWERB

g gLin
it dows kol
2ZIR srchive
Figsn

Gampeamissd Hos:

Exacuta Pawse Shell serip:

Syl on infa rsgus por: G556
Saflats solecoad dama port: St @

\SEWZ e

0L TREND MICRD

A [E1.63BERKAHN CVE-2024-38112 Wi &k EaE [

Void Banshee 4k FEIPIE. mHZEMiL. Discord Ml AE = BEHM L _E 55 % %7 PDF B9 ZIP
E4E, EHBETT HB5E PDF, TAEMHEN PDF XM URL REAR X (FEAXY BR” .pdf

) . SEELSABRURLREAAXHSEOR AN AL, E3EMETHIERRAEE
Atlantida GiZERF. ZHBRHAIRESHYAER. MBEHHRE. NERNBURETE. WEED
BRFEEEEMPNSE R (bhUIRkESE) , RAZKEEDNEMEELEFERSZ AR
BFPBENSTUREABNTE,

The Mask

The Mask, W##7 Careto, HEM L2 B REMEREHGE, XEEMRENEME 2007 F.
ZAARLHEE EHIS BIR ARSI R, 2. B8R ARNESE, XEHEEEHTIER
KX, SEEA. EAE. EE. FA. fltbl. BEES. K=, miIE. BRF. Ht. REH. XE.
EE. ZWIHHL The Mask EUAFMREH Esh P ERT ZMERIERRY, HASK 0day K EFIBEE.

2024 FREHEMRE T A The Mask HRHIH T EMAKEHITH, HARAGHMXENBESFEZEE

EMERIIZALNETRA ", 2022 EFEAITEMNALBANER, BANERIZRM, BRFERNT
B HRELR MDaemon HFARSS28891FRIAGR, FHE MDaemon ARES28 WorldClient 4R 47 INE

HRFE: ti_support@gianxin.com  EBiE: 95015 EM: https://ti.gianxin.com 57



F—E BTSSR WEZ2EP 2024 FERS

BE¥ B DLL X, RIEEATMEFIRAL, FENKEEFIA HitmanPro Alert RGN & EIRENTER
hmpalert.sys MNEIUIETRRAIBIE, FEEX DLLENFAHEZER, DA EEEN FakeHMP K
5, ZRERHEBHITXHRER. BEIER. BRFUKBEBEESBUNHM,

E—RFHRE 2019 FHEIIANE, FRAREX—FHNREEDFERIATHNERRAER
Careto2 #l Goretoo, »—75MH, 2022 FWHEAIIFALIE 2024 FHITRMRFENKET. AR
ARIRIEREBR. HARM. WHEFEFLRIAN 2019, 2022, 2024 X=EREEHHIBTIELE
B—NREEFRA, MREEE 2019 EEAERRAEMEEARS The Mask £H2R 2007-2013 F/Y
EFEZAES, RILRAEER The Mask HRBEIN S,

WEELZ 2R 2024 FERE 58



FE PEWE/ WNEZ2EM 2024 FERS

B WEWE

DRREHRTEENNARRLRER T — N RARBRINNMZILEE R, MESRATBIERIF. 5
REVEIEMEE. UREXABREMEMNEREFMAX LR ESHRINEMNARSEARE 7B
MNEBEMNZ —. AERNABSKPRETIES, ABET XS MMABNSHREREEXNQF

ZeikEo

BREBWERPORET 2KSIRE BATHNESHREREERNLEIRE, BRREXLEQTFIR
HIRE 2024 FLWCEENN#RREER, ARNTAEXEHPRUTEDRHRANER X ENHEF
%, REELE 2024 FER#$RRTEDRRMBEE,

—. RRPHRBEERDIR S

BREBWERPONZEHREP I RNHRRGBHRAR. REEMEERMEMITIHITERE,
WMER21FR (RER )7 FSRTIREFRBHIEREXER) -

REEA RERBHNG  BHERWG [ AR BEER /X oG =

$33 Akira #1 Royal #1234 : Akira #1 Royal
BEEN SR A Ul / / RN

WEHETRRE X MSSQL ARSS 28, E. KM

LUB3E Mimic $YZHRE Securonix Mimic IR pTENER /
Babuk ERHTHOHIEE  (ocoryoy  BOUBERHTH ;

59



o=

REEE

MSSQL AR5 28 BCP IhEE# A F
& 2E Trigona $HZR 1 Mimic
E NS

LIVE 1R HEFIA IP-Guard &

pE

Kasseika B1Z=H4EBE BYOVD
¥y, A PsExec #1 Martini 3K
i

Phobos 1z L (FAUST)

KRS

FRRHFLR: Albaba

PRLE Akira BhZRER1F: B TTP
BIFABAFI 4T

TR HFLIR: Abyss Locker

4% Black Basta ERAY
B AR LR IETEF R EARY
ScreenConnect ;&

2B E: RA World #1330 4-EF
e AV %8, FIH GPO

GhostSec Bx& Stormous Ffk
T ZNERLENESNREE

Shadow $hZ=RABLAKEHEBHTZ
RAT

Phobos #hZ&¥fF: 317 8Base
HRADE AWML ERILHE

MPRFRIELI, Donex AH%
EREEER

$FWE | WER2EM 2024 FERS

WERENE SRR AR

AhnlLab

Trend Micro

Fortinet

Fortinet

Morphisec

Fortinet

Trend Micro

Trend Micro

Cisco Talos

FA.CCT.

Intel-Ops

X
[l

Trigona 133,
Mimic 14

LIVE $hZRE M

Kasseika #1Z=E 4

Phobos #hZR AT
(FAUST)

Albabat £hZ3R 14

Akira EhZRE

Abyss Locker #1258
1

Black Basta $hZ=4H41,
Bl0Ody #1ZRALR

RA World #hZ3h14

GhostLocker #1Z=%%
4, Stormous #ZEIR
%

Shadow #hZR4ALD

Phobos #hZ&3 1,
8Base BIZRAN

Donex #NZE 14

BHEEX /K

P

MIREE. B, #x
HAE, BE. @ZFF.
MiEATE, HEH
MEEF

e, EREMEM

R, db3=. EEM
I 2

RIT M

EEB. [RE. K=
HRE. REH. LSBT
S5 e ins, ENE.
miF. BA. BB
RHER EEH &R
HrE. ZREMEER

g

)

XE. BA. ®RE.
MEXRF

oG =1

NCINEN

HF. fliE. SR BB

E. FIZH RSN

ZRETRIEAR

PR QT BREE.
Al B, 32
BiEk. BERFIUN

ZMTUHAT

A ARSS . k.

WEEZ 2R 2024 FERS

60



Koy B RIERMBIRP D

&= wEREIN EhFRARMF [ B4R BEER /MK oG =1
Mallox BHZRM B RIEHR Mallox #hZRMR 4 RE /

%opCrypt MRRERMETIME o wall StopCrypt B/ / /
;;%%&;é@?ggg;ﬁ;asmm Trend Micro Jasmin #1Z&IM4 / /

fo o =
Tieﬁg%u%f;és;%s R B 360 ;;l’)\z(%uThePass # thE eEm
Agenda BIRHFEE BE X 3
PowerShell fiiZ<{%#%%l vCenter ~ Trend Micro Agenda #1ZRH %‘\ FIfRSE, AR ERb. AR BRLE
#1 ESXi EIRIAYYSESESE:
?ﬁiig%ﬂ%?#&*ﬁ?&%ﬁ?éﬁéﬂ BEEE Ig’;IC Ransom #1ZR4A e =
R Crypt888 AR Stormshield Crypt888 /R  ARElL A
Evil Ant 123D Netskope Evil Ant #hZ8RE / /

44034
R ot AhnLab Mallox %/ /
WHEF A IcedID 1£4% Dagon THE DFIR Dagon Locker #12% / /
Locker EhZ3 14 REPORT LIRES
LockBit MR K EERF NS 360 LockBit #1Z= % / /

HBFE: ti_support@gianxin.com  E3iE: 95015 ER: https://ti.gianxin.com 61



BIE PEWRE/ WEZ2EM 2024 FERS

RS X RE LB BN [ AR ZEER [ HX KEBIF
Trinity B1ZRZG D Cyble Trinity 24 / /

WEHTHI MSSQL RS 23HIK
FEPF A PureCrypter 8822 SEKOIAIO Mallox #1240 ¢ / /
Mallox EhZ i

Phorpiex {8/~ M8 [EFE R MRS

% Lockbit Black 812w Proofpoint LockBit #hZ=# 14 / /

Storm-1811 £A43E A Quick . Black Basta #1Z=
Assist T EERE# = Microsoft o / /

Ikaruz Red Team: F|FB#Z=40 4

WL E A TiES 2 zmm  SentinelOne LockBit EhZR# M FREE /
g;%%l{&gcker: ¥ BitLocker ZXp% Kaspersky / %EE%EDEEEE /
R AR Cyble ansomhub BIRE gy o
EEH R LM Fog Arctic Wolf Fog #h&RIR M ESJES| BE. BFR
gjgbs%rgﬂgb: JEE Knight BYHT Symantec Z;msomhub A / /
;(I'tejlrEg;t(iC%r?ﬁpany BY Linux et Trend Micro Mallox BN LT/ /
s S Fortinet T R T & /
SRR Ry CadoSecuryy / /

Brain Cipher #1ZH

#hZF7 55 Brain Cipher RMEAR e EFE B 7a L R

WEEZ 2R 2024 FERS



Koy B RIERMBIRP D

& RELBNN EhFRERMF [ AR REER /X oGl =1
8 R R 4 A R Volcano Volcano Demo #1248

Demon £ LukaLocker $1Z  Halcyon.ai 4, LukalLocker #1%&®  / /

g 14 A

EfFRE. SRS, 5
BlackSuit ghzetss 1) Arete BlackSuit #hZtrss / . BAURS. AHRE.
IR EE I IMAR

NB-v,v N =, BALARSS.
Eldorado $hZ#nf (116 Group-IB Eldorado #hZE#M 4 ?%ﬂ BARL % ﬁéf"%uz%gﬂ B
S i TS Feh 545

miti)’( i%i%;;g;g;% 117 uptycs Mallox EHZRER / /
EstateRansomware &) 2 £ {4 LR i FIBXE. JEE. 5

[118] Group-IB AL, Lockbit3.08) oo /
R TR Bacgerry Akira $ZRHRA AT e AE
Qilin B RMHEWE P ERE
X EI){E()F}“‘;%‘:E’JE%E’R# Killer  Binary Defense Qilin #1ZR%F / /
Ultra
FINT Bk 2824 AvosLockers
£ 525171 EDR WO AL SentinelOne MedusaLocker. / /
AvNeutralizer™2 Black(;at\ Trigona.

LockBit E#NZRUF
Play 123X+ Linux higf A ) AR 3R
£T3F ESXi, 2RHS Prolific  Trend Micro Play ShEZui¢4A47 E£E. EAE ﬂg%*ﬁ;—%ﬁiﬁ =S
Puma fBE R 122 o
i¥§%3ﬁé¥§f§£%[%§u Google Black Basta B/&%4  / /
?Eggig%gﬁzgﬁm Microsoft Black Basta #h&R# M+  db= TEAT
Hunters International #1Z&4 b Hunters International / /
BABMFIAD SharpRhinol2s)  Quorum Cyber $hZAR
; g

g;%g;;';%iigﬂgs?&ia BleepingComputer Magniber £hZ%14F £k A

HBFE: ti_support@gianxin.com  E3iE: 95015 ER: https://ti.gianxin.com 63



BIE

REET
INC Ransom Bz (137

DeathGrip #hZRALFEA
LockBit #1 Yashma EhZ=%4t
tzesg 028

ESTER# TR ANIE =R
e 129

Rhysida BVERIEHH RS
[130]

Play #hasr s asEsn (13U

ShinyHunters $1ZRMRH S GHY
ELI4E4R Bling Libra 9347 137

BlackByte EERRHBLRR T
sEzh L

RRMR R EHE SHENER
AR EE = 139

?{be?éﬂ 1 Cicada3301 #H&&

Head Mare AL HITHT
HrR Ay (15

CyberVolk ghzss 137)

43¢ SonicWall SSLVPN i/
(9 Akira $h2Rt s sEEh (158

RansomHub #1ZR4A4 5
TDSSKiller #1 LaZagne 2 F3

EDR s (139

$EWE | WEL2EM 2024 FERS

wERENN

ReliaQuest

SentinelOne

Palo Alto Networks

GES

Trend Micro

Palo Alto Networks

Cisco Talos

%EE CISA

Truesec

Kaspersky

ThreatMon

Arctic Wolf

ThreatDoen

LES AL

INC Ransom #/ZR4H4R

DeathGrip #1Z4H4,
LockBit #1 Yashma #
ERNLs

/

Rhysida #hZ4HR

Play Bz H4HR

Bling Libra #h1Z4H4R

BlackByte #1240

NoEscape.
Ransomhouse 1
ALPHV #hZR4AR

Cicada3301 #hZEALR

LockBit #1 Babuk £

LGS

CyberVolk #hZ%4

Akira hZRE{F

RansomHub #/ZR4047

2EER K

/

EE. U&7y B
EFFE. MEHE

BEH. aRT

/

/

/

oGl =1

ErRE. BB, BRE
iyl

IR BN ARS8

B, BT BIRFTWL

BRECERR
AR5 28

SIERBENE

Bl B, SEERE
il

#BE. 2R ETRE.
E5ERI]. AR

K. 3@, fER.

fliE. REFTL

WEEZ 2R 2024 FERS

64



WS wERENN

Scattered Spider LUR F& A0 £
Eﬂ%lk“oﬁ]u“ﬁiﬁﬁﬁi‘ﬂ BARRI#ZEI  EclecticlQ
i

INC Ransom W EN N E

LES AL

ALPHV BhZ-3R14

Koy B RIERMBIRP D

2EER K

oGl =1

RE2. EFEAl

[141] ReliaQuest INC Ransom EhZR4H47 % IUEA. B BT REITIAAR
SRR Microsoft BianLian. Rhysida £
Azure T BZ5ERIE 147 modePUSH AR / /
LAONHE T HR ST
Lw'%léx/‘;l&ﬁﬁ-l:‘il[illg]ﬁ?,ﬁ,ﬁ*ﬁ@ﬁ&ﬂ( Kaspersky LockBit3.0 Bh&=Mm M BB BURALAS
Kryptina Bh&ss o34 144 SentinelOne Kryptina &R+ / /
; e EE
%EES????S%H?H#EE BRE Rast gang #1244 FE BT, @b
;%E%-%S{(il}%%ﬂﬁlﬂiﬂ‘ Microsoft Embargo &M ESJE ggjﬁumﬂ‘ SERE
EE. BE. FEI
W& EREHEY Medusalocker FHEARFIZERM
MedusalLocker BIZRIHZM  Cisco Talos PRUET ER, B, £/mEe. /
(147] (BabyLockerkz) FIIREEF SHE LT
ERTEMNER
. aﬁ% t '\'\ ,E N
%g&?gé?ﬁé] s s Palo Alto Networks — Lynx #hZ%u4 ZE. =E ;%é@%i—}ﬁﬁ ==l
Lynx gz o3 (149 Nextron Systems Lynx EhZRER 4 / /
ST E]
%Egﬁg%gﬁf\fﬁgﬁ 221 Sophos Fog. Akira B/Z=%  / /
Sl o< s -
Crypt Ghouls ALFHETH & K K LockBit 3.0. Babuk £} S BRI AR KA BETR.
s 152 aspersky ESTIE 2. BESTUHAT
BRFE: ti_support@gianxin.com  EBiE: 95015 EM: https://ti.qianxin.com 65



BIE #BERWE/ WELTLED 2024 FERS
REET RERHBIN BTN [ AR SEER [ HX WEBE
RN L4 Embargo M
E%%B%%? Rust 9T TE® ESET Embargo #hZR4x14F xE /
5 SonicWall SSL VPN B3 #Y
Fo% ;Fﬂ Akira $0RIRHERNE  Arctic Wolf Fog. Akira $1Z=%fE  / /
n
HomuWitch 1R 1% &Fz=es HomuWitch 125811 / XUN
;g;ﬁiﬁgfﬁ[lﬁ%&%%@% BleepingComputer  Interlock $1ZR# ¢ ESJES| 75 BTSN
= . SE
SR YmirllS T Ymir 1R Sl 2
k13 = N
Helldown #hzsrseis 1°8  Sekoia.io Helldown EhZRE EE. KM éﬁlgik&'mﬁ@j B
ARE WormHole #1Z&%4 / /
HE. . BUF. Hhis.

L= B RR m mR. ST
ST

WormHole 1R H# 15

) ) p
Howling Scorpius #1ZHH4 Palo Alto Networks  Akira #1254

AR E Akira Shzaarts 160
HR/EEIRT A Blue

EE. JEE. IMEK.
Yonder REEF

Termite IZRMAFANK T o
RI5EETETE S Blue Yonder!'®Y il Babuk B)ZRHRfF LA ==
/ /

Black Basta $hZ&=H 4

Black Basta 1R HIETNIK
i Zbot. DarkGate IEEX  Rapid7

Ty 162
Medusalocker #1234k /

ki EET g
P{Ie%?usaLoc er IRFEDT s e

A R 212024 FERERWEIEDD

WEEZ 2R 2024 FERS



D BWRERMERHL
= BE&FE

PERENHEIRSELETUD A= (1) FRAER, #ANBFENE, HelEIER; (2)
SRR VR TIE RS, FHEITNREANERZE), FHEEPEFEERIFANNERLZEN
IPHETERVIRIE (3) BHBUE, A BIHZHNRREME. MIRREEIESFH LR, RIEU LD,
PERERRE—TME, BRI BRI S BN E I EE R —B

£ 2024 FHRYIENHEF R ENVEFEEE FEREFTHRNFERF A, FEDBNEH .
BRI ERRATHES .

R R 3R A

MR BN EEFEERLNENR ARG ™M, RAUESHEREEFNR. ESENHRREEDF, %
NRAWKEERTHANBIRME. BEANSERGIRANREEEN, HPADEEREN/E, miE
Oday Mo

RS X~ BFERMF | BiEAR Pz pegi L
CVE-2024-1708 IS E B IR Black Basta. Bl00dy #/%=
CVE-2024-1709 ScreenConnect 4R (164 BARSHIBZR

CVE-2024-27198 : . . (165]
CVE-2024-27199 TeamCity CI/CD ARS588  Jasmin BRI BNERIR M

b= :
CVE-2024-1853 Zemana AntiLogger Qilin $hz=eALR 120 AREIRE Killer Ultra £/ BYOVD #

ANEBNZIRAEA EDR

Black Basta $hzants 124,
CVE-2024-37085 VMware ESXi RFAR
BlackByte #1Z4R4R 155 &

CVE-2024-3400 Pan0S B A i Fox Kitten 2827 (134 FREY B AT RS 94 5 a4 PR
CVE-2024-21887 Pulse Secure/lvanti VPN Fox Kitten 2847 (134 FREY B AT RS 94 5 1A R
CVE-2024-24919 Check Point &M%~ Fox Kitten #8401 (134 SREX B ARSI 94 AR

HRFE: ti_support@gianxin.com  EBiE: 95015 EM: https://ti.gianxin.com 67



BIE PERE/ WEZ2EMN 2024 FERS

RS X~ BFERMF | BUEAR iR AEiRER

Akira. Fog $hzts 138
CVE-2024-40766 SonicWall SSL VPN o FREY B AT RIS DA A AR
CVE-2024-40711 Veeam 4 Akira. Fog #1500  s2FH4uR

A R 222024 FHREEEDS REVFE

SRLITBARA

PRT EBINZIAFRIENREENBIRNG, HRBEEANESRAUTARNAXERTBNE.
(1) EOBRRE RS

EstateRansomware #hZR4BLA M — R EENIA T3 FortiGate BAAE SSL VPN M IR FEAR 17,

ARRBELE UM A RENIIRET ROP BAREENENSZ —aRSEHE, SIBIIERBRITREER
TR,

A [E 2.3 EstateRansomware W Eohilta N2t ig 1

AR S 2024 LEREIRES 68



(2) MY BB ERET R

UNC4393 I H{NEFE Black Basta B1ZRH4 & (BB Z MR & M HEBNARD R IB=E 0,
B1+E QAKBOT. DARKGATE"?!, Head Mare A48 1E 5t BB B MMM EH R+, BIMKRHNE
HRE BT IR B TSGR E R PhantomDL #1 PhantomCore, SEIIXI TG BARg9#08&35 R 39,

(3) FIREZEMHEIL

NMAGZEENRIRRARBNVBAELN, RHEREXEGZENRILEZMERE, thn: &d
SHRRHEDEHHE. Mt THZBEE. IHEEEREHRLEMEEOERER.

Crypt Ghouls AR MBS K EHEBEMMBANASDHSIACHNERERS, AENEBEMLEHN VPN
ENBFBANRE RS Y, SCATTERED SPIDER FfNETAES Mitb FiCIZMISE AWS, Azure 1 GCP
ERFANEHIRIISEMAAEIIE ™, NRESEENRESTERBEESY, JESSREMEL
EHDEEME, FMBREEFNR, HERE: FEE GitHub ¥4 LB SBRIDEIIATRRE .
Web N ESEM env IRIESTH 12,

(4) ERHSTIEFFR

Black Basta #1ZRM W ENR B S IhENRE BARARR 1T RSBIHEPAAR, KEa1mER4E
L[AMNZEEREAREBFH, Bid Microsoft Teams BXRAZEEREREER), ARHRZIEENRN
TR EHE, RN EREAEANTEEERG TR, b QuickAssist. AnyDesk &, HWLEIEWN
REWZEEGENIHRR, BFE T RBEHMBERME ",

BATFHIESHNAETA

#}ERBEEE A Rclone M WinSCP FEp It RRIMIEZ LR (F, MTE 2024 FHPHRBWEENHIEE
H a2 TRARAIATHIES L.

INC Ransom Bk £ — 2 B 5 & 5 P O B St BB AT RE 166 B 7 7T R & 9 T & Restic™®s SCATTERED
SPIDER E{kf&EF AirByte. Amazon S3 X528, Stitch % ETL (Extract Transform Load, #=EXF%i2MN
H) TEBZEEMBERNRIERS MBI ENTEEMARS Y BianLian. Rhysida H#1Z4A
EB) Azure TRAEZRE RSN AzCopy M EBUREIE Y, Azure FHEXREIEEIER T Windows.

Linux. macOS &%, REEFAREmEESHM Azure IFMEREIMAN, HIRXHX / XHLEMT

69



BIE PERE/ WEZ2EMN 2024 FERS

HIheE, hEER LockBit BY Go X4 FIF Amazon S3 Transfer Acceleration (fZEiINR) IhEES =
EEMSHR IR HELEIR S3 FHERS Y,

=, BEFEDFRMES

HHERRRNA T EFF

2024 FIRBHHRVEED A2 RHTEFMm, —E#HREE U BRARRIF TR G NET,
BEESRERERH APT AR,

EREHARERT, ZTHRTHNAHETHNNERTHARALI, EPEFE Head Mare # Twelve 3
WHAk PO, KR S EEALRIE LockBit 3.0 7 Babuk $1Z=4 4, Twelve kR RIE
THIRRRSR TR ERINELNUE, MIESRERRE, RARGTERENREFLARERRAGE,

BOBERREEHE LI APT ARME R, — Play #RUGEREEHHNZETHRAB AT MK
Andariel HENR ", FARHEXHE Fox Kitten EEH W XEFEN K T ENFEZ M RARIRMBIR
REHIHIRIR, HEXLEHRARSIERIESN RS SEN AR P,

ek BUAEHFIE B HIR R

MAPENREIBEZEH RN ENRE RIEN—ER R THENSEE, $RNEEHZE UGB HEME K
T B R AR BX A7 B A PR # N4, UNC4393 EFlflilid 5#23% QAKBOT. DARKGATE. SILENTNIGHT
EAGEIIBRRUNS ARG, RETHRERNBISE, AGEE Black Basta Bz ">,

BRANERANKREHEIZ M TEREMEANIRME. FINTERUFENETFERAR2RHNERTIA
AvNeutralizer 2835 Black Basta $1FM MW EESIE X, BT ZITETM FSiz#HiTESE, SBINE
T HINTE AvosLocker, Medusalocker. BlackCat. Trigona #l LockBit % Z fgh 2=t MI s S 12,

PERGEARPARZANEZX D ZNIRENER, FELUHEE, EL2ELMERREBNMERRMY
BRI AR RAUZ BN ARTERE. BlackSuit $1ZERMHEEL N Royal SRR EHIFHZFRHE
Zfh 19, Cicada3301 #HZEE (N ETAEJR A BlackCat/ALPHV EhZirft- 4848 1) Lynx $EMHESHEM
INC $hZ=3 R A X M,

WEELZ 2R 2024 FERE 70



HEWE SR SHT AMFE

HEKEWREE T Windows. Linux. macOS. FreeBSD % % N &, BlackSuit # & 4 L
Windows 1 Linux B~ 8 B 1 ™, 93 % LockBit B9 Go &1 = 1 14 B #5315 1T IF 18 2 Windows
macOS™, Interlock #1ZEREETRT FreeBSD PRS2 &2 E %,

VMware ESXi BIAMEIRMIRE M N ZMHEBRUENKE B IR, BEARD Linux FEMNEHRRHEFIFIER
ESXi AR 55 28 F1 2 I Mo Eldorado $1EMHFMMEZERF B EMHIE TN, 25179 esxic esxi_64. win #
win_64"%, Play 812804534 ESXi FRERY Linux ZMERITHISRIEEEE ESXi FEHET, M
BRI EMIFE I H 2, ESXi SBIR CVE-2024-37085 S M #ERKERAMUF A, AFREEMA
1 ESXi BN MR IE R EIBAR, HMEInEI R ESXi RS BBFFTB MM Y,

PEREUSREACHIED, RHERREEGRECHERNMIES L Z G, ERMEBILAIIRENEY
WIRMRZ EEHIE, RAES THREXMEENZEE " 7,

& 2.4 Bling Libra 3 TR #HZRK g i

71



F=F EHBEME™/ WEL2EY 2024 FERS

F=F BBEME™

MBS ERANN AL T FZTIHNAE, ﬁfﬁ%z?&ﬁi?ﬁﬁﬂgéﬁﬂm, REDFHA
MERBENRAFERMNERETERRE ZIEFER, MAREMEM R TRIZTH—RBMRR,

RERFRY 2024 FRBH—EERENEBFREEDNHITNE, TEXEERNRE BRBHERSER
&, UKEINZ2] BB IR EH XA EER,

—. REREET#ER

BREAMBIRPOEET 2024 F2 M 22[ BRBNERFREEDRS, HERSRBEEANKHT
X5, MTFERFAT. ABREABRENKRIRAXLERNBXKTES, BrRERIEERE 2024
FRREPREN, FIXEFABER

HEXER RERR % AnEdiEl %
RIMA IR &R B R 2024-01-02 fi=pi)
RINEIZE: FAMNE MSI RRBREE~MIE 2024-01-04 M EL
RN AR, MR, RIMREMESREG 2024-03-15 RIEAR
RIMBIE—REVRNRUERNERE 2024-03-27 360
RIMAS R
FEEEN fRfEfE “Ri BEEENNARE 2024-03-28 b 1EL
2 A Y i b G ey ba i 2024-04-07 TR
RINEBF=EKAINE MR A R 2024-04-29 BRE
“GRIN” F9&EI(k 2024 £ 1-5 B EED 2024-05-09 BB
RIMEAUEB R A R 2 BB LRI a KT 2024-05-16 BB

WLE 2L 2024 FEEIRE 12



Koy B RIERMBIRP D

HEXEfR wEB b-Zi:00)

SR ENERZERONIR 2L REB MY

WS 2024-05-24 F&T
MG IBERE, RIMEFFIAR MSI TR 2024-06-12 NG
ﬁ;ﬁgﬂe 2EAUNBBESHTHEREESD 504 0601 e
TR BRI BRADEBIEICHERTRE " 2024-07-05 B
t
SR RIEADFHER T ERD A 170 2024-07-08 HFRiS
ﬂ%ﬁfgi EYEE LS IBFESERADEE 0 000 s
thit “BREESERE FRADNEROR Y 20240830 ES
SR MBS R s T 2024-08-30 FRE
FIA Python BEEMEE, "8I " AL 174 2024-09-25 £LEH
HEARSEIN S FERR e E = Epth (1) 2024-09-29 EEaH
HEEIN, M Chromell™ 2024-10-18 iE=
BN E BB AR (58 Winos4.0 AT 77 2024-11-06 Fortinet
ORI ADHEAS R L 2024-11-29 RSB
“SRAI EE, HREERVE IR L 2024-12-16 RIS
i;’}%ﬁeﬁ_?ggg]lizi?#ﬁﬁ, RESFAAUTGQI000 00, o T
%ggigﬁ[ﬂg% W EM, BERREFE s
Bigpanzi ﬁ%&;&giﬁ;ﬁ%@fj BT 8 SRR H 2024-01-15 BRE
E}“Eg;’ﬁiﬁ{kﬁﬁm'ltﬁﬁéﬂ?% Mac TR 5050 0119 x
B4
amdc6766 FIINRZE, HREREREBHE 2024-05-17 RIEHR

HBFE: ti_support@gianxin.com  E3iE: 95015 ER: https://ti.gianxin.com 73



BZE BERNE™/ WERE2E) 2024 FERS

=B SE wRERR b-Zii:0 )

SARMEFFN: Al ARIRRVERRIIERMT2E

Eizk)| P 2024-03-26 HEfE
FaCai $9 Ffk IE £33 Sl 8 R femir ot 18 2024-04-22 B
FaCai {9 HkEilg A IE =3 T 152 2024-06-05 B
FaCai
) . N
i?ﬁ[ig%n?&* GrimResource &I/ B Wik EEE 2024-07-16 s
FaCai BKFIR APT SORSXERBIBEEDI 0 o0 G
FERTT. JES. B! BEEEBRTR » .
Eggguﬁ% RE RFAAIERRIER 0040815 BT
GanbRun
W ETERS, BRI e 1 2024-08-21 FRIE
DragonRank SEO 124\ AR 53121475 DragonRank[*%®! 2024-09-10 Cisco Talos
PEMRNABRESEZE, SEEWL BT EDD 2024-01-29 K
g%%iﬁf%ﬁ? RBENL EEMERNBESL o, 0o .
Hith
DMYEIERE: [ L SI=
i;s; :t::fsgtﬁw FRRIAE P2P WS FRIIET] 0041108 e
BADBOX # &3k 1) 2024-12-17 Bitsight

A 3R 312024 FEEWERSWEIERD

=. $RKS55 UTG-Q-1000

RIS

WIMASERD 2024 FRIFTRESNIETRE, MELRATERZSMEEIRERS P, AT EHER
KRR R TR 2%iE, RIIABRENEFHUNERIR, BEEEBEWAPT AR (WXRA)
ﬁﬁﬁ [166. 167]0

LT 2RI 2004 FEEEIRE “



(o BREBMERBO

XEFRRIMADHRENTE 2024 THERBEERGNA RS EFFELXM, AIUD R TFHILE:
(1) 1EBhEV@EprE. BIE@IMERG (WfE) SR8, BEREEITAERXGREF R FEEE, ()
BEPENRMA THMIL, HAA SEC FATURAMILHR, URSIEZEEREE,

B REEMERP OEN B A ERE R RIS E R AX IS ST OMAXESS, MEEET
—NEREFMNEFEN, HLUHES UTG-Q-1000 #HiTEE 1,

UTG-Q-1000

UTG-Q-1000 EZF=Hk—BEEERRIMADH B HIFEEITEH, ZEKHNEZRBIED SIS T
w2 BmEl SR/ . KR . BERKT . RS BEREEDFEEXER. RIEXG BT
MR EFENES, UTG-Q-1000 AKX NZ " , BEVSA. MEked, kitHiE
HAMABIZRAKIA, MXENBRIEZBEERS. FEAREFRRIFHERINDARE —LEERANES,

A [E32UTG-Q-1000 A/ AR HEEZR 1

HBFE: ti_support@gianxin.com  EiE: 95015 ERI: https://ti.qianxin.com 75



F=E EBEWME®/ WER2E 2024 FERS

MEEANKEEFEIEAMSARREEVBEGAEEA, REETEEFABRLEZNEMESENIEX
MR EEBARFHNEEE, DENSEEMRSEE. BFER. K. ARSTTHITHE, EHR
KIS WorkWin. IP-Guard S SShmimig s,

MENEAFBEREVSNEEAR, BIHXREREABGHARRAENGHE. BESREE. 1§
B, PepptEHESEERREMEERNS, BB S0 NENRHFRERER.

I HNS A IR RIETIW M AR, WEERNKITHIESENFSOMREE, KIXBXIBEXH,
BEHERFIZR. RITE. BASE, BREDFEASXEHER CHM 8. FEHREZIANTSK
A ERA B AFAEX N EBY CHM FEX .

RIZBAIVA T BN RIZINLSHIRIX = ML E, BEFREEGE KM, AESIHT R
L8 THMERRNERAS, BRAF THRA T RIINRERRERF; FRBRE Telagaram AHAR
. wNASEIIN 2 BKEER Void Arachne & FIAHEx,

UTG-Q-1000 A S34H. FriEltk& A, RiTFISHNKNEEEFN ARG FEERHIENREERES,
M= LR FER R ERFE N BMR S S 0 R IF AT ZREHE, REEMX P IRERMELS
MEREE, BIFRSFERIRN,

=. FaCai

(—) BEFLEsw
FaCai BIkFAEINARITE 2024 4F 4 BiRE, FRAREEERATMIENERSZHESE “FaCai2024”
18 1 ZENEN BRI RNEE O SBRAR . ST . SERTIEK . “H
HEE” | HERLE” TXEE, ANERCE S, GFEZAMERE MERERRG TS,

DIED R S LR O A NEEREAD 1, 112024 FTFEENHEENTER GrimResource I
AR, 18Bh MSC X ks 15 ¥,

WEELZ 2R 2024 FERE 76



Koy B RIERMBIRP D

A [ 33FaCai FIBMER FHMIEH MSC XK T g 1

HPFE: ti_support@gianxin.com  E3iE: 95015 EM: https://ti.gianxin.com T7



F=E EBEWME®/ WER2E 2024 FERS

(2) BEGEryiae]

FaCai A B AEMHEFEEE: (1) BINENEREBTEINTXHNESEES, AHEFETH
RIS RIREITNEE; () SIRERARME TEMIL, BRI hEN MSI ZEE, ZEKEEHNEE
EENPHILEERA GrimResource i ARBY MSC X, &R MSC XHFRIFF IR AIBEX I L=
1EFFo

FaCai Elk R W& &SI =R AutoHotkey il A, Hi@id Python FIZS T2 shellcode AR EERNF
MEARS, KSEBBEAMR Ghost, K55 C2 RSB BFMEBBEHIBPMELIMEM “6666.6" HIF
ST

M. GanbRun

(—) BrElise

GanbRun EHKHERNKETE 2022 FiKE, ZEANAE BB "HBNEIFERAE, TEEU
ER. R 2RE. DAPEHR. SoiihEFEFNAMENIEE, ZEEH _EENat. XEE
PR ARSI NENBRAMEHERITFERWENE, NRREEFME GRS MIE
5. BITES. BRERBNE, BSBBITRESWRR ¥,

7£ 2024 £, GanbRun #£e5txdRHR. &R, A, BUFTENESVBENR TRF _HN1NEaRE,

BEART IR TEMME. EFRAME DDA EE2EESTHNEER, HEERT EFFE
#%3% HackBrowserData 5% TE X miES=EMEE 1o 17,

WEELZ 2R 2024 FERE 78



Koy B RIERMBIRP D

A [E 3.4 GanbRun AR 4259ty 17

#HBFE: ti_support@gianxin.com  EBiE: 95015 EM: https://ti.gianxin.com 79



F=E EBEWME®/ WER2E 2024 FERS

ey KWEHFENIR

GanbRun EE@E I WL BEHLTIK S, ZEAKFHENSERRE —HBIEEMAETR, ERNERL
e R IR EIBR RS (word BE xlsx) FRFEFREEFT MBS, GanbRun H{KEIK
HFEETERET, 2024 FRREEHIL T AT MR

(1) PIEERHER ARSI T BRI, A1 —EiEm NI RE X ;

Q) T*"BRBTFZEZEEREWNNEESE, FREZEINENHREGETIR, F—LHN&E
shh, WEHEF BRI A HackBrowserData BUE IR BN EE N R 2 HUEHIG EBIL 2 C2 RS 2S5

(3) EAEBNMRRSERERE _HENXY, REERTNaltEEEEIZREERN
BEIESER g =N

F. DragonRank

SETHIEA

2024 £ 9 HESNR 2 B E DragonRank WHER 'Y, ZEINIRMER SEO RS, HANRITE
BEMIERY IS RS5 28, MERENEERGLERTH], ARMBEERHEIERS|IZERRISE)XLE
PUEBSRENRIMAN, TEPAR AA BHENTSRMET ISR, NMEBXE &R iR A B =
T3 PIEEIR RS | EHE S,

MRARBIAEIKED 30 M IIS BRSF[EFINRG, MIBUEGERE. NE. #HE. LR, F=MF
E, DragonRank FkBYL S EMLTRH T hRSCNERE, BFRILS5AME SEO F&ME SEO &
RMRE, SEBIEHE. RIbHR. FERHR. INEHIRNERERBR, ZENBHE RSES
23K 200 ZPEXRMMEK, ZHFZ T,
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A [E 3.5 DragonRank 89k 537 +4BmikL 1

KEFHNTA

DragonRank FF phpMyAdmin. WordPress & Web NARZSHIRBENR G AR, RSIZERER
T LEHIRE IS EPE webshell, EEIET webshell WEEBHBNGEEEN G, WEELS
H—F KBRE@E, \RZEMEFNEM IS RSE, AEREEEGNTIANASEERNYE, U
HRITR EWEIFF AT,
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A [E 3.6 DragonRank 89k 537 +4Bmik5 1

DragonRank Y SHEI R EFRIEARY BadllS SLHE, ZERMHATFRLESRER IS RF[/EL
C2iB15, FEAEBREIIERS|IENRRARLXLER AL IS BRSS2IRENVAT HTTP FaRz, MMFesk SEO ERR.

7 Hit

2024 F 11 B, FLEHMBRPE —RE T P2P B F1] 2 F alphatronBot, 2 Linux
Windows SF &, ERAEBEESEMHE ", ZEIT#EY PubSub MIREMRR#TES, HPRE
T 700 & P2P IR HITI R, XLETI R 80 MEIRKM X SZREARAIMLE G E AR, & MikroTik B2,
Hikvision $B&3k. VPS fR5588. DLink B8FH28. CPE®&%, M alphatronBot ERERZIEERE, ¥ B
S P2P MEHF TR, EtiZz P2P MR FIER AT BELL LARAM BN E R, ZREAFAIE 5 P2P
TR HEM SRS VPN IR&#H 1 TEBR ISR,
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A [E3.7EM alphatronBot G )2 E & TS

$t%% Android 18589 BADBOX EE A R IMTE 2024 FHLER 1Y, XLGEBEDHEBEEWEE
AaiBBX%REF, BADBOX A fHEEEARZIGERAFLREENE R FTREMINIIRG, IR A T K R
R SEIESEEEED), RAFZES =@ ZERRGEN, BMxAR%AIL BADBOX £
2024 FEMAFFHRS, ENERSEKEBT 10 5 &% BADBOX BREMNIKE, HFRMEERE T
BIMAKRIE A S, €3E Yandex 4K QLED & aERMM T963 BWaEF V. REMBREANEREHZ .
FE. BNE. BEZH. BR=,
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FNUE ASEMReYERTIA

2024 F7E%F Oday MIFIRIERREAEBFAESE, FFEHIK. 2R FR=ZERINBERITHK, M.
Google KIHRBXFRAERZHN &, FLLEFREKDAKR, ERBXTmiVRRAKERLD, Hf
TIREPDEWLZIA R ERBIEHN. R Chrome IR B REERARNNRERTRE, EEL
F Chrome SRR, BHREERBRZE THAE. VPN XERNBRIE, BEXH 0day
WHFIRE S, NN ZEITE 2023 EERPHIFTUN—2, 5 0day WRLHEABERRE, K
BEANEFIRIME T,

REMBE LF 2024 FHEE Oday MENEZFEEA -, ERRA=ZERINEREELHMBITH,
XERERGEARZRMNKRERE, X—HEAR T TLANIERENEAHEEDREA, F
REEREEZHAMEMXIETSNAESI L2 ASNNET, AREESZEARIERKA

TR RAYEK AR,

HEINRRZE K EBEER. Al RIERBHIL. URBEMBE AR, SHM 2024 F£F45 Nday
AR ZRENR, £H Nday RANERERGIEZ,

2024 FEFRENEZ /B TR

RS FImER FARBESAH FUFK APT A4 WE &

Ivanti
CVE-2023-46805 Connect UNC5221 Google Mandiant
Secure

Ivanti
CVE-2024-21887 Connect UNC5221 Google Mandiant
Secure

CVE-2024-0519 Google KA ES

CVE-2024-23222 Apple el el

CVE-2024-23225 Apple KA RA

CVE-2024-23296 Apple e KA

CVE-2024-21338 Microsoft Lazarus Avast

CVE-2024-21351 Microsoft KA ES




Koy B RIERMBIRP D

RS BB NRRBREZ @ aeTam

CVE-2024-1708 ScreenConnect = Black Basta/ BlOOdy #1ZX ~ ConnectWise

CVE-2024-1709 ScreenConnect = Black Basta/ BlOOdy #1Z%  ConnectWise
Aura Information Security

CVE-2024-21412 Microsoft = Water Hydra Google Threat Analysis Group
Trend Micro's Zero Day Initiative

CVE-2024-26169 Microsoft = Storm-1811 Symantec

CVE-2024-29745 Google £ KA eSO

CVE-2024-29748 Google £ ESGl AN

CVE-2024-20353 Cisco = ArcaneDoor Cisco Talos

CVE-2024-20359 Cisco = ArcaneDoor Cisco Talos

CVE-2024-4671 Google = ESl| KA

CVE-2024-4761 Google = El e

CVE-2024-4947 Google = A Kaspersky

CVE-2024-30040 Microsoft B Bl AN
Kaspersky

CVE-2024-30051 Microsoft = QakBot ggéglzsfﬁr“egiyAnalysis o
Google Mandiant

CVE-2024-3400 ralo Alto. g UTA0218 volexity

CVE-2024-5274 Google - A Sﬁfogrfggggﬁﬁiﬁ;alygs Group

CVE-2024-4610 ARM S eS| ARA

CVE-2024-32896 Google £ KA KA

CVE-2024-38080 Microsoft = KA RAN

CVE-2024-36971 Google = R Google's Threat Analysis Group

CVE-2024-38178 Microsoft = Group123 AhnLab/NCSC

CVE-2024-38106 Microsoft = A eS|

CVE-2024-38193 Microsoft 2 ESsl Gen Digital
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RS

FmBR

FARBETLH

FUREY APT A2

CVE-2024-38107

CVE-2024-38189

CVE-2024-7971

CVE-2024-7965

CVE-2024-7262

CVE-2024-8190

CVE-2024-23113

CVE-2024-9680

CVE-2024-43047

CVE-2024-44068

CVE-2024-44133

CVE-2024-47575

CVE-2024-38094

CVE-2024-49039

CVE-2024-44308

CVE-2024-44309

CVE-2024-43451

CVE-2024-0012

CVE-2024-9474

CVE-2024-49138

Microsoft

Microsoft

Google

Google
Kingsoft
Ivanti
Fortinet
Mozilla
Qualcomm
Samsung
macOS

Fortinet

Microsoft

Microsoft

Apple

Apple

Microsoft
paloaltonetworks
paloaltonetworks

Microsoft

A R 412024 FHRENSERR

iy

il

iy

il

fD

il

fD

il

iy

il

all

iy

il

iy

iy

fD

il

il

7|

eS|

ESl

eS|

ES

APT-C-60

eS|

AR

Storm-0978

AR

AN

Adload

UNC5820

eS|

Storm-0978

eS|

eS|

UAC-0194

eS|

AR

ES

AR

MSTIC/MSRC

KA

RHN

fortinet

RN

ESET

Google Project Zero

Google's Threat Analysis Group
Microsoft

Mandiant

CISA

Google's Threat Analysis Group

Google's Threat Analysis Group

Google's Threat Analysis Group
clearskysec

paloaltonetworks
paloaltonetworks

CrowdStrike
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—. 2024-Chrome B

2024 £ Goolge #X=mMIEE Oday AR EHKIHE&RZH, MXEE Chrome %23 X S1E T AP
D0 EALERTIIHBEERAMNNEES, Chrome FERBEEFHE EREERANNRE, EF
ZERBWBERTP OHERS DENTE 0day WERNBF, SF Chrome JHWEN—FE 2. RES
Chrome 32 Google RYIFEFRARLZH ™, BHILT B 2021 & Chrome IRAEL LIRHI—1
BE®, 2024 FTFHEF Chrome RRANEE B Z2MEATERS.

2024 F £ 4 Chrome Oday EHF R EHB A, HEMAHEMN 2021 FEPMELL— (2021 F2&LEE
HI7EE Oday WEREM—F ), BHI T 2024/05/07-2024/05/13 X 7 KN, EL{EE CVE-2024-
4671/ CVE-2024-4761/ CVE-2024-4947 = M 1E % Oday B9 BX )5, Google R MR ARMKEETE
Chrome EBIXFHAI LUR R TEE 0day BRI —& Ak, &BZ2—! REZELIK Chrome —
B Oday WERINEMEE, 8 Google REMAARBENEHESEMA BE,

mbEE 2024 4] Chrome V8 V&M TE, —ETEN Chrome MAREFEEMNZATIARBERIT +
Chrome &3 ¥ T ANBHNIT + V8 &L + Chrome W ELIER, WEERIMAB IR,

A EA42V8HEENK

BLREEMERPOELFFENIREPEI/E, XIPFLETE S FHNREIRENE, FRMEER
mEMNKERS, EEIEEUF. MEFIRE Google 7 FHEMITIT T NMISM, 2024 ETFHEF
Chrome NEEF RAMERE TE, XREFRF], XEEESE Chrome ImFEKA 2021 FLLKEEF R
RO —F, RESEEFFHMT —A=NEEF 0day WHHANER, B2 V8 DEHIHIL, XA
WHEER T A/NHIFRR, XRMEPREE Oday WHEE KR FBMEEE H. MXMAT Bt T —
PMRIFNTE, BESLIRKETEARANRG, KIAEEI ARMNATEER2EETTE,
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=, MaRAR, EENARIRE

NFREFEANEWINENE B, NEWReNEEMBEER, M 2024 FHINTZELLOR
REAANOBIE T,

2024 £ 1 A 11 H, Mandiant ##8 7 UNC5221 WE B W& &S, ZIEH UNCS221 A T Ivanti
Connect Secure VPN B9 Oday J&iE, 7ERLTHFIA CVE-2023-46805 (& I0iiELed) #1 CVE-2024-
21887 (88<7EN) 2fa, ®BETZMEEXHAKRDER,

2024 £ 4 B 25 H, B#l Talos k% 7 &7 ArcaneDoor IREETIMIIREG, WEHEFB T ER ASABHN
LRI 0day CVE-2024-20353 #1 CVE-2024-20359,

2024 £ 5 A 15 H, Volexity # 8 T UTA0218 MR FF & /&N, ZB &L Palo Alto Networks PAN-
OS 9 GlobalProtect THAETZ7ERY Oday iRiE CVE-2024-3400, FHLALERREREBBINBITIAN S,

2024 £ 10 B, Mandiant &I THEE{K UNC5820 £13F FortiManager iR&EMINEEMH, WEEFRT
FortiManager #9 Oday iR CVE-2024-47575, @13 iz R I SRILXT FortiManager i&&IEEBEHIT,
2024 £ 11 A, Palo Alto Networks PAN-OS BYF MR CVE-2024-0012/CVE-2024-9474 BEHIIF1E
HFRER, EHEEAXRDNREEARSERB TN Ro

WFIREFAXIINIEERLZ, DTHRHENFHRAE, BN —BEREEXAUEAGRIREIREN
BkiRo M 2023 FFREMHNBEZFNIES, BoRERETRZLFRIEEEL2MER Chrome XiF
WRHBRERS, WEEUR/NHINAFES AN BIRE, Z—HEXENFIREBTHNEERE
REAENMEEAINLERRERNWE, FIHAREIKREE B,

=. $hiEIR;E PHP CGI(CVE-2024-4577)

2024 £ 6 B 75 K2 R A R Orange Tsai 7£ X/Twitter £ & £ 93 Z 7 PHP CGl & & CVE-2024-
4577, ZRARRF CVE-2012-1823 BYIEMR, HTF PHP HIPARB ARSI Windows RIERFHIRITHE
A9 Best-Fit IhaE, SBUFEMRART Window IR (XX, HX ) F§HXf CVE-2012-1823 AU T &Ko
A7 CGl &57E PHP FELEX, ZRmEX T4 PHP MEIH AR, B2 xampp F PHP #ECE A2
NG CGI TG, SHBUABERN xampp BAZRANDIE BH%.
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A 4.3 PHP CGI

ZRARBEZENRE, FLEEMBIRPOMEIT 2N BIZRRBETHNIREES, EREE
TellYouThePass #1ZHF K,

BT CGl &% ATE PHP FIBYAER, XMERERBREESH KB HRAEENK L, BRHN5INT —
MERREHREA: KR TREEREEE T BVRARNARMAN. XAIGERE THEABSIN,
AR TERENNKABRYE, EERRANRFEARNAMNIL. BETEIRARNRGRLZRE,
AR T HAB R R— M BUIE ERRH,

M. FFERYEE XZ Utils(CVE-2024-3094)
2024 £ 3 B 29 H, ME I 2)H Andres Freund AF#EEE, MEE Liblzma EEFEE—EFEMNUR,

HCOEH SSH ZiEE RN E R B RAFEEIR. 239, HIAE Liblzma EREH xz-utils R1EE
B, ZEINDAFRGEEREBTE SSH RN, HITEERB,
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OpensSSH [ZERETE Linux IER S, BABMINHREIZKH Liblzma, 1BZZ45 Linux X1THR=
XF OpenSSH #H1T R FF & M SHEBIAINE, LibSystemd, i LibSystemd X =2RiANM0EL Liblzma,
F 1tk OpenSSH #al#Z A xz-utils L EFME AR EET. —BTREH, REXTEANEEADRBRIER
HEBI IR key EINERNZIAIBHMIT. TEA X/Twitter F & LLLARARBLEN—KIER
=E,

A [E 4.4 CVE-2024-3094 R KR EHRIZE

LT 2RI 2004 FEEEIRE 90



> FRIEFBMEIRP O

xz-utilsI B R4s B2009F Kk —EHHLasse Collingir, BE1E20215%F, —URMJiaTI5HFAAREZ
I B Bt X R AR AT EN S Lasse CollinBfE1E, HTF20228F287HRE T M ERBIIRRN, RETF
2024FE3H8HE3IA20H HRIRI K 7 XN E N HER T

MUEHEERERE, ZEGPEDTHE ALasse CollinByfifA, FJLUEHMEBERIREENEINKE
diz, BOE=FHIMRSNERLXLERETEH, HHENMOEREI2021FHX 2R AR
Lazaruse XEFR(—HEBNKEENHRE, Z—HEERIRE—TEANTE2REGE, BIFFRRS
ReM. KEUK, HXAFTZHRRHERENEE, EEBIBIREFEHAIUESR, XTF—

AZRBMONKEEMNS, RBEXN TAHAFER, RARBRNE, mMAllLE—15K&Z MLlinux
ARASE N R . TR REVE S L RS ER T A NN B ARG E, WMAWERLinuaX N
IR REZ ERABNREN, HIEEMHENEREBRRRE, BERRHNERT 2N —KHEL,

H. Firefox- AiERYN5EEE 2 IR T

2024 £ 11 B 24 B, ESET B9 WelLiveSecurity Fl BA £ H 18 & X & (RomCom exploits Firefox and
Windows zero days in the wild) = 7 —EE TR Firefox 0day EHiE, ARKENEERRER
APT Bfk Storm-0978, ZEfk &L F 2012 F, EFEISERHBIKITILE RomCom fFIT15EE
R, 2023 F 6 BR@T Office 0day J%iE CVE-2023-36884 £ X1 & 58 = A& iE A I &5 M # A AR
FixiE. RARBEFHEENENNLREBEAAFEEREREFADIE, H T 4% A CVE-2024-
9680/CVE-2024-49039 im A 4H & payload, MMKIZEZCIBRMITHIZEEERZEE V28, CVE-
2024-9680 2 Firefox I ¥i28chiE BT [E) M NRE Y — b UAF iR, JEFEMZEZRFERR T #2019 Firefox
A 55 28 4h, Mozilla 3 T BY Thunderbird #0 Tor 3 %5 28 12 % %2 M, CVE-2024-49039 N 2 Windows
WPTaskScheduler HEy— b RAURIE, A LASEH Firefox X ¥ 88 8970 &4ed, B WeliveSecurity
BENARB T RIZE,

A 4.5 B ERIZE
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WeliveSecurity EX EFIREIF AP EREIR, REAIZFET B EKIBLFHLMEESE
BHEHEWER, ZRIHESFAZHRAES, XERGTFEHEER/ NI EHRKE THEM
FEEH. MEFEIENZE, TREBMERTOESF 8 ARF LI T &A% Firefox 0day FRFAIH S,
BHEHHEKEIFHFRZ Storm-0978, MEARILIL APT 2R DarkHotel (APT-Q-15) , XWEAMTAFEA]
HEF NN R EEEE NS PRRENRE, FIRAI N E—EH 2024 FRETHERERALR" —T,

A [E 4.6 EXP KIBEE

7~ BEIFRAFIEHEIT R

ERERERABD A Office 2, WPS SEKIBRZNMREHRNER, WhiEE (APT-Q-12) @
CVE-2024-7262 FEF I RENK S, Z/ETE 2024 FHES B, XEA TR NARMVFRETRS. 1F
NERNBRERERAND AN, WPS MEHEIRE/LER] Office DAMH—FIEIE, BIAKRE
WHEXREINREAE, XMEFHI 0day WEHBERMR—ERLT 6. 75F, HE 2020 FRAHF
aRIERL, WPS BEZSANBRERX—F, LT B U,
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A E AT FA WPS RRANKEIFEFEE

te5h, 2024 HFRERNERT OB BN SIERELNSEHNERNERBUNKLENS, BE
FHEI A BERFEFERN0dayiwE, FEXERRAAZOERTE,

. ERERH 0day HiHERRAREEE

B 2022 FLCRRAENEE—ERTLREEMBERTPOFERSRERENES, BEITILFHAE 0day
WENHEHEEARE, RINEEHEEEEEABRIFNTRANBLAR. NaixXmAR, $
Storm-0978 i@t Firefox 7£%F Oday #ITHRHEHF, FHRANKEFALBMEAIERETRAEAX
AmiEE. S Google EFmBIIREWHIA, 75% 3T Google F=FRAIEAN Oday Wi, LUKz 55% %t
SERF @A 0day REBERERFENE, TER Google BL4ERE 2019 FLURE] 2023 F£&ENK
ELENEFF A Google #BXxH 0day $hE.

A [E 4.8 Google EEFRELR
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XEFNBWEE—AEENT 22 BlRENEKIRERE, Z—AEBAKRERT REHEURBIERAR
BXR, RBARBHNAES, —MEER/)HERAFLEEIRIINE APT K EA RS, MILEENREERS
EABINERBEERARES/NERTEREEITHFEE, XBETRANEE NS Y KREETHR
WEE, UETI/EaEXEERNREZARERBFFGEHNXEFENEFHTHH. NEFEXER
KA ERMABE ML L 2 AT E) L,

I\, TENSHEBER

2024 5F, 3K, Google. ER=K 0day RA=ERINEEARE, REH Google WTEE 0day & H
H—SEMNESE, ERFHEXNET 0day EESRITE, 2EEFRGERBNHER 2023 £/
20 NRBERN 2024 F£Y 6 1, SIEXMBANRRFRITBARZ BXHTUREFMBANE I EERIEXRSR,

2023 FLOREXT BN AT ET RAE A RX~RA 7 EMHEMBEVE], 90 Chrome J 234
B9 V8 b Fa K Safari H%E28 A JITCage, XLEEMIEHNIMNILAEXTRNTERAFAEETEE
&%, 2022 &k Chrome #EHAY MiraclePtr Z#ENLEI, BiESEHM 2023 F£FH A Chrome EFFFI A
Oday R UAF X—RBRAMABEHI, V8 WFEMSIN, BRIREWM AL T 2024 ETFHEF
89 Chrome £ EFRIF%, M i0S FHNMERKNBEFIULRELFEIMEE, ZRX THAFRITURZ AL
BERIBEST i0S BIRAFI A, XWESE i0S 1% 0day 2RI TEMN—KERE, SHERXARLZESR
BifME T —BE£HE, REANEMEFTLONS A,

SIXEFNLE, B (ELEELERIN=ZR) EEI RIS NHINET B 2021 F@%B) 0day

1H, HRRETRRNED, XBEEISENERNEEESERN, RATESRKITES, BERE
DRMEAERER, WEHEABENERAINAELRERE, MAIMIXNIANZETLEN,
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FHE 2024 FWREMEDRR | WEZEE) 2024 FERS

FRE 2024 FHERMEDT R

FLEBMBIRPORE 2024 FNRINSRIFLEBM. BERE. BERENES. £FFRETESE
MBEIANESD, BEEH TR

—. RERBEELAS, REMNNIFHEAR

RERMHRYEES] BIREMRARNRE, B — " REHEMRIE, REERFTEIRMBKEE,
2024 F—PEZFIEERREEN THRGENEE, TR XWHRi&E 0day EEE Linux £
M RACRRHN N T, REEBERHMUERERSEEERTRHNARLXER T THEEM
S REMEHFREEBIRNRA AT EZER, MHHEE LI BIET BN ATREE . FItubEpEE
WEE, | BRENERBHE.

tesh, MRS EEXNRAN TTP (AR, FANER) #HITEMAR, HE—EIRESFHPH
HFEFERATHENEEERIEHA, BRUENINAHE, XGEEERFZESNEELENEE, &
F Python. Golang EETF&RIZESHNERNERMEN. XLk, M 2022 FENRIERKE
HEIRFEHFBEET S, EEHTEEMN “Operation Triangulation” BEHZfE, 2024 FHEHEE
B2 NE] Android. Linux. macOS. i0S %3k Windows F&,

—. Al FRERPIREEE

FEEITE OPEN Al R CHATGPT @A, HEXERABEHHFANEL 2T, MR EESNH
GPT s AK B Mim A REVEFHES, HRBESRSE T HIXARER—RARJUANFINE, R GPT
AR ERARARBIAMER.

tESh Al RIS E R ERF A HR T EN, SEEEREE LELABHNERESEEHE—EIESMEN
XEER, MEENS Al ERRARRNER, KELLAI ERAM. BRFAREIERREELE, BF
RSER I, AINERER Storm-1679 FLBI AT Al BARGIE T K8 ERIEHE X BRI IE ,
BUAR 2024 FEREE =,
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Al SRR RAEIFEREXRRA R L 2RARBELRZ T, WHHER 2024 FEHERY Copilot+PC Al
W SEFEERPEHIBHENR, Ollama Zsith Al KIEAAYIZFAZISAITIRIE CVE-2024-37032,

2024 7B 23 B, 2 & KnowBed BWERHRIME T —ERETEF A Al AMERHBIEHRIEM
wHEEL ALERERBER SEMERENSMHERA, FISKREHHRINNRBIRAR, ZEURT
BB HERM AR S,

A 5.1 Al 3858 & k5B

AT ERH, XA BFOL, MABEIReR, RLRBEREMNHNER 2K,

=. Nday BRIZAKIR S NEEFHEAIERD

REFARERRZORE, HEGARERIMNEZNNEEO: $—, MIEN 0day KEAF A
WHEEFR, B BRWRBHLMT ZENNER, XMEBARFESRARGHNEED, HEF
MRe B -BEXENNEEO; £, MMT AHEIeNERBETENNE, ZERNEEERER
IR B TFRITH T HPRES. MAMEJLER Nday REERE, EE-MREEOHR, T HRNEK
HEER Nday RBEFARE (EXP) NEREMEZREMR, X—HERTREZEREKTHRS, WTF
EXP AFRBERERRA, Z—AHHEENEFNZER Al GPT WHIMENTREFM BN LS EHIEERE
HIER. FAR2l BIfIRENRLZ Nday FRHERE R A R KA — KB
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M. APT 5M4EIBIERY SR PRI &R

—L APT X IEN BN EFERAMEILREN TAKRSER, XSHAPT 5NELILE-HE BN RIR
AR, ZEFFHFEN APTITHEEEN, HPARZERE R APT AR, B 2017 FLUK,
Lazarus REMEEHEEE RN APT ARNITohBEIRZ —MEEFHE, 1295 IEXLERN G INE
RRMNMER 30 127, LthIh APT Bk FFIaI B ER AFNME RSB NEAEENY, XLETRREHRA
HNRERER, HARERS 7 EINRNEE, EEHIT 9 APT AEHEXKR T ENING TR
ML A AOTE T, REERMRMEA I Aqua Blizzard Bk 34 & BN E 5 218 & HIHIRNR
PR LA Storm0593, AT E4MK T ERl.
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