


The Konni APT Chronicle: Tracing Their Intelligence-Driven Attack Chain

Contents

Introduction.............................................................................................................................. 3
Konni APT Group..................................................................................................................... 5
Technical Analysis....................................................................................................................6

Initial Compression.............................................................................................................6
install.vbs............................................................................................................................6
update.vbs..........................................................................................................................7
activate.vbs........................................................................................................................ 8
unactivate.vbs.................................................................................................................... 9
stopedge.bat.....................................................................................................................10
resolvedns.bat.................................................................................................................. 10
versioninfo.bat.................................................................................................................. 11

MITRE ATT&CK..................................................................................................................... 11
Mitigations.............................................................................................................................. 12
Detection................................................................................................................................ 12

2



The Konni APT Chronicle: Tracing Their Intelligence-Driven Attack Chain

Introduction

In the ever-evolving landscape of cybersecurity, the persistent and sophisticated activities of
Advanced Persistent Threat (APT) groups continue to pose significant challenges to
organizations worldwide. Among these, the Konni APT Group has emerged as a notable
adversary, known for their ingenuity and tenacity in conducting cyber-espionage campaigns.
This technical analysis report delves into the intricate details of the Konni APT Group's most
recent attack, dissecting their attack chain and conducting an in-depth analysis of the
malware involved.

The attack in focus initiates with the delivery of an innocuous-seeming ISO file, which sets
into motion a series of events that culminate in a multifaceted assault on the targeted
organization. This attack chain is a testament to the Konni APT Group's advanced tactics
and highlights the need for vigilant cybersecurity practices and innovative threat detection
and mitigation strategies.

Our analysis not only sheds light on the attack chain's progression but also delves deep into
the specific malware components utilized by Konni APT, providing a comprehensive
understanding of their methodologies and techniques. This in-depth investigation enables
organizations to develop proactive security measures and improve their resilience against
such sophisticated adversaries.

Towards the end of this report, we present a detailed breakdown of the MITRE ATT&CK
techniques employed by the Konni APT Group in this attack, as well as a list of Indicators of
Compromise (IOCs) to assist organizations in identifying potential breaches. Moreover, a
YARA rule for detection is included, enabling security professionals to bolster their defenses
and respond effectively to potential Konni APT Group activity.

The knowledge and insights offered in this report are intended to empower organizations to
fortify their cybersecurity posture, better anticipate emerging threats, and respond decisively
in the face of determined adversaries like the Konni APT Group. Through this analysis, we
aim to equip cybersecurity professionals and organizations with the tools and information
necessary to safeguard their digital assets and protect against the ever-persistent threat
landscape.
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Konni APT Group

KONNI is an Advanced Persistent Threat (APT) group with origins believed to be in North
Korea. The group has been a longstanding actor in the world of cyber espionage and is
known for its targeted attacks, primarily directed towards South Korea. KONNI employs a
variety of sophisticated techniques in its operations, often tailoring attacks to specific
individuals or organizations.

The group's modus operandi typically involves the use of spear-phishing emails and
malicious documents as entry points for their cyberattacks. KONNI's primary objectives
include data exfiltration and conducting espionage activities. To achieve these goals, the
group employs a wide array of malware and tools, frequently adapting their tactics to avoid
detection and attribution.

It is important to stay informed about the activities of APT groups like KONNI and to
implement robust cybersecurity measures to safeguard against potential threats. The
cybersecurity landscape is dynamic, and ongoing vigilance is critical to protect sensitive
information and systems from malicious actors.

Figure 1 - Countries targeted by Konni
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Technical Analysis

Initial Compression

The attack chain begins with the download of an ISO image from an ITW URL. This ISO
image subsequently deploys another zip file, which contains malicious scripts.

Figure 2 - Zip file contains lots of scripts

install.vbs

The install.vbs script is heavily obfuscated using XOR and various other techniques.

Figure 3 - Obfuscated install.vbs

The deobfuscated version of the VBScript is quite straightforward; it merely executes
another batch script called 'resolve.dns'.

Figure 4 - Deobfuscated install.vbs
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update.vbs

The 'update.vbs' closely resembles 'install.vbs,' employing the same obfuscation techniques
and performing identical tasks.

Figure 5 - Obfuscated update.vbs

However, its distinctive feature is that it executes a script named 'stopedge.bat'.

Figure 6 - Deobfuscated update.vbs
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activate.vbs

The 'active.vbs' script utilizes command line arguments to execute its tasks. It sends an
HTTP request and saves the retrieved content."

Figure 7 - Obfuscated form of activate.vbs

Figure 8 - Deobfuscated form of activate.vbs
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unactivate.vbs

Unlike the other scripts, 'Unactive.vbs' is a more extensive one. Yet, when its obfuscated
code is unraveled, it becomes apparent that it has the potential for exfiltration. This is
achieved through the execution of a POST request, incorporating 'name' and 'data' fields.

Figure 9 - Obfuscated form of unactivate.vbs

Figure 10 - Deobfuscated form of unactivate.vbs
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stopedge.bat

If a file named "paycom.ini" exists in the stopedge.bat’s directory, it schedules a task to run
"install.vbs" every 33 minutes, deletes "paycom.ini," calls "versioninfo.bat," waits for 5
seconds, and then deletes "versioninfo.bat" and "update.vbs."

Figure 11 - Persistency mechanism with scheduled tasks

resolvedns.bat

The batch script 'resolvedns.bat' utilizes 'activate.vbs' to initiate the download of a file from
the C2 server.

Figure 12 - Dns resolution and get request to c2 server
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versioninfo.bat

The 'versioninfo.bat' script plays a pivotal role in the operation. It gathers diverse information
about the user's computer, such as directory listings, IP addresses, running processes, and
system details, and then exfiltrates this data with the assistance of 'unactive.vbs,' which
we've previously analyzed.

Figure 13 - Attack chain ends with data exfiltration

MITRE ATT&CK
Technique Name Technique ID

Phishing: Spearphishing Link T1566.002

Command and Scripting Interpreter: Windows Command Shell T1059.003

Command and Scripting Interpreter: Visual Basic T1059.005

Scheduled Task/Job: Scheduled Task T1053.005

Deobfuscate/Decode Files or Information T1140

Indicator Removal: File Deletion T1070.004

System Information Discovery T1082

File and Directory Discovery T1083

Process Discovery T1057

Exfiltration Over C2 Channel T1041

Application Layer Protocol T1071
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Archive Collected Data T1560

Mitigations

● Regularly educate and train employees about the dangers of spear-phishing attacks.
Teach them how to recognize phishing attempts, especially those involving malicious
links. Encourage a "think before you click" mentality to reduce the chances of falling
for these attacks.

● Implement application whitelisting to restrict the execution of unauthorized or
untrusted scripts. By allowing only approved scripts to run on endpoints, you can
minimize the risk associated with malicious command and script execution.

● Use application control mechanisms to control which Visual Basic scripts can
execute. Whitelist trusted scripts and prevent the execution of unapproved scripts to
mitigate this attack technique.

● Restrict the creation of scheduled tasks to trusted administrators only. Implement
strong access controls and monitor scheduled task activity for any unusual or
unauthorized changes.

● Employ content inspection and filtering solutions to detect and block attempts to
deobfuscate or decode files. This can help in preventing attackers from using
obfuscation techniques to hide their malicious payloads.

● Implement EDR solutions that can monitor and detect suspicious file deletion
activities. This enables quick detection of malicious actions and provides the means
to respond promptly.

● Restrict user and system accounts to the minimum level of privilege required for their
tasks. This reduces the amount of information an attacker can access if they
compromise a system.

● Properly configure file and directory permissions to ensure that users and processes
only have access to the data they require. Limit unnecessary access to sensitive files
and directories.

● Implement process monitoring and anomaly detection systems to identify and
respond to unusual process behavior. This can help detect malicious processes
trying to blend in with legitimate ones.

● Use network traffic analysis solutions to monitor outgoing network traffic for signs of
command and control (C2) communication. Detecting and blocking this
communication can prevent data exfiltration.

● Deploy deep packet inspection (DPI) technology to analyze and filter network traffic
based on application layer protocols. DPI can help in identifying and blocking
malicious or unauthorized protocols.

● Encrypt sensitive data and restrict access to archives containing valuable
information. This helps safeguard data even if attackers gain access to the archives.

Detection

For YARA Rules and Indicators of Compromise (IOCs) do not forget to check our github.
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