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Wind MSDT izi2 X 1TiREMR (CVE-2022-30190 o o .
cows IEpT ZEABAE SR L ) g Privilege EscalationP/E&

2022 £ 5 B 30 B, FRERZLEASVE—N Windows MSDT AAHFERZHITRERRENGER, BRES:
CVE-2022-30190, BARMES: =, YHIE: EREAIFIARIRZ G, APT IEEF AR AEREAFERY BXINERISEMNER, SR “NPRIEF” (Privilege

Escalation).
ZiRARETF MSDT #AFMAFEA URL IhilGAR, & Bt TIEFETEE MWL T EFHITHRERIX G, & for)

AIKEVE P AR 1 Privilege Escalation FYE&FIFHORAESE: CVE-2022-21882. CVE-2022-22587, CVE-2022-22674, CVE-2022-22675.
p CVE-2022-24481, CVE-2022-24521 % 6 MNREH. &M ERAFI AT BREHRAINETF MITREATTACK FISHSH
T1190,

Windows fii#siE = inf2(XiB1TiRMA (CVE-2022-41128)

Wi LR E D, Bl 14§ 2022 £ 0Day JFIRTE Privilege Escalation B EEFI BB REE L SM0E 3.

2022 £ 11 A 30 B, FERE2ERASNE —N Windows & Internet Explorer B9 JScript9 5|2 EELELEERE
ZRESATEIRN T RUSHEE RSN, XHEEBIMEE S JavaScript BYIZIE HTML 89 Office SXAHRH

I /EE
TEERB. Windows RENAIE IR IR S
1 T1190 CVE-2022-21882 ARYtRH _ NA
4 BRI F R T HITRRREF
Atlassian Confluence Server iEf2{ti3H1TiRR (CVE-2022-26134) Apple . SRENAIIAIA IR PR i
2 T oo CVE202222587 | R4RA Ny NA
2022 F£ 6 B 4 B, HEREZ2HEFA%NE]—N Atlassian Confluence Server and Data Center A4 7215 Zi2 X3 H i el .
ﬁfﬁi@ﬁ’\]%%ﬁﬁiﬁéﬁ% CVE-2022-26134, R REMELR: ™E, s S Apple V202299674 — SRENAEA IS AR "
ZoREEETHEMER S, HHE U A ZRREERBENNERL T, 9EBREHIERNIT OGNL RENEANKE, RE AFHRIN R T HITRREF
SEEERBERIT.
i Apple . RENIAIA PR i
4 T1190 — CVE-2022-22675 ARG . NA
AEFERIRRE St HITIRIEF
Zimbra Collaboration 34 Ef&i&HA (CVE-2022-41352)
Windows pr—— RENHNIE TR IR PR
2022410 A 24 B, RIEFRLLEENEI—N Zimbra Collaboration A AR X # LETRNES , RAHS: 2 TH90 | ommieney | CVE2022:24481 | RER AU RIS T NA
CVE-2022-41352, mRAEMER: &,
WiHE A LA ARRELEEEXHE web BR /opt/zimbra/jetty/webapps/zimbra/public, & T B RS LR 6 T1190 i CVE-2022-24521 RGRHA i NA
TR, PRI F R HITIPREEF

RIFWATE “WRIEFA FHEROEAER

TH, RMERTEEREFRERENUTXBREHITEENA:

& Windows #PR#EFRIE (CVE-2022-21882) & Windows CLFS #XfR#zFRIE (CVE-2022-24521)

Windows #PRiRFRTF (CVE-2022-21882)

20221128, RMERRZLE SN —NWindows CLFSHAHFENRRIEARARNESR, win32k EAERAFIEK
RFERFRAIRT R, W EE B U AIRRH T AR, KFRAEER R,

A
Windows CLFS #¥PRiZFiRTE (CVE-2022-24521)
2022F4813H, FERELE N SN —NWindowsi@ A B &34 R A E AN R RNE R 2R RAZH T
BURE, W& MBI R REFRSENENER T, ST E SRR TR &, RAFIRS SRR,

7 |
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gineering

LI A DLL Hijacking

Tailgating

TESE IR

DLL #HFRABRKEA, HZOZBIREHENEERFERNGEFRIITRERE, NMEFESIEEITHEH
REENEGEHIZLE, WRMETEBNTHZH, XEFVMEBENREERIRGRENEREN, UKBEEZ2DN
AR, XER BRI AZATRINEERE,

TEZFTH 2022 FLUEARR APT BRXTFITHRANFMBIE L. MERFEE B ZITRAEERRE RAEX. RFE

BR, BEFAEARE BRI APT ARFER, HEAREAFNET /BRI 72T ARNE—RLEF, RAEEEF
AR FERRAHE, URBRABINE=FH#IE,

BT, UREABEENAASMRANIEREE.
TENANEAEIE:

w RAEBAR 1 DLL Hijacking DLL Hijacking
8%/ pp DLL #i%F, HREBESHIFHIZH DLL MESI2, KERIHSEEEIREZHEATNRITES DLL, MTISHK

HEIERABEHIT. NREA. NREFERLE BN BN, ATFRGEEEFNBXIUSARNMEENEFEIRE 5 GoogleUpdate.exe https://www picussecurity.com/resource/blog/ttp-ioc-used-by-
HASRRAHENECAESSINENES e, FUEENRI B LRI RA T RN “Emne” MuddyWater muddywateraptaroupattacke
FA.
45 jucheck exe https://www.mandiant.com/resources/blog/tracking-apt29-phishing-
HEfEAR 2: BYOVD/ MEIER : campaigns
t g ! S . s = = N <tz £
\E/ KE Windows RZRIFNEINZES RE, RHEENBAZNRABEZREMN, WEL, L ERet APT29 78 OneDriveUpdater exe https://unit42 paloaltonetworks com/brute-ratel-c4-tool/
Windows WIZANRMIZRHIERTENNELT. BMSENBERRE, WEEBERAFRALXEERARZA
ZHENEEER, BEARZANESHNELBEFERTUEHEERELZ.
sk S5 a8 i e |
g | iR . TR C] E
2/ SRER, B% 2 HAER, TIASASNANHEEEN, FENEAERILZS, KERERRNKH Lazarus 105 | wsmprovhostexe https://asec ahnlab com/en/39828/
JEENTE C2 3% L ARBREMRT Cobalt Strike, XA C2 HIFt B EBEEENFNEENMZRNRE BN TR,
EIETY FACLLEXCK A BIF AR APT AR, XL C2 FRERIIR AN FEGREBHNEE RN,

a ARER 4 WBBOBRIFIERE
& APT wdEE RIS KRN R 1TE, TMRAERENEREEHRE, AUHITRLE APT SHIFMLRE
KRETE—, BE, NERENAZNBENNREITHERATERBOREENFEER, ERBIFERTZESR
WHANRE, EEIHEMBLNRATEETE, RIFEREHEBSERERK, MABERRKIINER,

o MURERS: AFERONENRH
&7 kK, HeREHRBNTENTATRY—, LIS APT AREER, NERE—BMI, EERALS
HRERA, BT, REETHEREE SN EAXNRRNRERTS, FEERABRTRE DR, P
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<@
e
N

BARFIES R

Khr L, BIERAREIHENSMNETRE, MAUMRG ERAREAR, ZeMRANTKBLRENEZREESEXT,

B3R

B, ZUERATERREE ENEEINRAEMLINERTRAEL. BEMEAETE KA, BNIBREHITFSAIEH

HE, XEREEABENRENS. NTEMR=ZMELL, FIEFMIAIR DLL RN,

s
fe=ligz —[
FURSHTE
953
ElRdE \JEADLL
S
BIFHERIERTIRE
DLL Hijacking AR R P
HRERRESTES
FENEFEADLL
B
NMEIHERFIERTHRE
RERBw
2 -
Eﬁ FEFNE=ADLL

HE#HE MU ERE

MENFFRLERE, DLL shSHHEERIMNEA 2 ARIEHEN ERiEE, SelhiaRER, SRUEFRE
R FRIVHERERY DLL B URBE HFFR R, TS “TEEMEFRAR .. ToiSHEEE .. " HEE,
METEEHEN DLL A1F %, XWERE L BIHEFEMNIREN, EREHHFN DLL RETIEHENHNAR,
WK EEFTUEREH DLL, EREAIFH DLL BRINEEHENHAS N, WATRIER AN MES B R

MEFFAHKRE, TREMBR LD NERSR. RENFNESHF=SR. EPEREREEERTE
DLL H#B#iERAN DLL X, REHRHEENEM ESBIRERANARNBNRLR DLL LRIEEFIES
1517, XEEF/HANE— DLL IRM55— DLL RIS HREE. MERNEFFEEXRZ DLL #ITEMHRLL
BANEERD, HREFESERA DLL NEMER, MNEBLN.

MEFERERE, SNRSHENHFTRESHBERAHENHBERFESEHE, BF2HANE=R DLL,

B matstm= st me S,
GE bR = MEENETEIRS, BRGNS, XERRaTFRIVAMAAIER DLL R
RIBEED,

2022APTHEHAZIRSG

BYOVD/ &P

B sz

YPMH LR EEDR, HEEBEERHARANE Windows W%, D52 ERASRERNEDIEFNERMENRFIERE
REERE, WTEMT. BE, TEXRAWBHNELR, BEEAZPENSTEABHAZE—H5S.

KHEILLR, XERAMARSREMFHERBLXFNTNR APT ALFRER. BIRRETEEBIRNTEAFNIZ K
NARIE, XERABEZSEEN—FHERBERANKERAFR.

BNEAIA

2014

Turla(APT):

HFEBMEE

2010

HT il

2011

08064459/Equation_group_questions . and_answers pdf HSERRPHEAERAR]

232a71bdd1734eac2cfc6eaS5dcB6de34f9f8b72

EHE®

8438D529DC1D87E288CE3C
E1FD37624DSDF21340FF6B25

® 2015

NVIDIA Corporation

4843A82ED3B1F2BFBEEI671960E1940C942F688D

2016

ahnl

lab. 38993/ Open Source Developer

F7B6EEB3AS67223000A61F6BC53B458193557C17E

logdshell.heml 5D512D2825BCB13ESFCIBES

TERRT 2022 FLRMER BYOVD HANESD APT MEMHZRKERILEE, [HELZRARBER APT HEALILE
& Windows JRENFE R E & 5RHIHIT (DSE), MTTTEAZ P ERE BRI, BITE, WEHEERAABRHE_ L EFRS,
BEAGHEERENSERDIEFRYE /| RIELHT 2R M

20225 WanmRFI ARG

Sl avos|ocker(@ERIE:)

E=/FFEAV/EDR | i

8H | Reverfmms)

S/55E AV/EDR htty

tren com/en_t h/ransomware-actor-abuses-genshin-impact-anti-cheat-d kill-antivirus htm|

98 Lazarus(APTI)

BE/35E AV/EDR

https/fwww.welivesecurity. com/2022/09/30/amazon-themed-campaigns-lazarus-netherlands-belgium

BlackByte(RT&zs)

B(&/35E AV/EDR

https//news sophos com/en-us/2022/10/04/blackbyte-ransomware-retums
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YR, BYOVD RAHARKEENERZHIME—EE, 2AM Windows10 1607 iRAF A, HIRENH T FRpIEFH
BERIENE, 18 2015/7/29 BFE)TI = Z BIFRAA IRER R AR E B R OEBEANVIREHLRAZFER, XEREEE
DMBIEBFREEN, HEMERZIIH Dev Port HITIAE, HEREIRE L,

(1) 24 security vendors and no sandboxes flagged this file as malicious {h 2 :li
46fb636bf6de587d9; 025191aff757 ]
1.64 M 1-10-27 1 T
c10ded5d5f84a8cB5TT 1 LR | | SRR he
Size 1 year ago EXE
29GTKINNFem sys
64bits  assembly invalid-rich-pe-linker-version native overay peexe signed
*  Community Score
T v - )
2gGTkINnFem sys 3B FiveSys Rootkit Abuses Micro: X 4

c & securityweek.com/fivesys-rootkit-abuses-microsoft-issu... B = & O
signature Info

SR FiveSys Rootkit Abuses Microsoft-Issued Digital
Signature

Signed file, valid signature

File Version Information By Ienut Arghire on October 21, 2021
Date signed  2021-05-31 23:12:00 UTC [Rss]

A rootkit named FiveSys is able to evade detection and slip unnoticed onto Windows
users’ systems courtesy of a Microsoft-issued digital signature, according to security
Microsoft Windows Hardware Compatibility Publisher | researchers with Bitdefender.

Signers

Microsoft Windows Third y Component CA 2014 | To prevent certain types of malicious attacks, Microsoft introduced strict requirements for
driver packages that seek to receive a WHOL (Windows Hardware Quality Labs) digital
signature, and starting with Windows 10 build 1607 it’s preventing kernel-mode drivers to be

loaded without such a certificate.

Microsoft Root Centificate Auth

Counter Signers - =
Malware developers, however, appear to have identified a means to circumvent Microsoft’s

certification and receive digital signatures for their rootkits, which allows them to target
victims without raising suspicion.

Microsoft Time-Stamp Service

Microsoft Time-Stamp PCA 2010

Microsoft Root Certificate Authority 2010 In June, Microsoft admitted that attackers managed to successfully submit the Netfilter
rootkit for certification through the Windows Hardware Compatibility Program.

RS

MRRTIRAIEN APT MIHRAR[VRARM, WITRS#E—FRUILHRAPIFEES, #R "vulnerable driver"
FIREVEFTIAIR, FM Winll 2022 FFIa23INBohERE 2,

TERBRTTHEETF Viun_Driver BIBFIFFIN, EEEIXH Hash K, XE=E—EHR, BEHFZTLREH,
REAX M HASH AIFEREIRE R RIER TR, REASE BlackHat i#: (Certificate Bypass: Hiding and Executing
Malware from a Digitally Signed Executable),

523 MNAY, ST EIEBREIEREEI T, EA CertRoot B Vlaue {EH CERT_SIGNATURE_HASH_PROP_ID
FrigxE.

XML I =8

<Signer ID="ID_SIGNER_S_YOO(XX" MName="Microsoft Code Signing PCA 2011">
<CertRoot Type="TBS" Value="F6F717A43ADSABDDCSCEFDDELCS@5462535E701307E630F9544A2D14FEBBF26E™ />
<CertPublisher Value="Microsoft Corporation” />

</Signer>

BRI, EERE APT ARRIRE=#T 0day iRIFIZHE, UREFEFEBENRNIERSEEER, R UIEREREZ=Y S
AETFEMBIKNAVEHRME T RN BEDNVER, HNENREDNTR, NERTFESEASBHIEHAITHE, M
IR BIRHNGR, TFAETRENIRREERE rtk TR —ERIERHIE N,
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ZrRC2ERY “F7E”

2 WERES
APT RIEAESS M — B C2, ] APT20 T4 5 BIEESTRE ERh(Ef Sliver BHUST Cobalt Strike, T4 7 A,
HYE{ T —F &7 Brute Ratel C4 B9 C2 T &,

TERIETF BRC4 FIEM, MEIREILIEN BRCA MET GEEEASIFA. EDR Bith. ERES, UKk ETW &3%%
MBI TS,

Various Out-Of-Box Evasion Capabilities

Multiple Sleeping Masking Techniques

Unhook EDR Userland Hooks and Dlis

LoadLibrary Proxy for ETW Evasion

Thread Stack Encryption

Badger Heap Encryption

Masquerade Thread Stack Frame

Hardware Breakpoint for AMSI/ETW Evasion

euse Virtual Memory For ETW Evasion

Existing Libraries from PEB

Secure Free Badger Heap for Volatility Evasion

YA, B Sliver 1 BRCA SMETFEHESMHE C2, TER Nighthawk WEANA, SHIRG, XL C2 MREXWIMA
KHREHITRNMARZERED, XESHRIH T IRBOXHIE.

Features Overview:

* Multi-operator, APl driven, highly malleable native implant,

* Extensible, profile-driven, custom command-and-control in JMNET,

+ Advanced in-memaory obfuscation and evasion strategies,

+ Operationally secure post-exploitation features, optionally implemented using syscalls,
* In-process and remote process NET assembly execution,

+ Support for both x86 and x64 Beacon Object Files (BOFs),

* Token stores, keystroke loggers, screen grabbers and credential recovery,

* Much, much more.

2022APTHBABIRE

¥ EpdekE 1585

EZREFE C2 FHENLENRBRI, BIARBRZITXE C2 WO, FUURRAIGEREESH APT HLAMELH
WEREALESE C2, XWEWHINLiHT 2R H BRI,

MEFLE, RRETESEFHR. RECRERAR. APIHASH FoAFURAR, UKkE7 C2 TEFHRMER rust. Golang
KRS, I APT EHAHSERNTEMEIEIER /N, FAURETRMITAMAEE RN ELT. MMEE QB
RIKE, MIMEEH—FNRX A EIXIHEES.

LA, BB (M E R T SO E X R 15, HIRFAEN AN S X BRRENZ, XERITAZHIET 2T XA,
BEATTRES INFRVE N S, LAAPT291E FARYBRCARE A A f5l, 1ZA¥ AN =iBiI Direct  Syscalli@ANtAllocateVirtualMemory, X
BEE BT T S D EEREFEXE,

¥ RuntimeBroker.exe - PID: 3800 - £f2: 4792 - x64db.
g

XHE) WEV R BEREW  EHFE) BEk(n) RIRO) FRh(H)  Mar 26 2022 (TitaEngine
O 0 Yo 9y T H & P fx# a L BE
@Berw | Bx FED *Hio wmAESE () ERME = s o WE  EHFE O EEB - BI8
E3420C3874 41:50 push rs

41:50 push rs
4150 5

— 0F05 NTATlocatevirtualMenory |

T = Pop-

MIEERERT, ENMIZAT Ntdll IAFEKSE,. EFTXNRER, HITEUEZEERBVERLINSRE,

W RuntimeBroker.exe - PID: 3800 - &1 ntdll.dl| - ££78: 4792 - x64dbg
TiEEE WAV ED REm iXIm(0)  AEEH(H)  Mar 26 2022 (TitenEngine)
9E il TH W

B [Gex O ® o =EpEERE O EREE S si HFe CRLB S 3RW
» [00D007FFB1723C360 | 4C:8ED1 moV ri0,rcx [NTATTocatevirtualmemory
. FFB1723C363 B8 18000000 mov eax,18
B B1723C368 FE0425 0803FE7F 0| test byte ptr ds:[7FFED308],1
--® FFE 3C3 ~ 75 03 ire ntd11. 7FFB1723C375
- OFO0S

LIRFHIETE SysWhispers3 TEARFLUMNL, EREIEREE NT KB Syscall F5< MMSEILIEA, XRXTEATRIE
MRS EIRS, XNMRSOEFERMAMENEZRAER, UNRBRIERNRBFERAFY ( IREEETER
NtAllocateVirtualMemory K1, FAFIRIASTEFTT NtCreateFile REER )o XNFEH, WEARMHT 220 TFIFE
MHUREHF =0

Differences with SysWhispers2

The usage is pretty similar to spers2, with the following exceptions:

|t also supports x86/WoW64
¢ |t supports syscalls instruction replacement with an EGG (to be dynamically replaced)
e |t supports direct jumps to syscalls in x86/x64 mode (in WOW®4 it's almost standard)

e |t supports direct jumps to random syscalls (borrowing @Elephan s idea)

A better explanation of these features are better outlined i the blog post Sys

5 Direct Syscall 23, FAMBAEBTIREENE Q2 FMBEESNHETERARN, HIFEERNERE EHITHRRAN.
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W BB

&) scasam

APT WEHE—MEESEHYN. SERBNSERSABENEY, T—RIELT, XERGHUHTHBIRARFERMNRIZN
FRRRRENTMEN, ERIFERLERETHERE, FIURIMNEERRE APT SBRIFERERAE -, Z—75HE, ®IF
MREERZMEUATEHERGALRNNG, LLINEF MK BT ADGHECRS~RES, WIFXERGHHREEFRL,
BAREEINHASHEREMIFL, RMSBERZEERFATERMBE, XBEEASHABIREHMETFERZESE
N FHEHE", BIFERE DRI E AN,

BMESMLEHEIRIRE, RIFEREHRNEWHLRERR, RMABESERMIERREENRVIRENEER,
LTI E USRI R EREEIZAALR, the] LR EIToe IR TS, Sl @ EmMiR eI M T & 7E5.

TERTTRSARARNNELGER, TTUEH, BAEENEAGSXENZHEHITEHIR APT BIR{TA, &EX
MHTREMN. 24T DDoS MEBUERFFTENBIBIF E T T

AT T

S RBEFERANSNE S MILER DDos Wi, EMKEBInARMMIE, RIEHER

BEHRE, ZRBRAEBRRIEI, WhisperGate ¥3BIZMRES,
#N SonicVote X INZ 28 FHI NEIEDH
138

HEHAE, REZEHIEEESRMNG, SEEREANDTAGERGINIKE

KA ERNPERE

LR

ZAENH APT HEMBESHRPEINSGHRIRE, TRBOIRT, APT HENZRFERKRME LA RFALHER,
BERENSIEEENERT, FHRESRIEZT AR R G AR,

WFRA MRS, RINFEEENH, BEATEABDBERATXEREBEE—MIURREN, BHEREN, RETJER
REHMEETR, WELKERNALZ, EREBNEFRRIKEIRS.

2022APTHEHAZIRSG

HERHPHEEE—RE2A

ANEAREZZ2MIFPREFSHNIFT, —ERRIFANETAHRNER. —HHE, ZRFTHAFZTLVARNELZLEIRN
HBHRK, 5—HH, ZRAHNR2 AR, BFUE. SHXENTIEITE) (40 Lazarus N R 2ARRNIERE ), KK,
HNERHNERET LR,

TERET TIEREAHANNERISERRATA, MAREEL, FANDaAMXENaNELRE, HNNaRI5H
BHART, RERZM. B, BOREFHEUBGIRSSEAER, —HEEFRSSUEEERHERENER, 5
— A ERGE WA L EB RS SR HE— D ARG E, XEIFESRNENR.

HaXE

FIA ms-appinstaller #1788, UREERRER

FF Google Docs WILIHEEHITHE,, K AMUEABIE HHFE

$15
Browser In The Bopwser (BITB) $9&Xi#, , 92 MikFESEMiLEe—3
CVE-2022-30190, X147
P =pic| CVE-2022-41040, CVE-2022-41082, Microsoft Exchange Server i

B BETE

—FHE, SFHNERERMNNFEMEZ2ZRBIIMNERNEFRNNER, REfEtitiFf ARTEERNERERbEE
BE NN HEX R BN E AR A B,

F—HE, BAPNEKRINFERFmATRESAF AR, EHTHERITRFENFTNMNAR, HTFReEMER, £
R TIRIT R Z R AT R E RS =, INRELBINENHINE R, KRR ENARNRE—EH&ER
BRRBFHMEGE, LUAFREREM,

A, RRATHaREPHURAL—ERR, IXEREEERVEREMER. EX, BFRSHEFEMHBRIET
WHEENHNXEE, MENIERREMER A TFHRIELLENERE,
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7£2022 F 2 AKX, EEMRMAANBIFIKSBE R XXIREIRIT Conti ALAREEMIZIENEILIENER, HH%
Iﬂﬁ;,# ‘nﬁ .wu REMAET Conti HAKRHMXEKAFIEFAMNZBMERNNHENRICR. FEEE. NESBETASE, LUKk Conti
il'., BRRABNENE, S2RL2MREIRRMARNERDE D, Conti ALMEHN—RFIABIMRATIZETT Conti 4

LAMARME, ARRREN. WSEERAFIFAER.

Directory:

LR ZIRAEB XL :
ContitAEREPERIE M ERBR B (5

Conti. Ransomware /

Conti BYZMMHF 2020 F 2 BEAB AWML, HEAHFRHFERS (RaasS) WEREEME, S TERAXNBAEE,
MEEREINEEFEEENEIENE + BUBHENESRTH, WK ELTEREELH T HERE, REEXMH
EEHE 2022 F 1 BRITERIE 15 {2%7T.

Conti AARKIMLSEFIFME T 2021 F 8 B TE O IHMEN, i8R T Conti HR—E X FINAZE B ATRILE.
FEANEKSETIA. ERPRRENBRERETE, NREWRADTEIBANKREFEURMEER L REREDEE
TEAELA T T —ENREI A RERMEE,

=5 i |
bot 531 903
injector 196 596
management 31 916
misc 36 024
modules 359 374
=| BeicTpbIl cTapT Mccnegoeatena.bxt 109 028 Conti AAMAMIELENS
=| BeicTpbIn cTapT xaxepa.txt 30 953
=| Ayx cTapon wkonelbxt 3145 Conti ARRIIIEIEAREMF—REENMERE AT, B Check Point AT Conti HFEHHTIRE, Conti AR
=| ckopoCcTHBIE BBIYMCNEH MA.xt 13 584 PRARREHDREEMHEE. MSMANTRIRES ], UNRETHRTIA. TBOEERE. FARES.
ASHEIIATIEERNZESEAR. WESZETAEMA. WESEFIFHATNESE, SUHANTASEREREEA
IERHER) Conti AR AR F A RIRESFANTIERHE,
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Check Point RIEHIX HELFIRY Conti HEAGXRE

LR BRI E,2022 £ 5 B, Conti B1RMAALEM “Conti News” TUEH X4, FEZ Conti AL E YN ZRARS Th .
RS B|BEWBHRARNEE, K “Conti” WHRNHREELZ TR, ERREE AFNHRMREXEKIMIIER,
HEBNARELASHAMUKF, MBEEEDAREAEENRRIEMHTEENMN. HRERARGFAEFEHFS, 2KE
WNEEIEEREPINER G,

sEzE

 https://www.cnbc.com/2022/04/14/conti-ransomware-leak-shows-group-operates-like-normal-tech-company.html

 https://www.trellix.com/en-gb/about/newsroom/stories/research/conti-leaks-examining-the-panama-papers-of-ranso
mware.html

* https://www.esentire.com/blog/analysis-of-leaked-conti-intrusion-procedures-by-esentires-threat-response-unit-tru

« https://research.checkpoint.com/2022/leaks-of-conti-ransomware-group-paint-picture-of-a-surprisingly-normal-tech-st
art-up-sort-of/

* https://flashpoint.io/blog/history-of-conti-ransomware/

« https://share.vx-underground.org/Conti/

+ https://www.advintel.io/post/discontinued-the-end-of-conti-s-brand-marks-new-chapter-for-cybercrime-landscape
* https://www.state.gov/reward-offers-for-information-to-bring-conti-ransomware-variant-co-conspirators-to-justice/
+ SHEERTEIZE: https://www.malwarebytes.com/blog/threat-intelligence/2022/03/the-conti-ransomware-leaks

+ https://malpedia.caad.fkie.fraunhofer.de/details/win.conti
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EXNAKRGHE D
PatchworkéBRHIRX “iZiz” 7B S

xit3

Patchwork 48 (XFFEERE. BHR) &P 2013 8 Norman Z2 AR, 2— MR MUK ETFEIEEM APT A4,
ZALTBEWEEE, FE. ZNMAESFENEMTRNABRTSERFRT, UGBBANGE. BEe. BRFEE.
ETrAREFHETEEERNTERN,

MRERISE, HEK Patchwork REFEAEXANENERHREGE AT AN, VBA ZABXEEAETEITR
AR, HERHAERAKANE. EXNSEESFHITH ARENFR. NRAKREMIIE, Patchwork ERERAEMS
TEFEES), BRENNARNKLTR, ERYFNERARIEERGEFENFENRIFE, HIHFTEBRARKEER
i,

1R#E 2013 FEIM L L2 E Norman ¥t Patchwork AR #ikeE, £ Patchwork R HIMIIREHITEN “Operation
HANGOVER” A1, Norman J&I#iE CERT A#HY 10Cs #HITRNIZHE, RUXB— MR MERTRIEER APT A4,
HENTERHNERZ 2B (FINBREINE. RE), PRIbZINEHST THERIEAT Telenor MEMEAAF,
KT — &5 Tk alER,

£ 2016 5 , @R 2 F] Forcepoint #8887 Patchwork AR S —17ASEEIMIXETTEh “Operation MONSOON”, &
W ZFHIEMREA T MONSOON HEHKEHES HANGOVER RAJEERE—MAR, XLENHIE QIR T E AR ERLIZHE.
FEAARY TTPs. BRI E BATH 25 E BHA LU B IS T (A R BXE EN E R IR (A B 4F1E.

2022 % 1 A, MalwareBytes EiiMERFIPAAFF T Patchwork BLERMIRIAELER, ZALRE 2021 F 12 B BEH
B FEFHNEVRFARARN—RKETHR, —aWEELRERNYIENSRT/NORBRT ZORTTEIFY BADNEWS
BIARS, AEXalSNEREE. #RIERFEE LED THREE B CERMN C&C RSE. B, WEERME 118,
WaER ARG, EEMAREE. BRANS B CHREHE RS ERIET.

MalwareBytes BEPARYTHH#HIR T EE B SRIIT
T < L1 .
M MalwareBytes HIPABLEIRE T HEHE C&C
ARSS BRAVIRIERPR, BEFSE RE] BADNEWS /517
RS Web #BIEIEHIE, MNTEFR:

RAGNATELA

A POWERFUL WEAFPON

BADNEWS Eiliz#IEIR “Ragnatela”
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ERIEH A L, MalwareBytes EIFAILNZEI T Patchwork AR7EIRITEIHR R EMINNZS EE T ERKEDELMEMX,
1Bd BADNEWS E] LENZEERFHEN LA, WEERNETT VirtualBox 1 VMWare EIANSR#HTT Web F %
i, EYBEENERT HIBMENEBNIGEERB. M MalwareBytes ATRBIHIRISIENRE, Patchwork APT AR
FIFAEPMHES VPN RFL. #HEERIMZTEENE LBEES,

‘u’irtuaIBox VM

m E@@E@Eﬁ @E‘Fﬂuﬁfﬂr

oC Coudy [MEHIRESY *

it ress - Wiviveare Waollksiztion

& 1
&
File Edit View WM Tabs Help | || ~ | &= | & & 4

wl" \%nm VPN

To return to your computer, move the mouse painter cutside or pmﬁﬁiﬂ_ﬁ

E L2 Type here to search

Patchwork B4R F— B 55 15 A B9 R AN
T‘ 2022 ﬂi, Patchwork E’Jlﬂzﬂiilt\ﬁilﬂ?“agﬂﬁiﬂ\ EPI%ZII%HF@EE’J*E?&I E%%S{THF\ IB)S\ EF%@EHE’JH‘
{th:EEﬁE, Patchwork éﬁéﬂ%ﬁ%ﬁﬁ%ﬁﬁﬂﬁ?&*#?’%?—k, TEzEjUTEiéé‘ﬁEﬁJéJZSEUEEIJJ?ﬁIE’JEE’J, Patchwork 4841

WETHAMANERAR UL RS ERNBN TR ENE - LR EEXREX YT, “RARRESE HEHEEMN
HEFRABRRARXASERKIBERNRERZ—.

]

* https://blog.malwarebytes.com/threat-intelligence/2022/01/patchwork-apt-caught-in-its-own-web/

. https://malpedia.caad.fkie.fraunhofer.de/actor/quilted_tiger
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HIT+RRIHEFM:
LazarusZA R332 kA5 Hr a9 55 2 E0aT

E3yEl  Lazarus. phishing. log4j

Lazarus 4843 (BFRHIER. APT38) &FFEME 2009 &, HWEH BirE B £HCCERIE R, I]R1T. INE5
IEZF. 1T FTlk, HFMEEFLRDNXET L BR#TEEMOR, BIHETE :EE?E/H*'JFH“EEEE’\JHJ/?
BRENBRRGHTINITR, T REETABRAEESGINELFNENSIERNF

Lazarus 4A4R7F 2022 &{BIE+57EHK, HEFERTEMSESEIASE, MARMENKERAMERALKARTRS
BFHEEEED. ESHE, Lazarus REFEANEXXAMESNEIFERBZ U TR BEERAFERIGHTHHEARD,
ERTARERENE RIS VBA BRISAATESY, SEIEH 7 INZ pdf SR HEERITHZE txt.Ink XHREHEE,
AEAREREAT HR RN AINEENYE, ERRFBETE LEAHENMSTEFEARNSZEENEE, MMmE
REBTHEHLEEERY,

2022 F 1 B, 22 B REHEIRE T 57 Lazarus WEEHRFRH—DEAL BlueNoroff XML HITL#HITHING,
HEANSTREFIE, MEERMIZHE. SRRGNRENBENEEIERE Lazarus AREENRAZRES. Lt
BWET, BlueNoroff RAEMEMBFRMBRAATNEEAR, FHERNHIEAEK B FHBENSEEHT
EERIR, BESEEITAREELZNNEIFH, XMt TEFRENRATIZ/ NFER 0day 5% nday FRHEX BT
REHTHERTG, FEANERIERER. EREERAKBERE, WHEESXW BRI TR\EEHHIE SRS 5 RIE,
b E B R R E R e AN R S RIE AN EENMES T, £2022 £3 B, REBHESBET Lazarus A4
ERRIRS T /G JADH DeFiWallet IIZBHMEEER, BETAXAMEHEBFIFIETHRIEARKRZEEHT
WHH RS, XERER TIERE Lazarus AEN T INZ B HERNSRITILAGREDNE,

Fwd : Digital Currency Group - Partnership Agreement

tome =

How does this work?
——— Forwarded message ——
From| ®gcg,.co>

Date: Mon, Aug 10, 2020 at 6:34 PM
Subject: Digital Currency Group - Partnership Agreement

™ .

.u)dcg co has shared the following document

E Digital Currency Group - Partnership Agreement

Google LLC, 1600 Amphitneatre Parkway, Mountain View, CA 94043, USA
You have received this email because Jllidcg co shared a docurent with you from Google Docs.

Google

Lazarus AR S TIZF UG
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ERAMASE, Lazarus WIREESHEHMNSAIMARERRZRE. 2022 £ 9 A, Cisco Talos EMHMEIREFATE
Lazarus A4R7E 2022 £ 2 A= 2022 & 7 AHREMEAN=REERZTHIARS VSingle. YamaBot. MagicRAT, ZEF
VMware Horizon 7= g_t, Log4Shell IAFIAMINZ ER¥IFILEMER. R4 9 B, ESET Security Z£MRAREZIN
FHOWT Lazarus ARTE 2021 EMERETHHERN—EEERY, EFIERT Lazarus BUREAE/R DBUtIL IREHIE
FFiRE CVE-2021-21551, FIRZRAUZRAZRAN S ENERIRRLSNGER, 2022 £ 10 A AhnLab AFIRERR,
Lazarus AR ELSFIA INISAFECrossWebEX RS RAGIEKINMEIAT RS L Lazarus [GIIARS, @it KIRK LD
HNBIRRAE, 2FA Dream Security AF) MagicLine4NX 7= GH4E i H iR CVE-2021-26606 #—F ENZE
ENAMERS, FANFAZRERESZEEN BN RootKit, BLE BYOVD HAEAEERBNE=AERMNEFRERR
HHR S Mo

sEzH

* https://mp.weixin.qg.com/s/HWJF_9yKCYljmAfwjU2ehg

* https://mp.weixin.qq.com/s/w-KF5HUNe8-KImF|6zLkZw

« https://malpedia.caad.fkie.fraunhofer.de/actor/lazarus_group

« https://candid.technology/lazarus-apt38-north-korea-profile-history-2014-2022/
* https://securelist.com/the-bluenoroff-cryptocurrency-hunt-is-still-on/105488/
« https://securelist.com/lazarus-trojanized-defi-app/106195/

+ https://research.nccgroup.com/2022/05/05/north-koreas-lazarus-and-their-initial-access-trade-craft-using-social-media
-and-social-engineering/

* https://blog.talosintelligence.com/lazarus-three-rats/
« https://blog.talosintelligence.com/lazarus-magicrat/
* https://www.welivesecurity.com/2022/09/30/amazon-themed-campaigns-lazarus-netherlands-belgium/

* https://asec.ahnlab.com/ko/40495/
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APT28. APT29. Gamaredon

2022 FEY), BEHNER=ZEMNMEEIEZKEEIRIFAR, MZMEHNENSE BEHRILERMILH—R5IMN
LWL, WEBIRMLERRIFSESR T DDoS WEF AR, Hapl @i EH IR ER(E B RAEMIRIER A M.
7EItbHAE), B134E APT28. APT29. Gamaredon FEAIRYZ S APT AALUEIRIZE B AR IE M,

APT28 (H1###F/9 Fancy Bear.Sofacy Group) fA£RRIEER 2007 F£HIRIEIE, EEFHISBin AT S E RV EF. ERA.
BEIR. MZARRAE T, IEERMEEITAHHERRE T INHX, 2022 F5 8, 23 TAG HILNE APT28 AR89
AN, BEHEBFHHSLENENKRRGERZFIME ZIP M. FEE 5 B, APT28 ARFERAMENEEMNERE
CredoMap_v2 SEERFHITMEHERENWINEG, 2022 £ 6 B, MalwareBytes KIT APT28 HLHi&itHy—HFIA
Follina (CVE-2022-30190) RAMHEN, ZXEEESEBEN BT RERGZER.

APT29 (t8#F7 Cozy Bear.The Dukes) ZE/MM 2008 FFIAER, EE BT AT H BATFAIEX AL , FIUIEATERZFI AL,
BUABSERANBRAA2 SR, ERBXKE. KINKE. MES5E. HEERSE. M 202245 1 BHREHFHE, Mandiant #
SEMHIAR T APT29 ARHIRUNIFES SEIMTERAENMLHIETER, B8R T APT29 WMt REEBRFREVINZIE
IRFIP RIS BHVKERER, 2022 £ 7 B, PaloAlto #RET APT29 AR/ NEEA IR EF 3 & EnvyScout 32
FIMLEEIE HTML X, ERFERTELFEMEIRS DropBox # Google Drive RZE C&C #1T@E, XMEREEREME
ARSS H1T BB AR T ML RENRNEE,

Gamaredon (#7749 Primitive Bear. Shuckworm) APT ALNRRFENHEME] 2013 &, FEHWAABFELATHEE
BNMEEMBEAHTEXRPNERE, EERRGHPENEENGZEAD UGEERARARINEZ MR, EHS
HEHE—FHEIE , Gamaredon SEERREXIRERS, HECEANNEIFBEEEZEERENNERENE. hEXEEN
B9 SFX BREEX . &R LNK FHEE,

BIBRIRBRSERSPRPAEER, SUGINZEENTEENN APT HEH1TEIRE, HIBERSEIEWATIE
Wik B R G EENSSMAM S8 5ER, ULREREERANTAY, XHEERECERER SR =NMEERILHE,
ESENHESAHRF, WONREREIRIZREIFEARE WhisperGate. HermeticWiper. IsaacWiper .

#& CrowdStrike XJ[7 52 LA S s HRIE I BV 2 REURIZEREEHI DT, BIEBIRREREINFED. XHBERIF.
XHMIER. RERmKIF. E5|SERRIFFEENEIBMART EEERMEN—FHLMINEE, TR BYOVD A
S = AR KRG T2 IR 2PR R BRI A= 2 T0EE,

SIS Is7s
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+ https://mp.weixin.qq.com/s/TexTSGe9Jx6RIUUXf7CstA

« https://www.freebuf.com/articles/network/323392.html

« https://malpedia.caad.fkie.fraunhofer.de/actor/apt28

« https://blog.google/threat-analysis-group/update-on-cyber-activity-in-eastern-europe/

+ https://www.malwarebytes.com/blog/threat-intelligence/2022/06/russias-apt28-uses-fear-of-nuclear-war-to-spread-foll
ina-docs-in-ukraine

« https://cert.gov.ua/article/40106

« https://malpedia.caad.fkie.fraunhofer.de/actor/apt29

* https://www.mandiant.com/resources/blog/tracking-apt29-phishing-campaigns

+ https://unit42.paloaltonetworks.com/cloaked-ursa-online-storage-services-campaigns/

* https://malpedia.caad.fkie.fraunhofer.de/actor/gamaredon_group

* https://blog.talosintelligence.com/gamaredon-apt-targets-ukrainian-agencies/

+ https://www.welivesecurity.com/2022/03/01/isaacwiper-hermeticwizard-wiper-worm-targeting-ukraine/
* https://www.crowdstrike.com/blog/the-anatomy-of-wiper-malware-part-1/

« https://www.crowdstrike.com/blog/the-anatomy-of-wiper-malware-part-2/

* https://www.crowdstrike.com/blog/the-anatomy-of-wiper-malware-part-3/

« https://www.crowdstrike.com/blog/the-anatomy-of-wiper-malware-part-4/

o Bl L.
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RaaSIETUAYFFEETE BB -
SERMHFNESEE W EE R

E3:3C RaaS. Ransomware. Conti. LockBit. BlackCat. Black Basta

HERGREFWHETRTEFERZINE, MERFEFNAR, HFRNGEZNMRAESKE I EERMERERRE,
SEaBLKkEl. BFRUMEMISHEEERERRTEE LBZETNEFRR, EUENKHERD, —LHERR
HHRGSEEREEHREMHATRE, MERERS —LEHRREBDUWBITRITOSHRREERSS UTHEM Raas)
B, XMEAHRNHCEFTHHBINEZEREEXR, HBIWESBITUWERATEEHRN—RINSRRGE
TRENERHE, MTEFATEBTEEAEBTARLENINER TEMRSHRIGTEARNEES.

2022 &, & RaaS BFRMMAALUSINEMER “NE + HE NWEHRBANZEEH#TEP. DRAF[EBAREE
ML R EA B HITEBE AR I ERBHTIRER EEHREE, XMTIRREREENHMENERZENLK
EINE, BRRFSHANBAEREERME, THEGHMRE—REE, HRAKESHEETERETNN LETHR
FRENZEERERTNEABTHRES. XA LAVNEHRAAHITRENSRHSERN, HRUHFRITHERE
E + KEAINBEEZZEREENBRELIERNIPRS, REEBTNEENCGIEFE I EEETHE, UK LEEZRE
FHBEREERNRAFNERYE, EFAXNBEESHNBEA THRAKRERTHEENKIELERLR ERHRAENEKIE.

RaaS #BRIZEEREBNREHTHRILFEE T EEPRRERIGENNBERTREHRRGTASNEWEMIT
RARSS, XFMIRAARER T SHEMZEANRAIG. MARKRHMENZEEE, 2022 £ IBM ZLBHBEREER, BHNHN
BRIHER RaaS BRWEAETE 2016 F, #EE 2022 F RaaS BEXMEBRWEEFEMNELLWER HLLELIEKE
11%, BRHEBNREZEERWIERTFIINE S HETHRKL, RIBEBRIEX 2022 FENEENHRRGEE ST
e, FEEW RaaS IBEM LockBit. Conti # BlackCat B1ZRALRIEEEXH RaaS MENRE AL FMTHAL, T Conti
HRNHALESTE 5 AREIEEERLUFR Black Basta A Karakurt $1Z= % mEELTH, ERMIEERF+9
*E,

HAERIFEME, LockBit 3.0 $1RMHET 2022 FHEMEEHL, SR LockBit M1ZRMR4EAEE I #IE D T &)
RRERARSES. HEEARSEmRBEAMERIEM, LI LockBit BLAEMIGHMEM SR T AEFHRAEN
ZRMRARHBERERIX 100 HETHRE, SF LFFH Conti HRARASHIBEBHIRBEEEH HHEHMEIER
RGEARIM T E%, LockBit LEEHENIET RaaS MZRUNMGEAES EXRMEHRNEITHNRE, BEMEERNE
DIEFERFIBLARSITEHEENERIST, BENSRIPALEBSHMENERE. MEEMISHEMSRIIENRT S,

sE7H

* https://www.trendmicro.com/vinfo/us/security/news/ransomware-by-the-numbers/lockbit-conti-and-blackcat-lead-pa
ck-amid-rise-in-active-raas-and-extortion-groups-ransomware-in-q1-2022

* https://www.trendmicro.com/vinfo/us/security/news/ransomware-by-the-numbers/lockbit-and-black-basta-are-the-m
ost-active-raas-groups-as-victim-count-rises-ransomware-in-q2-and-q3-2022

* https://securelist.com/new-ransomware-trends-in-2022/106457/
* https://www.pingidentity.com/en/resources/cybersecurity-fundamentals/threats/ransomware-as-a-service-raas.html
* https://www.ibm.com/security/data-breach

 https://www.techrepublic.com/article/lockbit-ransomware-bounty/
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MCobaltStrikeEINightHawk:
BEEEFIBERERFRMERM

Cobalt Strike. Brute Ratel C4. Sliver. Nighthawk

BEFARAIMNENEELSARNEERRARINKRIERZE, REEREREERRAPRE—TRSHEEEF
BIAL, UETEEINLENESWAY RZEERITIEE, 2022 FRFEERIUAMEZTETRNEEEFBERDNE
Cobalt Strike, Cobalt Strike ZR2E I WHIBEEMMANEZENL TR, BRVGEFE. I RERF. SEAEH
HEMRR, THEAREIMEFEZNEIKAPT RATEMALRFIAEER,

TR Z R ARTEREITEIRER Cobalt Strike 1EZR, &R BHNMEL MRS ZWIRRALX T Cobalt
Strike TEZRAVILNEES], XM “JWITER" RUMNIFE LR, BEKRELETEHEELL Cobalt Strike HERUSIREm,
MEMRBRNIR. RKEEEIRFRARETmiNE2BHAERXMFRPMERE, £ 2022 F, —EBD MM
RLEMLIANRETREREHILNERRR Cobalt Strike UIMYE MRS BF S EEEF BIES,

Sliver F 2019 FIREHMLE R EAT BishopFox BRAF, @—MET Go WHREFEEEEFMBIELR, R B,
BEMGIVEFER, ZFZHFHOIAMYAEMRIRER, 8 Sliver {2248 8B E RBSREIE A EHIE R, th
RRENFE. M. ZMBRIAREERERABALNRBESEFSL, 2022 F£ 8 A, MIMRIIBCEEEIE APT REE
R REFREANED T ARREREREITehHIE Sliver 1£52F] Cobalt Strike —E2#N\EH, HEREFER Sliver HK
Cobalt Strike LIRIEHIBARRS:, 30 RaaS $HZEHN DEV-0237 (X#H FIN12) #1 Bumblebee BEIFHk. FH
NIETEEZRRE M Cobalt Strike HFLREIE Sliver EZREANFREEEFMAESR, XEEBMABAESEEHL
BMNEEETIAS, EERESEENLERELAMEFAMIRKRITEIIAT M,

Brute Ratel C4 (LLFf&#F BRC4) 2H Mandiant #1 CrowdStrike BYRIZIBARL 52 Chetan Nayak F 2020 £ 12 Bl
AL RHEMTAS, EEXERNEN. RESHENT. R4ASERNHSTETRRERBESEEE RGN
B8/, IbfS, BRC4A AR, HEMTERICIZPRELE, RRMEEHN APT RFAITIEMALIE BRCA IINE K
TR, 2022 7 B, Unitd2 BIFAVEERR T —E R BB T HE R APT29 AR EnvyScout FTE A RNIFEX M,
HEBRRSK L BRCA HELRAEMBIESIL Badger, 2022 & 10 B, #HARK A% T Black Basta B1ZMEHNTES
FEEMALRNERED, @ QAKBOT BRI ILVIAEZSEPZE BRCA # Cobalt Strike 1EZ2XT BR RS T8 EMIE
B EhIZR G,

Nighthawk 28— & /9 MDSec AT TF 2021 £ 12 B, ALABAREEI MBS EENTAE, BAEFE
ERANRLMHIFIE. SEESIMEREINEE. 2022 4 11 A, Proofpoint IR A RMERFATAEMILIAAR, 7E 2022
F£ 9 BERMER Nighthawk EZEIME2ENR. SZEBR], FEEMWNIEMESHREMEARNER, BaithREERMm
2% Nighthawk EWEEWAEFEE. BILAIN, Nighthawk 5EMGEEF FBIESS CobaltStrike. Sliver #1 BRC4 1E
—, HAENRSRESIEARMEESENE I REX RN, S2REMASRERBHEENNBCRSE
SRPIERAIE=S S

e P R I SR I A B B GEB R, APT AR ARMAKRKN EEEFNBERNIEMRZRATLEF
Cobalt Strike, FEIFtEIREMBMAERERBIEMNTEAERREN. KR / DENTEDOEIESEESEFA
R, RXBENESEERNRENZ NPT aeiE, UEBIMRGIToHREERENEN.

N\\\\\\2
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« Sliver: https://github.com/BishopFox/sliver
« Sliver: https://thehackernews.com/2022/08/cybercrime-groups-increasingly-adopting.html

- Sliver: https://www.microsoft.com/en-us/security/blog/2022/08/24/looking-for-the-sliver-lining-hunting-for-emerging-

command-and-control-frameworks/

+ BRC4: https://www.bleepingcomputer.com/news/security/hackers-now-sharing-cracked-brute-ratel-post-exploitation-

kit-online/amp/

* BRC4: https://mp.weixin.qq.com/s/Nnag6DSf_wx2YrnTXEwNug
+ BRC4: https://unit42.paloaltonetworks.com/brute-ratel-c4-tool/

« BRC4: https://www.trendmicro.com/en_us/research/22/j/black-basta-infiltrates-networks-via-gakbot-brute-ratel-and-

coba.html

+ Nighthawk: https://thehackernews.com/2022/11/nighthawk-likely-to-become-hackers-new.html

 Nighthawk: https://www.proofpoint.com/us/blog/threat-insight/nighthawk-and-coming-pentest-tool-likely-gain-threat-

actor-notice

 Nighthawk: https://www.mdsec.co.uk/2022/11/nighthawk-with-great-power-comes-great-responsibility/

+ Nighthawk: https://www.mdsec.co.uk/nighthawk/
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Lazarus BER Bitter Gamaredon hunt forward

Kimsuky Patchwork APT28 Equation Group
KONNI Confucius APT29 Bvp47
Bk SideWinder SandWorm TAO

Donot

RIF

ARILAY APT HAMIEESRD, 7E 2022 FNRAER, HHEBARRE Lazarus.

Lazarus: AFBERINNZALEEATEEBFES R, ZALNKEBIRERESIK, RETI M2, BFEERRT
HFLED. RN T 28 BETNMEURESTESE, 2 “ORTR7 MEFEFBHSTERA, B H. #5. dx.
B LUK whatsapp F#t R EFEABRAXBEEHEE, FSEMPITERXHHS|ISEMERBMIE. EERMSLL
& XS B RREFI A, LIBREXHEN.

EIREMNIE AP, Lazarus AEERBIREURMNALSE—ERRERALHNAREES, BFIA chrome ZEHD
HATRE CVE-2022-0609 X3 Z ERIFTIEEMA, IT BEMISHERSEH#HITRE. BRIz, ZALRE 2021 5 2022 FIEE
SHEENFFRREHITAS L, EEFA Putty. Kitty., TightVNC IZf2iEE T ALK PDF FiEssEHFETR, BATE
I3 TFEFE ZetaNile (BLINDINGCAN) /i s
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INITIALCOMPROMISE COMMAND AND CONTROL DISCOVERY COLLECTION
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lazarus-01, REFEBEM

o Kimsuky 4
\/

AR B BOERRI AR AALR 2 —, HEX & Mystery Baby. Baby Coin. Smoke Screen. BabySahrk, #ESRERTEER
2012 EFFEETIN S AT R EBRTE XM APT A4, HS Konni AR MTEERE R

ZAARBEF AT 2022 EHEEAERANEL, MEXRILEET M7, “RL”. “BEip”. ‘i@ Uk “4
—&8” FXBFHEEMGX ERAREEXKE,

Yim " =
] g 8 &

YUES VU104 B9 20229 22U NP
*aY BRI

W YR 109 “Yu-2ie PIe NATY v
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o gena

kimsuky-01, RFEFEERM

£ 2022 FiHER Kimsuky 2H4R GoldDragon K/ MAHITH REXBEMNKTET, ARARKIERET 2455
MizHIfRS s, WERBREAERANESR, TERRBENT:

) WEERBERETERZEXANEEEFHR MG
=) MESETERHEPNEHEE, WEEDE—MEN C2 RSR, HERBTFIIEASH,

(li: B 2 RS[UIEE NN EFER MU SHESHFSTE, WREEBFIIRP, NEETEME,
F—MEHIAREZEEN IP UL E T MRS S,

SEFNER C2 RSS2 LRBR A EME —MNERARSS 2R IP iilit, DB ERETNREE—REEN
FHRIER. AL IPIIEGZE, S5&FAURIEEANBEREGREREE.
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o KONNI <a>
\/

KONNI B@—£ASHEE, BERAMSRIL APT BAFE—EHNXR, EHIAFRMEERITEREN APT ARRR,
ZALRFFARBRAXAREENIENS MNER#ATER K S, Hb, E@SAH APP (XIS T e AR ARRK S,

2022 FHEBRHTEHMFHARRER, TEHNBRARSHURF BMKAXER, XEAXNRESAENL, TEX
BiEd B RGN # TR S

o Exnik @

HEERRRBEMAEN. 585, APT-C-01, ZARNZKEEN. BT, Bk, HEUNREENNEFERBAIMNER1#H
T7ZENNKENRED, HEBEXEIET, PEXFR. REXRNEFHEXTH.
SCBEVERETNEIERAEXAPVEMHRE, EHITREZE, EEXBRHTANEN, ARESEE, B

DFES, HEENREERANERIE. WBAERYS (126, 163 HRFE). BAVMMIL, EIMih =SEBREMiGHT
AMERIE, LULIRENE mEHARVEIHRER.

£ 2022 &, ZARBIFFERMEZENERFENK S , NpTRiEH BB —ENERNETEKS , #1786, WHREMX. 8%,
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/8L (OceanLotus) B—MKEASHWNHE. FRrEtXERER. BEHANE, BEh L EMWAFRERBEIH APT AL,

SERAR 2022 FEITSMEEAZM[A Nday UK/AE 0day MBS TRDE; EBEEMIREEESE, KEMFERH
WEIGE ML EREREFED S, I REEKNEEEYBMES ML Torii; FLAFAAE, BT UEERN
C/C++ FFEARSESI, 2022 EFEEFRAMBRINRBESFAEIMASIIEE, Hld0 2022 FELEBIEFAMEN nim /5
RAERAS, fIfEFARY NimPackt-vl 5 Nimalathatep, #@ T EERRIFHRINE . FR T IEIREIEENEXT x86 R S5,
ZARW T ZFAEMFENTIBENTHEEAD, MILRENE~HHEE, FI0EH ARM 5 MIPS ZRZHEENT
Torii K,

& chvancooten / NimPackt-v1  public ] ]
@ S3lrius / Nimalathatep  pubtc

¢ Code @ Issues 11 Pullrequests @ Actions B Projects @ Security L Insights
© Code @ lssues 11 Pullrequests  ® Actions [ Projects @ Security L Insights

P main - P 1bench ©O0tags
P master - | P 1branch ©0tags Go to file Add file ~ <> Code ~

@ chvancooten Add docker compilation method
@ s3iius Update READMEmd

| assets NimPackt v1.0 release

M apiMethods added fisallo a couple temp code blobs
- dist NimPackt v1.0 release
[ READMEmd
W templates NimPackt v1.0 release
[ compilation.
O gitignore NimPackt v1.0 release
O full-usagegif
O LICENSE NimPackt v1.0 release
[ nimalsthatep.nim added fisalloc, and a couple temp code blobs
[ NimPacktcna NimPackt v1.0 release
[ paylosd_creation.PNG Added compile choices. Fixed string replacements. 5 months ago
[ NimPacktpy NimPackt v1.0 release
O NimPacktyar NimPackt v1.0 release = READMEmd
[ READMEmd Add docker compilation me
Nimalathatep
iZ READMEmd

Nimalathaten i< 2 Nim challeade navinad nenaration nraiect that aime t net a stealthy hinany inta vair hands

EEEZEME, RARBZAGHRITSEAERICERRDHRERE, #REERXNBE BRULRE, BRDTA
RNFFEIER. ERANARDHITH, SRATXHREFEHF AR MEHRITREIIGELE, BREEXFEt,
SCIRALEEAE T LUK B3 LE 4 AT 3 BIERY DI B
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I APT 44 2022 EATFRAEHRARS, FHRMXETEERECEEIBES5EE, €T BITTER. Patchwork.
Confucius. SideWinder. Donot &, XJL 1 APT ARRLZHFEEEEEERX, BIEERRTFEMIZH. KEFESHA.
HIAEARS, FTHRX 5 MALE EEFEE—E XK,
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ZALRMEZ N5, MERTE. APT-C-08, T-APT-17 RER, ZARHETBRHETATNER, TRHWEF (932,
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HAAR 2022 FNHEMNBEMELET ZRARKEES, REERINPESEEMESNMTL, BEAREAFRKRE
ERANE, TEEMAXKEBTABRIEZEE chm E4E5 office IRANIE. RIHEENEREHE, HXEXER
HITHERE UGN NNKSEE, 55, EAMSEREEFAIESR, R BITTER ARFMNKE EREZREX
wordpress RiG#ITRE, AFHREHERENERT R,

List ot Numbers to be veritied

Invitation to Roundtable : "IAEA And Natior G = Jing 2022:09-20714:26
. RAB-5 2022-01-05 1509
EF infob
Z o GEE GEESS Dwm 8
G B e Dear Sir/Attaches, S
Kyrgyz Embassy and C tudies (CIIS) presen|  Please provide information regardin Subj mail with att file is shared for you
Dear Sir/Attaches, conference on "C New Strategic Alliance" to be held on 21 Nover
Regards,

Kyrgyz Embassy and China Institute of Internationa The invitation card will follow upon the receipt of confirmation
Subject Experts and military Attaché offices in Beijing it
invitation for the Round Table conference on "IAEA A
held on 21 November 2022 The schedule and itineran

Flight Lieutenant Mohiuddin Ahmad
Assistant Director

Special Security Force

Prime Minister's Office

Dhaka, Bangladesh

With Best Regards,

The invitation card will follow upon the receipt of confil

Contact No: +880-1313035587

Samat Omurbekov,
With Best Regards Domain Expert & Event Coordinator, AEE hEEER o#i - E52 N
lla , BitE(1)  FE
Dear Sir, B
Samat Omurbekov, , .
P Tel: 86 7 [Office of International Exchanges] Find the attached document below for your further nece visit intel.rar
34K
n S W) T Best regards,
Mahmud Bashir Ahmed
Tel: 8617 A7 Office of International Exchange B Fit Lt
Event Schedule.rar Ops officer
BEH1) e RAB-13
Round table Eve..rar W) T

30KB

Registered Case..xlsx
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T&A Bitter XK EEHPEAEIBIMFRTT.

EEE DA ELAEO RS .chm
List of participants for Ops training.chm
20220629.doc
AGENDA POINTS FOR WORKING LEVEL MEETING BETWEEN PMSA AND CSTC.doc .chm
MoM APSCO and SUPARCO Meeting_09 Sept 2022.chm
Event Schedule.chm
Event Schedule.chm
Event Schedule.xlsx
Addl SP Hafizur Rahman.xlsx
List of Numbers to be verified.xlsx

Registered Cases List.xlsx
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ZALWEMBZMMEIE APT-C-09. BHR. PatchWork. angOver. VICEROY TIGER. The Dropping Elephant &, 7
2022 FHEOSHMI MR, FTERETEEE,

82, FEadaXANENaRERERBR, BSERRITEEX M. TENZAR 2022 FHE7 BB EX .
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= LABOUR & HUMAN RESOURCE DEPARTM —!

N GOVERNMENT OF THE PUNJAB.

B

Labour & Human
aaaaaa partment

1. Name:

2. Designati ~ THE PRIME MINISTER'S FLOOD RELIEF FUND, 2022.
(CONTRIBUTION STATUS)-

3. Department:

4 CNICND: B  DETAILS OF OFFICIAL:
Name-
5 _Contact NO CNIC-
Elfe=s
(=] 0
Planning & Development Board, Government of Punjab. Contact No.o
Official Email-
Office Address-
"
Personal Detalls of Officials Interested for absorption on Deputation Basis Contribution Status:
RS- 1] !
4
TME: 1/1 | S 56 | iSeED | EA | Elma s = 100% ——7L
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ZHEARTRETEXHZH, FAEFHECENBRNEXEERTHNENERE, T2 AGREBER
SideWinder.AntiBot.Script, TEIAZBHHEHZ.

Phishing link Redirect to a legitimate domain Possible target of a
phishing link

http://faujifoundation.bitlyy.me/offer-65fQ918f https://applicants.fauji.org.pk/ Mimicry of the Fauji
Foundation -

https:/fwww.fauji.org.pk/

https://finance.pakgov.net{salary-a4222e91 https:/fwww finance gov.pk/circulars/circular 14042022 _2.pdf Mimicry of the Ministry
of Finance of Pakistan -
finance.gov.pk

https://finance govpk-mail.net/financecircular- https:/www.finance.gov.pk/ Mimicry of the Ministry
38149chd of Finance of Pakistan -
finance.gov.pk

http://smstest.kdf-mail.com/147632-86182096 https:/fwww.example.com/ Possible Kashmir
Development
Foundation mimicry

https:{faskari.bitlyy.me/offer-eaec3587 https://askaribank.com/ Mimicry of the Askari
Bank - askaribank.com
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NARRLAIRZEL (APT-C-35), B— Mt EBEIME, HE=REFNERNERBUSIEE TR HTRNEEEED, U5
BBRERNEMNNEEAR, ZAREEHI Windows 5 Android IF&RIK EEE .

£ 2022 F, HREAXSZAIHTAKRKS, @i & X975 A B AR ST ERE N SR E 7= XA R e &
EHNE -, HEBREEGEFTREINGKAUE. 2=+, EEMBUKERARS.

AREX

H 2022 FHESHF LR, REUHXE APT AANEHES—BELTIEEEHRAVRES, TBUETH. R, BUBEXRE
Z8%, LEERLATFERFHPONETZH. SREMILNAR, thERIEERIALRE Gamaredon. SandWorm. APT28 A
APT29 (WellMess) #R%H,

o Gamaredon @
N

WA Primitive Bear AR, % APT HRBMEBRKE R, HEFNRIENAILUEME 2013 F, FBRHXWER=E
BENMER. RYZERAMFELEE, UGEERNAIB,.

2022 &, Gamaredon AREABAEERER. WEL2EREMEER sxf BREEXHE. html it nk X, ZIERR
XA @R BTt X VB, 5032, EREIHTHRE, SR TRGBAGGRER, TEABDEEXHRE.
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o APT28 <a>
N4
IEIE_

“Z34J8E” (Fancy Bear, T-APT-12) R4, th##R{E APT28, Pawn Storm, Sofacy Group, Sednit 8 STRONTIUM,
MHAMEMLENIEENN APT AR, NZBALRNHEREENTUEL, REBER—BRZALNETERELEEN, 1
ENRENERE, ZARKRFEHREEHTLUEHE] 2004 F£X 2007 FHAiE,

7£ 2022 &, APT28 AARREFTER=. RUNMKRILEMEK, SHZXHEA. B, L. seRiTU#ITHE. HX
HANEMEE, SREFRTEXKE. WM&, FRAKE. DDoS F.

o APT29 @
N

ZALBEIENE LT RITRATHZ HFBABRAS, APT29 =DM 2008 E£Fi4iEfE, BF YTTRIUM. The Dukes.
Cozy Duke. Cozy Bear. Office Monkeys E5)%, FBWEHFETAEZENREMHN—LER,

APT29 —ERFRFMX APT ALRPEATIRE, TIEMHMIIRER Nobelium E#4EE SolarWinds EF, ZAR—HR
RERSNIEE . £ 2022 &, APT29 ARKENEAF. RE. XEFERH#ATHE, BIHSTREFHEREE
WAHXNEERNGE, EERRESEHHR, HEER CVE-2022-30170 KRR RININI KA #HTH &,

o SandWorm &3
N

ZAAEFZ “YPER”, BISIGHT F 2014 £ 10 BEXRAI, iSIGHT INZALSRBIE X, ZALERRRMERIN

T RMBHBENETHE, TEMNETREE: IbAFEFEANAL. BR=HFAR. ARWEAFAR. BRI (55!

BKZ). BUNBEAR. XEFAERE,

2022 FHEELSEAE, SandWorm HLRIAAZ Cyclops Blink EFMENREGIREE, WNERZERIZHEHITR T,
EREMELT, EREIREHNBATIERARNGRIMG Indystroyer2. CaddyWiper #iEEFTREENBHRSH
TE, RIRERERISER BT

2022APTHAE RS

b=

£ 2022 SBEEFXNEMPET, LMK APT ARNMKBREE—HRBELL. 2009 FXELIILTXENEELH
(USCYBERCOM) , TEREIEFFAIHENT, HF 2018 EALAIRIMIEHIEES, BABRIMERZ2E (NSA) Bk
RAENS, XMITEBFRS HIEEMEIToZ B RROER S AELIRKNE =R ESUEEH—T IR,

2022 F 10 B, XEREESERAMMME M (E=ME MR, XHF “RaiHE” M e EXAME
EELRIBELBR. [4] “IRAIPATE" ST EIRENE=EHNEMELERFIAN, ENFRHBREFTRRE], “FERL™ 15
BEREHREIN, SEFRESM. BFHMINNSRFNATRFR. EFIENE, XERXENERLTHMERMEES
ZBEA (CNMF) EBIZLSK, BRAFEEMKZITEEENSIEX G, MEAEERFFLMER, HX APT ARELKMET
BB BEE T E SR,

\ﬁs XEHSHRP

20224850, XEBERREB/KFMKZELHE RS - PERE—FMEISTEE, XL BT 21 FRE FEITHE
(huntforward) 1TEpHIKEESR=, 6 B 1 BRFEZRERLERNFNBREINEZENERTHN MEREETXK"
M 21 F 12 A, FERZFHILEA=NA, FHBEESEH#TT “HEREMBEERETHUARERBRITE . 3
FEMEEMNANT ARG HARSENELDNEREHFE. BHRITH, IREBEREARIBERESRAE RS
e

FTB “BIEIFIE” 1TE0ER [5] HEEMEE T 2018 F£HE, TEHEERWMEMESIIA M8 mEME, R
E#1T TR IToIRERITE, RN TENFNER RAEEEFNEE, RIEXENEESILBISITEIE,
F 2022 Flk, MER<LHEMEIK 16 MNEXKSZIE “WiT” R “GiiEIvHE" 17048

HBES

2022 £ 1B 24 H, — 8% Solaris SPARC EERHMNIEFEEWELEMARAALR “deresz666” KFG1E Twitter £, &
BHfELZEMRARNEDINEIAZIEARRKBEHERHLR (Equation Group) [6]c AR ARIRBIEIZEEAR Windows
ks, WMEERNEBFRER SBZ, EXRLSMIMIEGIARAMERNMEI UL, BH. EEAANUBREERIT. BN,
SBZ REJgE R ATE AL FEAHAY STRAITBIZZARE TH, H SBZ 5AENAL M EHIEENFANED ID FEES.

2022F 6 A 22 H, REMRR “xorlgr” EHFAAT —FHEXNERBREREIIHXBMAMLR (7], ERERR
LMRARDN, WEBEEFCHNFLT BETH SUAVEEYEFUL DIEHEXRMMMERS, HERSEF ARG HMEL
HEEERFEY, BIMNBIABREIMEET BXNHEEXRAHITHNER LI RIHER.

SIS I97s
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deresz \@ %E NSA HHIBE T AMEREEMG
0 @deresz666 \ \
2022 F 6 B 22 H, AT KRFELRH (RAFR) MEEZIRINNER L, HALSHLHTATHEEMD BMEEILH (¥
1HERY, IEEEAIL T RFMNMEREDRINT ZRRTIRIINNARDHER, AREHEWFIIERIIFRE,

9B 58MI A 27 H, ARt ENRSLIREFONFI A HB(FEILTI KR FEXENSANEREEHRAERSHRSE (Z2))
M (RE (22D [8][9), WIAB TANE R 2 EMHNREENREXEERZ2E (NSA) TEIME “[REARITHHAE
(¥R TAO) , TAO EEXHEE LR RBEMBRE, =6 THUAITHNEIRE, HEEE 14068 FIS N EEHIE.

TRIBREMAEE T 2022 F 10 ARHH (MEHHMUERES), ZEMSEIBALE 133 I, #6200 RA, 9
HESER, LEMXTR APT ALRSEHE U TER:
f4df56203a37706c9e224f29b960dc21
RARENRERAMRENR G, AEERERIGERN APT ARSMEEAE. BRHACHURETCERER
10:51 PM - Jan 24, 2022 - Twitter Web App WS T &, ERESILN TR REBTMERT.

Archeological challenge for threat analysts - what
threat actor do you think this nice SPARC (no joke -
most of you probably don't know what this was) sample
s related to ?

BERRRKAVHE, XL APT ARZEEKRE 0Day i, 1TohRTEETEER OpSec 155, BRIZMMINEERNE AT LIE
WELER, ATLMENTEE RERWINENMEREEELRE,

[ framasiespinsos FRE— R ERE . BT EILTUARES, 2017 EBHEH Vault? REESA “Panda” EXMRE, XLWHE
PRI ETRE BNRE AT BT, 2020 F 360 Z2 R AMIVIREIEMIRETS CIA BXH APT L3S+
Believe it or not there are still ShadowBrokers leaks that ERTEKE 11 ENHEEE,

haven't been analysed. Here's the SUAVEEYEFUL, a
FreeBSD software implant targeting MiraPoint email
appliances and used (in the 2000s) by #EQGRP #APT to
spy on a Japanese university and China's MFA

xorl.wordpress.com

The forgotten SUAVEEYEFUL FreeBSD software implant of the EQUATION GROUP
I'was checking the 2017 ShadowBrokers leaks when I noticed that one of the
EQUATION GROUP tools leaked back then has no public references/analysis (at ...

3:22 PM - Jun 22, 2022 - Twitter Web App

B 2022 & 2 BAENARG] “Bvpd?” RaHAE, BEXHENNSAEFLEERRE BAA T Z M NRILE APT
HAMNBETAEDMIRS, B “NOPEN” miIE AR, “BH” (HIVE) &, “8F  (Quantum) F&. “BIMNE”
(FoxAcid) F&FM “PR%E” (suctionchar) HETAE. MEEDTATHIRENRN, HRESHXRERIME R TR EE.
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— HEHREFRAKE
— EEEEMRRARRKRGN
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— EBEPBESD
— HEEPRASRNL T AFHEEE

- BEEEARRRS

— HEHAIFIRRIS \ ERMALF AR (20 Teamviewer)

BHiTIRG, Mim&I 0day

ETHIMHHRFIES, A%
BERBEER, HIRK

WHEEUAEZAR PC AR, HEHAL
HURHIE (RIS, ABERIERE)

WHEUAEZAR PC AR, KRE= R
RIFIFRAUR, @NGE]

KR (2022APTHEE ARRE)

EERRNEFECNENRERNREER:

—  PRREREFTEREN / RSBNORERE [ ENTH, DEEEMEETHFREERILSFE

F— B Web iBHA HTTPS W55, #IEAZIHERMMMMAREIT (IR HTTPS EZ)

— ARMRE RDP iHOM Win ARS528 (3389 1BRRIRE ......)

—  EEARNIIREERINSRFERESBMIBIERIRE (X EE, ERRE ...)

—  BESIARIRERN PCIREMAMERESS (TeamViewer/Sunlogin) 5RIRMSURILSS / 348

—  Github SRR EIEM S

e FAREEY Wi-Fi P

KR (2022APTE B RRRE)

FEFRAE BRI A N IR E R R EER

2k Pi SEf
| FEELAMAFDET { %% Pip/Docker ;5%
S B TRABBERSR—I “Linux hypocrite commits” Zf|

KEREEEF AW Git, FANBEAE

B BRmFIFIRRIK
— TESEREE SN HMRIFIFIE: W SolarWinds B S4%FIFER APT AREN
ERMAD
WHEHBURFEMIRMESINERITF —— W 5INEENKHEE, HERS~RE
E"E BE (RREEEG ) SMIBEAE BB EMKE, FHEINTERD
gg‘; SIS EIRIRE A RIEFBE MD5 Fib
ERE
844 )
e IIH T RS BRI E B E
E& ﬁ: — BEERERFSHRFBHA T EHMIFT
E"J MMARFRSFBOEBAR S, BiRE
PP e 530 Stuxnet- EFI U 2P E BT BRI
MRRE BN AN e o 2 A
— — BOUBRERANESTEAE thia A T o S5 12 BR 42 52

HRBREAEERR
— flin: SHMETIIE PLC MERK S

— LFIEEMCI/CD REBEFNAGEESE, SBAFPIRTH, SINUBESKENR, £
HTFEESMRIESEEERIT LR
— ff%0: XCodeGhost EHHNZEF KB

L, MHEEKESER
FEiIE e

— {F#0: SolarWinds EHHPHREE —— EF Orion [@ SolarWinds B9Z F 8
FireEye % TearDrop(CS)
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