


亍猫⹾⮡䋧ꠋ겗 | Electron 㱧⪓  
 

0x00 甏☮  
㛻㳄㞑☫㛿⽰㛻㳄阥阷氳佭亍猫⹾⮡䋧ꠋ겗鵠䅻全陱䡘♜䣒䋯┉╄ Electron  爊䈌
何⪍䡘♜浍䅊氳㶩佭╚猫⹾㓹儗┕佭鵠鲋 BrowserWindow ⮡䋧氳
㞝冽䡘♜憠⭵切╄Ⱶ耇狰抆㏇䎎⯥猫⹾╯拿饥⭴全┉╄猫⹾黁㶩佭┉╄亍猫⹾⮡䋧▽
㏇ Electron  ╈┉╄亍猫⹾⮡䋧羜⺵齉䙬⽏浔㰇㏇㵒䈒氳留杼䳩⛼鲹熨留杼⺎耇⺎♔阦
猫⹾顲◀ꪝ⭔氳儹꡿❇㞝䣮车 Node.js

 

⮡䋧亍猫⹾⮇╙允熨┉熨佭╚鲽爊⮡䋧氳┉熨佭峷刌鲽爊⮡䋧氳䡘♜☫㛿⚢Ꙟ㵒允熨䗯
⬅鲽车阥阷
 

⹇縓突珖
https://www.electronjs.org/docs/latest/tutorial/security#14-disable-or-limit-creation-of-new-

windows

 

0x01 ⿵◙䗯⬅┖⚢⮡䋧亍猫⹾  
㏇╯⯥氳珖荣╈䡘♜㶍陒鲋✳榫 BrowserWindow յ BaseWindow  ㏇╚鲽爊╈⮡䋧猫⹾
⺱休䡘♜㶍陒鲋㏇峷刌鲽爊╈鵠鲋 window.open  ⮡䋧亍氳猫⹾
ꢝ塝╯拿鲸僗允╄攑❇㶩佭 a  剝甌⽰ form 剝甌䎎 a 剝甌氳 target  㷯䓪逈阻糌╙ 
_blank  休憠⭵剝甌⚢⮡䋧亍猫⹾
䎎 form  剝甌峷刌氳辑鱳逈䬠◬休█⚢䣒䋯亍猫⹾
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ꢝ塝╯拿氳 alert  璡⮡䋧氳䍞猫㶩┘㏇阥阷氳葶樥▽
 

https://www.electronjs.org/zh/docs/latest/api/window-open

 

0x02 ⮡䋧亍猫⹾䅠全氳⷇㲺  
䡘♜鲸佭䧝拨允眷全陱╚鲽爊⮡䋧亍猫⹾⽰峷刌鲽爊⮡䋧亍猫⹾
╚鲽爊⮡䋧亍猫⹾㓹儗┕齉佭㍾㲋氳猫⹾䢦♔㞝冽陱⷇㲺ꢝ▽猫⹾㱧⪓鿥糌┘⺭杼儹꡿
⮇鿥┘⺭杼╯拿㞝冽猫⹾⮡䋧氳鿥糌⹇丘╈㰇㏇榫䢓⺎䫝⯆氳䗯⬅(鲹ꄅ╚金佭猫⹾ⱶ鰉氳
⫂㳋♔⹖㱧⪓鿥糌)⺎耇䅠全┉凡⷇㲺
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峷刌鲽爊⮡䋧亍猫⹾㏇╯⯥氳突珖╈⭴朆鲋簀鲋㱧⪓꡿⯆氳䗯⬅( iframe + window.open ) 
⛙ window.open  ┘别别佭簀鲋㱧⪓꡿⯆黁╫甏⶝⪭㲓㏇ Electron  ╈ window.open  
佭⺎♔鿥糌㱧⪓瓀樋氳█㶩佭陱僗⺎耇䣮车 Node.js  氳
window.open  䣒䋯氳猫⹾鿥糌氳⚝⩝篒╙⺸┖鵉⬵
㏇ webContents.setWindowOpenHandler  ╈䧗㲋氳鴲걸ն
☳撝猫⹾簒䤕㱧⪓注⪩氳 webPreferences

☳ window.open()  氳 features  㰅夀⚩⪍氳鴲걸
嫱䙬 webContents.setWindowOpenHandler  僗僄篳鉯ꄂ儹⽰㱮⪓儹꡿㍕╙㱚佭㏇╚鲽爊
╈隀榫氳ն
 

縡┦ window.open  █佭儗㏐突♭陸⹧庀嬼氳葶樥⫂氳䄄╯┉鲹╄⚢㏇鲹疟突珖╈甏⶝
䬠⮽┉㈞⺵僿⭴⶝斻突珖
䢦♔☫㛿氳╚鉉⪭㲓佭 window.open

 

 

0x03 window.open ☮篸  

⪭╈⺨╄⹇丘鉯ꄂ㞝┖
url 

frameName ⺳燢
features 攑䓪

峷刌鲽爊╈氳 window.open  ⪭㲓注㵒 web ⸊儗氳 window.open  佭⢢▽┉凡䷊ⲁ氳┖ꪫ
䡘♜┉憠┉憠鉯冫
 

window.open(url[, frameName][, features])
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1. ䷞冽孾陒  
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2. url  

┉╄㰅瑞╏辑炐金ⱶ鰉氳顫嶏氳 URL 䡝饟䏧ն㞝冽䧗㲋狝㰅瑞╏ "" 䡝泹樋塝⹇丘
⮟⚢㏇泘剝宂鈾┕┖突╈䣒䋯┉╄狝氫건
㏇ Electron  㲇粠╈㵒 url  ⹇丘䇜媆僗攑⮷指氳䬞鳮⛙佭䡘♜䮨㱧⪓氳罥㲋䐂孾陒┉
┖▽鉯⪭곽ꢣ
1) http(s) 粠㏥  
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䣒䋯 https 氳粠㏥媆ꠋ겗
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䣒䋯 http 粠珇媆僗ꠋ겗
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舅甌⺳阾░┘车
 

2) file ⶖ阫ⱶ鰉儗㏐乄♭  
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㞝冽波䫙ⱶ鰉⺎䣮车◅鲽⯆突♭佭☜╫䷞冽⼱
Deepin Linux
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⚢波䫙⹩䡗┖鰉突♭
 

Windows 11
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┚ Deepin Linux  辑朆┉舚
 

MacOS
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䥊ꛯ佭界┘⮽突♭⺎耇佭㵨 .app  鈼╙泘䎓洇䏨氳
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┚ Deepin Linux  ┉舚
3) SMBⶖ阫  

⮠㞑╯⯥孾陒▽ shell.openExternal  䡘♜걹䣆孾陒┉┖ smb ⶖ阫
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篾冽奃鰏㜦䓯㍕╙佭㏇谑䦟儬╈孾陒氳 Windows 㱚氳车╙佭陴姳䡘氳 MacOS 擻杼儬䣒
䋯 exe 爊䈌㞝冽┘㏇谑䦟儬ꄅ⚢佭☜╫劫⼱ 䡘♜䩦┉╄谑䦟儬陒┉┖
✳榫 vmware  逸┉╄ windows 11 ⫋埠孾陒
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⸊全佭鲹╫┉╄篾冽
 

4) msdt  

ms-msdt:-id PCWDiagnostic /moreoptions false /skip true /param 

IT_BrowseForFile="\\live.sysinternals.com\tools\procmon.exe" /param 

IT_SelectProgram="NotListed" /param IT_AutoTroubleshoot="ts_AUTO"
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珔抆䣮车䡗Ⱶ▽豓抆㍕╙ Payload  ♔⹖硍簊⹩催氳⸊㍕㵗舚僄篳䣮车▽鲹╫╄┱重⛙
佭㛻㳄꧎金嫱䙬塝休佭⺎♔塜䅻鉯冫氳⽰䡘♜╯⯥阥阷氳 shell.openExternal  佭┉舚
氳
䢦♔㛻㳄金⪩嫱鲹眷硍簊嫱回ⶖ阫氳㱧⪓䓪(URI scheme)╯⯥㶩⭴朆鲋 ms-officecmd  
ⶖ阫氳嫱⪍眷庀嬼鲹⺎佭㱧⪓瓀樋⪓䋯氳䗯⬅┖波䫙☳峷刌鲽爊⹠颯氳䷍⭵

⹇縓突珖
https://blog.xlab.app/p/8fbece25/#%E6%BC%8F%E6%B4%9E%E6%8C%96%E6%8E%98

https://positive.security/blog/ms-officecmd-rce

 

3. frameName  

frameName  ⪭㲓㶩佭⸊儗 web 䤗儛╈ window.open  氳 target  㷯䓪䢦♔ frameName  
鹗䐡 target  氳鈺㲋

┉╄┘⻡狝劲氳㰅瑞╏榫◇䧗㲋ⱶ鰉顫嶏氳宂鈾┕┖突氳⺳燢ն㞝冽院⺳燢仰嫏陃⮷朆僗氳┕┖
突⮟⚢⮡䋧┉╄亍氳┕┖突䇜顲◀䧗㲋氳⺳燢ն
猫⹾氳⺳㰅╚金榫◇╙飃ꛔ䫙⽰辑⶝阻糌泘剝targetsն猫⹾┘꧎金僗⺳燢ն
院⺳燢⺎榫⛼ a  䡝 form  ⩕碜氳 target  㷯䓪

ꢝ▽俋鵠⺳燢♔拿 frameName  ( target ) 鲸僗⭓╄攑墥氳⪩꜄㰅:
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_self

_blank

_parent

_top

鲹⭓╄⪩꜄㰅波䫙杼鉯┘㜁㞑杼鉯䡘♜⠺ a  剝甌全杼鉯鲹⭓╄攑墥氳⪩꜄㰅㏇ a  剝甌
╈㱮⪓䶺䧏
黁 a  剝甌╈ target  氳䙬╬佭☜╫⼱

院㷯䓪䧗㲋㏇⛰㚲侁炐ꛔ䫙氳 URL⛼╙宂鈾┕┖突氳⺳燢剝甌յ猫⹾䡝 iframe 
⪭㲓㶩佭䡘㏇䎎⯥건ꪫ憠⭵▽┉╄ a  剝甌剝甌 href  䧗⺸氳佭氬䈲氳㏐㏥✃䘶㏇⿵
ꄅ洇⮽憠⭵⺵氳篾冽佭䎎⯥건ꪫ⼱ 鲸佭䎎⯥건ꪫ氳撝건ꪫ 鲸佭걵篒㵗芒氳건ꪫ鲸佭
䇕耗亍䣒䋯┉╄剝甌/猫⹾全㷤炐

_self 䎎⯥건ꪫⱶ鰉ն a 剝甌랸阡
_blank 鵠䅻㏇亍剝甌건䣒䋯⛙榫䢓⺎♔鵠鲋鿥糌鴲䦫㏇亍猫⹾䣒䋯ն
_parent 䎎⯥宂鈾朅㗟氳撝篒宂鈾┕┖突ն㞝冽媆僗撝篒勂几车╙┚ _self  注
⺱ն
_top 僄걵篒氳宂鈾┕┖突䎎⯥宂鈾┕┖突╈僄“냖”氳烆⩝ն㞝冽媆僗烆⩝车╙
┚ _self  注⺱ն

 

 

4. features  

features   ┉╄㰅瑞╏ⴎ⻡♔鵘⺙⮇ꣵ氳猫⹾攑䓪⮜辑䎬䌋╙ name=value 䄭㶂攑䓪
⮟别╙ name

㲇亡簄▽┉╄勆❇

 

window.open('https://github.com', '_blank', 

'top=500,left=200,frame=false,nodeIntegration=no')
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㏇ web 䤗儛╈鲹╄⹇丘⺈⢢ windowFeatures  ⛙ Electron  㵨 windowFeatures  䣲
⩘▽䶺䧏 BrowserWindowConstructorOptions  氳鿥糌█㶩佭冘䋧 BrowserWindow  ⺎
♔✳榫氳鿥糌⺱休㵨 WebPreferences  ╈氳┉鼨⮇䧍⭴全█⛼╙䒍䪇氳鿥糌❇㞝 

zoomFactor

nodeIntegration

preload

javascript

contextIsolation

webviewTag

 

⛮⹇縓
https://www.electronjs.org/zh/docs/latest/api/structures/browser-window-options

https://www.electronjs.org/zh/docs/latest/api/window-open

 

ꢝ▽ Electron  ⱶ氳鲹凡♔拿⪭☽鿥糌㞝┖
 

1) popup  

㞝冽⻪榫塝攑䓪⮟金姳✳榫僄㵸䍞⭴猫⹾ն䍞⭴猫⹾╈ⴎ⻡氳榫䢓槡ꪫⱵ耇㵨榺宂鈾舅ⲁ
⬀㲋┉芘⺆ⴎ䦮㏐㏥剥ն
㞝冽儔⻪榫 popup █媆僗㚜伺猫⹾攑䓪⮟亍氳宂鈾┕┖突㵨佭┉╄剝甌건ն

㚷嫱 ㏇ windowFeatures  ⹇丘╈䧗㲋ꢝ noopener  䡝 noreferrer  ♔拿氳♳⛰攑䓪█
⚢出问陴姳䍞⭴猫⹾氳䷞冽ն

金⻪榫院攑䓪⺎♔┘䧗㲋 popup  ⡬䡝㵨⪭阻糌╙ yes , 1  䡝 true ն
❇㞝 popup=yes յ popup=1 յ popup=true  ⽰ popup  氳篾冽㱮⪓注⺱ն
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2) width 䡝 innerWidth  

䧗㲋⫂㳋⵲㓊ⴎ䦮帢ⲁ兣氳㳑䈲ն僄㵸金姳⡬╙ 100

 

3) height 䡝 innerHeight  

䧗㲋⫂㳋⵲㓊ⴎ䦮帢ⲁ兣氳냖䈲ն僄㵸金姳⡬╙ 100

 

4) left 䡝 screenX  

䧗㲋☳榫䢓䳩⛼硍簊㲋╬氳䄄⛼⵲䄅❱⮽亍猫⹾问䡗⛤糌氳饄熊♔⥽碜╙⶝⛤
 

5) top 䡝 screenY  

䧗㲋☳榫䢓䳩⛼硍簊㲋╬氳䄄⛼⵲걵鼨⮽亍猫⹾问䡗⛤糌氳饄熊♔⥽碜╙⶝⛤
 

6) noopener  

㞝冽阻糌▽塝攑䓪亍猫⹾㵨仰嫏鵠鲋 Window.opener  阼ꠋ⸊猫⹾䇜鲮㍑ null ն
✳榫 noopener  休㏇⬀㲋佭⻖䣒䋯亍氳宂鈾┕┖突休ꢝ _top յ _self  ⽰ _parent  
♔拿氳ꪝ狝泘剝⺳燢⚢⥽ _blank  ┉劫㚲杼
 

7) noreferrer  

㞝冽阻糌▽塝攑䓪宂鈾㵨泹樋 Referer  剝㜍䇜㵨 noopener  阻╙ trueն催指⼝䕜陴
⹇ꠢ rel="noreferrer"
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5. 儹꡿簒䤕⪩硍  

㞝冽㏇撝猫⹾╈焔榫▽ Node integration, ⮟㏇䣒䋯氳 window ╈㵨㡏篳逈焔榫ն
㞝冽㏇撝猫⹾╈⻪榫▽┕┖突ꣵ熊, ⮟㏇䣒䋯氳 window  ╈㵨㡏篳逈⻪榫ն
撝猫⹾焔榫 Javascript䣒䋯氳 window  ╈㵨逈㡏篳焔榫
ꪝ剝⬢Ⱶ耇 (┘榺 Chromium 䡝 Electron 䬠❠) 簄㲋 features  㵨⚩鵉簄嫱回 
webContents  氳 did-create-window  ◄♭㚲杼⭹丘氳 options  ⹇丘ն
䎎䣒䋯 about:blank  休㯹猫⹾氳 WebPreferences  㵨☳撝猫⹾择⯆䇜┦媆僗ⱴ嫏
釙沲㱚㍕╙Chromium㏇鲹熨䗯⬅┖饥鲋宂鈾❱㵗芒ն

 

6. 㵸篾  

☳ web 䤗儛㵒◇ window.open  氳䬞鳮♔⹖㱚氳注⪩㷯䓪全洇⪭㲓 window.open  䇜┘璡⺱
◇䣒䋯亍猫⹾催ⱶ⬢漶氳䬞鳮䈒院佭 榫䧗㲋氳⺳燢㵨䧗㲋氳顫嶏ⱶ鰉⮽亍氳䡝䄖㰇㏇氳宂
鈾┕┖乄剝甌յ猫⹾䡝 iframe╈
 

䣒䋯氳㏐㏥⺎♔佭 http(s)  鲹熨web㏐㏥█⺎♔佭儗㏐饟䏧⽰⪭☽ⶖ阫氳㏐㏥㞝冽䷍⭵
縖耇㛫䫝⯆ url  佭⺎耇篾⺭ URI scheme  亡ꪫ氳庀嬼㲓朆⪓㱧⪓瓀樋┖峷刌鲽爊⹠颯氳 
RCE  氳
 

䢦♔ target  㷯䓪㶩佭䧗㲋✃ⱶ鰉氳顫嶏金㏇⿵╄猫⹾(剝甌䡝 iframe ) ╈ⱶ鰉䇜侁炐㞝
冽阻糌 _blank  㶩⚢䣒䋯亍猫⹾㞝冽 target  氳⡬䧗⺸┉㰇㏇氳猫⹾⺳㰅㶩⚢择榫猫⹾
 

劯䩺 web 䤗儛╈㵒 window.open  氳䬞鳮█⽰╯⯥ web 㿋⪍珖荣┉劫㞝冽撝猫⹾⽰㯹
猫⹾⺱嶏⮟⺎♔鵠鲋㵒霅⪩硍鲽车阼ꠋ┘⺱嶏⮟┘车
䎎抆㏇ features  ╈█僗 noopener  鲹熨攑䓪⚢滭㏾鲹熨䌖榫⪩硍
 

⹇縓突珖
https://developer.mozilla.org/en-US/docs/Web/API/Window/open#parameters

https://developer.mozilla.org/zh-CN/docs/Web/HTML/Element/a#target
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0x04 window.open Node.js 孾陒  
䧝拨㲇亡突勮⺆僗䎎撝猫⹾㚷 Node.js  耇ⱱ休 window.open  阻糌▽注⪩㱧⪓瓀樋䣉
⺎耇藜⹧⮽ Node.js  氳耇ⱱ

漶㲓⺎♔䣮车 Node.js

篺鲋孾陒 window.open  䣒䋯氳猫⹾䘶金㚷 Node.js  耇ⱱ꧎金撝猫⹾䋯⻪ 
nodeIntegration  ⪩ꠊ┕┖突ꣵ熊⺱休 window.open  氳 feature  ╈鿥糌 
nodeIntegration  ⽰┕┖突ꣵ熊
 

第 23 ⻚ / 共 46 ⻚



㞝冽撝猫⹾┘㚷 Node.js  䣮车耇ⱱ⛙佭 window.open  鿥糌▽ Node.js  䶺䧏䇜┦ 
frameName  阻糌╙┉╄䄖篺㰇㏇䇜┦㚷 Node.js  耇ⱱ氳猫⹾塝休 window.open  ⱶ鰉
氳⫂㳋佭⻖㚷 Node.js 耇ⱱ⼱
 

鲹╄㲓뀰鲸䨦择儷氳㍕╙䡘♜꧎金嘗䦟┉╄㚷 Node.js  氳猫⹾┉╄┘㚷 Node.js
氳猫⹾╯⺵鲸金㏇┘㚷 Node.js  氳猫⹾ꄅ window.open  鲸僗僄㓹滼氳╚猫⹾
╚猫⹾♏⺙╙ a ⱶ鰉 index.html  ꧎金㚷 Node.js 耇ⱱ
╚猫⹾⮡䋧氳㚷 Node.js  耇ⱱ氳猫⹾ ♏⺙╙ b ⱶ鰉 b.html

╚猫⹾⮡䋧氳┘㚷 Node.js 耇ⱱ氳猫⹾♏⺙╙ c ⱶ鰉 c.html

c 猫⹾✳榫 window.open  䥇ⶭ b 猫⹾ⱶ鰉 w.html  孾陒佭⻖㰇㏇ Node.js  耇ⱱ

䣮车孾陒
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鲋▽ 2 熯⺵

w.html  䡗Ⱶ䥇ⶭ b  猫⹾⛙⪭儹꡿鲸佭簒䤕氳 c 猫⹾ⷊ⪭撝猫⹾仰嫏䣮车 Node.js

 

0x05 window.open ┕┖乄䗯⬅  
撝猫⹾隀榫 window.open  ⮡䋧㯹猫⹾休⚢鲮㍑┉╄䧗⺸亍猫⹾㵒霅氳䌖榫撝猫⹾⺎♔鵠
鲋鲹╄䌖榫波䫙阼ꠋ㯹猫⹾氳┕┖突
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⺱嶏䗯⬅┖㯹猫⹾藜⹧撝猫⹾┕┖突孾陒
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⺱嶏䗯⬅┖氳阼ꠋ佭⹙⺸氳┚╯⯥ iframe  յ object  ╯眷氳媆僗⵲⮷
 

ꪝ⺱嶏䗯⬅┖䧝拨塜䅻全陱撝猫⹾阼ꠋ㯹猫⹾䈒院鲸佭┉劫氳
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篾冽䇜┘佭䡘♜䘶氳黁劫豓抆僗鲮㍑㵒霅⛙佭藜⹧┘⮽㯹猫⹾氳┕┖突
䡘♜⺎♔波䫙㏇㯹猫⹾┕䣒䋯䋯⹠縖䄄鲽⪍䫝⯆⺐鰟⭴ window.opener 洇洇佭⻖㰇㏇
⫂㳋

第 28 ⻚ / 共 46 ⻚



㰇㏇ window.opener  ⛙佭藜⹧┘⮽撝猫⹾氳┕┖突㞝冽塝休㏇㯹猫⹾✳榫 
window.opener  㵒霅氳 open   亡嫏⫋䣒䋯┉╄┚撝猫⹾⺱嶏氳亍猫⹾䇜┦藜⹧亍猫⹾㵒
霅榫鲹╄㵒霅┚撝猫⹾鲽车鵠⼝⚢┘⚢㶩⺎♔藜⹧⮽撝猫⹾氳┕┖突▽⼱
┚撝猫⹾⺱嶏氳 2.html  ⫂㳋㞝┖

 

塝休䡘㏇ꪝ⺱嶏氳鲹╄㯹猫⹾氳䫝⯆⺐䣮车

<!DOCTYPE html>

<html>

  <head>

  </head>

  <body>

    <h1>I am 2.html !</h1>

  </body>

</html>

const same_origin_window = window.opener.open('./2.html')
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㜊題▽⛙ⷊ✳䡗Ⱶ氳陚鲹埠亍䋧氳猫⹾┚ꪝ⺱嶏氳猫⹾╯ꠑ氳⪩硍█佭ꪝ⺱嶏氳⪭㲓佭
媆ス榫氳鲹╄䓙饟㶩┘车僗憠뀵뀘界뀘氳䙬䓙
 

0x06 庀嬼勆❇  
鲾⹿休僿 window.open  ⺎♔鵠鲋 file://  鲾爊ⱶ鰉 html

https://github.com/electron/electron/issues/5151

 

奃鰏企氳撷儗╈ window.open  ⭴朆鲋儹꡿簀鲋氳庀嬼陣䗯⹇縓
https://www.electronjs.org/blog/window-open-fix

 

14.0  撷儗╈⟤择 iframe + window.open  ⮡䋧亍猫⹾簀鲋㱧⪓瓀樋庀嬼
 

electrovolt  氳突珖╈㏇鲽车 Discord RCE  休✳榫 window.open  簀鲋▽婻畴⛮
䳩⛼佭 window.open  ⱶ鰉⽰ Discord  ⺱嶏䡝縖⩒阵氳粠건㏐㏥╯⺵环ⷊ鵠鲋 
.location  㷯䓪⟤䷊䎎⯥건ꪫ氳 url  ╙䕥䙬㏐㏥㲓朆簀鲋婻畴ⱶ鰉䕥䙬건ꪫ 

https://blog.electrovolt.io/posts/discord-rce/
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♳䙬突♭陸⹧
㏇鲹╄勆❇╈ window.open  ⺆佭┉╄㵸䄄榫 iframe  璡剝甌█⺎♔⢢⮽甏⶝全陱
㶩佭 window.open  䶺䧏䣒䋯儗㏐突♭㛻鼨⮇爊䈌佭鵠鲋儗㏐突♭⮡䋧╚猫⹾氳黁⮠㞑
⺱嶏㶩⺎♔鵠鲋 window.open  氳鲮㍑㵒霅藜⹧⮽陸⹧氳⫂㳋╯⺵鵠鲋 javascript  
⚩鵉簄䷍⭵縖䡘♜鵠鲋 alert  全阾伺䡘♜⺎♔藜⹧⮽⡬
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0x07 window.open ꡕ䐒䣆夀  
window.open  䣮车休佭⚢鉵⹠ web-contents-created  ◄♭氳  䢦♔⺎♔㏇╚鲽爊㵒院
◄♭鲽车沪⻤╯⺵鲽车僗䷞㚲杼
㲇亡簄⭴▽┉╄勆❇

鲹╄勆❇压刧氳佭 url  佭⻖瑞⺭鈺㲋㞝冽㞝⛰㶩✳榫 shell.openExternal  鲽车䣒䋯
┘瑞⺭㶩ꡢ塛ꡢ塛 window.open  氳亡嫏佭鲮㍑ { action: 'deny' }

 

䡘♜孾陒┉┖佭⻖耇㛫沪⻤⮽ window.open  䡘♜㶩榫┉╄僄甏⶝氳╚鲽爊䫝⯆⺐䣒
ⷅ url  ╯⺵䦋簈⮡䋧亍猫⹾

const { app, shell } = require('electron')

app.on('web-contents-created', (event, contents) => {

  contents.setWindowOpenHandler(({ url }) => {

    // 在这个例⼦中，我们要求操作系统

    // 在默认浏览器中打开此事件的URL

    //

    // 关于哪些URL应该被允许通过shell.openExternal打开，

    // 请参照以下项⽬。

    if (isSafeForExternalOpen(url)) {

      setImmediate(() => {

        shell.openExternal(url)

      })

    }

    return { action: 'deny' }

  })

})
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冽抆沪⻤⮽▽╚鲽爊䫝⯆⺐䣒ⷅ▽ url  䇜┦媆僗亍猫⹾⮡䋧
 

㞝冽 window.open  氳 frameName(target)  阻糌⮇⮷阻糌╙ 
_self յ _blank յ _parent յ _top  齉⚢逈沪⻤䇜䦨䡽⻀
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㵒◇ _self  媆僗沪⻤⽰䦨䡽䷞冽
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㵒◇ _blank  㚷沪⻤⽰䦨䡽䷞冽
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㵒◇ _parent  媆僗沪⻤⽰䦨䡽
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㵒 _top  媆僗䦨䡽
 

㞝冽䋯⹠縖⺆⪩嫱亍⮡䋧猫⹾( _blank )▽媆僗⪩嫱⪭☽ frameName  氳 window.open  ⺎
耇⚢僗┉凡鸆庀⛙鲹凡鸆庀⚢鵲䡗⷇㲺⻀
䡘♜孾陒┉┖鸆庀氳⭓熨 frameName(target)  佭⻖⺎♔鿥糌䣮车 Node.js
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_self  ⺎♔䣮车 Node.js 篺鲋孾陒 _parent  ⽰ _top  █佭⺎♔氳
⪭㲓鲹ꄅ window.open  ┘阻糌 'nodeIntegration=true, contextIsolation=false'  █
佭⺎♔䣮车氳奅珔佭簒䤕撝猫⹾氳儹꡿ㇹ
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榺◇鲹鼨⮇佭亍猫⹾⮡䋧縡䎎 frameName(target)设置为  _self  յ _parent  ⽰ _top  
齉㷯◇佭㵗芒葶樥䢦♔ Electron  㲇粠簄⭴┕ꪫ氳⪩◇亍猫⹾沪⻤⽰䦨䡽勆❇㵒⪭佭仰䷞
氳⺎♔꧎金⹇拨 Electron  ╈⪩◇㵗芒注⪩氳♏溞
const { URL } = require('url')

const { app } = require('electron')

app.on('web-contents-created', (event, contents) => {

  contents.on('will-navigate', (event, navigationUrl) => {

    const parsedUrl = new URL(navigationUrl)

    if (parsedUrl.origin !== 'https://example.com') {

      event.preventDefault()

    }

  })

})
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 鲹劫㏇ frameName(target) 阻糌╙ _self  յ _parent  ⽰ _top   休㶩⚢逈沪⻤⽰䦨䡽▽
篺鲋孾陒⹠朆 frameName(target) 阻糌╙ _blank  休█⚢鉵⹠ 'will-navigate'  ◄
♭⛙㵗芒◄♭⺎耇㏇⪭☽Ⱶ耇╈✳榫⮽䢦♔䋯⹠縖䈒院⺱休沪⻤亍猫⹾⮡䋧⽰㵗芒⢢催
瞿篱⴬㏐留杼
 

a  剝甌⽰ form  剝甌阻糌 target="_blank"  休⚢逈沪⻤⽰䦨䡽⻀
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憠⭵ꛔ䫙⺵䫝⯆⺐䣒ⷅ金ⱶ鰉氳㏐㏥媆僗亍猫⹾⮡䋧█媆僗䣮车 Node.js   'web-

contents-created'  ◄♭䡗Ⱶ沪⻤䇜䦨䡽 a  剝甌⮡䋧亍猫⹾氳车╙
㵨 action  氳⡬阻糌╙ allow  ⷊ⩒阵⮡䋧猫⹾
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⹠朆 a  剝甌鵠鲋 target="_blank"  䣒䋯氳亍猫⹾䇜媆僗簒䤕峷刌鲽爊氳耇ⱱ䣮车┘▽ 
Node.js

篺鲋孾陒 form  剝甌█佭┉劫
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朆㏇䡘♜⫋全洇╯⯥ electrovolt  鲹熨 window.open().location  payload

鵠鲋 window.open  䣒䋯┉╄㲇亡㏐㏥ frameName  ⺳燢┘佭攑墥氳⺳燢⚢⮡䋧亍猫⹾䡝
縖⮵榫仾猫⹾╯⺵环ⷊ饥鯸⮽䕥䙬㏐㏥
㞝冽✳榫氳佭 'web-contents-created'  ◄♭沪⻤䈒院佭⺎♔䦨䡽氳
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䎎抆鲹佭 Electron 30.0  撷儗▽㏇ 10.0.0  撷儗♏溞齉⚢䥊ꛯ縡┦䩺突珖䬞鳮 
Discord  榫氳佭 new-window  ◄♭鲽车沪⻤氳⛮㞝⛰⢢氳劆뀰突珖█媆僗䬞鳮
 

⛮⺎♔⹇縓♔┖ꛔ䫙
https://www.electronjs.org/zh/docs/latest/tutorial/security#14-%E7%A6%81%E7%94%A8%E6

%88%96%E9%99%90%E5%88%B6%E6%96%B0%E7%AA%97%E5%8F%A3%E5%88%9B%E5%B

B%BA

https://www.electronjs.org/zh/docs/latest/api/window-open

 

0x08 䔅篾
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0x08 䔅篾  
儗疟突珖╚金佭阥阷⮡䋧亍猫⹾䅠全氳┉凡⷇㲺孾陒╚金佭榫氳僄亍撷儗 Electron  䡘
♜㵨⮡䋧亍猫⹾⮇╙允眷
╚鲽爊⮡䋧亍猫⹾
峷刌鲽爊⮡䋧亍猫⹾

⪭╈╚鲽爊⮡䋧亍猫⹾⺎阥阷氳⫂㳋鰏㵽ꢝꪝ䷍⭵縖⺎♔䫝⯆冘鵲鲋爊╈氳⹇丘┘抆䏭ꥈ
⹠颯䷍⭵㛻鼨⮇齉佭⫞墅氳
峷刌鲽爊⮡䋧亍猫⹾⹒⺎♔⮇╙允眷

window.open  䣒䋯猫⹾
a  剝甌⽰ form 剝甌阻糌 target="_blank"  䣒䋯亍猫⹾

 

⪭╈ a  剝甌⽰ form  剝甌䣒䋯亍猫⹾䇜┘耇䣮车 Node.js  ⷇㲺┘佭䏭㛻
window.open  ⮟┘⺱㱚䣒䋯䡝ꄆ榫氳猫⹾랸阡⚢簒䤕撝猫⹾氳儹꡿█㶩佭陱㞝冽☳峷刌
鲽爊隀榫 window.open  䕞䄇峷刌鲽爊㚷䣮车 Node.js  氳耇ⱱ黁╫亍䣒䋯䡝ꄆ榫氳
猫⹾█⚢㚷 Node.js  氳耇ⱱꢝꪝ侁䌋㏐阻糌 features  ꡿⯆⪭耇ⱱ
㏇┕┖突亡ꪫ window.open  辑朆┚╯⯥氳 iframe 璡㓹儗┉舚撝㯹猫⹾⺱嶏䗯⬅┖⺎♔
鵠鲋䌖榫藜⹧┕┖突ꪝ⺱嶏㶩꧎金 IPC 鵠⼝▽
window.open  ┘䶺䧏䣒䋯舅甌⺳阾░氳 https 粠珇
 

㲇亡䋧阫┘榫 window.open  ⺱休█簄⭴▽┉凡◄♭全沪⻤亍猫⹾氳⮡䋧app 㵒霅沪⻤ 
web-contents-created  ◄♭⺎♔沪⻤⮽ window.open  氳车╙
䎎⮡䋧亍猫⹾休䇜⺎♔舅㲋╬뀰阾鲋爊鵠鲋阻糌 contents.setWindowOpenHandler  ⬀
㲋佭⻖⮡䋧
⛙佭㞝冽 frameName(target)  阻糌╙ _self յ _parent յ _top  ⮟ window.open  氳
车╙⚢⹩䡗㵗芒车╙塝休阻糌 contents.setWindowOpenHandler  㶩┘留榫▽㵗芒⺵氳
猫⹾█佭簒䤕撝猫⹾儹꡿⚢㏇ web-contents-created  ◄♭⫂鼨氳 will-navigate  沪⻤
⮽䇜㏇⪭╈鲽车㚲杼
web-contents-created  㵒 a  剝甌⽰ form  剝甌⺱劫僗沪⻤⽰䦨䡽⛼榫⺎♔✳榫 
contents.setWindowOpenHandler  鲽车㚲杼
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䋯⹠縖㏇⢢劆뀰休꧎金縓诿⮽ window.open(xxx).location  鲹熨䗯⬅⢢僗䷞뀰阾
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