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s require
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[ renderer.js http-equiv ent rity-Policy" content="
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Hello World!
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app.whenReady().then(() => { Renderer Process (renderer.js)

Modules createWindow()

window.open(/'https

app.on('act ' O AL

Window.getAllWindows (). length 0) createWindow()

app.on( 'win 11 J O 4
(process.platform ! darwin') app.quit()

b

B Stop (3] Console

Saving files to temp directory...
Saved files to /tmp/electron-fiddle-2414106-c99Ydqp63YVF

Electron v30.0.0 started.

[2444007:0507/213020.309675: ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[2444044:0507/213020.551394 :ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[2444044:0507/213020.575022:ERROR: gl_surface_presentation helper.cc(260)1 GetVSvncParametersIfAvailable() failed for 2 times!
[2444044:0507/213020.603245:ERROR: gl_surface_presentat
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Hello World!
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ache2 Ubuntu Default Page

».Ubuntu Logo

Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after installation on Ubuntu
systems. It is based on the equivalent page on Debian, from which the Ubuntu Apache packaging is derived. If you car
read this page, it means that the Apache HTTP server installed at this site is working properly. You should replace this
file (located at /var/www/html/index.html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means that the site is
currently unavailable due to maintenance. If the problem persists, please contact the site's administrator.
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mainWindow.loadFile('index.html")
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app.on('activate’, O A{
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ERROR: No matching issuer found

[2511482:0507/225654.165875: ERROR:ss1_client_socket_impl.cc(879)] handshake failed; returned -1, SSL error code 1, net_error -202

[251147 507/225654.161240:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[2511477:0507/225654.191843:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 3 times!

(node:2511435) electron: Failed to load URL: https://192.168.31.185/ with error: ERR_CERT_AUTHORITY_INVA

(Use ‘electron --trace-warnings ...' to show where the warning was created)

[2511435:0507/225658.067090: ERROR: CONSOLE(1)] "Request Autofill.enable failed. {"cod -32601, "message":"'Autofill.enable' wasn't found"}", source: de
js (1)

fa Editors (©) o © X HTML(indexhtml)

[ index.html html|
[ main.js

B preloads Hello World! charsec oTe

D renderer.js http-equiv="Co
We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0. > t-src 'self'"
Hello World!

o World!
sing Node.js
id

Modules

BERIUEHART

2) file Wi nNE A3t

#+ B Electronv30.0.0 » Run

@ Editors (C] Main Process (main.js) . X HTML(index.html)

[ index.html html|
{ app, Br } = require(’ G
0 mainjs path = require('node:patt
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[ renderer.js ntent-Security-Pc content
mainWindow = r r
width: 800,
height: 600,
webPreferences: {
preload: path.join(__dirname, 'pre
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mainWindow.loadFile('index.

app.whenReady() . then(() => { Renderer Process (renderer.js)
createWindow()

Modules -~
window. open((’ file

app.on('activ O {

.getAllWindows().length ) createWindow()
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B Stop  [E Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-2414106-8qsm42JDt37b
Electron v30.0.0 started.

[2513028:0507/225846.462577 :ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[2513065:0507/225846.726214 :ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times
[2513065:0507/225846.752157 :ERROR: gl_surface_presentation helper.cc(260)1 GetVSvncParametersIfAvailable() failed for 2 times!
[2513065:0507/225846.769804 :ERROR: gl_surface_presentat

X
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index.html — —
D o { app, BrowserWi puzzled-crown-orde
[ main.js path = require(

[ preload js createWindow (

:daemon: /usr/sbin:/usr/sbhin/nologin
bin:/bin:/usr/sbhin/nologin
:sys:/dev:/usr/sbin/nologin
65534:sync:/bin:/bin/sync
5:60:games:/usr/games:/usr/sbin/nologin
. 3 12:man:/var/cache/man:/usr/sbin/nologin
WEbPrefer?nces' { A lp:><:7:7:lp:/var/spool/lpd:/usr/sbin/nologing
preload: path.joi mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
} news:x:9:9:news:/var/spool/news:/usr/shin/nologin
10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/run/ircd:/usr/sbin/nologin
_apt:x:42:65534: :/nonexistent:/usr/sbin/nologin
nobody:x:65534:65534 :nobody : /nonexistent:/usr/sbhin/nologin
systemd-network:x:998:998:systemd Network Management:/:/usr/sbin/nologin
messagebus:x:100:102::/nonexistent:/usr/shin/nologin
lightdm:x:101:103:Light Display Manager:/var/lib/lightdm:/bin/false
deepin-linglong:x:993:993:1inglong Package Manager:/:/usr/sbin/nologin
tss:x:102:104:TPM software stack,,,:/var/lib/tpm:/bin/false
strongswan:x:103:65534::/var/lib/strongswan:/usr/sbin/nologin
systemd-timesync:x:99. 92:systemd Time Synchronization:/:/usr/sbin/nologin
deepin-anything:x:999:991:deepin-anything User:/var/lib/deepin-anything:/usr/sbin/nologin
sstpc:x:104:108:Secure Socket Tunneling Protocol (SSTP) Client,,,:/run/sstpc/:/bin/false
usbmux:x:105:46:usbmux daemon,,,:/var/lib/usbmux:/usr/sbin/nologin
dde-dconfig-daemon:x:990:990:dde-dconfig-daemon user:/var/lib/dde-dconfig-daemon:/usr/sbin/nologin
dnsmasq:x:106:65534:dnsmasq, ,, : /var/lib/misc:/usr/sbin/nologin
pulse:x:107:111:PulseAudio daemon,,,:/run/pulse:/usr/sbin/nologin
nm-openvpn:x:108:115:NetworkManager OpenVPN,,,:/var/lib/openvpn/chroot:/usr/sbin/nologin
nm-openconnect:x:109:116:NetworkManager OpenConnect
plugin,,,:/var/lib/NetworkManager:/usr/sbin/nologin
deepin-sound-player:x:110:117::/var/lib/deepin-sound-player:/usr/shin/nologin
geoclue:x:111:118::/var/lib/geoclue: /usr/sbin/nologin
join:x:1000:1000: : /home/join:/bin/bash

D renderer.js

mainWindow
width: 800,
height: 600,

19}

mainWindow.loadFile(
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app.whenReady().then(() =>
createWindow()

app.on('activate',
(BrowserWindow. getAll

19}
19}
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" HTML (index.html)

[ index.html ©
{ app, BrowserWindow } = require(’electron’)
D mainjs path = require('node:path')

reload.js UTe-8
p! J

charset
createWindow () {

[ renderer.js http-equiv="Content-Security-Policy" content="default-src
‘self'

Hello World!

mainWindow =
width: 800,
height: 600,

webPreferences: {

preload: path.join(__dirname,

Brow script-src

"pr Hello World!

b We are using Node.js
Chromium id="chrome
and Electron id:

id

ersi

“node-version”
i)

"electron-vers

mainWindow.loadFile( ' index.html')

Modules

app.whenReady() . then(() => {
createWindow()

app.on('activate’',

O A1

rWindow.getAllWindows (). length === 0

src

Renderer Process (rendererjs)

window. openi(' file

"./render s"

///usr /bin/deepin-music'[])

) createWindow()




B Stop

(electron:2519884):
(electron:2519884):
(electron:2519884):
(electron:2519884):
(electron:2519884):

(electron:2519884):

Editors ®
index.html

main.js

preload.js

renderer.js

Modules

B3] Console

GLib-GIO-CRITICAL
GLib-GIO-CRITICAL
GLib-GIO-CRITICAL
GLib-GIO-CRITICAL
GLib-GIO-CRITICAL

GLib-GIO-CRITICAL

Main Process (main.js)

{ app,
path =1

creal

mainW:
width: 80(
height: 6(
webPrefere¢
preload
}
)

mainWindow. !
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Windows 11

@ Electron

File Edit View Window Tasks ShowMe Help

£+ [ Electronv30.00 » Run

@ Editors Main Process (main.js)

[ indexhtml
D mainjs
[ preload,js

D) rendererjs

{ app, BrowserWindow } =

:07:35.062: GFileInfo created without standard::is-backup
:07:35.062: file ../../../gio/gfileinfo.c: line 1655 (g_file_info_get_is_backup): should not be reached
:07:35.062: GFileInfo created without standard::is-hidden

:07:35.062

TR
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EBR @ rpm-419.1.1

@ node-v20.11.1-linux-x64

XHE deepin-music‘

L5

HTML (index.htm)

require(’electron’)

path = require('node:path')

createlindow () {

mainWindow =
width: 800,
height: 600,
webPreferences: {

charset="UTF-8"
http-equiv="Content-Security-Policy" content="default-src

Hello World!

preload: path.join(__dirname, ‘preload.js’) Hello World!

H

We are using Node.js id="node-version"
Chromium id="chrome-version" 5
and Electron id="el

mainWindow. loadFile( " index.html')

Renderer Process (rendererjs)

Modules

window. open[(”C: \\Wi ystel

src="_/renderer.js"

Preload (preload s)

132\\cmd . exe”f

window. addEventListener('DOMContentLoaded’, () => {
replaceText = (selector, text) => {
element = document.getElementById(selector)
(element) element.innerText = text

( type of ['chrome', ‘node’, ‘electron']) {
replaceText( ${type}-version, process.versions[type])

¥

self';




@ Electron Fiddle - Unsaved

File Edit View Window Tasks ShowMe Help
® Stop [ Console

Saving files to temp directory...
Saved files to C:\Users\join\AppData\Local\Temp\electron-fiddle-10792-4y6B3SOwjRBI
Electron v30.0.0 started.

O m—

File Edit View Window Help

@ file:///C:/Windows/System32/cmd.exe
& Editors Main Process (m:

[ indexhtm ko TH 15 T hin

D main, n ER- PR
D preloadjs & a8

createWindow () { D EXHE
D) rendererjs v SR
mainkindow - Rz - ,
S ' PsExec64.exe 2024/5/712:17 R
width: 80e, @ OneDrive
height: 600, v LA
webPreferences: { %, drfone_setup_full3360.exe 2024/4/22 23:17 Juiic] 2,448 KB
preload: path.join(_| X
} = £ python-3.12.3-amd64.exe 2024/4/21 16:24 MR 26,087 KB
n L TH @ electron-fiddle-0.36.2-win32-x64-setu... 2024/4/13 14:48 RIFBfER 108,147 kB

S=hoe-] rdpscan-windows 2024/4/21 16:23 Xk
mainWindow.loadFile("ir
WER fulleventlogview-x64 2024/4/21 12:13 etk
Renderer Process (renderer.js)

- O=F fulleventlogview_schinese1 2024/4/2112:12 paiod
window. openl(

STHEN):
{RFFEEYT): Application (*.exe)

~ IRk
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MacOS

Electr 31.0.0-alpha.3
feol [ Etectron v alpha » Run [ Console Electron Fiddle - Unsaved

faw Editors Main Process (main.| HTML (index.html)

[ index.html
r dow } = require('ele
[ main.j path = require('node:path')

charset="UTF-8"
[ preload.js createWindow () {

D renderer.js ; http-equiv="Content-Security-Policy" content="
mainWindow = Bro Window({ ‘self'; script-src 'self'"
width: 8ee, Hello World!
height: 600,
webPreferences: {
preload: path.join(__dirname, 'preload.js') Hello World!
¥ We are using Node.js id="node-version"
3 Chromium id="chrome-version"
and Electron id="electron-version"

mainWindow. loadFile('index.html")

src="./renderer.j

Renderer Process (renderer.js) Preload (preload.js)
Modules

window. open|(|"/System/Applications/Calculator.app" )|

window.addEventListener|('DOMContentLoaded', () => {
replaceText = (selector, text) => {
element = document.getElementById(selector)
(element) element.innerText = text
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B Stop B3] Console Electron Fiddle - Unsaved 3

Saving files to temp directory...

Saved files to /var/folders/d9/y37ws11x2q3fdd@qlwxdbwp40000gn/T/electron-fiddle-13120-ACH8NyQHOp2r
Electron v31.0.0-alpha.3 started.

(node:58143) electron: Failed to load URL: file:///System/Applications/Calculator.app with error: ERR_FILE_NOT_FOUND
(Use “Electron —-trace-warnings ...  to show where the warning was created)

Hello World!

s Editors ® 35
D ind ‘ We are using Node.js 20.12.2, Chromium 125.0.6412.0, and Electron 31.0.0-alpha.3.
Inaex.ntm

[ mainjs ©
near-blow-reduce-yOvjs

[ preload.js ©

[ renderer.j; ©

WRBRIHAZINF, FIEERK .app MABRERFH

Electron v31.0.0-alpha.3
o3 P » Run [ Console Electron Fiddle - Unsaved

@ Editors Main Process (main.js) " X  HTML (index.html)

[ index.html
{ app, Br indow } = require('electron')
[ main.js path = require('node:path"')
. charset="UTF-8"
[ preload js createWindow () {
[ renderer.js
mainWindow = Bri
width: 80e,
height: 600,
webPreferences: {
preload: path.join(__dirname, 'preload.js')
}
b

http-equiv="Content-Security-Policy"
content="default-src 'self'; script-src 'self'"|
Hello World!

Hello World!
We are using Node.js id="node-version"
Chromium id="chrome-version"
and Electron id="electron-version"

’

mainWindow. loadFile('index.html")

src="./renderer.js"

Renderer Process (renderer.js)

Preload (preload.js)
Modules

window.open|(/"/System/Applications/Calculator.app/Contents/Mac0S/Calculator", )|

window.addEventListener('DOMContentLoaded', () =>
replaceText = (selector, text) => {
element = document.getElementById(selec
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B Stop B3] Console Electron Fiddle - Unsaved (3

Saving files to temp directory...

Saved files to /var/folders/d9/y37ws11x2q3fdd@qlwxdbwp40000gn/T/electron-fiddle-13120-KUAO6SLHwdOL
Electron v31.0.0-alpha.3 started.

2024-05-07 23:16:37.481 Electron[58658:4659977] +[CATransaction synchronizel called within transaction

near-blow-reduce-yOvjs

@ Editors -H

[ index.html ©

[ main.js Lod

X harset="UTF-8
[ preload.js ©

Calculator

[ rendererjs ©

ontent-Secu
ult-src 'se

s <Hh

Hello World!

Modules

5 Deepin Linux —
3) SMB1#HY

MIEFZ 8t T shell.openExternal , F{IRFMIX—T smb ¥

@ Electron Fiddle - Unsaved
File Edit View Window Tasks Show Me Help

£ Electronv30.0.0 » Run [ Console

@ Editors [C] Main Process (main.js) .~ X HTML (index-html)
[ indexhtml (]
{ app, quire(’electron’)
O mainjs st path = require
. ta charset="UTF
D preloadjs createindow () {
D rendererjs eta http-equiv="Conte content="defa
mainWindow = Browserindow({ : .
width: 80, Hello World!
height: 660,
webPreferences: {
preload: path.join(__dirname, ‘preload.js’) Hello World!
} We are using Node.js
b)) Chromium <span i
and Electron <s

mainWindow.loadFile( " index.html')

Renderer Process (renderer.js) Preload (preload.js)

Modules i
window. open("

window. addEventListener( " tentLoa
replaceText = (selector, text)
st element = document.getElementById(selector)
f (element) element.innerText = text

¥

F15T/H 46T



e
W Stop  [E] Console

Saving files to temp directory...
Saved files to C:\Users\join\AppData\Local\Temp\electron-fiddle-10792-hBBpVRSEDQqW
Electron v30.0.0 started.

@ encouraging-carriage-provide-fiqq4

File Edit View Window Help

& Editors Main Process (main.js)

[) index.html

{ app, Browser
[ mainjs path = require(nc

load j:
[ preload,js createWindow () {

D rendererjs content
mainWindow = EHEME macOS MAERFFITH Windows X, BARHF

width: 80, AT iRE.

height: 600,

webPreferences: {

) preload: path.join(_|] RATF—R
1)

mainWindow.loadFile( i

Renderer Process (renderer.js)
Modules

window.open|(|"smb: 1i

LRIRFIR, BAREEMIFINILH Windows , ERITRZIERIH MacOS ¥IENT
H exe B, MRAEEMNE, =2HAEER? F(R—TEMIL—T

A vmware ZE— windows 11 , Bzt

@ Electron Fiddle - Unsaved
File Edit View Window Tasks Show Me Help

£ Electronv30.0.2 > Run [ Console

/& Editors Main Process (main.js) X HTML (index.htmi)

[ indexhtml Lo}
{ app, Browse } '
[ mainjs path = require('node
chars
D preloadjs createwindow () {
D rendererjs http-equiv="c content="defa
mainWindow =
800, Hello World!
600,
fi {
Hello World!
We are using Nod:
chromium id
and Electron

mainWindow. loadFile( il

Renderer Process (renderer.Js) X Preload (preload.js)

Modules X
window. open(

window. addEventListener( ' DOMConten O {
replaceTex (selector, text) {
element = document.getElementById(selector)
(element)

[¢ type [ct B . tron']) {
replaceText(” ${type}- ] r .versions[type])

=

5516 1/ # 46



@ Electrc
File Edit View Window Tasks Show Me Help

Fiddle - Unsaved

B Stop  [Z] Console

Saving files to temp directory...
Saved files to C:\Users\john\AppData\Local\Temp\electron-fiddle-892-tLfvx4iupukh
Electron v30.0.2 started.

File Edit View Window Help

REEFHRALAFTFL smb

& Editors Main Process (m

- 7E Microsoft Store SRR

index.html
[ index.htm| 1 e, .  WREERILRA

[ mainjs path = require(’

[ preload,js

createWindow () {

O renderer,js

mainWindow =
width: 800,
height: 600,
webPreferences: {
preload: path.join(_|

JRRBXA—NE

4) msdt

 Electron Fiddle - Unsaved - o >
File Edit View Window Tasks Show Me Help

o] Electron v30.02 » Run & © Pubiish

@ Editors ®q Main Process (main.js) " X HTML (index.html)
D indexhtml £ (e}

{ app, Br riindol
D mainjs path = require(’node:p
charset="UTF-8
D preloads createWindow () {
D rendererjs http-equiv " content.

mainkindow = £
Hello World!

webPreferences:

preload: path.join(__dirname,
¥
H

mainWindow. loadFile(ind

Renderer Process (rendererjs)
Modules

window. open(’ :-id PC tic ip true
IT_BrowseForFi ve.sysinterna.

an

F17 T/ 46

Hello World!
We are using Node
Chromium
and Electron

Preload (preload.js)

window. addEventListener(’ Tt
replaceText = (selector, text) =>

element = document.getElementByTd(selector)
(element) element.innerText = text

( type [ch n'1) {

replaceText(" ${type}-version’, process.versions[type])




@ Electron Fiddle - Unsaved
File Edit View Window Tasks Show Me Help

® Stop B3] Console

Saving files to temp directory...
Saved files to C:\Users\john\AppData\Local\Temp\electron-fiddle-892-UBh41zrJTo9M
Electron v30.0.2 started.

@ brave-jeans-consolidate-xh7jg

File Edit View Window Help

ft STFSM TR
& Editors ain Process (main.js)

[ indexhtml e ————" BNBARSIE AR,
[ mainjs path = require('no

load
[ preloadjs createWindow () {

D rendererjs
mainWindow =
width: 800,
height: 600,
webPreferences: {
preload: path.join(_|

) SRR
Microsoft
mainWindow.loadFile( "ir BRHLBTE Mi ft SZIFIRFARSEE

Process (renderer,js)

window.open("
IT

BARMITRIN T, BAREN Payload UNMRARTLEMRE, SHHELWITTXANRA, B
RAXFEIE, RErLUESERE, MFNZEITILH shell.openExternal =—H

PRUARRBEREXERGEMIMNAN L L ME(URL scheme), ZHIFHIT ms-officecmd
MYBYENRRR, XARRERBEAIBERT, BERNERHERENRE

SEXE
https://blog.xlab.app/p/8fbece25/#%E6%BC%8F%E6%B4%IE%E6%8C%6%E6X%BE%I8

https://positive.security/blog/ms-officecmd-rce

3. frameName

frameName ﬁ;‘:;ﬁ,%ﬁﬁx web B‘Z*EP window.open Y target E'ﬁ, FfLL frameName
l%ﬂﬁ target E"]ﬂn;fé

— P ARESRHNFNH, BTEEMHZRINE L TR, MRZBMEEXRANAEHN LT
S(, M= eIZ—MI ETX, HIRTFIEENRIT.

BOMNZFEERTHEBEREZENREIGEBNR (targets) « BOREEGTRM
ZEZMAIA{E a 5 form JTEM target B
BRT EBRBFRLLIN, frameName ( target ) BB L MFHRIIXEEF:

F18T/H 46T


https://blog.xlab.app/p/8fbece25/#%E6%BC%8F%E6%B4%9E%E6%8C%96%E6%8E%98
https://positive.security/blog/ms-officecmd-rce
https://developer.mozilla.org/zh-CN/docs/Web/API/Window/name

e _self
e blank
e parent

° top

XN XRBFEHZEBAILTER, BIME o HERER, XNMIFENXRFE o« T8
P e

%B a 7|‘/J_T§EF' target E@%X%'f‘l’ﬁu)%?
ZEMEE AL EREEER URL, fEANE L TXHNET (7. §O%K iframe )

HEME, RESMNERE T —T a 178, I7E href FERANEEERMUL, (RAAEH
BRI -TRER, xeélﬁub’iﬁﬂh'é? TR NEHNAE? ERNKSAMAITIE, T2
FHEHITA— 5L/ BORET

o _self . HFITIEMEL. (a txFEIN)
e _blank . BEEMITEIH, ERFTLEBSEEREEHREOITH,

o parent . HAEINEIFERIRENE LT, MNREERRIELR, 1785 self 1H
Ao

e _top . RIKBINE ETX (HaiXE ETFTXHRS"IE%E) . MRKEHEL, 74
5 self ML

4. features

features —PNFFER, EELUESSRINEOR4YIFR, XA name=value , fR/REFMH
M{YA name

ERST—1TEM

window.open( 'https://github.com', ' blank',

'top=500,1left=200, frame=false,nodeIntegration=no')

B19T1/H 46T



T:T:web B‘Z*EF', ﬁf%é‘ﬂzﬂ%ﬂl windowFeatures , Tﬂ Electron 3|?_r windowFeatures ?f"
?ET, S'ZEI% BrowserWindowConstructorOptions E@@E%a ‘@ﬁt%*@@ BrowserWindow AJ

UGEFARVECE, RIFT webPreferences HRI—HFNZEMF, BIENRENEE, BN

e zoomFactor

e nodelntegration
e preload

e javascript

e contextIsolation

* webviewTag

BirsE
https://www.electronjs.org/zh/docs/latest/api/structures/browser-window-options

https://www.electronjs.org/zh/docs/latest/api/window-open

BR7T Electron RMIBYXLELISN, HMEEEW T

1) popup

MREALENE, NEXRERSR/NEEEL, BHEAORESHAR REERBENKNEER
RTE, —HRREFEMI=,

NRKEA popup , WRBERAEORMNE, NFERIRRE LT FER— MR

#i¥:. 7 windowFeatures Z#HIEEFR noopener I noreferrer LUIMIEMLFHE, 1B
SFEEIBERBEEON%ER,

BEHAIZEYE, AILUUFIEE popup B, FHIKEN yes, 1 T trueo

a0 popup=yes . popup=1 . popup=true 0 popup MER e MEE,

20T /4460


https://www.electronjs.org/zh/docs/latest/api/structures/browser-window-options
https://www.electronjs.org/zh/docs/latest/api/window-open

2) width 3% innerWidth

EEARXE (BfFR6E%F) NEE. &NEREN 100

3) height 5% innerHeight

EERABXE (B FRD%) WEE. NEXREN 100

4) left 5% screenX

EEMRBAFPRERSEXNITEXENZFHEOERUENER (UEENEM)

5) top X screenY

EEMBPRERAEX N TEXTREEHE OERUENER (LURENE)

6) noopener

MRIGE T IS, ST EBIY window.opener IAIRERA, FHiR[E] null .

£ noopener BY, TEREEEDFTHMAVNE LY, R _top . _self # _parent
PSMYIE=EIRB ISR _blank —HFLIE

7) noreferrer

NRIE T A, NI ERE Referer #53k, ¥ noopener &A true, BZERIE

’%l?ﬂ rel="noreferrer"

F21T71 /#4601


https://developer.mozilla.org/zh-CN/docs/Web/API/Window/opener
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Referer
https://developer.mozilla.org/en-US/docs/Web/HTML/Attributes/rel/noreferrer

5. WPRAHEXF

o MRAERXRBOFEMAT Node integration, MEFTHEY window FIFBEWERA,
s MREXRBEOFBAT LTXRS, WEHTHHN window FIFIBEEE A,
o« RBEMOEHA Javascript, FTHH window HIFIRIGLZEE

o IEFREINRE (RE Chromium B Electron 12f8) 44 features IF(ZIBLATM
webContents MY did-create-window %{Hﬁil&l?&ﬂ’ﬂ options 28,

o é'ﬂ-ﬂ: about:blank Ej’, ?DE’\J WebPreferences 1?!}%3&@[]5%“, #Eiﬁﬁﬁ‘ii
BEE, EAChromiumEXFIER T Bk E28 Fht.

6. I

M web AR TF window.open FIHERUNREREXBMEREESE window.open HAZEME
FHAHFELD, EMERERNZE BIEENRRISEERNZREMEEIFRE B 1EERN
RETX (7=, A% iframe)

FIFFEUHIBE AT LA http(s) XFwebittil, WA LIRAHER A EMihiNaysthit, NERKE
EBENSIEE] url , ERIEELEE S URI scheme HAHEMRALIISZEHER T ERHELLN
RCE HY

FREL target BMMBIEEMMENZREZEMIEOGNTEE iframe ) FMEHETR, U
FIE _blank MSTAMEO, AR target WEEA—EFENEOZFUEERETO

1RHE web HARAX window.open BYHIAR, HBHZET web BRAET—1F, MIRKXEOMF
‘ARNRE, WA LGB RXAFTIIR, RAEIRENARTT

2P, £ features A noopener XMFMEZWIFXMS|IAXR

(V)

EXE
https://developermozilla.org/en-US/docs/Web/API/Window/open#parameters

https://developer.mozilla.org/zh-CN/docs/Web/HTML/Element/a#target

$F22T /46T


https://developer.mozilla.org/zh-CN/docs/Web/HTML/Element/iframe
https://developer.mozilla.org/en-US/docs/Web/API/Window/open#parameters
https://developer.mozilla.org/zh-CN/docs/Web/HTML/Element/a#target

0x04 window.open Node.js iz

EﬁﬁEHB‘ZF:!I, Qﬁé'lﬁ&l]ﬂ% Node. js E\Ejjﬁfl', window.open 1&57*@9&?@%%?
FJBEFRENE] Node.js BYBEST

@ Electron Fiddle - Unsaved =
File Edit w Tasks ShowMe Help

[ o) Electron v30.0.0  » Run Console

@ Editors ® Main Process (main,
D 1html
D indexhtml

R 00 0

[}

B e - o X @ Hello World! |
= *ZI_T;& ne| @ File Edit View Window Help

@ 1.html
Hello WorFiIe Edit View Window Help

We are using Node js He"O 1 htmll

MR M+ M- MS
% CE C &
Vx 532 ¥x e
7 8 9 X
4 5 6 -

LA AMIT Node. js

£33N, window.open FIHABEOMBEERST Node.js 8871, BEXEBOHR
nodeIntegration %IZHJ:—FYB%%a [E]BY window.open B feature EF'EEE
nodeIntegration METXRE

F23m/H 46T



MERXEOFREE Node.js HIITEES], ER window.open FECE T Node.js X=#F, HH
frameName RBN—TELEFEHEESR Node.js BESIWEO, B window.open MHNE;
RS EEE®T Node. js BeE?

XANSEIERE AT, ARNFKNEEZEI—TEE Node.js HIEH, —PMFAEF Node.js
NEQ, ZEEEEREE Node.js HIEME window.open , BHEZREMIEEO

FTHAOMRKS N a, MME index.html , EEEHE Node.js BES]
FEOLENAS Node.js BENHEO RS b, ME b.html
FAOCIENFAEE vode.js BENMEONRS N c, ME c.htm

c O window.open i#d b &M, M#E w.html , JIXEETFEE Node.js HESN

© Electron Fiddle - Unsaved - o X
File Edit dow Tasks Show Me Help

# [ Electonv3000 » Run

i Editors ®
D bhtm!
D chtml
D) indexhtm!
(B freimis
[ preloadjs

RO 000

[ rendererjs

)

[ whtml

mainWindow. loadFile(index.htm

AT

24T /#4460



@ Hello World

\Local\Temp\electron-fid File Edit View Window Help

Hello World!

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

e encouraging-carriage-provide-f1qq4

File Edit View Window Help

| am b.html !

height:

22 | am c.html !

2T 2#fE

@ Hello World! - O X
File Edit View Window Help

quest Autofill.end Hello Worldl jundled/core/protocol_client/
L]

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

Temp\electron-fidd

pp, Br Wind
h = require('node

0 encouraging-carriage-provide-f1qq4

File Edit View Window Help

EH File Edit View Window Help @ DevTools is now available in Chinese!

| I am w.html ! x
e-‘f I am c.html ! Don't show again

© T
=| ‘s [0 Elements  Console  Sources > Q1 A1 @& i X
10 D @ topvy © |Filter Default levels ¥ No Issues
ol'ncaught ReferenceError: reugire is not defined w. html:7
at w.html:7:13
A» node:electron/js2c/renderer init:2

Electron Security Warning (Insecure Content-Security-Policy) This
renderer process has either no Content Security
h| Policy set or a policy with “unsafe-eval” enabled. This exposes users of
this app to unnecessary security risks.

For more information and help, consult
https://electronjs. org/docs/tutorial/security.
This warning will not show up

once the app is packaged.

v

\

w.html PYINIEE b B, BENREZHER < @0, BIEHRXEO, TEHNIT Node.js

0x05 window.open Lt TF3XiER

REMIEA window.open GJZFEONZIREI—MERMEONRAISIA, RKEOATLIE
X5 AEEBRFEONLETX

2571 /#4610



@ Electron Fiddle - Unsaved = «
File Edit View Window Tasks ShowMe Help

o] Electron v30.00 » Run [ Console

& Editors ® Maln Process (main.js) HTML (index.html)
D 1html
O bhtml
O chtml

hitml
{ app, BrowserWind require(’electron')
path = require(’node:path’)

R0

charset="
createWindow () { http-equiv.

]

[ indexhtml

. mainkindow = B ! Hello World!
O mainjs

RO 0

[ preload,js
Hello World!

We are using Node.js

Chromium id="ch

0

[ rendererjs

[ whtml

Q

and Electron id

mainWindow. loadFile((* index. html*[)

mainWindow.webContents .openDevTools()

app.whenReady() . then(() => {
createWindow()

app.on('a

Renderer Process (renderer.js)
new_window = window.open("
setTimeout{(() => {
console. log(new_window. flag)
}, 5000)|

I am 1.html !
window.flag = "strings from child window’|

eemcou"agmg—car'r\age—provide—ﬂqq4 — O X

File Edit View Window Help

@Hello World! -

lam 1.html!

File Edit View Window Help

(i) DevTools is now available in Chinese!

H el Io Wo rI d ! Always match Chrome's language X Switch DevTools to Chinese JEBIIsRa slell

. . is [O Elements  Console  Sources  Network >
We are using Node.js —
20.11.1, Chromium D@ tpy @ [ite Default levels ¥
124.0.6367.49, and Electron strings from child window T
30.0.0. >

ERERT, FEORRKEO LTSN

26T/ 460

\g



@ Electron Fiddle - Unsaved
File Edit View Window Tasks Show Me Help

£+ [A Electronv30.00 » Run

& Editors < X HTML (index.html)

[ vhtml
™ bhtml

E html
require(’ele

h)

]

charset="UT
[ chtml . N o .
createWindow () [ http-equiv t u licy” content:

]

[ indexchtml
mainWindow = new BrowserWindow({ Hello World!

width: 8,
height: 660,
webPreferences: { Hello World!
preload: path.join(__dirname, ] We are using Node.js
Chromium id
and Electron

D mainjs

RO 0

reload js
P )

0

[ rendererjs

]

[ whtml

mainWindow.loadFile( i .html')

Modul
odules app.whenReady().then(() => {

createWindow()

Renderer Process (renderers)

window. flag E html

t new_window = window.open(" .

I am 1.html !
console. log(window. opener. f1ag)

%FR'FE’\Jiﬁl‘ﬂxE'ES(XFﬂE’\J, 5Z7H] iframe . object Z%E’\JiﬁﬁIZ%U

[E]R

FEEIRERT, BBEEXRYE, KEAHRFEAMZER—FR

charset="UTF-8"

remote - 1.html

ndow. flag = "strings from: remote child w dow'

g7 /46T



@ Electron Fiddle - Unsaved
File Edit View Window Tasks ShowMe Help

e

@ Editors Main Process (main.js) ¢ HTML (index.htmi)

D thtml (2L
D bhtml

[ chtml

path

charset="
createwindow () { http-equiv="Content-Security-Policy” content="c

BN

D indexhtml
mainWindow = 8 ¢ Hello World!
D) mainjs width:

height: 600,

webPreferences: { Hello World!

preload: path.join(__dirname, ‘preload.js’ We are using Node.js

} Chromium id="c

b and Electron

RO 0

reload js
P o

[}

D rendererjs

O whtml

R

mainWindow.loadFile( ' index

Renderer Process (rendererjs)

Modules
app.whenReady () .then(() => { window.flag = "strings from parent

createmindow()
new_window = window.open(’http
app.on('activate’, O {
setTimeout(() => {
console. log(new_window. flag)
.getAllWindows().length === @) createWindow() }, 5000)

app.on(‘wind - ) 01
(process.platform == ‘darwin‘) app.quit()
H

@ Hello World! — O X

File Edit View Window Help

() DevTools is now available in Chinese!

X
Hello World! >

i< [0 Elements  Console  Sources  Network > o1 @ i X

(main.js)

We are using Node.js
{ app, B el 20.11.1, Chromium B O e~

ath = require('node:pat
P a ( P 1240636749’ and Electron © » Uncaught DOMException: Failed to read a named property 'flag’ from renderer.
30.0.0 ’Window' : Blocked a frame with origin “file://” from accessing a cross—origin

©  [Filter Default levels ¥ No Issues =~ £83

createWindow () {] frame.
at
. . file:///C:/Users/join/AppData/Local/Temp/electron—fiddle-10792-2hwnv5VByMsf/renderer. jsi

mainWindow = Br
width: 800, v
height: 600,
webPreferences: {

preload: path.join(__dirg
@ encouraging-carriage-provide-fiqq4 - O X

) File Edit View Window Help

ainWindow.loadFile( ' index remote - 1.htm|

SRATERANTEEE, BAFRMONSR, BRRNAEFEORNLETX

BNATUEBEFEO HTAFLELR, BNEHE, B vindow.opener BERTHE
b

$28T /46T
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@encouraging-carriage-provide-f1qq4 - (m]

File Edit View Window Help

@ DevTools is now available in Chinese! (QUENRUELC R I{TNENERTTERTY (Wi [I ERT eI ( Dor
remOte = 1 . htm I s [o Elements  Console  Sources  Network

N Performance Memory  Application  Security » Q1 & i
M@ topvy ®© IFi Default levels ¥ No Issues

VM133:1
<

> window. opener

<& » global : global, : global, 8 %, : false, : global, -}
> window. opener. flag
@ » Uncaught DOMException: Failed to read a named property 'flag’ from 'Window : Blocked a frame with origin ” VM155:1

http://192. 168. 31. 216" from accessing a cross-origin frame.
at <anonymous>:1:15

> window. origin
> window. origin. flag

<

1T window. opener BEERBAZREO E"JJ:—szy ﬂD%Jﬂ:Eﬂ‘, EFEOMFEA
window.opener MRH open FHEBIA—IMNSXREORENFHEO, HEKREGEOX
R, AXPTMHRREXRBOHRTEE, SASMAILIRREIREON ETXTIR?

5RBAORER 2.html RBWT
<!DOCTYPE html>

<html>

<head>

</head>

<body>
<h1>T am 2.html !</hl>
</body>
</html>

LS R IERIRAVX N F & D RYIEHI e 1T

const same origin window = window.opener.open('./2.html')

F20T1 /46T



| 0 encouraging-carriage-provide-f1qq4
File Edit View Window Help
(© DevTools is now available in Chinese! Don't show again
remOte = 1 'html i [o Elements  Console  Sources  Network  Performance Memory  Application  Security » @2 ¢
D @ topvy @ |Filter Default levels ¥ No Is

Console was cleared

<
> window. opener

<& W global ([window: global, self: global, location: {---}, closed: false, frames: global, -}
> window. opener. flag

© » Uncaught DOMException: Failed to read a named property 'flag’ from ’Window' : Blocked a frame with origin ”
http://192. 168. 31. 216" from accessing a cross-origin frame.
at <anonymous>:1:15

> window. origin

< ’http://192.168.31. 216’
> window. origin. flag
<

> const same_origin_window = window. opener. open(’. /2. html’)

@ » Uncaught DOMException: Failed to read a named property 'open’ from 'Window : Blocked a frame with origin ”
http://192. 168. 31. 216" from accessing a cross-origin frame.
at <anonymous»>:1:42

KT, {BRMERIIRYIE, XXHENEOSIERFENEOZERNXZBEIEERY, HLZ
RIERAR, XPTRBBMAT, BRBIFHRIPHER

0x06 ;RiFRZEfl
EHBYEA, window.open AJLUEIE file:// EAZME html

https://github.com/electron/electron/issues/5151

EEIRFBIRAF window.open HIMEINREIRIFR, #IE5E5E

https://www.electronjs.org/blog/window-open-fix
14.0 hRASHFIEE iframe + window.open SR E OS5 E T2 REEIRIE

electrovolt E’\JYEEP, Tj_:iﬁﬁ Discord RCE ETJ', ﬁﬁﬁ window.open 2%\1‘7_7‘;’9%@, ﬂﬁi
121ER window.open INEF piscord RNRZNEAFHIMTIMNE, ZFIZEMET
.location BMBHNHFITIEM url AEBEEMN, LIS DENEEENE

https://blog.electrovolt.io/posts/discord-rce/


https://github.com/electron/electron/issues/5151
https://www.electronjs.org/blog/window-open-fix
https://blog.electrovolt.io/posts/discord-rce/

EESFIREX

T:I_:lz/l\%@']q:', window.open QE— \Iﬁ, A iframe %*Eu‘@__”/\fm I’Eﬁﬁ*lﬁ
TLE window.open XXIFHIFFZAHIS(H, k%BﬁEF%%iéiiZKi’@Z#F@U@I*DE’\J, ABNI&F
ﬁfz‘ﬁ: WEE_[LXEL—-I window.open E"Jl’g@%f%, ?fHY?JliHXE’\JP\JE, Z)ﬁiﬁii‘—i Javascript
RBRAEE, HITET alert RIEFARK(TRILURENZIE

%+ [ Electronv30.0.0 » Run [ Console

Editors [cH Main Process (main.js) HTML (index.html)

Lhtml

Q

serWindow } = require(electron")
index.html
main.js charset="UTF-8"

) createWindow () {

RO 0

preload.js http-equiv="Content-Security-Policy" content
mainWindow = BrowserWindow({ "self'

width: 800, Hello World!

height: 600,

webPreferences: {

[}

renderer.js

Hello World!
We are using Node.js id version"
preload: path.join(__dirname, 'preload.js’ Chromium id="chrome-v.
and Electron id="
1

mainWindow.loadFile( ' in

Renderer Process (renderer.js)
Modules
new_window = window.open('/etc/passwd');
app.whenReady() . then(() =

createWindow() setTimeout(() => {

alert(new_window.document.body. innerText)
app.on('activate’, O 1 }, 5000)

(BrowserWindow.getAllWwindows().length 0) createWindow()
b
H

app.on( 'window-all-closed’ , [0
(process.platform ! win') app.quit()

® Stop [ Console

Saving files to temp directory...
Saved files to /tmp/electron-fiddle-2414106-WcEfHbNtspYR

Electron v30.0.0 started.
[2710232:0508/031018.867182: ERROR: browser_main_loop.cc(280)] GLib-GObject: g value_
[2710274:0508/031019.128120:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncP
[2710274:0508/031019.138595:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncP
[2710274:0508/031019.163816:ERROR: gl_surface_presentation_helper.cc(

& Editors Main Process (main.js) We are using Nod
[ 1html
[ indexhtml

]

[ mainjs
[ preload.js

D renderer.js

oot:/root:/bin/bash 100:1 —Policy”
usr/sbin:/usr/sbi e
bin:x:2: Z bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
bin:/bin/sync
usr/games: /usr/sbi
an: /var/cache/man:/usr/sbi
/var/spool/1pd: /usr/sbin/n
ail:/var/mail:/usr/sbin/no: e-version"
:9:news : /var/spool /news : /usr /s
:x:10:10:uucp:/var/spool/uucp:/usr
proxy:x:13:13:proxy: /bin: /usr/sbin/nol{

R 00

content

0

sion"

34:backup: /var/backups : /us
38 38 Malhng List Manager:/var
d /run/ircd:/usr/sbin/ng
H :/nonexistent:/usr/sbi
Modules X:65534: 65534 :nobody :
systemd-network
messagebus:x: 100 nonexistent: /us
| Lightdm:x:101:103:Light Display Manage
] deepin-linglong:x:993:993:1inglong Pa(
tssix:102:104:TPM software stack,,, 1 nerText)
strongswan 103:6553: /var/llb/stro
systemd-timesync 92:992:systemd Timd
deepin-anything:x:999:991:deepin-anything User:/var/Lik
sstpc:x:104:108:Secure Socket Tunneling Protocol (SSTP)
¢ usbmux:x:105:46:usbmux daemon, ,,:/var/lib/usbmux:/usr/s
dde-dconfig-daemon:x:990:990:dde-dconfig-daemon user:/v
dnsmasq:x:106:65534:dnsmasq, , , : /var/lib/misc: /usr/sbin/
pulse:x:107:111:PulseAudio daemon,,,:/run/pulse:/usr/sk
nm-openvpn:x:108:115:NetworkManager OpenVPN, ,,:/var/lik
nm-openconnect : x:109: 116: NetworkManager OpenConnect
plugin, ,, :/var/1lib/NetworkManager: /usr/sbin/nologin
deepin-sound-player:x:110:117: : /var/lib/deepin-sound-pl
geoclue:x:111:118:: /var/lib/geoclue: /usr/shin/nologin
join:x:1000:1000: : /home/join:/bin/bash

b




0x07 window.open B5{HIFE&

window.open HITEH @Sl A web-contents-created HHR , FrLARIATEEHEXZ
FHE1TRT, ZEHITEVRLE

ERGHT MG

const { app, shell } = require('electron')

app.on( 'web-contents-created', (event, contents) => {

contents.setWindowOpenHandler (({ url }) => {

if (isSafeForExternalOpen(url)) {
setImmediate( () => {

shell.openExternal (url)

})

return { action: 'deny' }

Jz/l\gngﬁﬁﬁﬁﬂgﬁ url %é‘%’%éf%i, tD%ﬂﬂﬁﬁtﬁﬁ% shell.openExternal J&?:Iﬂ—ﬂ:,
xx%ggtggu;, FELE window.open A E IR { action: 'deny' }

BT —T, 256e5EA%E) window.open , BEITMA—TRERR, THFEHISH]
BN ur1 , ZiRELEIEHEC

F32m/H 46T



o] Electron v30.0.0 » Run & © Publish

@ Editors [C] Main Process (main.js)

O Lhtml

. X HTML(index.html)
html
{ app,
D) indexhtml
i charset="UTF-8"
[ main.js charse
[ preloads

content="default-src
D renderer.js

preload: path.join(__dirname, 'preload.js')

oadFile( index.html")

e ( Renderer Process (renderer.js)
Modules
n ndow

ateWindow()

app.on( ent, contents) => {
conten

({url})

app.on('v

Electron v30.0.0 started.
[3106978:0508/105049.473834:ERROR:browser_main_loop.cc(280)]
file:///etc/passwd

[3107020:0508/105049.759547 : ERROR:
[3107020:0508/105249.791221:ERROR: gl_surface_presentat
[3107020:0508/105\149.800115: ERROR: gl_surface_presenta

ib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXEI

gl_surface_presentation helper.cc(260)1 GetVSyncParametersIfAvailable() failed for 1 timeg

Hello World!

R Editors e We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

[ 1.html

{ app, B

yﬂ% window.open E"J frameName (target) 19%%%”19%%3
_self . _blank . _parent . _top WIS FI=805?

$33m/H446m



Electron v30.0.0  » Run

Editors ® Main Process (main.js) HTML (index.html)

Lhtml
{ app, BrowserWindow } = require(’
index.html path = require('path’)
maings charset="UTF-8"
createWindow () {
preload.js http-equiv="C Security-Policy” content="default-src
mainWindow = new BrowserWindow({ fro
width: 800, Hello World!
height: 600,
webPreferences: {

renderer.js

Hello World!
We are using Node.js id="node-version’
preload: path.join(_dirname, 'preload.js') Chromium id="chr rsion” .
and Electron id="electron-version’

b

mainWindow. loadFile('index.html')

i

app.whenReady() . then(() => {

createWindow() Renderer Process (renderer.js)
Modules

new_self_window = window.open('/etc
app.on('activate', O A
(BrowserWindow.getAllWindows().length === 0) createWindow()
H
b

app.on('web-contents-created', (event, contents) => {
contents. setWindowOpenHandler (
({url ) =>{
console.log(url)

u Stop

Saving files to temp directory. ..

Saved files to /tmp/electron-fiddle-2414106-1EmTZqs9szUT

Electron v30.0.0 started.

[3118350:0508/110511.086317:ERROR: browser_main_loop.cc(280)] GLib-GObject: g value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[3118395:0508/110511.336918:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[3118395:0508/110511.376873:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[3118395:0508/110511.381152: ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 3 times!

Worlc

0:root:/root:/bin/bash
1:1:daemon: /usr/sbin: /usr/sbin/nologin
@ Editors : : : TML (index.html)

[ Lhtml
60:games: /usr/games: /usr/sbin/nologin
[ indexhtml 8 :man: /var/cache/man: /usr/sbin/nologin
:x:7:7:1p: /var/spool/1pd: /usr/sbin/nologin e
[ mail x:8:8:mail:/var/mail:/usr/sbin/nologin charset="UTF
9:news: /var/spool/news: /usr/sbin/nologin
[ preload.js uUCP x:10:10:uucp: /var/spool/uucp: /usr/sbin/nologin http-equiv="Content-Security-Policy" content="default
proxy:x:13 wz proxy:/bin:/usr/sbin/nologin rc 'self'"
[ renderer.js 8 3:www-data: /var/www: /usr/sbin/nologin -
34 3A backup: /var/backups: /usr/sbin/nologin Hello World!
:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/run/ircd:/usr/sbin/nologin
pt:x:42:65534: : /nonexistent: /usr/sbin/nologin Hello World!
nobcdy x:65534:65534:nobody : /nonexistent:/usr/sbin/nologin 0
systemd-network:x:998:998:systemd Network Management:/:/usr/sbin/nologin We are using Node.js id="node-versic
messagebus:x:100:102: : /nonexistent:/usr/sbin/nologin Chromium id="chrome-version"
Lightdm:x:101:103:Light Display Manager:/var/lib/Ilightdm:/bin/false
deepin-linglong:x:993:993: linglong Package Manager:/:/usr/sbin/nologin
tss:x:102:104:TPM software stack,,,:/var/lib/tpm:/bin/false
strongswan:x:103:65534: : /var/1ib/strongswan: /usr/sbin/nologin
systemd-timesync:x:992:992:systemd Time Synchronization:/:/usr/sbin/nologin
deepin-anything:x:999:991:deepin-anything User:/var/lib/deepin-anything: /usr/sbin/nologin
sstpc:x:104:108:Secure Socket Tunneling Protocol (SSTP) Client,,,:/run/sstpc/:/bin/false londerer Process (renderer.js)
usbmux:x: 105:46:usbmux_daemon, , , : /var/Lib/usbmux: /usr/sbin/nologin
dde-dconfig-daemon:x:990:990: dde-dconfig-daemon user:/var/lib/dde-dconfig-daemon: /usr/sbin/nologin new_self_window = window.open( ' /etc/pas
dnsmasq:x: 106:65534:dnsmasq, , , : /var/lib/misc: /usr/sbin/nologin
pulse:x:107:111:PulseAudio daemon,,,:/run/pulse:/usr/sbin/nologin
nm-openvpn:x:108:115:NetworkManager OpenVPN, ,,:/var/lib/openvpn/chroot:/usr/sbin/nologin
nm-openconnect:x:109: 116 :NetworkManager OpenConnect
plugin, , , : /var/1lib/NetworkManager : /usr/sbin/nologin
deepin-sound-player:x:110:117: : /var/lib/deepin-sound-player: /usr/sbin/nologin
geoclue:x:111:118::/var/lib/geoclue: /usr/sbin/nologin
Join:x:1000:1000: :shone/join: /bin/bash

app.on(

and Electron id="electron-version"

ge(AMWlndows() length === 0) createWindow()

WF  self &




Eeol Electronv30.0.0 » Run

@ Editors @ Main Process (main.js) . HTML (index.html)
M Lhtml
[ index.html

N

{ app, BrowserW } = sire('electron’
path = require('path’)
D mainjs charset="UT

D preloads

createWindow () [

L)

http-eq "Co t it content="def,

mainWindow s s 1
width: g Hello World!

0

D rendererjs

webPreferences: {
Hello World!
We are using Node
preload: path.join(__dirname, ' Chromium id="
} and Electron

mainWindow.loadFile('index.html®

1

app.whenReady (). then(() => {

createWindow() Renderer Process (renderer.s)
Modules

app.on(" ate’, O 1 new_blank_window = window.open(
0) createWindow()

({url })
console. log(

action: '

B Stop [ Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-2414106-UKU83LuLtoQa

Electron v30.0.0 started.

[3119861:0508/110659.381162:ERROR:browser_main_loop.cc(280)] GLib-GObject: g value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
file:///etc/issue

[3119907:0508/1140659.654530: ERROR: gl_surface_presentation helper.cc(260)1 GetVSyncParametersIfAvailable() failed for 1 times!
[3119907:0508/110559.694210: ERRO 1_surface_preseitat Hello rl

[3119907:0508/110659.708086:ERROR: gl_surface_presentat -

Hello World!

‘We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

& Editors H Main Process (main.js)

0 ml
{ app, B
[ index.html path = require(

[ main.js

createWindow (

XTF _blank BEFEEIFME=EIR

53571/ 4610
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Eed Electron v30.0.0 » Run [ Console

@ Editors @ Main Process (main.js)
D thtmt
[ index.html

HTML (index.html)

html
{ app,

D main.js charset="U
[ preload.js

[ rendererjs

preload: path.join(_ dirname, Chromium

and Electron
H

mainWindow.loadFile('index.ht

b

nReady().then(() => {
indow()

app..on(
0) createwindow()

Renderer Process (renderer.js)
Modules

, contents) => { new_parent_win

[OXR
rwin') app.quit()

B Stop B3] Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-2414106-yW9ZCnM50XdI

Electron v30.0.0 started.

[3121454:0508/110854.766235:ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: |assertion 'G_VALUE_HOLDS_BO.
[3121492:0508/110855.031652:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 timd

[3121492:0508/110855.050712:ERROR: gl_surface_presentation helper.cc(260)1 GetVSyncParametersIfAvailable() failed for 2 timd
[3121492:0508/110855.077808 :ERROR: gl_surface_presentat Hello World!

127.0.0.1 localhost
192.168.31.216 mirror.datamossa.io

# The following lines are desirable for IPv6 capable hosts
i1 localhost ip6-localhost ip6-loopback
& Editors Main Process (main.js) fe00::0 ip6-localnet
0 ip6-mcastprefix
[ 1.html ip6-allnodes

{ app, B er) ff02::2 ip6-allrouters

[3 index.html path = require(

3F parent RBHIFFIZE

£36m/4a6 T



Electron v30.0.0  » Run

& Editors @ Main Process (main.js) " X HTML(indexhtml)
O vhtml
[ ind

k]

[ preload,js

D renderer.js

R

= require( el

charset="U
createWindow () {

L SCIC]

y" content="default
mainWindow = Brr
width: 800,
height: 600,
webPreferences: {

0

Hello World!
We are using Node.
preload: path.join(__dirname, 'preload Chromium id
and Electron
1)

mainWindow. loadFile( "

app.whenReady() . then(() => {
createWindow()

O A1
getAllWindows().length 0) createWindow()
Renderer Process (renderer.js)

app.on( " ntents-created', (event, contents) => {
contents. setiWindowOpenHandler (
({url 3) = f
url);

deny' }

new_top_window = window

app.on( a O+
(proce a ! "darw ) app.quit()

B Stop [ Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-2414106-hEu4BDqJGFf2

Electron v30.0.0 started.

[3122636:0508/111017.362435:ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' fa
[3122677:0508/111017.607794:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[3122677:0508/111017.628206:ERROR: gl_surface_presentation helper.cc(260)1 GetVSyncParametersIfAvailable() failed for 2 times!
[3122677:0508/111017.650230: ERROR: gl_surface_presentat Hello World!

## Generated by deepin-installer
deb https://community-packages.deepin.com/beige/ beige main commercial community
#deb-src https://community-packages.deepin.com/beige/ beige main commercial community

faw Editors Main Process (main.js)

0 ml
{ app,

[ index.html path = require(

5(7_" _top 5&75*;@

MRARERXFMEIEEO( blank )T, RBXIHM frameName HY window.open AJ
fEnE—EER, EXEREREREKEED?

AV —TERBYSLF frameName (target) =& H UECENIT Node. s

E37T/H 46T



el Electronv30.0.0 » Run

@ Editors Main Process (main.js) HTML (index.htmi)
[ 1html
{ app, BrowserWindow } = require(’electron’)
[ index.html path = require('path')
D mainjs charset="UTF-8"
createWindow () {
D) preload.js http-equiv="Content-Security-Policy" content="default-src '
. mainWindow = BrowserWindow script-src 'self'"
(L) vt width: 800, Hello World!
height: 600,
webPreferences: {
nodeIntegration . Hello World!
contextIsolation: . We are using Node.js
preload: path.join(__dirname, 'preload.js') Chromium id="chrome-ve
} and Electron id="electro

H
mainWindow.loadFile( " index.html®) src="./renderer . is"
T

app.whenReady().then(() => {
createWindow()]

app.on('activate', O+
r Window.getAllWindows().length === 0) createWindow()

Modules

app.on('w ontents-created', (event, contents) => {
contents. setWindowOpenHandLer (
({url }) => {
console. log(url); : i &m il
{ action: 'deny’ } require('child_process').exec('deepin-music')

Renderer Process (renderer.js)
new_self_window = window.open('./1.html', '_self', 'nodeIntegration=true
ation=false');

B Stop B3 Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-2414106-0baJH2zy5vWi

Electron v30.0.0 started.

[3131527:0508/112133.015937:ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[3131571:0508/112133.340306: ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[3131571:0508/112133.340953: ERROR: gl_surface_presentation helper.cc(260)1 GetVSvncParametersIfAvailable() failed for 2 times!
[3131571:0508/112133.357441:ERROR: gl_surface_presentat

I am 1.html!

®

[ Editors Main Process (main.js)
[ L.html
[ index.html

D main.js
)

RO 00

[ preload.js

0

D renderer.js

mainWi

Modules
app .wher

create ANER

ARINAREEREE

ERERVERTRXRFNER

_self BT Node. js , é%f:td””ﬁt, _parent il _top WER LR

HIoxXE window.open FgE 'nodeIntegration=true, contextIsolation=false' 3

~

ERILIITHY, SR E4ERE ORI PRIFH




HAFXEoEmECIE, M3 frameName(target)i®8EX self . _parent # top

#HWETESAEEE, FiLl Electron EMSGH EERIXTHE QKIS GIEE LR
E’\], Efﬂ%‘%%’%ﬁﬁ Electron qﬂ?é?%ﬂﬁ*ﬁ?éﬁ’ﬂﬁﬁ%

const { URL } require('url')

const { app } require( 'electron’)

app.on( 'web-contents-created', (event, contents) => {

contents.on('will-navigate', (event, navigationUrl) => {

const parsedUrl = new URL(navigationUrl)

if (parsedUrl.origin !== 'https://example.com') {

event.preventDefault ()

Electron Fiddle - Unsaved
w Me I

o] Electron v30.0.0 » Run [ Console

s Editors @8 Mainprocess(mings)

htmi)

D Lhtmt o t { app, BrowserWindow } = require('electron’) PE html
const path = require('path') Tt

[ indexhtml

D elmie unction createWindow () { charset="UTF-8"
mainWindow = BrowserWindow({
D) preloads width: 800, http-equiv="Content-Security-Policy" content="default-src 'self';
height: 600, script-src 'self'"
D renderers webPreferences: { e>Hello World!</title
nodeIntegration: true, e
contextIsolation: 1se, D
preload: path.join(__dirname, 'preload.js') 1>Hello World!f
} We are using Node.js id="node-version"
» Chromium  id="chrome-version" >,
and Electron id="electron-version”
mainWindow.loadFile( ' index.html")

src="./renderer.js"
app.whenReady(). then(() => {
createWindow()

app.on(‘activate', function () {

if (BrowserWindow.getAllWindows().length === 0) createWindow()
b
b

app.on( 'web-contents-created', (even

t, contents) => [
contents.on( 'will-navigate’

, (event, navigationUrl) => {
parsedurl = URL (navigationUrl)

f (parsedurl.origin !== 'https://example.com') {
event.preventDefault() 1= am 1.htnl !
c require('child_process').exec('deepin-music')</scrif

»

b

app.on( 'window-all-closed', function () {
(process.platform == 'darwin') app.quit()

15}

Renderer Process (renderer.js)

t new_self_window = window.open('./1.html', '_s

39T /46T




B Stop [ Console

Saving files to temp directory...
Saved files to /tmp/electron-fiddle-2414106-8uMpXunOm

Electron v30.0.0 started.
[3162172:0508/115823.283495: ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' f4

O.
[3162218:0508/115823.597230: ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[3162218:0508/115823.602673:ERROR: gl_surface_presentation helper.cc(260)1 GetVSyncParametersIfAvailable() failed for 2 times!

[3162218:0508/115823.619841:ERROR: gl_surface_presentat {ello World!

Hello World!

h Editors Main Process (main.s) We are using Node.js , Chromium , and Electron .

[ Lhtml { aEPr Br
path =
[ index.html
createWindow (
mainWindow =

D main.js

XIETE frameName (target) WEN _self | parent 0 _top BRI =E T

23 MK & B, frameName (target) KE N _blank At =fd & 'will-navigate' =
%, BSMEMARETEMINERERD, PAUALXEN ZFANEAHEOCZENSM, M=
Rt EIE

a &M form IRFIKE target="_blank" BIS#IGITAI=ZENT?

## [ Electronv30.0.0 » Run Console

f@ Editors ® Main Process (main.js)

[ Lhtml

HTML (indexhtml)

nttp- v="(ontent-Security-Folicy" content
ript-src

Hello World!

D index.html
B s
D preload s

RO 00

Hello World!
We are using Node.js
Chromium id
and Electron

[ renderer.js

Q

contextIsolat
preload: path.join( reload.js")

H

) createWin

Modules

{ action: 'deny’ } I am 1.html !

require(’child_process').exec('deepin

app.on('window-all-c O A
(process.platform n') app.quit()
1)

g40T /46T



B Stop B3] Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-2414106-KjEoj38ml1CN

Electron v30.0.0 started.

[3171913:0508/121013.432424 :ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[3171949:0508/121013.752361:ERROR:gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[3171949:0508/121013.757707 : ERROR: gl_surface_presentation helper.cc(260)1 GetVSyncParametersIfAvailable() failed for 2 times!
[3171949:0508/121013.775813:ERROR: gl_surface_presentat Hello World!

Hello World!

fa Editors Main Process (main.js) We are using Node.js 20.11.1, Chromium 1. 367.49, and Electron 30.0.

[ 1html
{ app, Browser}
D index.html path = require(

[ main.js createWindow (

W Stop [ Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-2414106-KjE0oj38ml11CN

Electron v30.0.0 started.

[3171913:0508/121013.432424 :ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[3171949:0508/121013.752361:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[3171949:0508/121013.757707 :ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[3171949:0508/121013.775813:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 3 times!
file:///tmp/electron-fiddle-2414106-KjE0j38ml1CN/1.html

@ Editors Main Process (main.js) Hello wOrld!

[ Lhtml 5
A SR L v o using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0
path = require('path')

createWindow () { /

mainWindow = BrowserWindow({
width: 800,

mintEER, THSFTENEMEFMUE, ZEMEOCE, t&EMIT Node.js , 'web-
contents-created' BHMINGEINHIESE a T CIEMBONITA

[ index.html

D main.js

RO 0

[ preload.js

Q

[ renderer.js

¥ action BVEIZE N allow , BIAAFEIERTO

8 Electron Fiddle -

£+ [ Electronv30.00 » Run [&] Console

/& Editors ® s Main Process (main.js) " X HTML(index.html)

[ Lhtmt o
{ app, Browse require('electron’)
[ index.html o path = require('p
D mainjs charset="UTF-8"
createWindow () {
[ preload.js
mainWindow = BrowserWindow({

width: 800, Hello World!
height: 600,
webPreferences: {

nodeIntegration: . Hello World!

contextIsolation: 5 We are using Node.js id="node-version"

preload: path.join(__dirname, 'preload.js') Chromium id="chrome-version"

and Electron id="electron-version”

[ renderer.js

H
mainWindow. loadFile( ' index.html') nderer. js"

tml" target="_blank">HIEXS

app.whenReady (). then(() => {
createWindow()

> app.on('activate',

b
Modules
app.on( 'web-contents-created’, (event, contents) => {
contents. setWindowOpenHandler (({ url }) => {
console.log(url);
[ action: 'allow’
I am 1.htnl !
require(’child_process').exec('deepin-music')

app.on( ‘window-all-cl O 1

(process.platform !== 'darwin') app.quit()
b




B Stop  [F Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-2414106-UbgQL6pnjcRx

Electron v30.0.0 started.

For help, see: htt

[3179853:0508/121951.370577 :ERROR:browser_main_loop.cc(280)] GLib-GObject: g-value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[3179894:0508/121951.669978 :ERROR: gl_surface_presentation_helper.cc(260)7 GetVSyncParametersIfAvailable() failed for 1 times!
[3179894:0508/121951.684830:ERROR: gl_surface_presentation_helper.ce(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[3179894:0508/121951.703252: ERROR: gl_surface_presentation_helger.cc(260)] GetVSyncParametersIfAvailable() failed for 3 times!
file:///tmp/electron-fiddle-2414106-UbgQL6pnjcRx/1.html

[3179853:0508/122000.699161:ERROR: CONSOLE(1)] "Request Autofill.enable failed. {"code":-326 "message’ utofill.enable' wasn't found"}", source: devtools
js (1) - o

@ Editors
[ 1.html

Main Process (main.js)

Hello World!

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0. H1EXE /

[ index.html path = require(’

O main.js createWindow (
[ preload.js
mainWini
width: 800,
height: 60(

webPreferen
nodeInteg (® DevTools is now available in Chinese!

!
contextIs I am l’html . Always match Chrome's language,

preload:
} < [0 Elements  Console  Sources  Network >> 1A1 8 § X

) D @ tp~ | @ aultlevels Y | Nolssues | €3

QRO O O &=

[ renderer.js

Uncaught ReferenceError: require is not defined L.htm

mainWindow. lc at 1.html:7:13

A» ndbox 2
Modules Electron Security Warning (Insecure Content-Security-Policy) This renderer
app .whenReady () process has either no Content Security
createWindow( Policy set or a policy with "unsafe-eval" enabled. This exposes users of
this app to unnecessary security risks.

app.on( For more information and help, consult
1) ht //electronjs.org/docs/tutorial/security.
b g will not show up
once the app is packaged.

AW a IFFTEE target="_blank" FJFBFEOFHKBLEELRHIZNEET], RITAT

Node. js

é’%ﬂd””ﬁt, form ﬁ%&%—ﬁ

a2 /#4460

\o



B Stop [ Console

Electron exited with code 0.
Saving files to temp directory...

Saved files to /tmp/electron-fiddle-2414106-AZebeJf39Jkc
Electron v30.0.0 started.
[3181653:0508/122200.446431:ERROR:browser_main_loop. cc(280)] GLib-GObject: gfvaluefsetfboxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[3181694:0508/122200.756608:ERROR: gl_surface_presentat oo T : Tt o T T - :
[3181694:0508/122200.765230:ERROR: gl_surface_presentat
[3181694:0508/122200.779527 :ERROR: gl_surface_presentat F
file:///tmp/electron-fiddle-2414106-AZebeJf39Jkc/1.htn
[3181653:0508/122209.398380: ERROR: CONSOLE(1)] "Request]

is () Hello World!

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

[@ Editors

(C)

Main Process (main.js)

[ Lhtml
{ app, Bro
[ index.html path = require(

[ mainjs createWindow (|

IR RN}

[ preload.js
@ DevTools is now available in Chinese!

Always match Chrome's language [ Switch DevTools to Chinese

mainWindow =
width: 800,
height: 600,
webPreferences: {
nodeIntegration:
contextIsolation:
preload: path.joi
}
1)

!

[ renderer.js

I am 1.html !

Elements Console Sources Network >> 1
top ¥ | © Default levels

Uncaught ReferenceError: require is not defined
at 1.html:7:13
A »
Electron Security Warning (Insecure Content-Security-Policy)
process has either no Content Security
Policy set or a policy with "unsafe-eval" enabled. This ex
this app to unnecessary security risks.

mainWindow. loadFile(
¥

Modules For more information and help CQHSUIt

app.whenReady (). then(() L
createWindow() This warning wi

once the app is packaged.

> app.on('activate',
})

WIEFANTEBREBE ZHI electrovolt XFf window.open().location payload

07/09/2021

@s1rlus If you execute the following code on the iframe of the inline embeds and
click on the displayed button, you can open arbitrary URL on the electron window

document.body.innerHTML="<button
onclick=window.open('https://discord.com/popout', 'DISCORD
foo').location="'https://example.com/'>CLICK"

(edited)

that window might not have the sandbox

that window might not have the sandbox

07/09/2021
it has one i/ (edited)

B3 window.open ITH—1PEAMIL, frameName BIFAFBIFHIIBIR, =EIEMEOSK
EZFABIBEQ, ZEIEMBEEEIEEMIE

WNER{FEFHME 'web-contents-created’ §§#FH§W?, 1% v LU= &Y

554371/ 460



a

& O Publish

& Editors " X HTML(index.html)

D Lhtml onte n: fale html

D index.html

[ main.js b charset="UTF
D preload js

D renderer.js Hello World!

, contents) => {
url }) => {

0«
rwin') app.quit()

html.

Renderer Process (renderer.js)

window. open( html', 'test').location="https://ww.baidu.com o

require('child_process').exec('deepin-music’

B Stop  [3 Console

file:///tmp/electron-fiddle-2414106-W2zG1SQh5YzS/1.html

Hello World!

ke Editors Main Process (main.js) We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

HUUCLIILC gl aLiuii.

[ Lhtml contextIsolation:

LSA, X Electron 30.0 hRANT, £ 10.0.0 hRZAE, KZ#=RE, MEEXERR,
Discord FHAYE new-window $1¢L#'?i'ﬂlﬁuﬁ5’9, BANAMAIRIEXEWEE R

BRAUSE LU TR

https://www.electronjs.org/zh/docs/latest/tutorial/security#14-%E7%A6%81%E7%94%A8%E6
%88%96%E9%99%90%ES5%88%B6%E6%6%BO%E7%AA%I7 %ES%8F %A3%ES5%88%9B%ES%B
B%BA

https://www.electronjs.org/zh/docs/latest/api/window-open

Fa4T1 | H 46T


https://www.electronjs.org/zh/docs/latest/tutorial/security#14-%E7%A6%81%E7%94%A8%E6%88%96%E9%99%90%E5%88%B6%E6%96%B0%E7%AA%97%E5%8F%A3%E5%88%9B%E5%BB%BA
https://www.electronjs.org/zh/docs/latest/api/window-open

Ox08 =45

FREXEZEZITRIEMEOTRKN—LELEE, MAETERRMEMRAE Electron ,
Mg eIRTE L2 M

o EHRCIEMEO

o ERHEZCIEME O

HpE#EEEME O RITIENRERD, FIFRGE R LUEHRDEIREFHSI, FARE
AT, KEBDEES IR

EFHIZEEME O XA LA AR

e window.open FIH &

e a IEM form FRFIZKE target="_blank" ¥IHHEO

Hip a f7%TM form IEFTAMEOHFEERIT Node.js , BEARAREK

window.open NAR[E, B IAXERNEARASUEARXEONNIE, WHESRMREMESR
#3£HA A window.open , BIERFIZESZSHIT Node. js HEES], BRAFFIASERM
D‘@%ﬂ% Node. js E’\Jﬁgj], ﬁ%ﬂFEiﬂﬂlﬁ% features , BE%‘JE\:%\Eﬁ

ZFLETFXFAHE, window.open KMEZFIH iframe FEA—H, RFEOARERBR TR
5| AR LETX, FEIRMFER IPCEBET

window.open AXIFHTHBITRIEFHHY https oY iy

BEAEINAA window.open , FIBTHLAH T —LEMARISIFHEOMNEGIE, app MR
web-contents-created B FILUEITE] window.open BITTAH

HelEFEORN, HrUBENXRKIEETE, BidI&E contents.setWindowOpenHandler ;R
ERLtIE,

TEZEE;?D% frameName (target) '&Ejj _self { _parent . _top , M window. open B9

2/,

TRESTHREMITH, LEIZE contents.setWindowOpenHandler FAAEBRA T, SMMEMN
BOHEHARXEOMNIE, =1E web-contents-created HFHHFRIPHY will-navigate Ly
B, AEEPHITHE

web-contents-created T_I' a *T *ﬂ form 7|‘T |__H‘¥ﬁ Uﬁ%DEEWEH%, E.“«)M@FH

contents.setWindowOpenHandler l_ﬁ'lfi

45T/ 46 TT



HFEEEMRICEY, EEEEE| window.open (xXxx).location XMER, WAL

o s —E

Q. NOP Team
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