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1. BRET

BERGAT—MERG, ILBNTTLUER—T file MIIERRERAINN
const { app, protocol, net } = require('electron')

app.whenReady().then(() => {
protocol.handle('atom', (request) =>
net.fetch('file://' + request.url.slice('atom://'.length)))
})

const { app, protocol, net } = require('electron')

app.whenReady().then(() => {

protocol.handle( 'nopteam, ', (request) =>

net.fetch('file://' + request.url.slice('nopteam://'.length)))




%% [ Electronv30.00 b Run

@ Editors
O Lhtml
D inde

D mainjs
[ preload.js

[ renderer.js

] Console

Main Process (main.js)

{ app, Br
path quire( )
= require('url')

protocol, net,

createWindow () {

app.whenReady() . then(() => {
protocol.handle(" m', (request) => {
net.fetch('f
b

session } =

' + request.url.slice(|

' length)))

quire('electron’)

HTML (index.html)

html

charset="UTF-8"

Hello World!

Hello World!
We are using N
Chromium

and Electron

createWindow()

app.on(‘activate', O A1

(BrowserWindow.getAllWindows (). lengtt 0) createWin

H

Modules Renderer Process (renderer.js) el
htm
window. openi(' noptean

Hello World!

B Stop

B3] Console

Saving files to temp directory...
Saved files to /tmp/electron-fiddle-3619-gTCXcyJx79Zb
Electron v30.0.0 started.

ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[90372:0509/154723.932323: ERROR: gl_surface_presentation helper.cc(260)1 GetVSyncParametersIfAvailable() failed for 1 times!
[90372:0509/154723.943974:ERROR: gl_surface_presentatia
[90372:0509/154723.957931:ERROR: gl_surface_presentatia

Hello World!

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

@ Editors Main Process (main.js)

{ app,
path require(
url = require(’

D index.html

[ mainjs

o6 0

/usr/sbin/nologin
/usr/sbin/nologin
/usr/sbin/nologin

[ preload.js createWindow (

)

[ renderer.js

:6:12:man:/var/cache/man:/usr/sbhin/nologin
1p:/var/spool/lpd:/usr/sbin/nologin
i var/mail:/usr/sbin/nologin

app.whenReady() .t Q)
protocol.handle( 'noy
net.fetch(
b

uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin

£ HTML #3&HNEH nopteam:// 1Y



%% B Electronv30.0.0 b Run Console

@ Editors
M 1html
D index.html
O main.js
D preloadjs

D renderer.js

Modules

faw Editors

0 ml
O index.html

[ mainjs

[ preload.js

[ renderer.js

Main Process (main.js) " X HTML(indexhtml)

{ app, BrowserWindow, protocol, net, se:
path = require('path')
url = require('url') charset="U

createWindow () {

Hello World!

app.whenReady() . then( ()
protocol.handle , (request) => { Hello World!
net. fetch( " + request.url.slicel('r " Llength)) we

re using Node.js
Chromium id
and Electron

createWin
app.on('activate’, 01

erWlindow.getAllWindows(). length === 0) createWindow()

Renderer Process (renderer.js) html
htm

charset .
Hello World!

Hello World!

B Stop [ Console

Saving files to temp directory...
Saved files to /tmp/electron-fiddle-3619-9EGr172Uok5S

Electron v30.0.0 started.
[92532:0509/155006.46255 :browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' faildg
[92578:0509/155006.755274: :gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!

[92578:0509/155006.769216:ERROR: gl_surface_presentation helper.cc(260)1 GetVSvncParametersIfAvailable() failed for 2 times!
[92578:0509/155006.785075: ERROR: gl_surface_presentatic ello Worlc

Hello World!

‘We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

Main Process (main.js)

root:/root:/bin/bash
:daemon: /usr/sbin:/usr
nologin
bin:x:2:2:bin:/bin:/usr/sbin/nolog
in
sys:x:3:3:sys:/dev:/usr/sbhin/nolog

{ app. Br
path = require(
url = require(

R o606 0

createWindow (

in
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr

0

BRRTFIEFAE, EAREPHN nopteam:///etc/passwd FHARILFTHARANER



G ) https://cn.bing.com/search?q=nopteam%3A%2F%2F%2Fetc%2Fpasswd&cvid=0b4039411ef344c4bdba3b8415a3b48

E Rk EIRRhR

BS Microsoft Bing Q. nopteam:///etc/passwd

©

M5 B RL B R IR FAR 1544 PEZ I8

FEUSRT R R
passwd (@D

@ MFEEE
https://zhuanlan.zhihu.com/p/127922840 ~

linuxBt B X {4 Z /etc/passwdi¥fZ - 1
Wi 202054 H9H - ETC. Linux R, Linux. BPEEXHZEER

12 letc/passwd iEid # cat /etc/passwdp < K E E/etc/passwdfip B S {4-A915 E 400 iy
T: BArootEBFP{E2591: root:x:0:0:root:/root:/bin/bash 7 NFE%, HI: ... e

BRI

2. ;EMIHINEIYFRE session
MRKRIVEZEBEXHDIGCERZIFERN session , MAEBEIAK, BJLUERLUL TR

const { app, BrowserWindow, net, protocol, session } = require('electron')
const path = require('node:path')

const url = require('url')
app.whenReady () .then(() => {
const partition = 'persist:example'

const ses = session.fromPartition(partition)

ses.protocol.handle('atom', (request) => {

const filePath = request.url.slice('atom://'.length)

return net.fetch(url.pathToFileURL(path.join( dirname,
filePath)).toString())

})

const mainWindow = new BrowserWindow({ webPreferences: { partition } })

})

XESRE I, session # partition



Partition: 77X ( partition ) B—MHlEl, BTFRAREBINNABERSHR. 8179
X#E HEMIIAICookies. AM7FfE (localStorage) . IndexedDBHEHIEIFMETIEL

LIREIZ— N FBIBrowserwWindows & WebContentshit, BILUEISISTE partition BEK
AREXMHBEOXNENMIEERSSEMEORE, HEBEERSIHFALEE,

o H{FRIKE partition: 'persist:name' BY, Electron SRHZBOCIE— M RFAKLNS
X, BMfENAER, X7 XPHEIE (WCookie) MWEWIFRE,

o MRTEENEMER partition: ' (EFMH) , WEA—TEINN. EZHNOX, X
A& O EEXBIES B

Session: 1% (Session) 7f Electron F@— 1 ESKIBE, sREXT—4HEEMNITH,
BFIEHINEZIER. EFREE. CookieBIEE, —/ Sessionr] AFE B COBITEE. Cookief1H
MIgE, FHEAIUHZ MWebContentsHE,

° ﬁUESession: ﬁ\'ﬂuﬁﬁ session.fromPartition() 7‘5&@'@—4\%?%@%\&% =5
Session32ffl|, S{EEHIZ{EF session.defaultSession JFIREXM FHRYERIASessions

o EHEIHTHA: SessionRIFRIZHIFIUI BB RITFERAET. BEAERefererk, REBIRES
MEE1TH, UREENR. IERFELEEXGH.

XiF IR R L AT IR T

3. protocol #ERI G

1) registerSchemesAsPrivileged

protocol.registerSchemesAsPrivileged(customSchemes

AR WWHERBEE app B ready BHHMAFRNHAR, BREEEA—X

LA EREF[IBENBEXIMY( scheme HFHITEE, ALUFMA—MNE. 2. AFEM
ServiceWorker. Z#FIREVAPI. A0S0/ ZIMA0V8 L EFZAY NN

AN e LIS

gem/H20m



'electron')

const { protocol } = require(
protocol.registerSchemesAsPrivileged ([
: { bypassCSP: true } }

foo', privileges

{ scheme: '

1)

CustomScheme MNZRIABLEHINT
scheme FHFEH - HEXBIITH, B ABIZETUEA

privileges Object (FJik)
standard boolean (A]i%) FXIA A false

"rES, #H

EEEMATRAEDIY
secure boolean (A]i%) - BXiA Afalse
RBEMASHAREESRNAEE

BRMALLMN, BEREE R AIERHTTPSEA
T_Weblj\]é‘q:'_l ERZ AR R LR

o bypassCcSP boolean (A]i%) - ZRIAffalse
NRIZA true , )"“JlZTJJ\lM"FEI’L\/ JR AT LA%%
RESIRS, XTEFELEREDS TAIEEH, BErgHFRL2NK
allowServiceWorkers boolean (AJi%) - BXiA AIfalse

id BIEAYContent Security Policy (CSP)

AFEZ Y T EMFFER Service Workers
o supportFetchAPI boolean (AJi%) - EXi\ Afalse
BRE, AFEIZMYTEE fetch APIHITRNEZIER, XXFIMAWeb A E
X3 F

SRR IFEEE
corsEnabled boolean (R]i%) - BRI\ Hfalse
BRERARL ?(CORS), AIFIZY AR %EZ,H\ﬁﬂ/}_E’JWebD'iﬁlﬁjza

BRI E L FER
; XIE AN S EL R R

= %
stream boolean (AJi%) - BRIA /T false
WRIGA true , MZEHEI R (Streams)KILIaEIE,

BB LUR = R R A oz
codecache boolean (AJi%) - BRIAA false
BERXH v8 IB%E1F, R BT standard WIKE N true FIER

B7T/201T



rEschemeE{E RFC 3986 FRig&ERY o 17130, nhttp F https EARETY,
M file A=

AR — T scheme £, BRI ML F IR ERISER IR EWMBER. TN, Zih
BRRMA file MY ME, XMXEFIIGAEMBITHENEREZ

Fla0, HIEEERBEXIMYUNE UL TRAN, MNRIRAEEEM AR Escheme, BIF BARASH
&, ERIEFR EschemeTT:AiRBIAENT BR1Z:

src='test.png'

AEM— 1 schemefE AT EschemeF s it HidE IpEX . B, ERBERE
=ENZscheme, MIH— MR EMEEIR,

|

TEIEFRAE schemes T, MLETENE Api (localStorage, sessionStorage, webSQL,
indexedDB, cookies) BMIABHEZRAM, FrU—RSRIRINERMEEM—DNBEENXIMEE
e neep WY, REAUEEEMAITE scheme:

R Protocols BEERMR (http # stream HiY) MIKE stream: true o <video>
<audio> HTML TRAAFRZMINEHPEIINAS. stream HERFXETREENIER
Spsing 4N ] v

2) handle

XN ERSCEMDII, HREEMINEIEREF

protocol.handle(scheme, handler)

o scheme Y%, B9 nhttps AEE
¢ handler JWJ"L)‘(&\HE*Eg, %—/PTJNB‘(%@Z@&

éiEIecTroniEﬁUlE@E%U scheme E"JURL'\L%E*ETJ' handler %*&ﬁﬁﬁo 124\@2‘&?%”&—
N request WRIENSE, HEBEZTZHRA—IEHEKE, REEZ—

Promise<GlobalResponse>

request N RERLEHWSZE
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https://tools.ietf.org/html/rfc3986#section-3
https://developer.mozilla.org/en-US/docs/Web/API/LocalFileSystem

response JWREFLESE

ERFEGIMT

const { app, net, protocol } = require('electron')
const path = require('node:path')

const { pathToFileURL } = require('url')

protocol.registerSchemesAsPrivileged( [
{
scheme: 'app',
privileges: {
standard: true,
secure: true,

supportFetchAPI: true

app.whenReady().then(() => {
protocol.handle('app', (req) => {
const { host, pathname } = new URL(req.url)
if (host === 'bundle') {
if (pathname === '/') {
return new Response('<hl>hello, world</hi1>', {

headers: { 'content-type': 'text/html' }
})

const pathToServe = path.resolve(_ dirname, pathname)

const relativePath = path.relative(_ dirname, pathToServe)



https://nodejs.org/api/globals.html#request
https://developer.mozilla.org/en-US/docs/Web/API/Request
https://developer.mozilla.org/en-US/docs/Web/API/Response

const isSafe = relativePath && !relativePath.startsWith('..') &&

isAbsolute(relativePath)
if (!issafe) {
return new Response('bad', {
status: 400,
headers: { 'content-type': 'text/html' }

})

return net.fetch(pathToFileURL (pathToServe).toString())
else if (host === 'api') {
return net.fetch('https://api.my-server.com/' + pathname, {
method: req.method,
headers: reqg.headers,
body: req.body
})

3) unhandle

protocol.unhandle(scheme)

XN RIRFIERE T, BUHEM Y

4) isProtocolHandled

protocol.isProtocolHandled (scheme)

— scheme BEBEMAT—TMYN, MEBERE —MNELKESREMI

W
ot
><|.
11t
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0x03 £ M B E NN

EFASMY R e EZFASER, WRBENTVEM—D nopteam N, FEENEEERA
nopteam://index?id=1 B AN E] AMREE R TRINZ AR, R m] LUREXEIBEIEAS, H AR
YESEFRA BT Nz Ab 32

1. MRET
BIIBE id=1 HIBHMZE, FHEL 1.html , id=2 B, THEZE 2.html
1.html

<!DOCTYPE html>
<html>

<head>

<meta charset="UTF-8">

<meta http-equiv="Content-Security-Policy" content="default-src 'self';

script-src 'self'">

<meta http-equiv="X-Content-Security-Policy" content="default-src 'self';

script-src 'self'">
<title>1.html</title>
</head>

<body>
<h1>I am 1l.html !</hl>

</body>

</html>

2.html

ENMNm /20


https://www.electronjs.org/zh/docs/latest/api/protocol

<!DOCTYPE html>

<html>

<head>

<meta charset="UTF-8">

<meta http-equiv="Content-Security-Policy" content="default-src 'self';
script-src 'self'">

<meta http-equiv="X-Content-Security-Policy" content="default-src 'self';
script-src 'self'">

<title>2.html</title>
</head>

<body>
<h1>I am 2.html !</hl>

</body>

</html>

main.js

const { app, BrowserWindow, ipcMain, shell, dialog } =
require('electron/main')
const path = require('node:path')

const url = require('url')

let mainWindow

if (process.defaultApp) {

if (process.argv.length >= 2) ({

app.setAsDefaultProtocolClient( 'nopteam', process.execPath,

[path.resolve(process.argv[1l])])

}
} else {

app.setAsDefaultProtocolClient( 'nopteam')

g12m/H20]




const gotTheLock = app.requestSingleInstanceLock()

if (!gotTheLock) {

app.quit()
} else {

app.on( 'second-instance', (event, commandLine, workingDirectory) => {

if (mainWindow) {
if (mainWindow.isMinimized()) mainWindow.restore()

mainWindow. focus()

const parsedUrl = new URL(commandLine.pop())

const page id parsedUrl.searchParams.get('id")

let page path
if (page id === '1') {
page path = 'l.html'
else if (page id === '2') {
page path = '2.html'
else {

app.quit()

console.log(page path)

mainWindow.loadFile(path.join(_ dirname, page path))

app.whenReady().then(() => {

createWindow( )
})
app.on('open-url', (event, url) => {
dialog.showErrorBox('Welcome Back', “You arrived from: ${url}’)
})

function createWindow () {

FI3T/H 20T




mainWindow = new BrowserWindow ({
width:
height: 0

webPreferences: {

preload: path.join( dirname, 'preload.js')

}
})

mainWindow.loadFile(path.join( dirname, 'index.html'))

app.on('window-all-closed', function () {
if (process.platform !== 'darwin') app.quit()

})

BIT—RE, MR IMY nopteam , ZEEXEEEERAN nopteam://index?id=1

:. i} | Q  nopteam:///etc/passwd - ##Z& X (5 FEEFER X —+

@ @ nopteam://index?id=1

C) SAlgEse  EBTHELE, BERORIHKENR R b,

i//fetc/passwd - #Z X (5 FEERESR X aF
RN Web bk
rEipE, BRI G £, SZEDEE WSS TETE Lt TFF Electron

—NRUEREF T R R .

F14T1/H20T



L nopteam:///etc/passwd - {2 X (5 IHEIFER x 4+

Q  HERHIN Web it
HBRHTRIETR, BRI £, 2B ERIE

@ 1.html

File Edit View Window Help

lam 1.html!

L% nopteam://index?id=2 HY

X (5 #Ergn x +

KRS A= £, SZEDERR ik S TETE L 3TFF Electron,
— ki BT TR R

wd-##Z%  x (5 FEEsn x +
leb HBE

SISRAOMUEICRT LR RA= |, SZBDE RIS

@ 2html

File Edit View Window Help

lam 2.html !

RRINEMT T BT IRVBEX url

AMERMIN, TEER app BERH—LETSE

15T/ H 20T



2. app.setAsDefaultProtocolClient

R F R AT XN E AN (B FLE URI scheme) BIENARIETRZE, 2 ER TR
RAERNMEMEHR(ERSH

app.setAsDefaultProtocolClient (protocol[, path, args])

o protocol WMNBIR, FRIELE

o path A&, Electron HITERIZ, EAIA/ process.execpath , X7 Windows ¥
888
=

o args EIEI, TBLARHRITXHNSE, FRAR—TTHA, X7E Windows FEHEH

EE: £ macOS Lk, BREEIMERMEINZAIZFN info.plist RN, XMFIRE
BT AREER. 7R, fRAILIEMERNET , , BB X
YRR RAE info.plist NHFMIATERL

3. app.removeAsDefaultProtocolClient

A ERE LR AITIEF RS MY MR URI scheme) AN IERER, IRE, M=
R Rz BB BRERNIA LIRS

app.removeAsDefaultProtocolClient (protocol[, path, args])

4. app.isDefaultProtocolClient

HAETHITIEF RS = MINRZURI scheme) BIERIALIEIZ

app.isDefaultProtocolClient (protocol[, path, args])

5. app.getApplicationNameForProtocol

b7 7AIREBIURLIMY (B RLZURI scheme) BIERIARLIEZZHIN FHAZ 2 FF

app.getApplicationNameForProtocol (url)

F16T1/#H 20T


https://www.electronforge.io/
https://github.com/electron/packager

o url EREMIMNZITE URL, ARIFHREFRNEMAE, ZAEBERELVEE /7 (f
. https:// )BISEEEURL

t parsedUrl = new URL(commandLine.pop())
t page_id = parsedUrl.searchParams.get('id")

let page_path

if (page_id === '1') {
page_path = "1.html®

} else if (page_id === '2°'
page_path = '2.html"

} else {
app.quit()

¥

console.log(page_path)
mainWindow.loadFile(path.join(__dirname, page_path))
)

app.whenReady () .then( =
createWindow()
console.log(app.getApplicationNameForProtocol(“nopteam://index?id=1"))
)
*
app.on('open-url', (event, url) => D
dialog.showErrorBox( ‘Welcome Back', “You arrived from: ${url} )
)
}

PS C:\Users\join\Desktop\forge_test\my—-app> npm run start

> my—-app@l.0.0 start
> electron—-forge start @ indexhtml

Checking your system File Edit View Window Help

Locating application

Loadi fi ti
P?‘:p;;gingo:a%gtzad:xndencies He"o World!

Running generateAssets hook

Electron

FaEAERNTEEE

6. app.getApplicationInfoForProtocol

A ZREIEENBERZIR, BfrflEAmN ISR ERMREURI scheme) BYPromise

app.getApplicationInfoForProtocol (url)

o url string - EREMMNBZTE URL, FARIFHRIEFHNEMEZE, ZHERKELDE
2 :// (5890 https:// )BITTEURL

IZ[E] Promise<object> - resolve BELITAZRH object:

g7 /H20T



e icon NativeImage - &MY EIN BIERFHE RE R,
e path string - REMINRIN BIEFRIR KR,
e name string - EBMINBINAZFHETRZR,

v URL(commandLine.pop())
parsedUrl.searchParams.get('id")

if (page_id === '1') {
page_path = '1.html’
else if (page_
page_path = "2.html’
else {
app.quit()

console.log(page_path)
mainWindow.loadFile(path.join(__dirname, page_path))

)

app.whenReady () .then(
createWindow()

app.getApplicationInfoForProtocol("nopteam://index?id=1").then((0) => {
] console.logﬂdﬂ

PS C:\Users\join\Desktop\forge_test\my-app> npm start

> my-app@l.0.0 start
> electron—-forge start

Checking your system

Locating application

Loading configuration
Preparing native dependencies
Running generateAssets hook

path: 'C:\\Users\\join\\Desktop\\forge_test\\my-app\\node_modules\\electron\\dist\\electron.exe',
name: 'Electron',
icon: NativeImage {
toPNG: ion:
to0JPEG: i File Edit View Window Help
toBitmap: [Function: toBitmap],
getBitmap: [Function: getBitmap],
getScaleFactors: [Function: getScaleFactors], He"o World!
getNativeHandle: [Function: getNativeHandle],
toDataURL: [Function: toDataURL],
isEmpty: [Function: isEmpty],
getSize: [Function: getSize],
setTemplateImage: [Function: setTemplateImagel],

@index,html

isTemplateImage: [Function: isTemplateImage],
isMacTemplateImage: [Getter/Setter],

resize: [Function: resize],

crop: [Function: crop],

getAspectRatio: [Function: getAspectRatio],
addRepresentation: [Function: addRepresentation]

F18T1 /20T


https://www.electronjs.org/zh/docs/latest/tutorial/launch-app-from-url-in-another-app

https://www.electronjs.org/docs/latest/api/app#appsetasdefaultprotocolclientprotocol-path

-args

0x04 ;E Az
XEM EE XMV B AL A EZRERERFA—H, FIUEMZ2KER, BWEERIELIRE
W, ETIRINELNEZEEMBE X MY S E LAY e &

FEEIRNZ, HESIANREMIPAERTEASH Y BE X METTHF, XtERIEMRE
R E R E

CVE-2018-1000006

XN FEZTWindows FRIRENIFE, T EMERNEY, BRALEESH URL, FTFSE
BY URL BY, URLFWV—E D ARG RERFNIEE, SRS -8 lhERatEiErF
BS%R, BECS chromium HI—EERASL, RASHGHIT, THSZHEEFLMLXE
XEWNEDSILRYE, ZYRE

SEXNE
https://www.electronjs.org/blog/protocol-handler-fix

https://xz.aliyun.com/t/1994?time__1311=n4%2Bxni0QDQJYqDVvPBKDsL30bDcBIKKriTo4D&
alichlgref=https%3A%2F%2Fwww.google.com%2F

https://blog.doyensec.com/2018/05/24 /electron-win-protocol-handler-bug-bypass.html

typora (CVE-2023-2317)

https://xz.aliyun.com/t/12822?time__1311=mgmhq%2BxfxIhGkDIxG0%2Bzd4Dv5TNDJETD&al
ichlgref=https%3A%2F%2Fwww.google.com%2F

RTF1.67hRAEI TyporafZE ASHATIRIAE, B TEIRE
37 typora://app/typemark/updater/update.html 5»";i)r'lﬂ’:ET\/pOI‘(]I'f_"ilQ A ETFXHIEITE
B JavaScriptf{iy

BI19T /201


https://www.electronjs.org/docs/latest/api/app#appsetasdefaultprotocolclientprotocol-path-args
https://www.electronjs.org/blog/protocol-handler-fix
https://xz.aliyun.com/t/1994?time__1311=n4%2Bxni0QDQdYqDvPBKDsL3ObDcBIKKriTo4D&alichlgref=https%3A%2F%2F
http://www.google.com%2F
https://blog.doyensec.com/2018/05/24/electron-win-protocol-handler-bug-bypass.html
https://xz.aliyun.com/t/12822?time__1311=mqmhq%2BxfxIhGkDlxGo%2Bzd4Dv5TNDjETD&alichlgref=https%3A%2F%2F
http://www.google.com%2F

Ox05 E45

AR B E XD IGEE AR SEIASFRINEE, LI RESERN AR SHENMERS. RARF
FRIESEMZ EMEIRERIR. EHF

BEXMUKEBAERREF L RERZHHYE, Te2BFRRE, RAIESRTAEE
MR EMmHER—EREN, XEDRENZEFEN protocol M app BIRHIEXT
RRITON, ERBERYATEE

o s —E

Q. NOP Team

B20T1 /20



	自定义协议 | ELectron 安全
	0x01 简介
	0x02 程序内部注册自定义协议
	1. 效果展示
	2. 注册协议到特定 session
	3. protocol 模块的方法
	1) registerSchemesAsPrivileged
	2) handle
	3) unhandle
	4) isProtocolHandled


	0x03 全局注册自定义协议
	1. 效果展示
	2. app.setAsDefaultProtocolClient
	3. app.removeAsDefaultProtocolClient
	4. app.isDefaultProtocolClient
	5. app.getApplicationNameForProtocol
	6. app.getApplicationInfoForProtocol

	0x04 漏洞案例
	0x05 总结


