


舅㲋╬ⶖ阫 | ELectron 㱧⪓  
 

0x01 甏☮  
㛻㳄㞑☫㛿⽰㛻㳄阥阷氳佭舅㲋共ⶖ阫㏇䏭指䈒榫╈ꢝ▽䶺䧏 
http(s) յ file յ ftp 璡䋯䷒氳鵠榫剝⬢ⶖ阫㛚鲸⚢䶺䧏┉◙舅㲋共ⶖ阫舅㲋共ⶖ阫
䅻逈榫◇㲓朆攑墥Ⱶ耇奃㞝岑䈲꥘䡗䈒榫爊䈌┚攑㲋氳粠簇僜ⱷյ䬠ⶍ榫䢓⛮뀰䡝㲓朆㱧⪓
氳丘䩺◬䩦ն
❇㞝 vscode  㶩嫱回▽ vscode:  ⶖ阫㏇宂鈾╈鰟⪍ vscode://xxx   㶩⚢えꁻ 
vscode
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鲹㶩㷯◇㏇硍簊㷄ꪫ⪓㷀嫱回▽舅㲋共氳 vscode: ⶖ阫
㏇┉◙䈒榫爊䈌╈䡘♜⹠朆隀榫顫嶏┘齉佭 http(s) յ file  鲹熨㶗⪭⥽佭ⱶ鰉䬤♭
╯眷氳䳩⛼⫂鼨榫氳█佭眷⛎◇ vscode:  鲹熨ⶖ阫鲹熨㶩㷯◇䈒榫⫂嫱回舅㲋共ⶖ阫
☫㛿氳⫂㳋█佭㍴簀浔鲹允熨䗯⬅鲽车阥阷
 

0x02 爊䈌⫂鼨嫱⫊舅㲋╬ⶖ阫  
1. ䷞冽㷤炐  

㲇亡簄▽┉╄勆❇阦䡘♜⺎♔嫱回┉╄⽰ file  ⶖ阫注⺱䷞冽氳ⶖ阫

鲹ꄅ佭嫱回▽┉╄ atom  ⶖ阫䡘♜⟤䷊╙ nopteam  ⶖ阫㈭㈭

 

㏇峷刌건ꪫ氳 JavaScript  ╈✳榫 nopteam://  ⶖ阫

const { app, protocol, net } = require('electron')

app.whenReady().then(() => {

  protocol.handle('atom', (request) =>

    net.fetch('file://' + request.url.slice('atom://'.length)))

})

const { app, protocol, net } = require('electron')

app.whenReady().then(() => {

  protocol.handle('nopteam,', (request) =>

    net.fetch('file://' + request.url.slice('nopteam://'.length)))

})
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㏇ HTML 剝甌⫂✳榫 nopteam://  ⶖ阫
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⛙⺆꡿◇爊䈌⫂㳋㏇宂鈾╈鰟⪍ nopteam:///etc/passwd  䇜┘⺎♔䣒䋯䡘♜氳爊䈌
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2. 嫱⫊ⶖ阫⮽攑㲋 session  

㞝冽䡘♜䘶㵨舅㲋共氳ⶖ阫嫱回⮽攑㲋氳 session  縡┘佭랸阡氳⺎♔✳榫♔┖♏溞

鲹ꄅ寘⹖允╄哮䒞 session  ⽰ partition

const { app, BrowserWindow, net, protocol, session } = require('electron')

const path = require('node:path')

const url = require('url')

app.whenReady().then(() => {

  const partition = 'persist:example'

  const ses = session.fromPartition(partition)

  ses.protocol.handle('atom', (request) => {

    const filePath = request.url.slice('atom://'.length)

    return net.fetch(url.pathToFileURL(path.join(__dirname, 

filePath)).toString())

  })

  const mainWindow = new BrowserWindow({ webPreferences: { partition } })

})
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Partition: ⮇⵲ Partition 佭┉熨儬⯆榫◇㵨┘⺱鼨⮇氳䈒榫丘䩺ꣵ熊䋯全ն夷╄⮇
⵲齉僗⪭斻环氳Cookiesյ儗㏐㰇⤴localStorageյIndexedDB璡丘䩺㰇⤴狝ꠑն
䎎✃⮡䋧┉╄亍氳BrowserWindow䡝縖WebContents休⺎♔鵠鲋䧗㲋 partition ⹇丘全
⬀㲋鲹╄亍猫⹾䡝건ꪫ氳丘䩺佭⻖┚⪭☽猫⹾⪦◸䡝縖佭⻖䧏╦⴬㰇⤴ն
䎎✃阻糌 partition:'persist:name' 休Electron ⚢╙院猫⹾⮡䋧┉╄䧏╦⴬氳⮇
⵲ⷊ✳䈒榫ꄆ⻪鲹╄⮇⵲╈氳丘䩺㞝Cookie█⚢逈⟊槴ն
㞝冽┘䧗㲋䡝縖✳榫 partition:'' 狝㰅瑞╏⮟✳榫┉╄║休氳յⶂ⺳氳⮇⵲⪩
ꠊ猫⹾⺵注⪩丘䩺⚢逈岳ꢝ

 

Session: ⚢陚Session㏇ Electron ╈佭┉╄催냖篒氳哮䒞㱚♏辑▽┉篯鿥糌⽰车╙
榫◇䫝⯆粠簇陴姳յ簾㰇瓀樋յCookie留杼璡ն┉╄Session⺎♔僗舅流氳㰇⤴յCookie⽰⪭
☽阻糌䇜┦⺎♔逈指╄WebContents⪦◸ն
⮡䋧Session: ✃⺎♔鵠鲋 session.fromPartition() 亡嫏⮡䋧┉╄㓹◇攑㲋⮇⵲⺳氳
Session㲓❇䡝縖波䫙✳榫 session.defaultSession 全藜⹧䈒榫氳랸阡Sessionն
䫝⯆车╙: Session⩒阵✃䫝⯆❇㞝佭⻖⩒阵✳榫簾㰇յ佭⻖⹠鴝Referer㜍յ♏杼阻糌璡
粠簇车╙♔⹖留杼儹꡿յ阾░璡㱧⪓注⪩氳亡ꪫն

鲹劫┕鳮♏溞㶩奃鰏㞑杼鉯▽
 

3. protocol 嘗㐉氳亡嫏  

1) registerSchemesAsPrivileged  

嫱䙬. 塝亡嫏⺆耇㏇ app  氳 ready  ◄♭鉵⹠⯥隀榫┦⺆耇隀榫┉埠
塝亡嫏榫全㵒䡘♜舅㲋共ⶖ阫( scheme )鲽车鿥糌⺎♔嫱回╙┉╄剝⬢յ㱧⪓յ⩒阵嫱回 
ServiceWorkerյ䶺䧏藜⹧APIյ孲鈼겐/ꮠ겐⽰V8♏溞簾㰇氳ⶖ阫
 

炐❇♏溞㞝┖

protocol.registerSchemesAsPrivileged(customSchemes)

第 6 ⻚ / 共 20 ⻚



 

CustomScheme  㵒霅氳⫂㳋篾冘㞝┖
scheme  㰅瑞╏ - 舅㲋共氳阞⮕⺎♔逈䧝鴲걸嫱回ն
privileges  Object (⺎鴲)

standard  boolean (⺎鴲) 랸阡╙false 

佭⻖嫱回╙剝⬢ⶖ阫
secure  boolean (⺎鴲) - 랸阡╙false 

佭⻖逈鈼╙㱧⪓ⶖ阫䙬⽏浔㱚⺎♔陴姳HTTPS顫嶏縡┘⚢鉵⹠岝⺭⫂㳋閜⼔䇜┦
㏇Web⫂㳋╈⺎耇┘⹨⺱嶏瓀樋氳切◙꡿⯆
bypassCSP  boolean (⺎鴲) - 랸阡╙false

㞝冽阻╙ true ⮟院ⶖ阫┖氳顫嶏⺎♔簀鲋건ꪫ氳Content Security Policy (CSP) 
瓀樋꡿⯆鲹㏇切◙攑㲋㏜俍┖⺎耇僗榫⛙█⺎耇䅠全㱧⪓곽ꢣ
allowServiceWorkers  boolean (⺎鴲) - 랸阡╙false

⩒阵㏇院ⶖ阫┖嫱回⽰✳榫Service Workers

supportFetchAPI  boolean (⺎鴲) - 랸阡╙false

⻪榫⺵⩒阵㏇院ⶖ阫┖鵠鲋 fetch  API鲽车粠簇陴姳鲹㵒◇朆♏Web䈒榫╈䋳
塠丘䩺藜⹧ꪝ䅻ꄆ金
corsEnabled  boolean (⺎鴲) - 랸阡╙false

⻪榫饖嶏顫嶏⪦◸(CORS)⩒阵院ⶖ阫┖氳顫嶏逈⪭☽嶏氳Web건ꪫ陴姳鲹㵒◇
饖㓊丘䩺◬䩦佭䑒꧎氳
stream  boolean (⺎鴲) - 랸阡╙ false

㞝冽阻╙ true ⮟䶺䧏鵠鲋孲(Streams)全⚩鰟丘䩺鲹㏇㚲杼㛻乄♭䡝鳀簘丘䩺
休⺎♔䬠냖䷞曎⽰⿏䈒䓪
codeCache  boolean (⺎鴲) - 랸阡╙ false

⻪榫䶺䧏 v8 ♏溞簾㰇⺆僗㏇ standard  逈阻糌╙ true 休僗䷞
 

const { protocol } = require('electron')

protocol.registerSchemesAsPrivileged([

  { scheme: 'foo', privileges: { bypassCSP: true } }

])
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剝⬢scheme鹗䐡 RFC 3986 䢦阻㲋氳 URI嫚㑔陪嫏 ն ❇㞝, http  ⽰ https  佭剝⬢ⶖ阫, 
縡 file  ┘佭
䧝剝⬢㵨┉╄scheme嫱回, 㵨⟊阾注㵒⽰簈㵒顫嶏㏇✳榫休耇㛫䐂⮽塜漶氳鉯冫ն ⻖⮟, 院ⶖ
阫㵨辑朆╙ file  ⶖ阫, 縡┦鲹熨乄♭ⶖ阫㵨┘耇鉯冫注㵒饟䏧
❇㞝, 䎎䖻✳榫舅㲋共ⶖ阫ⱶ鰉♔┖⫂㳋休㞝冽✃┘㵨⪭嫱回╙剝⬢scheme, ㎂撴㵨┘⚢逈
ⱶ鰉, ㍕╙ꪝ剝⬢scheme仰嫏陃⮷注㵒 饟䏧:

嫱回┉╄scheme⛼╙剝⬢scheme㵨⩒阵⪭鵠鲋FileSystem 䫙⹾阼ꠋ乄♭ն ⻖⮟, 峷刌㵨
⚢㍕╙院scheme縡䥀⭴┉╄㱧⪓䓪ꛯ陬ն
㏇ꪝ剝⬢ schemes ┖粠簇㰇⤴ Api (localStorage, sessionStorage, webSQL, 
indexedDB, cookies) 랸阡佭逈焔榫氳ն 䢦♔┉芘全陱㞝冽✃䘶嫱回┉╄舅㲋共ⶖ阫全僀
䩦 http ⶖ阫✃䑒걺㵨⪭嫱回╙剝⬢ scheme
㞝冽 Protocols ꧎金✳榫孲 (http ⽰ stream ⶖ阫) 䈒阻糌 stream: true ն <video>  ⽰ 
<audio>  HTML ⩕碜랸阡꧎金ⶖ阫簾⫿⪭⿏䈒⫂㳋ն stream  剝䑪㵨鲹◙⩕碜鿥糌╙塜漶
氳孲㨦⛮⿏䈒
 

2) handle  

鲹╄亡嫏榫全嫱回ⶖ阫䇜⪩纭ⶖ阫㚲杼爊䈌

 

scheme  ⶖ阫⺳❇㞝 https  ┘ⴎ⻡ 

handler   ⶖ阫㚲杼爊䈌佭┉╄ⶖ阫㚲杼⭹丘
䎎Electron鷕⮽ⵯ鿥⮽ scheme 氳URL陴姳休 handler ⚢逈隀榫ն鲹╄⭹丘䫙䷅┉
╄ request 㵒霅⛼╙⹇丘䇜┦鵠䅻꧎金隀榫┉╄㍑隀⭹丘鲮㍑⡬佭┉╄ 
Promise<GlobalResponse>

request 㵒霅⛮篾冘⹇縓

<body>

  <img src='test.png'>

</body>

protocol.handle(scheme, handler)
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https://tools.ietf.org/html/rfc3986#section-3
https://developer.mozilla.org/en-US/docs/Web/API/LocalFileSystem


https://nodejs.org/api/globals.html#request

https://developer.mozilla.org/en-US/docs/Web/API/Request

 

response 㵒霅⛮篾冘⹇縓
https://developer.mozilla.org/en-US/docs/Web/API/Response

 

㲇亡勆❇㞝┖
const { app, net, protocol } = require('electron')

const path = require('node:path')

const { pathToFileURL } = require('url')

protocol.registerSchemesAsPrivileged([

  {

    scheme: 'app',

    privileges: {

      standard: true,

      secure: true,

      supportFetchAPI: true

    }

  }

])

app.whenReady().then(() => {

  protocol.handle('app', (req) => {

    const { host, pathname } = new URL(req.url)

    if (host === 'bundle') {

      if (pathname === '/') {

        return new Response('<h1>hello, world</h1>', {

          headers: { 'content-type': 'text/html' }

        })

      }

      // NB, this checks for paths that escape the bundle, e.g.

      // app://bundle/../../secret_file.txt

      const pathToServe = path.resolve(__dirname, pathname)

      const relativePath = path.relative(__dirname, pathToServe)
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3) unhandle  

鲹╄㶩䏭㞑杼鉯▽⹧寕嫱回ⶖ阫
 

4) isProtocolHandled  

┉╄ scheme  佭⻖逈嫱回╙▽┉╄ⶖ阫㶩佭洇┉╄ⶖ阫僗媆僗逈嫱回鲋
 

 

⹇縓乄珖

      const isSafe = relativePath && !relativePath.startsWith('..') && 

!path.isAbsolute(relativePath)

      if (!isSafe) {

        return new Response('bad', {

          status: 400,

          headers: { 'content-type': 'text/html' }

        })

      }

      return net.fetch(pathToFileURL(pathToServe).toString())

    } else if (host === 'api') {

      return net.fetch('https://api.my-server.com/' + pathname, {

        method: req.method,

        headers: req.headers,

        body: req.body

      })

    }

  })

})

protocol.unhandle(scheme)

protocol.isProtocolHandled(scheme)
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https://www.electronjs.org/zh/docs/latest/api/protocol

 

 

0x03 ⪓㷀嫱⫊舅㲋╬ⶖ阫  
爊䈌⫂鼨ⶖ阫⺆耇㏇爊䈌⫂鼨✳榫㞝冽䡘♜嫱回┉╄ nopteam  ⶖ阫䄹僷㏇宂鈾ꄅ鰟⪍ 
nopteam://index?id=1  休┘别⺎♔えꁻ䡘♜氳䈒榫䈒榫鲸⺎♔藜⹧⮽ꛔ䫙⫂㳋䇜┦劯
䩺㲓ꡮ⫂㳋鲽车㵒䈒㚲杼
 

1. ䷞冽㷤炐  

䡘♜䄹僷 id=1  氳休⠯╚猫⹾峷刌 1.html   id=2  休╚猫⹾峷刌 2.html

1.html

 

2.html

<!DOCTYPE html>

<html>

<head>

  <meta charset="UTF-8">

  <!-- https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP -->

  <meta http-equiv="Content-Security-Policy" content="default-src 'self'; 

script-src 'self'">

  <meta http-equiv="X-Content-Security-Policy" content="default-src 'self'; 

script-src 'self'">

  <title>1.html</title>

</head>

<body>

  <h1>I am 1.html !</h1>

</body>

</html>
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main.js

<!DOCTYPE html>

<html>

<head>

  <meta charset="UTF-8">

  <!-- https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP -->

  <meta http-equiv="Content-Security-Policy" content="default-src 'self'; 

script-src 'self'">

  <meta http-equiv="X-Content-Security-Policy" content="default-src 'self'; 

script-src 'self'">

  <title>2.html</title>

</head>

<body>

  <h1>I am 2.html !</h1>

</body>

</html>

// Modules to control application life and create native browser window

const { app, BrowserWindow, ipcMain, shell, dialog } = 

require('electron/main')

const path = require('node:path')

const url = require('url')

let mainWindow

if (process.defaultApp) {

  if (process.argv.length >= 2) {

    app.setAsDefaultProtocolClient('nopteam', process.execPath, 

[path.resolve(process.argv[1])])

  }

} else {

  app.setAsDefaultProtocolClient('nopteam')

}
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const gotTheLock = app.requestSingleInstanceLock()

if (!gotTheLock) {

  app.quit()

} else {

  app.on('second-instance', (event, commandLine, workingDirectory) => {

    // Someone tried to run a second instance, we should focus our window.

    if (mainWindow) {

      if (mainWindow.isMinimized()) mainWindow.restore()

      mainWindow.focus()

    }

    const parsedUrl = new URL(commandLine.pop())

    const page_id = parsedUrl.searchParams.get('id')

    let page_path

    if (page_id === '1') {

      page_path = '1.html'

    } else if (page_id === '2') {

      page_path = '2.html'

    } else {

      app.quit()

    }

    

    console.log(page_path)

    mainWindow.loadFile(path.join(__dirname, page_path))

  })

  // Create mainWindow, load the rest of the app, etc...

  app.whenReady().then(() => {

    createWindow()

  })

  app.on('open-url', (event, url) => {

    dialog.showErrorBox('Welcome Back', `You arrived from: ${url}`)

  })

}

function createWindow () {
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鲡车┉埠⺵㶩⚢嫱回⪓㷀ⶖ阫 nopteam  ╯⺵㏇宂鈾ꄅ鰟⪍ nopteam://index?id=1

  // Create the browser window.

  mainWindow = new BrowserWindow({

    width: 800,

    height: 600,

    webPreferences: {

      preload: path.join(__dirname, 'preload.js')

    }

  })

  mainWindow.loadFile(path.join(__dirname, 'index.html'))

}

app.on('window-all-closed', function () {

  if (process.platform !== 'darwin') app.quit()

})
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䎎鰟⪍ nopteam://index?id=2  休

䡗Ⱶ鉯冫▽䡘♜氳舅㲋共 url

 

嫱回⪓㷀ⶖ阫╚金✳榫 app  嘗㐉氳┉◙亡嫏
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2. app.setAsDefaultProtocolClient  

㵨䎎⯥⺎䣮车乄♭氳阻糌╙ⶖ阫(█㶩佭 URI scheme) 氳랸阡㚲杼爊䈌ն 院亡嫏⩒阵✃㵨䈒
榫催岑⪍㏐꥘䡗⮽䳩⛼硍簊╈

protocol  ⶖ阫⺳燢㰅瑞╏眷㑔
path ⺎鴲걸 Electron  䣮车饟䏧랸阡╙ process.execPath  别㏇ Windows 䇖
⺐僗榫
args ⺎鴲걸⚩鵉簄⺎䣮车乄♭氳⹇丘랸阡佭┉╄狝丘篯别㏇ Windows 䇖⺐僗榫

嫱䙬: ㏇ macOS ┕䖻⺆耇嫱回䄖ⱶ⮽䈒榫爊䈌氳 info.plist  ╈氳ⶖ阫鲹╄⮜辑㏇
鲡车休┘耇⟤䷊ն 抆縡✃⺎♔㏇冘䋧休鵠鲋 Electron Forge, Electron Packager, 䡝鵠鲋乄
儗籁鰝籁鰝 info.plist 乄♭氳亡䌋⟤䷊
 

3. app.removeAsDefaultProtocolClient  

塝亡嫏压刧䎎⯥⺎䣮车爊䈌佭⻖佭ⶖ阫(█㶩佭URI scheme) 氳랸阡㚲杼爊䈌ն 㞝冽佭⮟⚢
㵨䈒榫燰ꢝ랸阡㚲杼

 

4. app.isDefaultProtocolClient  

䎎⯥⺎䣮车爊䈌佭⻖佭ⶖ阫(█㶩佭URI scheme) 氳랸阡㚲杼爊䈌

 

5. app.getApplicationNameForProtocol  

塝亡嫏鲮㍑URLⶖ阫(█㶩佭URI scheme) 氳랸阡㚲杼氳䈒榫爊䈌⺳燢

app.setAsDefaultProtocolClient(protocol[, path, args])

app.removeAsDefaultProtocolClient(protocol[, path, args])

app.isDefaultProtocolClient(protocol[, path, args])

app.getApplicationNameForProtocol(url)
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https://www.electronforge.io/
https://github.com/electron/packager


url 金压刧氳ⶖ阫⺳燢氳 URL┘⺱◇㳄仍╈氳⪭☽亡嫏院亡嫏䫙䷅舘㵽ⴎ⻡ ://  (❇
㞝 https:// )氳㱮丞URL

┘⺱䇖⺐⡬⺎耇┘㱮⪓注⺱
 

6. app.getApplicationInfoForProtocol  

塝亡嫏鲮㍑ⴎ⻡䈒榫爊䈌⺳燢㎂剝⽰랸阡ⶖ阫㚲杼饟䏧(█㶩佭URI scheme) 氳Promise

url  string - 金压刧氳ⶖ阫⺳燢氳 URLն ┘⺱◇㳄仍╈氳⪭☽亡嫏院亡嫏䫙䷅舘㵽ⴎ
⻡ ://  (❇㞝 https:// )氳㱮丞URL

鲮㍑ Promise<Object>  - resolve ⴎ⻡♔┖⫂㳋氳 object

app.getApplicationInfoForProtocol(url)
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icon  NativeImage - 㚲杼ⶖ阫氳䈒榫爊䈌氳侁炐㎂剝ն
path  string - 㚲杼ⶖ阫氳䈒榫爊䈌氳㱧逸饟䏧ն
name  string - 㚲杼ⶖ阫氳䈒榫爊䈌氳侁炐⺳燢ն

 

⹇縓乄珖
https://www.electronjs.org/zh/docs/latest/tutorial/launch-app-from-url-in-another-app
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https://www.electronjs.org/zh/docs/latest/tutorial/launch-app-from-url-in-another-app


https://www.electronjs.org/docs/latest/api/app#appsetasdefaultprotocolclientprotocol-path

-args

 

0x04 庀嬼勆❇  
鲹熨嫱回舅㲋共ⶖ阫⛮㲓朆亡嫏┘⺱爊䈌┘┉舚䢦♔㏇⢢㱧⪓压刧休█꧎金劯䩺㲓ꡮ䗯
⬅䫙┖全⮜╞⭓╄傾篺㏇嫱回舅㲋共ⶖ阫亡ꪫ⭴朆氳ꠋ겗
꧎金嫱䙬氳佭㛚鼨䌖榫氳㱧⪓ꡕ䥉♏溞⺎耇┘⚢Ꙟ㵒舅㲋共ⶖ阫鲽车ꡕ䥉鲹█佭鵲䡗䏭指
庀嬼氳波䫙⸊㍕
 

CVE-2018-1000006

鲹╄庀嬼佭╄Windows 䇖⺐斻僗氳庀嬼㏇嫱回⪓㷀ⶖ阫休榫䢓⺎♔䫝⯆ URL䣒䋯攑㲋
氳 URL 休URL╈氳┉鼨⮇⺎耇⚢ꠊ⺭㚲杼爊䈌氳陪嫏㵗舚⺁┉鼨⮇䡗╙⚩鵉簄㚲杼爊䈌
氳⹇丘鿥⺭ Chromium  氳┉◙攑墥⹇丘僄篳㵗舚⽝♑䣮车┖亡⹇縓ꛔ䫙╈⩝湳炙⵲氳
乄珖㵒⪭⮇冫䐂奃鰏㞑䋧阫鈸洇

⹇縓乄珖
https://www.electronjs.org/blog/protocol-handler-fix

https://xz.aliyun.com/t/1994?time__1311=n4%2Bxni0QDQdYqDvPBKDsL3ObDcBIKKriTo4D&

alichlgref=https%3A%2F%2Fwww.google.com%2F

https://blog.doyensec.com/2018/05/24/electron-win-protocol-handler-bug-bypass.html

 

typora (CVE-2023-2317)  

https://xz.aliyun.com/t/12822?time__1311=mqmhq%2BxfxIhGkDlxGo%2Bzd4Dv5TNDjETD&al

ichlgref=https%3A%2F%2Fwww.google.com%2F

⛦◇1.67撷儗氳Typora㰇㏇♏溞䣮车庀嬼鵠鲋㏇剝甌╈ⱶ
鰉 typora://app/typemark/updater/update.html 㲓朆㏇Typora╚猫⹾氳┕┖乄╈鲡车♳
䙬JavaScript♏溞
 

0x05 䔅篾
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https://www.electronjs.org/docs/latest/api/app#appsetasdefaultprotocolclientprotocol-path-args
https://www.electronjs.org/blog/protocol-handler-fix
https://xz.aliyun.com/t/1994?time__1311=n4%2Bxni0QDQdYqDvPBKDsL3ObDcBIKKriTo4D&alichlgref=https%3A%2F%2F
http://www.google.com%2F
https://blog.doyensec.com/2018/05/24/electron-win-protocol-handler-bug-bypass.html
https://xz.aliyun.com/t/12822?time__1311=mqmhq%2BxfxIhGkDlxGo%2Bzd4Dv5TNDjETD&alichlgref=https%3A%2F%2F
http://www.google.com%2F


0x05 䔅篾  
嫱回舅㲋共ⶖ阫鵠䅻榫全㲓朆攑墥Ⱶ耇奃㞝岑䈲꥘䡗䈒榫爊䈌┚攑㲋氳粠簇僜ⱷյ䬠ⶍ榫䢓
⛮뀰䡝㲓朆㱧⪓氳丘䩺◬䩦յ䬤♭璡
舅㲋共ⶖ阫⪩纭氳㚲杼爊䈌⭓╲媆僗攑⮷指氳⪦䓪㱮⪓榺꧎姳⬀㲋㍕塝⺎耇⚢榺◇┘㛫⢹
漓氳♏溞縡䅠全┉◙㱧⪓곽ꢣ鲹鼨⮇庀嬼氳䧳䫂꧎金㵒 protocol  ⽰ app  嘗㐉氳注⪩亡
嫏鲽车⮇冫刧䤓䷍⭵氳⺎耇
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