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0x01 甏刷  
㵗芒䡘♜齉湳鷺냖䐼㏐㎂㵒⻗䡘♜䮣碠┉╄㏐憠㱚⼔陆䡘♜㞝⛰⮽鱳ն㵒◇粠珇全陱
㵗芒佭䅬Ⲃ榫䢓⮽鱳榫䢓䘶⸼氳㏐亡(粠㏥) 

㏇ Electron  ╈█佭┉劫⭔佭熊䋯䎎⯥㏐㏥氳䳩⛼齉⺎♔畀⛼佭饥鯸⽰㵗芒僄䅻鈷氳佭
憠⭵▽切╄ꛔ䫙╯⺵䡘♜鲽⪍⮽ꛔ䫙╈憠⭵▽切╄Ⱶ耇鲽⪍⮽院Ⱶ耇嘗㐉╈
㵒◇䈒榫爊䈌全陱鵠䅻┘꧎金㏇건ꪫ╈峷刌瑭└亡氳粠건㶗⪭佭㏇ Electron  ╈ⱶ鰉
瑭└亡건ꪫ⺎耇⚢㵗舚榫䢓逈鲾爊⽝♑䣮车㍕塝㲇亡䫠蔘焔榫䡝꡿⯆粠건饥鯸
 

⹇縓乄珖
https://www.electronjs.org/zh/docs/latest/tutorial/security#13-%E7%A6%81%E7%94%A8%E6

%88%96%E9%99%90%E5%88%B6%E7%BD%91%E9%A1%B5%E8%B7%B3%E8%BD%AC
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https://www.electronjs.org/zh/docs/latest/tutorial/security#13-%E7%A6%81%E7%94%A8%E6%88%96%E9%99%90%E5%88%B6%E7%BD%91%E9%A1%B5%E8%B7%B3%E8%BD%AC


0x02 ䷞冽㷤炐  

憠⭵ꛔ䫙⺵
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0x03 㲇亡㱧⪓䋧阫  
㲇亡䋧阫佭焔榫䡝꡿⯆粠건饥鯸䢦隐氳꡿⯆█㶩佭陱鴲䦫䓪㏐粠건饥鯸❇㞝⩒阵饥鯸⮽舅
䄕♔⹖㯹㓊⺳璡⺎䫝葶㍴⫂氳⫂㳋㲇亡簄⭴♏溞㞝┖

㲇亡鲸┥ꠅ䍠隀䋧阫✳榫Node氳鉯冫全㚲杼URL, 甏⶝氳㰅瑞╏奃鰏僗休⚢⭴ꛯ
 

0x04 ⿵◙车╙⚢㵗舚粠건饥鯸

const { URL } = require('url')

const { app } = require('electron')

app.on('web-contents-created', (event, contents) => {

  contents.on('will-navigate', (event, navigationUrl) => {

    const parsedUrl = new URL(navigationUrl)

    if (parsedUrl.origin !== 'https://example.com') {

      event.preventDefault()

    }

  })

})
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0x04 ⿵◙车╙⚢㵗舚粠건饥鯸  
仵抆僗▽ꡕ䐒♏溞䡘♜➘⺎♔孾陒┉┖⮽䈔⿵凡车╙⚢鲽车粠건饥鯸
 

1. a 剝甌  
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憠⭵ a  剝甌⺵䡗Ⱶ鰟⭴ URL  㵒霅⪭╈㱮丞⫂㳋╙

⪭╈ origin  㶩佭䡘♜䢦隐氳⺱嶏瓀樋ꄅ氳嶏㱚ⴎ⻡ⶖ阫յ╚儬⺳յ珸⹾⺙
䢦♔㲇亡氳ꡕ䐒♏溞㶩佭뀰阾佭┘佭┚ https://example.com  ⺱嶏氳ꪝ⺱嶏⮟波䫙篯篲
 

2. 辑⶝䬠◬  

┕┉荣亍猫⹾⮡䋧氳勆❇䎎抆鲹ꄅ target  阻糌☜╫仰䢦隐䡘♜波䫙⸼䪨▽⪩꜄佭 
action  㷯䓪鲹╄㷯䓪氳⡬鵲䡗饥鯸

URL {

  href: 'https://www.baidu.com/robots.txt',

  origin: 'https://www.baidu.com',

  protocol: 'https:',

  username: '',

  password: '',

  host: 'www.baidu.com',

  hostname: 'www.baidu.com',

  port: '',

  pathname: '/robots.txt',

  search: '',

  searchParams: URLSearchParams {},

  hash: ''

}

<form action="https://example.com/submit" method="POST">

  <!-- 表单内容 -->

  <input type="text" name="username">

  <button type="submit">提交</button>

</form>
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⭴⹠▽饥鯸⽰㵗芒◄♭
 

3. meta 剝甌舅ⲁ⯇亍  

<meta http-equiv="refresh" content="5;url=https://example.com">
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5 熯⺵

䡗Ⱶ鉵⹠沪⻤
 

4. iframe ⱶ鰉  
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 憠⭵䧝Ꚅ
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⮡䋧┉╄ iframe  䇜媆僗䌖颯╚鲽爊氳饥鯸⽰㵗芒◄♭䡘♜⟤䷊♏溞孾陒┉┖䧝䧝Ꚅ⟤
䷊ iframe  氳 src  㷯䓪
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憠⭵䧝Ꚅ

洇全 iframe  氳 src  ⟤䷊┘⚢鉵⹠╚鲽爊氳饥鯸┚㵗芒◄♭
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iframe  ⱶ鰉氳⫂㳋╈鵠鲋 window.top.location  ⟤䷊걵㷄猫⹾氳 URL

5 熯⺵
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鉵⹠㵗芒◄♭
 

5. window.location  

Window.location  ⺆陸㷯䓪鲮㍑┉╄ Location  㵒霅⪭╈ⴎ⻡僗⪩乄勮䎎⯥⛤糌氳⼝䕜
㶽留 Window.location  佭┉╄⺆陸 Location  㵒霅✃☱抆⺎♔㵨㰅瑞╏顲⡬簄㱚ն鲹䙬
⽏浔⺎♔㏇㛻㛢丘䗯⬅┖⥽㰅瑞╏┉劫㚲杼 location —— location = 

'http://www.example.com' ——┚ location.href = 'http://www.example.com'  璡♯ն
㏇┕┉疟乄珖╈䡘♜刷篸▽鵠鲋 window.open().location  簀鲋㱧⪓꡿⯆氳䣆嫏⪭╈ 
location  䡝縖陱 location.href  氳⡬㶩佭金㵗芒⸼氳⛤糌

1) location.href  

鲮㍑䎎⯥건ꪫ氳㱮丞URL㰅瑞╏█⺎♔榫全阻糌亍氳URL♔㵗芒⮽⪭☽건ꪫ

 

window.location.href = "https://www.baidu.com/"
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5熯⺵
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鉵⹠㵗芒◄♭
 

2) location.assign  

㵗芒⮽┉╄亍건ꪫ
window.location.assign("https://www.mozilla.org");
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5熯⺵

鉵⹠㵗芒◄♭
 

3) location.reload  

ꄆ亍ⱶ鰉䎎⯥건ꪫ
window.location.reload();
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5熯⺵

鉵⹠㵗芒◄♭
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4) location.replace  

僀䩦䎎⯥건ꪫ氳 URL

5熯⺵

window.location.replace('https://example.com')
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鉵⹠㵗芒◄♭
 

5) location.search  

㏇ url ⺵ꪫⱶ┕䮣碠㰅瑞╏
window.location.search = "test"
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5 熯⺵

 

6) ⪭☽㷯䓪  

㷯䓪鰏㛢㓹儗┕齉佭 URL 氳┉鼨⮇㞝冽⟤䷊█⚢㵗芒◄♭
href: 鲮㍑䎎⯥건ꪫ氳㱮丞URL㰅瑞╏█⺎♔榫全阻糌亍氳URL♔㵗芒⮽⪭☽건ꪫն
protocol: 鲮㍑䎎⯥URL氳ⶖ阫鼨⮇❇㞝 http:  䡝 https:

host: 鲮㍑䎎⯥URL氳╚儬⺳㓊⺳+珸⹾❇㞝 example.com:8080

hostname: 鲮㍑䎎⯥URL氳╚儬⺳┘ⴎ䦮珸⹾❇㞝 example.com

port: 鲮㍑䎎⯥URL氳珸⹾⺙㞝冽泹樋⮟랸阡珸⹾┘⚢侁炐
pathname: 鲮㍑䎎⯥URL氳饟䏧鼨⮇☳劯泘䎓䋯㡏❇㞝 /path/to/page.html

search: 鲮㍑URL氳刧陟㰅瑞╏鼨⮇☳ꠋ⺙ ?  䋯㡏❇㞝 ?
key=value&anotherKey=anotherValue

hash: 鲮㍑URL氳⿊䄹撴夀剝陃瑞꛰憠☳◒⺙ "#" 䋯㡏❇㞝 #section1

origin: 鲮㍑URL氳颯嶏鼨⮇榺ⶖ阫յ╚儬⺳⽰珸⹾篯䡗❇㞝 
http://example.com:80
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6. window.history  

ⷧ⺒阭䎓㷯䓪⺎♔鵠鲋⪭♔┖⭓╄亡嫏鲽车㵗芒
back(): 㵗芒⮽ⷧ⺒阭䎓╈氳┕┉╄건ꪫն
forward(): 㵗芒⮽ⷧ⺒阭䎓╈氳┖┉╄건ꪫն
go(delta): ❤䩺 delta ⹇丘⺸⯥䡝⺸⺵㵗芒ն塜⡬辑炐⺸⯥顆⡬辑炐⺸⺵0鵠䅻┘
⚢出问㵗芒䷞冽⛙⺎耇⯇亍건ꪫն

鲹㶩注䎎◇宂鈾氳⯥⺵䧝Ꚅ▽
 

7. window.open  

鲹鼨⮇┕┉疟乄珖亍猫⹾⮡䋧氳鼨⮇䄖篺刷篸▽⚢鉵⹠㵗芒◄♭
 

8. window.top  

window.top  佭┉╄JavaScript㵒霅㷯䓪㱚䌖榫▽䎎⯥猫⹾䡝勂几氳僄걵㷄猫⹾ⷊ僄냖
㷄篒氳宂鈾猫⹾
㵒◇媆僗┕㷄猫⹾氳峷刌鲽爊 window === window.top 䢦♔⟤䷊  
window.top.location  㶩⺎♔⟤䷊䎎⯥건ꪫ氳 url

㵒◇ iframe  璡㯹猫⹾✳榫 window.top.location  ⺎♔⟤䷊걵㷄猫⹾氳 URL

 

0x05 庀嬼勆❇  
Masato Kinugawa  傾篺㏇ Discord RCE  氳鲋爊╈⮵榫▽┉╄㵗芒氳庀嬼 —— CVE-2020-
15174  

㏇ iframe  ╈㞝冽阻糌 top.location  氳㏐㏥⽰ iframe 氳㏐㏥┘⺱嶏⮟┘⚢鉵⹠ 
will-navigate  ◄♭ⷊ㵗芒◄♭鲹侁抆佭┉╄ bug

https://mksben.l0.cm/2020/10/discord-desktop-rce.html
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0x06 䔅篾  
粠건饥鯸⽰㵗芒氳鉵⹠亡嫏䏭㛢⛙僄篳䷞冽⭓╲齉佭┉舚氳㶩佭㏇䎎⯥猫⹾䡝亍猫⹾ⱶ鰉
건ꪫ㏇鰏亍氳撷儗╈ will-navigate  耇㛫僗䷞㏐沪⻤⽰ꡢ亇㵗芒车╙䋯⹠縖⺎♔劯
䩺㲓ꡮ䗯⬅縓诿焔榫䡝縖꡿⯆㵗芒车╙
 

第 22 ⻚ / 共 22 ⻚


	跳转与导航 | Electron 安全
	0x01 简介
	0x02 效果展示
	0x03 官方安全建议
	0x04 哪些行为会导致网页跳转
	1. a 标签
	2. 表单提交
	3. meta 标签自动刷新
	4. iframe 加载
	5. window.location
	1) location.href
	2) location.assign
	3) location.reload
	4) location.replace
	5) location.search
	6) 其他属性

	6. window.history
	7. window.open
	8. window.top

	0x05 漏洞案例
	0x06 总结


