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## (3 Electronv30.00 » Run

@ Editors ® Main Process (main.js)

D) indexchtml .

app,
O main.js path
D) preload js

[ renderer.js ity-Policy" content="
mainWindow = erWindow({
width http-equiv="X-Content r icy" content="c
, rc 'self'"
webPreference Hello World!
preload: path.join(_t

}

b Hello World!
e are using Nod
Chromium id

mainWindow. loadFile( " ind and Electron

Renderer Process (renderer.js)
Modules

Preload (preload.js)

window. addEventListener( DO

replaceText = (selector, text)

element document .getElementById(selector)
(element) element.inne

( type ['chrome’, 'n ' t {

replaceText("${type}-version', process. ons[type])

Hello World!

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.
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const { URL } require('url')

const { app } require('electron')

app.on('web-contents-created', (event, contents) => {
contents.on('will-navigate', (event, navigationUrl) => {

const parsedUrl = new URL(navigationUrl)

if (parsedUrl.origin !== 'https://example.com') {

event.preventDefault ()

BAEEI]EE, BiERNoderI R RAIEURL, BRNFATHRILRERSHHE
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£¥ [ Electronv30.00 » Run [ Console

e Editors ® Main Process (main.js) HTML (index.html)
D index.html
{app, BrowserWindow} = require(’electron’)
[ mainjs path = require(’path
) charset="UTF-8"
1) pretelis createWindow () {
[ rendererjs http-equiv="Content-Security-Policy” content="default-src 'self
mainWindow = new Browseriindow({ script-src 'self'”
width: 800, http-equiv="X-Content-Security-Policy” content="default-src 's
height: 600, script-src ‘self'”
webPreferences: { Hello World!
preload: path.join(_dirname, 'p
}
5 Hello World!
We are using Node.js
mainWindow. LloadFilel(’ index.html ) Chromium id="chrome-versi
and Electron id="electror

| £="https://ww. baidu. con/robots. txt"> BE—T, Al

app.whenReady(). then(() => {
createWindow() e

O AL

w.getAllWindows().length === 0) createWindow()
Modules

web-contents-created', (event, contents) => {
contents.on('will-navi , (event, navigationUrl) => {
parsedUrl = new URL(navigationUrl)

console.log(parsedurl) Preload (preload.js)

window. addEventListener('DOMContentLoaded', () => {
b replaceText = (selector, text) => {
» element = document.getElementById(selector)
(element) element.innerText = text
Renderer Process (renderer.js)
( type of ['chrome’, 'node’, 'electron'l) {
replaceText( ${type}-version', process.versions[type])

B Stop

[3530062:0508/194935.192482:ERROR: gl_surtace_presentation_helper.cc(260)] GetVSyncParametersifAvailable() failed for 1 times!
[3530062:0508/194935.243505: ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[3530062:0508/194935.256590: ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 3 times!
URL {
href: 'https://www.baidu.com/robots.txt"',
origin: 'https://www.baidu.com',
protocol: 'https:',
username: ''
password: '',
host: 'www.baidu.com', . .
h L . . User-agent: Baiduspider
ostname: 'www.baidu.com', el Jbehe
port: "', Disallow: /s?
nathname: '/robots.txt' Disallow: /ulink?
Disallow: /link?
Editors (©) Main Process (main.js) Disallow: /home/news/data/
Disallow: /bh

]
[ index.html
{app, BrowserWi Userﬁgent:bGozglebot
main.js - 4 Disallow: /baidu
o 4 (R TR Disallow: /s?
r i Disallow: /shifen/
1L pretizelie createWindow ( Disallow: /homepage/
[ renderer.js Disallow: /cpro
Disallow: /ulink?
. Disallow: /link?
width: 800, Disallow: /home/news/data/
height: 600, Disallow: /bh
webPreferences: { 1 o (EIE:
. . ser-agent: 0
preload: path.joi Disallow: /baidu
¥ Disallow: /s?
i3 Disallow: /shifen/
Disallow: /homepage/
Disallow: /cpro
Disallow: /ulink?
Disallow: /link?
Disallow: /home/news/data/
Disallow: /bh

mainWindow =

mainWindow.loadFile((

Modules User-agent: Baiduspider-image
Disallow: /baidu
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URL {

href: 'https://www.baidu.com/robots.txt',

origin: 'https://www.baidu.com',

protocol: 'https:',

username: ’

password: '',

host: 'www.baidu.com',

hostname: 'www.baidu.com',

port: '',

pathname: '/robots.txt',

search: '',

searchParams: URLSearchParams {},

hash: ''

Hf origin MIER(IFMBNEEREEERE, E88HMIN. EVB. wAS
FRULE BTSRRIt R A TS https://example.com BELREY, ERENE AR

H ==
2. RBIER
<form action="https://example.com/submit" method="POST">

<input type="text" name="username">

<button type="submit">}E3X</button>

</form>

F—THREOCNENZER, YAXE target RBEMTATERE, RIEEERET, XER
action B, XM EMNEISM Bk



%+ [ Electronv30.00 b Run

@ Editors
D indexhtml
[ mainjs
D preload.js

[ renderer.js

Modules

@ Editors
[ index.

[ mainjs

[ preload.js

[ renderer.js

[©) Main Process (main.js) X HTML(indexhtml)

html
{app, B in require(‘'electron’)
path = require(’
charset="UTF-8"
createWindow ()
http-equiv=" N y" content="
. o
" content
ences: {
preload: path.join(__dirname,

Hello World!
We are using Node.
mainWindow.loadFile( Chromium

and Electron

action=" " method
dy().then(() => {

eateWindow

app.on( % (O
(BrowserWind tALlWindows().length 0) createWindow()

app.on( t t, content {
contents.on navigate' nt, navigationUrl)
(navigationUrl)

Preload (preload.js)

window. addEventListener (' DOl
b replaceText = (sel.
b element = document

Renderer Process (renderer.js)

( type [
replaceText( ${type}

B Stop Console

Saving files to temp directory
Saved files to /tmp/electron-fiddle-35

Electron v30.0.0 started.

[3601728:0508/212215.306070: ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (val
[3601774:0508/212215.605127 :ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[3601774:0508/212215.660225: ERRO! 1_surface_presentation helper.cc(260)1 GetVSyncParametersIfAvailable() failed for 2 times!
[3601774:0508/212215.675801:ERROR: gl_surface_presentat lorlc

Hello World!

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

Main Process (main.js)

123

{app, B erwi
path = require(

createWindow (

mainWindow =

Gl
o
b=
N
N
b=



B Stop (=] Console

[3601/74:05087212215.60572/7:ERROR: gl_surtace_presentation_helper.cc(260)] GetVSyncParametersifAvailable() fa
[3601774:0508/212215.660225:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() fa

[3601774:0508/212215.675801:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() fa
URL {

href: 'https:.//example.com/submit"',

origin: 'https://example.com',

protocol: 'https:', 404 - Not Found
username: '',

password: '',

host: 'example.com',

hostname: 'example.com',

port: "', 404 - NOt Found

pathname: '/submit'.

@ Editors @ H Main Process (main.js)

[ index.html
{app, BrowserW

[ mainjs path = require(

AT BN SMMES

3. meta xZ BRI

http-equiv="refresh" content="5;url=https://example.com"

## [ Electronv30.0.0 » Run

f@ Editors Main Process (main.js)

HTML (index.html)
[ index.html
{app, BrowserWindow} = require('electron
O main.js path = require('path')
. charset="UTF-8"
D preloads createWindow () {
[ renderer.js http-equiv="Content-Security-Policy" content="default-src 'self';
mainWindow = BrowserWindow script-src 'self'"
width: 800, http-equiv="X-Content-Security-Policy” content="d
height: 600, script-src 'self'"
webPreferences: { http-equiv="refresh" content="5;url=https://example.con"
preload: path.join(__dirname, ‘preload.js’) Hello World!
}
b

efault-src 'self

Hello World!
mainWindow. loadFile( ' index.html') We are using Node.js
Chromium id="chrome
and Electron id="
}

app.whenReady (). then(() => {
createWindow()

app.on(’

O A1
(Br v.getAllWindows().length === 0) createWindow()

app.on( 'web-contents-cre: ', (event, contents) => {
contents.on('w t, navigationUrl) => {

parsedurl = URL(navigationUrl)

console. Log|(parsedur1))

Preload (preload.js)

window. addEventListener('DONContentLoaded’, () => {
1 replaceText = (selector, text) => {
b element = document.getElementById(selector)

(element) element.innerText = text
Renderer Process (renderer.js)

( type of ['c ", 'node’, 'electron'l) {
replaceText( " ${type}- ", process.versions[type])




Saving files to temp directory...

Saved files to /tmp/electron-fiddle-3518705-Qi3q5fznMAMT
Electron v30.0.0 started.

For help, see:

[3607347:0508/212917.565584 : ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[3607390:0508/212917.842186:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[3607390:0508/212917.890783:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[3607390:0508/212917.894980:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 3 times!

& Editors Main Process (main.js) Hello WOl‘ld!

D index.html {app, o We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

[ mainjs path = require('p

load i
[ preload;js createWindow () {
[ renderer.js

B Stop [ Console

L306U/590:050s/21491/7.842160 ERRURIgL_surtace_presentation_helper.cc(4oU)] GetVsoyncParametersitAvailable() Talled 1or | Times!
[3607390:0508/212917.890783:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[3607390:0508/212917.894980:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 3 times!
URL {

href: 'https://example.com/',

origin: /example.com’,

protocol

username:

password: '',

host: 'example.com', Example Domain

hostname: ‘'example.com',

port: "',

pathname: '/'.

& Editors (©) Main Process (main.js)

[ index.html P
app, Win
[ mainjs path = require('patt

[ preload.js . .
D rendererjs e © Example Domain

ndow
width: 800,
heigh 600,
webPreferences:
preload: path.join(__d
b

This domain is for use in illustrative examples in documents. You may use this
domain in literature without prior coordination or asking for permission.

More information...
1)

mainWindow.loadFile('in

PRINARAR 5P

4. iframe NE

Gl
(0]
b=
N
N
b=



£l Electronv30.0.0 » Run [ Console

I Editors ® Main Process (main.js)
D indexhtml

[u]

[ preloadjs

HTML (index.html)

[ renderer.js

document.addEventLis er('DC ntLo 'Y OH{

docunfent . getElementById( ' insertIframeButton').addEventListener(
) A

eElement (' ifram
iple.com';

document . body . appendChild(iframe);
app.whenReady () . then(() => {
createWindow( )

app.on( OA
0 .getAllWindows().length === 0) createWindow()
Modules

"insertIfra tton">mEHEALframe

Preload (preload.js)

Renderer Process (renderer.js)

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-3518705-B0SjJ9p3Fcul
Electron v30.0.0 started.

[3621130:

[3621172:0508/214649.679949 :ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[3621172:0508/214649.682596:ERROR:gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[3621172:0508/214649.698922:ERROR:gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 3 times!

i Niframe
@ Editors Main Process (main.js)

[ index.html
{app,
path

D main.js

R

Gl
©
b=
N
N
b=

cli

0508/214649.401681:ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (val




B Stop (3] Console

Electron exited with code 0.
Saving files to temp directory...

Saved files to /tmp/electron-fiddle-3518705-CDUcz28SiST6
Electron v30.0.0 started.

[3622930:0508/214859.076168:ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[3622971:0508/214859.362403:ERROR: gl_surface_presentation helper.cc(260)1 GetVSyncParametersIfAvailable() failed for 1 times!

[3622971:0508/214859.396519: ERROR: gl_surface_presentat
[3622971:0508/214859.407381:ERROR:gl_surface_presenta

s Niframe

& Editors Main Process (main.js)

[ index.html ]
[ main.js ;ZQE': require(
(]
(]

preload.js

createWindow ( Example Domain

renderer.js
MIith?lggérde\m 1 This domain is for use in illustrative examples in documents. You may use this
height: 600, domain in literature without prior coordination or asking for permission.
webPreferences: {
preload: path. More information...
}
9]

mainWindow.loadFile(

SIE— iframe FHEBSIETHENBEZMSMEY, FHNNMBRALHE, Mi—TERHE
N iframe BY src B

# [ Electronv3000 b Run

fa Editors ©) Main Process (main.js) .7 X HTML(indexhtml)

D indexhtml

{app
[ main.js path = req

[ preload.js eWindow () {
D rendererjs
mainWindow B
widt .
ght: 600,
ebPreferences: { ple.com” width="
preload: path.join(__dirname, '

b

4 frameNE
mainWindow. loadFile( ' index.html')

changeIframeContent() [

iframe = document.getElementById( my

I 0) createWindow()
Modules

(e t, contents) {

(event, navigationUrl) =

Preload (preload.js)

Renderer Process (renderer.js)

10

bl
=
.
N
=



B Stop [ Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-3518705-hLXPWuLANgll

Electron v30.0.0 started.

[3638938:0508/220814.186756: ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[3638981:0508/220814.472855:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[3638981:0508/220814.509546 : ERROR:gl_surface_presentation helper.cc(260)1 GetVSyncParametersIfAvailable() failed for 2 times!
[3638981:0508/220814.518730:ERROR: gl_surface_presentat frame ARG

Editors Main Process (main.js)

index.html
{app,

ini = o e
s S 2 GRS Example Domain
preload.js .

createWindow (

renderer.js This domain is for use in illustrative examples in documents. You may use this

Widt:?lg\é"é'1d°”v ] domain in literature without prior coordination or asking for permission.

height: 600,
webPreferences: {
preload: path.joi

More information...

3
1)

mainWindow.loadFile(

Modules ¥

app.whenReady () .then( ()

createWindow() \

R

B Stop Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-3518705-hLXPWuLANgll

Electron v30.0.0 started.

[3638938:0508/220814.186756: ERRO rowser_main_loop.cc(280)] GLib-GObject: g value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[3638981:0508/220814.472855:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[3638981:0508/220814.509546 : ERROR: gl_surface_presentation helper.cc(260)1 GetVSyncParametersIfAvailable() failed for 2 times!
[3638981:0508/220814.518730:ERROR: gl_surface_presentat Eiframe AR

FHFRM

BHER

BEHERR

preload.js

o] i
Editors Main Process (main.js) SINoFrRMA
Sina.com.cn
indexchtmt {app, N m =B @9 B HE Nea  REB kMBS tE m8 0
BETRS path = require(' Y S P N R T L
&

createWindow B ES

£

o &l eIEE RE | P E B ZFE RE EE
renderer.js
mainWindow =
width: 800,
height: 600,
webPreferences: {
preload: path.joi

KEMLINE—RR

HAFH

b

)
’ #ig

mainWindow.loadFile(

* SHEY: PEXRT

* SHEFAERETR
BT

L Bt | thets T
»

Modules ¥

app.whenReady (). then( (),
createWindow()

app.on('activa

BX iframe By src BRAZMEETHENBIEZSSMEH

FE1 T/ H 22

b=



iframe NMEAIANBFIEIE window.top.location EBXINERAY URL

f o) Electronv30.0.0 » Run [ Console

/& Editors ® Main Process (main.js)
O 1html
[ index.html

self
Hello World!

[ main js

RO 00

D preload.js
Hello World!

We are using Node.js

Chromium id="d

and Electron id

[

[ renderer.js

.getAllWindows() . length 0) createwin Lhtml
html

)]
charset="UTF-8"
Hello World!

I am 1.html !

meout(() => {

w.top.location = 'http://exa
Renderer Process (renderer.js)

B Stop B3] Console

Saving files to temp directory...
Saved files to /tmp/electron-fiddle-3187-0Sge90WE2y6f

Electron v30.0.0 started.

[58586:0509/012841.409404:ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (
[58626:0509/012841.668003:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[58626:0509/012841.723158:ERROR: gl_surface_presentation helper.cc(260)1 GetVSyncParametersIfAvailable() failed for 2 times!
[58626:0509/012841.729226:ERROR: gl_surface_presentatic Hello rld!

Hello World!

R Editors e —_— We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

{ app, Br rl
path = require(

[ 1.html
[ index.html

I am 1.html !

createWindow (

main.js
] j

R0 00

[ preload.js
width: 800,
height: 600,
webPreferences:

0

[ renderer.js

5%

gI20 /220



B Stop [ Console

[58626:0509/012841.668003:ERRUR:gL_surtace_presentation_helper.cc(260)] GetVSyncParametersitAvallable() failed for 1 times!
[58626:0509/012841.723158:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[58626:0509/012841.729226 :ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 3 times!
URL {

href: 'http://example.com/',

origin: 'http://example.com',
protocol: tp:',

username: "'

password: "'

host: 'example.com',
hostname: 'example.com',
port: "'

pathname: '/'.

Example Domain

& Editors (O} Main Process (main.js)
O Lhtml { app, B ri
path = require(

[ index.html ) Example Domain

. createWindow (
[ main.js

[ preload.js mainWindow = This domain is for use in illustrative examples in documents. You may use this
width: 800, domain in literature without prior coordination or asking for permission.
height: 600,
webPreferences: { More information...

preload: path.jo
¥

b

[ renderer.js

mainWindow. loadFile(

MR SFMEM

5. window.location

Window.location HIEZEMHIR[EI— Location MWK, HHEEEXAXHEYUBIMNUENER

R%E window.location —1RIE Location MR, MRAARULUEFRHAEMRELE, XR
BRI LUTERZHIER FEFATE—1FLIE location —— location =
'http://www.example.com' ——X5 location.href = 'http://www.example.com' Ffflo

EE—RBXEH, BINE7TEL window.open().location SR ELEHNFLE, HA
location EJZ%'LH location.href E’gfﬁﬁtﬂ%ggﬁrﬂﬁfﬂl‘”ﬂg

1) location.href

RE|HFITNENTEBURLFR S, Mol IARIKEFMPVURLULSMEEMET

window.location.href = "https://www.baidu.com/"

BT/ #22]


https://developer.mozilla.org/zh-CN/docs/Web/API/Location

a8

£+ ([ Electronv30.00 » Run [ Console

& Editors @ Main Process (main.js) HTML (index.html)
[ index.html { app, Br Winc htm]|
path = require(’nc
D mainjs
[B) el createWindow () { charset="UTF-8"
D renderer.js mainWindow http-equiv="Content- ty-Policy" content="defaul
widt P
height:
webPreferences
preload: path.join(__dirname

Hello World!

+

Hello World!
H

We are using Node.js
Chromium

and Electron
mainWindow.loadFile( ' in

src="./render

enReady().then(() => {
teWindow()

app.on(‘activate’,

O A
(BrowserWindow.getAllWindows (). length 0) createWindow() Preload (preload.s)
Modules

app.on|(’ con c , (event, contents) => {
contents.on( "' avigate', (event, navigationUrl)
parsedurl = URL(navigationUrl)
console. log(parsedurl)

window. addEventLis (' DOMCon
: replaceText = (selector, text) => {
app.on('window-all-closed’, O A element = document.getElementById(selector)
X (preEess plaiiom 1== "CEIET D) app-eilio) (element) element.innerText = text
)

Renderer Process (renderer.js) ( type [ DA

setTimeout(() replaceText (" ${type} sion ons[typel)

window.location.href =
}, 5000)

B Stop B3 Console

Saving files to temp directory...
Saved files to /tmp/electron-fiddle-3187-gJQ2jlosm7Qk
Electron v30.0.0 started.

[5865:0509/002247.915598: ERROR: browser_main_loop.cc(280)] GLib-GObject: g value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[5907:0509/002248.190612:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[5907:0509/002248.210126:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times
[5907:0509/002248.236565: ERROR:

gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 3 times

Hello \

@ Editors Main Process (main.js) Hello world!

: { app, BrowserWindo
D indexhtml patﬁ‘ * require('n We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

O main.js
[ preload.js createWindow () {

5#E
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=



B Stop (3 Console

[5907:0509/002248. 190612 ERRO _s 7 1tation_helper.cc(Z6U)] GetVSyncParametersifAvallable() failed for 1 times!
[5907:0509/002248.210126:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[5907:0509/002248.236565:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 3 times!
URL {
/www.baidu.com/",

origin: 'https://www.baidu.com',

protocol: 'https

username: "',
password: "', S
host: 'www.baidu.com', , fRELALE
hostname: 'www.baidu.com'
port:
pathname:

haol23 HiE MME AR ER RNE XE EZ
@ Editors Main Process (main.js)

[ index.html { app, Bro
o o path = requ
main.js

B createWindow () { B ] El—
D preload.js al =

[ renderer.js mainWindow =

width: 800,
height: 600, [

webPreferences: {
preload: path.join

BEE >
T MERE R RS IR BT ERETL RN EREE

R SFMEN

2) location.assign

nE—MNhoIE

=
~F

window.location.assign("https://www.mozilla.org"

o) Electron v30.0.0 » Run

@ Editors [C] Main Process (r js) HTML (index.html)

index.html { app, Bre ow re(elec ) html

main s
preloadis createWindow () {
renderer.js mainWing

width:

height: 600,

webPreferen:

preload: path.join(__dirname, ‘prel
}

content="d

1) We are usin
Chromium

and Electron
mainWindow.loadFile('inde

0) createWindow() Preload (preload.js)

Modules

app.or
content ' . (event, naviga
URL (navigationUrl)

ner('DOMContent
R (selector, text) = {
app.on('winc O A document . getElementById(selector)
(process darwin') app.quit()

Renderer Process (renderer.js) n'1) {

setTimeout(() => [{ ions[typel)

window. location.assign
b, 5000)

EI5T/#22W



W Stop  [Z Console

Saving files to temp directory...
Saved files to /tmp/electron-fiddle-3187-eUbEocn60QHn

Electron v30.0.0 started.

[9092:0509/002648.376377:ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[9130:0509/002648.619215:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[9130:0509/002648.643278:ERROR: gl_surface_presentation helper.cc(260)1 GetVSvyncParametersIfAvailable() failed for 2 times!
[9130:0509/002648.655308: ERROR: gl_surface_presentation

File Edit

Hello World!

R Editors Main Process (main.js) We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

el
B Stop [ Console

L9150:050U9/002b46.019215 ERRUKR g1l _surtace_presentation_helper.cc(4oU) | GetVsyncrarametersitAvallable() Tailed Tor | Times!
[9130:0509/002648.643278 :ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[9130:0509/002648.655308: ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 3 times!
URL {
href: 'https://www.mozilla.or
origin: ' /www.mozilla.org"',
protocol:
username:
password:
host: 'www.mozilla.org',
hostname: 'www.mozilla.org', Ao YAY /L] Firefox W38 P8 SARRIT S
port: '',
pathname: '/'.

& Editors @ Main Process (main.js)

= B LEdEL, SERE

reload.js createWindow (
Doe j

D) rendererys const. mainWindow = BB E BRI AR, M mUARN

width: 800,

height: 600, 7, RAMEL, BMNEFERAN T ILEEKNER

webPreferences: {

- preload: path.joi @, iJ:/é/I\A%BLﬁaEH:\EEEPO

)

mainWindow.loadFile(

“BAVARIP XN 512 4 £ BN R A O E.”
Modules ¥ *t}]ﬂ"mﬁ, Mozilla Eﬁﬁigﬁﬁﬁiﬁ

app.whenReady().then(()
createWindow()

A SMES

qr

3) location.reload

EFINE =S RIE

window.location.reload

£16T1 /227



%] Electron Fic

£ Electron v30.0.0  » Run

fa@ Editors @ Main Process (main.js) . X HTML (index.html)

D) indexhtml { app, BrowserWin require('electron’)
path = require('nc th')
() mEimis

) preliezelis createWindow () { charset="UTF-8"

D) renderer.js mainWindow = BrowserWindow({ http-equiv="Content-Security-Policy” content="default-src 'sel
width: 800, script-src 'self'"
height: 600, Hello World!
webPreferences: {
preload: path.join(l_dirname, 'preload.js')
i Hello World!
We are using Node.js id="node-version"
Chromium id="chrome-version"
and Electron

b

mainWindow. loadFile(index.html')

"./renderer.js"
3

app.whenReady (). then(() => {
createWindow()

0) createWindow() Preload (preload.js)
Modules

t, contents) => {
contents.on('w ’ . t, navigationUrl) => {
parsedurl = RL(navigationUrl)
console. log(parsedurl)
H
H

window. addEventListener ('DOContentLoaded’, () => {
replaceText = (selector, text) => {
app-on( window-all-closed" 01 element = document.getElementById(selector)
(process.platform darwin') app.quit() (element) element.innerText = text
15)

Renderer Process (renderer.js) ( type ['chrome', 'node’, 'electron']) {
setTimeout(() => [ replaceText( ${type}-version', process.versions[typel)
window.location.reload();
3, 5000)

B Stop (3] Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-3187-BXvHJiKTnLZb

Electron v30.0.0 started.

[10720:0509/002846.159541:ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)'
[10762:0509/002846.397915:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[10762:0509/002846.432586:ERROR:gl_surface_presentation helper.cc(260)1 GetVSyncParametersIfAvailable() failed for 2 times!
[10762:0509/002846.447831:ERROR: gl_surface_presentatio Hello World!

Hello World!

R Editors Main Process (main.js) We are using Node.js 20.11.1, Chromium 1 .6367.49, and Electron 30

searchParams: URLSearchParams <},
hash: '*
}
URL {
href: 'file:///tmp/electron-fiddle-3187-BXvHJiKTnLZb/index.html",
origin: 'null’,
protocol: 'file:',
username: ''
password: '',
host: '',
hostname: '',

port: '', HEHO WOl“ld!

pathname: '/tmn/electron-fiddle-3187-BXvHJiKTnLZb/ir

hs Editors = Main Process (main.js) We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

[ index.html o { app,

R SFMEN




4) location.replace

B HFITIEBY URL

window.location.replace( 'https://example.com’

X]
#+ [ Electronv30.00 > Run

fa Editors [C] Main Process (main.js) 7 X HTML (index.html)

[ index.html { app, Bro i t html,
path = require( )
D mainjs
eateW. w arse "U
B s createWindow () { charset="UTF
[ renderer.js http \ ty- cy" content="
pt-src
Hello World!
webPreferences: {
preload: path.join(__dirname,
b Hello World!
}) We are using Nod
Chromium

and Electron
mainWindow.loadFile('index.html")

}
app.whenReady() . then(()
createWindow()

O A
erWindc 0) createWindow() Preload (preload.js)
Modules

> q
! (event, navigationUrl)

edur L vigationUrl)
log(parsedurl)

app.on(‘windc . 01
(process.p r “darwin’) app.quit()
15}

Renderer Process (renderer.js)
setTimeout(() => { .versions[typel)
.location.replacel('h
}, 5000)

B Stop Console

Saving files to temp directory...
Saved files to /tmp/electron-fiddle-3187-HdXLD310zF8D

Electron v30.0.0 started.

[15888:0509/003444.154814:ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' fail
[15929:0509/003444.444383:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[15929:0509/003444.481198:ERROR: gl_surface_presentation helper.cc(260)1 GetVSyncParametersIfAvailable() failed for 2 times!
[15929:0509/003444.491878:ERROR: gl_surface_presentatio

Hello World!

0 L ‘We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.
ain Process (main.js)

£18T/#22]



B Stop [ Console

L 15929:0509/003444 .444383  ERRUR: gL_surtace_presentation_helper.cc(260)] GetVSyncParametersitAvailable() failed for 1 times!
[15929:0509/003444.481198:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!

[15929:0509/003444.491878:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 3 times!
URL {
href: 'https://example.com/',
origin: 'https://example.com’
protocol: 'https:',
username: ''
password: "',
host: 'example.com',
hostname: ‘'example.com',
port: "'
pathname: '/'.

& Editors @ Main Process (main.js)

[ index.html { app, (;\70”‘:?9‘,‘
path = require(

B mainjs Example Domain

[ preload.js createWindow (

D) renderer.js mainWindow = This domain is for use in illustrative examples in documents. You may use this

width: 800, domain in literature without prior coordination or asking for permission.
height: 600,

webPreferences: { More information...
preload: path.joi

}
9]

R SFMEN

5) location.search

£ url EEM EBRFAT S

window.location.search = "test"

Ee Electron v30.0.0 » Run

faw Editors (O Main Process (main.js) " X HTML(index.html)

D) indexhtml { app, Br dow } = require('electron')
path = require('node:path')
[ main.js

D) preloadis createWindow () { charset="UTF-8"

D renderer.js mainWindow = BrowserWindow({ http-equiv="Content-Security-Policy" content="defaul

width: 800, script-src 'self'"

height: 600, Hello World!

webPreferences: {

preload: path.join(__dirname, ‘preload.js')
} Hello World!
13} We are using Node.js id="node-version"

Chromium id="chrome-version"
and Electron id="electron-version"

mainWindow.loadFile('index.html")

src="./renderer.js"
}

app.whenReady().then(() => |{
createWindow()

app.on('activate', O A
e (Bro indow.getAllWindows().length === 0) createWindow() Preload (preload.js)
Modules

b
i)}

app.on('web-contents eated', (event, contents) => {
contents.on('will-navigate', (event, navigationUrl) => {
parsedurl = URL (navigationUrl)
console. log(parsedurl)
b
b

window. addEventListener('DOMContentLoaded, () => {
: e replaceText = (selector, text) => {
app.on(‘window-all-closed", on O A element = document.getElementById(selector)
(process.platform !== "darwin') app.quit() (element) element.innerText = text
1)

Renderer Process (renderer.js) ( type ['chrome', ‘node’, 'electron']) {
setTimeout(() => { replaceText( ${type}-vers ", process.versions[typel])
window.location.search = "
., 5000)




| Stop (2] Console

Saving files to temp directory...
Saved files to /tmp/electron-fiddle-3187-mdxEjssQnU1P

Electron v30.0.0 started.

[17884:0509/003709.916569: ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)'
[17922:0509/003710.179830:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[17922:0509/003710.217711:ERROR: gl_surface_presentation helper.cc(260)1 GetVSyncParametersIfAvailable() failed for 2 times!
[17922:0509/003710.262244:ERROR:gl_surface_presentatia Hello World!

Hello World!

R Editors Main Process (main.js) We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

[ index.html { app, Browser
path = require(

URL {
href: 'file:///tmp/electron-fiddle-3187-mdxEjssQnU1P/index.html?test",
origin: 'null',
protocol: 'file:',
username: "'
password: '',
host: "'
hostname: "'

port: "' , I HE“O WOl"ld!

pathname: '/tmp/electron-fiddle-3187-mdxEissOnU1P/ir

B Editors us Main Process (mainjs) We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

[ index.html o { app, Br

6) Hitt/g1%

BYR%Z, BEARLHE URL N—39, NREXBESMEHY

o href REIHFITIEMNTEEURLFRTE, WrILIARIEEMNURLLISMEIZMIIE,
o protocol: JX[E|HEURLAIIMNERSY, 540 nttp: T https:

e host: IREIHFTURLIENR (HRA+iHO) , 90 example.com:8080

o hostname: R[E|HFIURLAENR (REHEHKO) , 9 example.com

o port: REIHFIURLMIHOS, MNREEMBAINGOAFTZER

o pathname: X[E|HEFIURLIVERIZERSY, MIBE RS, B9 /path/to/page.html
 search: REJURLIYEIFRFEESD, MRS » Fia, Flu »

key=value&anotherKey=anotherValue
 hash: REURLAIEHE FEATIRN (H=) , MNHS "#" 748, B0 #sectionl
o origin: JR[EURLAVECIRER 7D, AN, FHBMiEmOHERK, HIa0

http://example.com: 80

$£2071 /%220



6. window.history
AEIERBYERILUES E AT A E#ITEM
« back(): SMMEIHFIERFN E—PTTH,

o forward(): SMEIHFIERHPT— 1 T1H,

+ go(delta): B delta SHHAIRAESH. EERTHHN, HERTHE, OBEF
AP S AR EFTRERIH BT,

Gy S R i) = s

7. window.open

XER E—RXEREOCZNHBDELENAT, cMASMEN

8. window.top

window.top &—-NJavaScriptXREM, BB THEEOHRERNRNEEOD B&s
E&AT 2R EO)

iﬁ?iﬁﬁt%ﬂﬂ%ﬁ%i&*i, window === window.top , FF[LXT@ZE&
window.top.location FALRJLUEXEHEIDIEEY url

WF iframe FFHEMO, FH window.top.location FJLUERINER AR URL

0x05 Rz

Masato Kinugawa "427E piscord RcE BUIREFFIA T —1NSMMBVRE — cve-2020-

15174

£ iframe H, WNMRKE top.location BUMIULF] iframe BUMIIEARREIR, NMAZAEAL
will-navigate Eff, BEISMEH, XEBAR—1 bug

https://mksben.l0.cm/2020/10/discord-desktop-rce.html

BT/ 22T


https://mksben.l0.cm/2020/10/discord-desktop-rce.html

0x06 S4
MBI S E HEE%, ERANE/LFEHE—HN, mMeEdadOosiiE ams

TIE, 7EHGAVARASH, will-navigate REBSAXMMISIFMIFEEISMITN, FLRER LR
ERFRMER, ZRERANERGISMITA

o FiisE—E

Q. NOP Team

$g22m /22
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