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ASAR TE41SE | Electron &2

OxO01 f&7T
AKEF, SKMAFKITIEHE asar TEMKNE, asar FA—MWEREE, Mea—MXEHKR
Electron B9 asar (Archive) B@—fREZAMXEMBFHER— M E—XXHFNAERX, &

79 Electron Ni&it. EEXMF—1NESEE, BEEBRHRINIZITLUET Electron BEBREIEM
NI EPMERR, MR E. FH asar NFEFAEIE:

1 MRERIE: BIRDXHRGERT 1/0 1815, RENANMEEE. FEX Electron AILIE
BEMB asar XEHIRFR, MAFTBEHZ M.

2. FRIFFEAE: BNANREABNZRT EHE— M EZXN BRI HR, BNT—/=F
®iF, EERLAF EMUEREETENN BRI SRR,

3. EHERE: — 1 asar BRABTERNZSIXHNER, BENANDAMNEIEE
Mg,

M MacOS AP AIAEIFE 4 IE#%, MacOS RNV AREFRIGERN .app » AILNEHIT,
BihalEIAE -> EXNBATHNENZREZHR

eo0e < RiFITEFRF 88 ¢ v O h O viooo»
AR 7 /
O R @ B S YR 2E : i\iL“ —a
A NBRER =

FREN H%=.app FEF.app EENEENE . app {E%.app
5 £| ]
® T&H E4“B 5 Z.app”
o A s - [\ r

WA RE Linux BB tar X, MEE—EXHRE—RZT

BAFIME—ERTRAKRBZAE, TEMEFHTETNE, RFEENRENXHEITR
RLRTLLY , X% A] LU IRIZ 7 e 98 KBy R I RAURB 4 E ek rIIB
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0x02 ASAR X {§ERA %

EARBXHREBE—R, BEAMRMBR—TEM eor XWHXHE, MEBHFFENMEEIREE
EHRXM, BanER—IXHRSE, Bd5|ANA NS ——BRaY, MRREERE, 8E
Y CIE S

EELHNMAAE, EMERRHEN .asar XHAAN—TMEEENERNOXHRSE, ZFE
HESXMEE, 5TET Node apr Ml web arr , FHIFXMEXHEAR, BRI
M, FRIREEEPEMESNS, FIUERYIL T —ErILUERRG A

£ MacOS £, asar XHfiF /Applications/xxx.app/Contents/Resources/app.asar

{ > Goby.app =¢ 2=y @V h O v ”
B ~ BB KN (e
v @ Contents 202448100 00:44 - Xx
> £ Frameworks 2024%3H15H 16:53 -- XK
.. Info.plist 2024 3H15H 16:53 3KB BMFIF
> £ Mac0s 2024% 3A15H 16:53 -- {3k
Pkglnfo 2024% 3H15H 16:52 8FMT Xis
v 7] Resources 2024 F 4B 9H 22:21 - XFE
> [ am.lproj / 2024 3H15H 16:52 - Xf§E
app.asar 2024%F3H15H 17:27 77.7MB X5
> 71 app.asar.unpacked 2024 3H15H 16:53 - NXfFHE
1. Node API

HF Electron B9455k40 T 725, Node API Lt fs.readFile # require {FF ASAR FLi&R
SFEAEMBER—, EENXHOEGEREXHRAR—1F

Flan, BRISFHENTE /path/to XHFKTED example.asar

1) 5t asar RERCFFIR

F2m/H34 ]



$ asar list /path/to/example.asar
/app.js

/file.txt

/dir/module. js

/static/index.html
/static/main.css

/static/jquery.min. js

) asar list ./app.asar

/dist

/dist/electron
/dist/electron/0le2cda9c9d8cc91685a.
/dist/electron/02fa85859ba87025cec8.
/dist/electron/0358361000cdc691e4fb.
/dist/electron/064c3638f89c85c1la776.
/dist/electron/0825b948efel@bcdSde5.
/dist/electron/0a@37139bb6e@e8fd4fd.
/dist/electron/@cb2c639cb172ff3cafb.
/dist/electron/0e65386dd24af10361ff.
/dist/electron/0f592d817ca3d923d7b6.
/dist/electron/0f6615155bb833a58700.
/dist/electron/10e5b1117e8ffa63f60f.

a aVa /) d ~

2) i%8Y asar B

const fs = require('node:fs')

fs.readFileSync('/path/to/example.asar/file.txt')




const { app, BrowserWindow, dialog } = require('electron')
const path = require('node:path")
const fs = require('node:fs"')

const - asar_path path.join(process.resourcesPath, - 'app.asar')

try {
const content = fs.readFileSync(path.join(asar_path, 'file.txt'), 'utf8');
dialog.showErrorBox('file.txt', content)

} catch (error) @
dialog.showErrorBox('error', -error)

function createWindow () {

const -mainWindow = new BrowserWindow(
width: 800,
height: 600,
webPreferences: {
preload: path.join(__dirname, 'preload.js"')
}
)

file.txt BHRANFRF flag ,» Bid process.resourcesPath A LLUREIFIRERE, BHEG
T SRR
18E, 1T, BEETREBAIMEL

const -path = require('node:path')
const - fs = require('node:fs"')

const-asar_path path.joi asar')

try {
const content = fs.readF _@ File.txt'), 'utf8');

dialog.showErrorBox('fil
} catch (error) {
dialog.showErrorBox('err flag

file.txt

}

function createWindow () {

const -mainWindow = new - BrowserWindow(
width: 800,

3) XY asar IRBF THEREXH

const fs = require('node:fs')

fs.readdirSync('/path/to/example.asar')




const-asar_path = path.join(process.resourcesPath,  'app.asar')
try H

const content = fs.readdirSync(asar_path);
® console. log(content)

\H catch (error) {
dialog.showErrorBox('error', error)

Last login: Fri May 10 23:11:22 on ttys000
[ )) ./asar-test

C

'.gitignore’',
"file.txt', @ Hello World!

'forge.config.js',
'index.html"', @ DevTools is now available in Chinese!

Hello World!

'node_modules',

"package. json', i [0 Elements  Console  Sources  Netw
:preload.Jg': Ve are‘ using Node.js 20.11.1, B Q tpv & Fiter
renderer.js lhromium 124.0.6367.119, and
] lectron 30.0.3. Lkl LE ol
[93320:0510/232933.729375: # flost Database
ode":-32601, "message":" 'Aut # localhost is used to configure the loopback
tools/bundled/cor‘e/pr‘otoco z#when the system is booting. Do not change

127.0.0.1 localhost
255.255.255.255 broadcasthost

1 1aralhnact

4) £ asar HAYIER

require('./path/to/example.asar/dir/module.js')

JS main.js Js calc.js X = npx @electron/fuses read --app

Users > helper > Desktop > tmp > 27 > Js calc.js

1 #quire('child_process').exec|(|'open - /System/Applications/Calculator.app')




{ app, BrowserWindow, dialog } = require('electron')
path = require('node:path')
= require('node:fs')

asar_path = path.join( .resourcesPath, - 'app.asar')
try
require(path.join(asar_path, 'calc.js'))

e

- catch (error) {
dialog.showErrorBox('error', error)

}
createWindow () {
. -mainWindow = BrowserWindow (

h: 800,
height: 600,

@ DevTools is now available in Chinese!

X
Hel IO WOrId ! Always match Chrome's language J Switch DevTools to Chinese JEslliRE I ETeEly)

‘s [O Elements  Console  Sources  Network >> @ ¢ X
We are. using NOde.JS 20.11'1’ [E| @ top v © Filter Default levels ¥ No Issues @3
Chromium 124.0.6367.119, and .
Electron 30.0.3. LR, P renderer.js:9
#

# localhost is used to configure the loopback interface
# when the system is booting. Do not change this entry.
#i#t

127.0.0.1 localhost

255.255.255.255 broadcasthost

381l localhost

# Added by Docker Desktop

# To allow the same kube context to work on the host and the container:
127.0.0.1 kubernetes.docker.internal

# End of section

192.168.31.185 www.clickjacking.com

192.168.31.83 evil.jd.com

10.211.55.9 A} ——A¥—-AnA%-A§—-windows-11.shared A!-—-A¥——AxA%-A§——
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5) % asar R

const { BrowserWindow } = require('electron')

const win = new BrowserWindow/()

win.loadURL('file:///path/to/example.asar/static/index.html"')

const { app, BrowserWindow, } = require('electron')
const path = require('node:path')
const = require('node:fs")

const-asar_path = path.join(process.resourcesPath, - 'app.asar"')

function createWindow () @

const -mainWindow =-new-BrowserWindow(
width: 800,
height: 600,
webPreferences: {
preload: path.join(__dirname, 'preload.js"')
}
)

mainWindow. loadFile(path.join(asar_path, 'index.html'))

o [ ) Hello World!

377px x 572px @ DevTools is now available in Chinese!

Hello World! x

Don't show again
We are using Node.js 20.11.1, Chromium O E . Concol s 5 & i x
iR ements onsole ources :
124.0.6367.119, and Electron 30.0.3. _—
M @ topvy © |Filter Default levels ¥
No Issues  £83
ERIN, BiER: ## renderer.js:9
# Host Database
#

# localhost is used to configure the loopback interface
# when the system is booting. Do not change this
entry.

#i#t

127.0.0.1 localhost

255.255.255.255 broadcasthost

381l localhost

# Added by Docker Desktop

# To allow the same kube context to work on the host
and the container:

127.0.0.1 kubernetes.docker.internal

# End of section

192.168.31.185 www.clickjacking.com

192.168.31.83 evil.jd.com

10.211.55.9 A} ——A¥——AxA%-A§—-windows-11.shared A!—
A¥—-AnA%-A§—-windows-11 #prl_hostonly shared
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PRINANEL

2. Web API
1) & asar XHMAXHGE

EWDIFR, AJLER file: WMIGEKIFARABINH. K Node API, ASAR T A] LUK
ERBRAE

<script>
let $§ = require('./jquery.min.js')
S.get('file:///path/to/example.asar/file.txt', (data) => {

console.log(data)

})

</script>

JS main.js X JS preload.js <> index.html JS renderer.js = npx @electron/fuses read --app

Users > helper > Desktop > tmp > 27 > Js main.js > & createWindow

const-asar_path = path.join(process.resourcesPath,  'app.asar')

function createWindow () E
const -mainWindow = new- BrowserWindow(
width: 800,
height: 600,
webPreferences: {
preload: path.join(asar_path, 'preload.js')
}
)

mainWindow. loadFile('index.html')

mainWindow.webContents.openDevTools()
app.whenReady().then(() => {
ipcMain.handle('fetch-url', (event,) => {

return-path.join(asar_path,  'file.txt")

}

createWindow




JS main.js Js preload.js X <> index.html JS renderer.js = npx @electron/fuses read --app

Users > helper > Desktop > tmp > 27 > Js preload.js > ...
window.addEventListener('DOMContentlLoaded"’,
const - replaceText = (selector, - text) =>
const element = document.getElementById(selector)
if (element) element.innerText = text

for (const type of ['chrome', 'node', 'electron']
replaceText (" ${type}-version’, process.versions[type])

o)

const { ipcRenderer, contextBridge } = require('electron')
13 |
contextBridge.exposeInMainWorld( 'myApi', {
fetch_url: =>
return- ipcRenderer. invoke( ' fetch-url')

JS main.js JS preload.js <> index.html X JS renderer.js = npx @electron/fuses read --app

Users > helper > Desktop > tmp > 27 > <> index.html > @ html > & body > & button#fetch-url
DOCTYPE - html
html
head
meta- charset="UTF-8"

meta http-equiv="Content-Security-Policy" content="default-src- 'self'; script-src- 'self'"
title>Hello World!</title
head
body
hl>Hello World!</h1l
We are using Node.js <span id="node-version" span>,
Chromium- <span - id="chrome-version" span>,
and Electron <span id="electron-version" span>.
br

button- id="fetch-url">mHIRKE file.txt AWB</button

script-src="./renderer.js" script
body

html




JS main.js JS preload.js <> index.html
Users > helper > Desktop > tmp > 27 > Js renderer.js > ...
const-bt =

Js renderer.js X = npx @electron/fuses read --app

document.getElementById( ' fetch-url")
1c- () -=>-{
st url = await window.myApi.fetch_url
fetch(url).then(response => {
if (!response.ok) {

throw new Error( HTTP error! status: ${response.status}’);
1

bt.addEventListener('click’,

ir

return- response.text();

}
.then(data => {

console. log( "i&EKRmMIN, #iER: ', data);
}

.catch(error => {

console.error( 'i&KRELM: ', error);
});

})

Hello World!

Hello World!

(D) DevTools is now available in Chinese!

Always match Chrome's language

X
Don't show again
We are using Node.js 20.11.1, Chromium 124.0.6367.119, and Electron 30.0.3. =
i [o Elements  Console > 3 X
REIREN file.txt AA et

D@ tpvy ©
No Issues @

Filter Default levels ¥

EI10TT/#34]



r Bl
o o Hello World!

@ DevTools is now available in Chinese!

Hello World! x

We are using Node.js 20.11.1, Chromium 124.0.6367.119, and Electron 30.0.3. ...

ik [0 Elements  Console >> @ X
MIEIREN file.txt AB

0] @ top Y <© | Filter Default levels ¥
No Issues (S}

TERAIN, BUER: flag renderer.js:11

2) 1§ asar XXMM

LR T EL A0S ASAR VARSCH#EITIEE, Tl JFEBEBRIREN XXM AHFIREX ASAR Xt
FIARRILMERRNERRZE asar INEERIMIRE £s RIR—IE—1FH original-fs R,

const originalFs = require('original-fs')

originalFs.readFileSync('/path/to/example.asar')

B eI & process.noasar 18BN true LAEA £s #RIRPX asar BIZHF:

const fs = require('node:fs')

process.noAsar = true

fs.readFileSync('/path/to/example.asar"')

BT/ H 34T



3. 1T ASAR HEEFRRIZHFISHE

BE—ENode APIR]LARIT Z# KIS f4, il
child process.exec . child process.spawn Al child process.execFile , BR

B execFile XFFEASAREENRHIT ZHFIX G,

KA exec F spawn FF command B file EAHIAN, M command =& 1T shell
THATEY

BEIRE RN A EREE command REEBTEIRIE— asar I, mBEMERILL
i, BAKIATEFRIER UETERRIERRNIE R FE#E command B H &R,

4. [7] ASAR BEFEFRMKTEBIX

KL Node API WA SBEXHEIXH RS FRTIEERES, AIReSIEEMBRES
HitEF.

fREJLUBEER --unpack EBEAFEMXHRIFAHIEELEIRSH—EERTZ, T FEH
TS, RENode stRRHIIAZERAIIWITE:

iE1T8 G, B SEE app.asar.unpacked XHRK5 app.asar XH—EHKEIET., %

BRITENXHMN app.asar —EFEET

< > Resources =2 =2 G h O v » Q

B ~ (BB A S

> [ am.lproj 2024 F 3H15H 16:52 -- Xk
app.asar 2024 3H15H 17:27 77.7MB Xi5

v BB app.asar.unpacked 2024 3H15H 16:53 - X4k

v T node_modules 2024 3H15H 16:53 - Xk

v [ electron-sudo 2024% 3815H 16:53 - XfFE

> 07 assets 2024% 3H15H 16:53 - Xk

> [ dist 2024 3H15H 16:53 - XfFxE
LICENSE 2016 E£7H28H 19:49 1KB Xi&

 package.json 2024%F3H15H 16:53 2KB JSON

> @@ src 2024 3H15H 16:53 -- XK

> 7] webpack 2024 3H15H 16:53 -- X3k

FI120/#34T0
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0x03 ASAR S2Ei4

ASARTTEM R —UISLINEINEE, AIEBITIIIIEN ARIASARIFEHIAR

BRI HF ASAR TEIERRRAIIT

e MacOS Ik Electron >= 16.0.0

e Windows & Electron >= 30.0.0
HE{XZ#FH eelectron/asar 4SRAY ASAR XHMTEMKE

TE asar@3.1.0 FSIANT X, BFE, XTNEBELETHEE] eelectron/asar FTEIRZSEY
@electron/asar EPZIFASARTTEE

1. T{ERIE

B ASAR XHEIEE—1 JSON FRFHELES, KEMMIIEE—T integrity MR, X
PHREE— 16 HHEIZRGAY hash {H, X4 hash EEE M ASAR X4HRY hash (&; EE
BT 1M, WARFHEINEE TR 16 HEIZREIRY hash &

"algorithm": "SHA256",

llhashll: II...I|,
"blockSize":
"blocks": ["..."

56, EfTEElectron AR, BEEEXETASARKR 700G 4mIZIEH

ERASARTEME, ERIElectron AEFRETITIIUIEASARTFISAYKER G R, WMFREH
MefiE, HERFERLE, YAREFFERHZL

B3I/ # 34


https://www.electronjs.org/zh/docs/latest/tutorial/asar-archives

2. T #HIIEFERFS ASAR TEM

ASARTEEMICE BRITEElectronREIAZA, AILATEIIER @I R
EnableEmbeddedAsarIntegrityValidation XA fuse F'Fﬁ, l_u%l_ TERH

onlyLoadAppFromasar , &N, BILUEIElectron IR AREIEREREFESEIENERE,

const { flipFuses, FuseVersion, FuseV1lOptions } =

require('@electron/fuses')

flipFuses(

pathToPackagedApp,

{
version: FuseVersion.Vl,
[FuseV1Options.EnableEmbeddedAsarIntegrityValidation]:

[FuseV1Options.OnlyLoadAppFromAsar]: true

é’l?’ﬁﬂli@ﬁ Electron Forge TT@ETJJ&‘?:I@EE

3. REASARLEZIMhash

ASAR TEMIRIEEITITE IR MHAISLER hash RIGIE ASAR FHRMNAR, REIITEBREN
TR F macOS Fwindows B ARERY

1) {5 Electron Forge #1 Electron Packager

Electron ForgefllElectron Packager B A #HITILISE, TEHERIMNCE. ASARTEMFIE
R EARRR AR 9 :

e (@electron/packager@l18.3.1

e (@electron/forge@7.4.0

F14T [ H 34T



2) ERHMEMERS

MacOS

AmacOSHT R, AT ENNAR Info.plist FIEFTHMHY

ElectronAsarIntegrity FHIR, TEE—MMF

<key>ElectronAsarIntegrity</key>

<dict>
<key>Resources/app.asar</key>
<dict>

<key>algorithm</key>

<string>SHA256</string>

<key>hash</key>

<string>9dl1f6leal03c4bb62b4416387a521101b81151dalcfbel8c9f8c8b818c5cebfac</
string>
</dict>
</dict>

BUEY algorithm {EXHEI/ sHA256 o hash eFRANINIEERN algorithm &
ASARKESEIRIIG

@electron/asar BAHT—1 getRawHeader FiE, RERILUMIZG ERNER#ITEEIL
SRtk E (FIA06EEF node:crypto 1REIR) .

Windows

?T@Windows"‘*%%}"ﬁa‘, ATUEFEREYN Integrity « BFRN Electronasar HIBEEA
BB, WHRRIERNIZE JSON 4RiZpFe, LT

"file": "resources\\app.asar",
"alg": "sha256",

"value"

"9d1f61eal03c4bb62b4416387a521101b81151dalcfbel8c9£8c8b818c5cebfac”
}

16T/ H 34 ™



BRI, 7 EBW Electron Packager XIBAHHY src/resedit.ts

https://github.com/electron/packager/blob/main/src/resedit.ts

4. X FFERR—LEEER)?

EXEERIBEARERERT, HELRE .asar XHWEMAEMDIR hash WEHETE .asar
BYSLER, SAATEEIAS hash FIEERE BEXE, FARMEI TEEIFIET

ZEBI .asar HYKERFRIEBFHITITEhash KREN—ME, ZEHFXMEEITBESEFRER
NE| A PTHRIT

ZIFMBABABTEMERE, WIESTHHEEXMEZHE, B .asar BISKEH
hashi#1TLEXY, WIRBINETT, FEINIEH

XEMBE LA FLRIEM T, EFEITHRHMEZRIRIE .asar XHHILERR hash
g? E%%%Bﬁﬁhoshﬁiﬁiéiifé, %1&—*51‘?&5@ .asar ?éﬁ-‘*ﬂﬁﬂ%ﬁ"] hash ’—5 .asar %
HEIERARES

BFITEERESEM—TTERN .exe XEXH, HE—LE .exe HLXEF/RZHMR—LEX
F

b ) > EEfM > AMEREEE (C) > Program Files > pgAdmind > v6 > 7E v6 thitiz
N HE - = &5E -
O & : feE s KN

docs 2023/4/8 13:13 prgl=d

installer 2023/4/8 13:13 Xk

python 2023/4/8 13:13 X4k

runtime 2023/4/8 13:13 X

web 2023/4/8 13:13 pral=>d
D DEPENDENCIES 2023/3/8 11:38 prgts 89 KB
D LICENSE 2023/3/8 11:38 prgs 2 KB
W pgAdmind.ico 2023/3/8 11:38 ICO 3zt 35 KB
© unins000.dat 2023/4/8 13:13 DAT 14 3,411 KB
W unins000.exe 2023/4/8 13:13 R FErERR 3,093 KB

IERERZ, B4 ASAR TEMREABRERVNETEXGESE, EREREXHEM
BRI a0 B (RS A RITX ) 2 &R R

£16TT /34


https://github.com/electron/packager/blob/main/src/resedit.ts

EEHRAFNIRER, R THALAENBF BEE 2019 FHITH—ZITE, MEWRMR
asar FUIBMRIEDR T, AMTEEND, WEIE Electron FAIM, MEEHEZBNRBTEM
QER fuse UIREAHRAK, EFARNTSER: MRUTECKFAILEY .asar XHT,
HEAREE BEFKIN T ZANR, IRREZEBONFE asar HEERIEN, MEREECSE
RENT BB IR

HPFOARERZEARTEIBCHUR, MIREAFEHEAETEERE, PBAKRELER
AU AEZRNEFNEEENNE, EMEaNE, BMETIERAETSE THEE

WEE THRETERERE, & ASAR KEHIHERFEIR hash EENT Z#EGIX M, BRMNRK
HERBEINMENR .asar XHMZHBIXM, £ .asar XHEFRIMERND, ERHHFHB
hash, B Z#HEIXHHBhashAF hash , BBATTEMNEERE S WL

BIERT, “HBIXHNERMIKN, RANTEROERME) asar WREMERE, FLE
FERIFREE—ENL

0x04 ik I548

BRIERA T ASAR TEMMREFIFELD, EFZNLHK, #E piscord . vscode XFHEH
LR N RE S B B R

PS C:\Program Files\pgAdmin 4\v6> npx @electron/fuses read

Analyzing app:

Fuse Version:
RunAsNode is
EnableCookieEncryption is
EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityValidation is
OnlyLoadAppFromAsar is
LoadBrowserProcessSpecificV8Snapshot is

PS C:\Program Files\pgAdmin 4\vé> |

FRETAIZEZBTHAAHITE—REFHAITILL, FaMER Windows 11 577

B17T0/#£ 340


https://github.com/electron/electron/issues/19671

1. QI AER

BEERZERERER

npm init electron-app@latest my-app

2 npm

Windows PowerShell

MM BETE (C) Microsoft Corporation, {REEFTHE A,
REZ I PowerShell, T B HIHAEF BIuE !

PS C:\Users\join\Desktop\Integrity_test> node
v20.9.0

https://aka.ms/PSWindows

PS C:\Users\join\Desktop\Integrity_test> npm init electron-app@latest my-app

Locating custom template: "base"
Initializing directory
Preparing template
Initializing template
Installing template dependencies
PS C:\Users\join\Desktop\Integrity_test> cd .\my-app\

PS C:\Users\join\Desktop\Integrity_test\my-app> npm start

> my-app@l.0.0 start
> electron—-forge start

Checking your system
Locating application

Loading configuration
Preparing native dependencies
Running generateAssets hook

@He\IoWorId!

File Edit View Window Help
< [0 TR
D o

A »
Electron

=Hle

top v ©

% Hello
World!

Welcome to your
Electron application.

curity Warning (I
either no

[1676:0511/134453.335: ERROR: CONSOLE(1)] "Request Autofill.enablgq
source: devtools://devtools/bundled/core/protocol_client/protocd

{} packagejson X

C: > Users > join > Desktop > Integrity_test > my-app > {} packagejson > ..
1|
"name": "my-app",
"productName": "my-app",

"version": "1.0.0",

"description”: "My Electron application description”,

"main": “"src/index.js",

> Debug

"scripts": {
"start”: "electron-forge start”,
"package": "electron-forge package",
"make": "electron-forge make",
"publish": "electron-forge publish",
"lint": "echo \"No linting configured\""

b

"devDependencies™: {
“@electron-forge/cli":
"@electron-forge/maker-deb": "~7.4.0",
"@electron-forge/maker-rpm": “/A7.4.0",
“"@electron-forge/maker-squirrel™: "~7.4.0",
"@electron-forge/maker-zip": "~7.4.0",
“@electron-forge/plugin-auto-unpack-natives":
"@electron-forge/plugin-fuses": "~7.4.0",
“@electron/fuses": "71.8.0",
"electron": "30.0.3"

"A7.4.0",

b

"keywords":

"author”: "join",

"license": "MIT",

"dependencies™: {
"electron-squirrel-startup”:

[1,

"A1.0.0"

"r7.4.0",

Electron hRZAN 30.0.3 , E&EMBTELENERGES

£18T/#34 ]
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cure Content-Security—Poli

enabled.

This ¢




AUEE, RMABERTZESITAFAXELIR, K —IEBELANFRRSBELEIANEEN
W9, BUBBEmITAAARETLR, HEEIBERAERR

2. ¥¥ Forge

HANFRZEFER, Bl my-app , HITREGRS

npm install --save-dev @electron-forge/cli

PS C:\Users\join\Desktop\Integrity_test\my-app> npm install @electron—-forge/cli

(node:3800) MaxListenersExceededWarning: Possible EventEmitter memory leak detected. 11 close listeners added to [TLSSocket]. Use emit
ter.setMaxListeners() to increase limit

(Use ‘node -—trace-warnings ...‘ to show where the warning was created)

S WARN] gar@l.0.4: Package no longer supported. Contact Support at https://www.npmjs.com/support for more info.

up to date, audited 457 packages in Us

74 packages are looking for funding
run ‘npm fund' for details

found 0 vulnerabilities
PS C:\Users\join\Desktop\Integrity_test\my-app>

3. REARETESREE

QZEEEIN my-app BRETH forge.config.js X{FENA]

st > my-app > IS forge.
E require( ‘@electron-forge/plugin-fuses');
nst { FuseVl1Options, FuseVersion } = require(‘@electron/fuses’);

module.exports {
packagerConfi
asar: true,
1,
rebuildConfig: {},
makers: [

name: ‘@electron-fo
confi,

5

platforms

5

name: ‘@electron-forge/maker-deb’,
confi, {1

s

name: ‘@electro /maker-rpm*,
config: {},

5

1,
plugins: [

name: '@electron-forge/plugin-auto-unpack-natives',
config: {},

new FusesPlugin({
version: FuseVersion.Vi,
[FuseV1Options.RunAsNode]:
[FuseV1Options.EnableCookieEncryption]: true,
[FuseV1Options.EnableNodeOptionsEnvironmentVariable]
[FuseV10ptions.EnableNodeCliInspectArgum
[FuseV10ptions.EnableEmbeddedAsarIntegrityValidation]: true,
[FuseV1Options.OnlylLoadAppFromAsar]: true,

b,

BI19T/# 34T



BIRDEHEELIIARIKEN true T

4. {TEERF

npm run make

PS C:\Users\join\Desktop\Integrity_test\my-app> npm run make

> my-app@l.0.0 make
> electron—forge make

Checking your system
Loading configuration
Resolving make targets
> Making for the following targets:
Running package command
Preparing to package application
Running packaging hooks
Running generateAssets hook
Running prePackage hook
Packaging application
Packaging for x64 on win32
Running postPackage hook
Running preMake hook
Making distributables
Making a distributable for win32/x64
Running postMake hook
> Artifacts available at:
PS C:\Users\join\Desktop\Integrity_test\my-app>

£ my-app BRTHEIET — out BRE, EFETSHI] aArtifacts T out BRETH
make E%EF'

out X —+
& ™ C J > Integrity_test > my-app > out > 2 out
[OF -3 T R — gg\\
N e o EE ) e = o
Lal[E] make 2024/5/11 14:01 i
@ OneDrive my-app-win32-x64 2024/5/11 14:01 Tk
N =

£ out XHFRTERIXHER, HF make XHRAFHHIZRRIFFHBEXH; 5—TLUIE
FRF-BRERG-ENGBNXGRFRNEEESXANER, ERMEEAOXH

@] J > Integrity_test > my-app > out > make > squirrelwindows > x64 1E x64 R
N HF ~ =85~
O &% (Eo=LE] ESidl K
(J[] my_app-1.0.0-full.nupkg 2024/5/11 14:02 NUPKG 324 103,007 KB
B my-app-1.0.0 Setup.exe 2024/5/11 14:02 NFEERF 103,770 KB
] RELEASES 2024/5/11 14:.02 i 1KB

$£2001/# 34



my-app-win32-x64 X +

< x4 ™ C O > Integrity_test

© s -
2 Expse o En
& ~ locales
> @ OneDrive resources
[ chrome_100_percent.pak
g » [} chrome_200_percent.pak
%) d3dcompiler_47.dll
L TE » -
2 % ’ ffmpeg.dil
icudtl.dat
Rk © icudtld
»
ibEGL.dIl
OEF »
u [%) libGLESv2.dll
Hm »
| LICENSE
1}
@ LICENSES.chromium.html
W
@ my-app.exe
[ resources.pak
[} snapshot_blob.bin
[®] Squirrel.exe
>
v8_context_snapshot.bin
& JiizElng [ v8.e - snapshot bi
> R

[ version
vk_swiftshader.dll
[1] vk_swiftshader icd.json

%] vulkan-1.dll

>

my-app >

N HeF -

out >

my-app-win32-x64 >

=85

(=t

2024/5/11
2024/5/11
2024/5/11
2024/5/11
2024/5/11
2024/5/11
2024/5/11
2024/5/11
2024/5/11
2024/5/11
2024/5/11
2024/5/11
2024/5/11
2024/5/11
2024/5/11
2024/5/11
2024/5/11
2024/5/11
2024/5/11

2024/5/11

14:01

14:01

14:01

14:01

14:01

14:.01

14:01

14:01

14:01

14:01

14:.01

14:01

14:01

14:01

13:44

14:01

14:01

14:01

14:01

14:01

ESid)

Xk
XK

PAK 324
PAK 324
RIFRFERFY R
RIFEFEFFY R
DAT 37
RIFSRERFY R
RIFTERFY R
pais
Microsoft Edge HT...
RIFERER
PAK 32f4
BIN 3Zff
RIFBtER

BIN 3214
X
RIFBTERFY R
JSON izt
RIFBTERY R

1E my-app-win32-x64 FiE%R

Kl

147 KB
221 KB
4,802 KB
2,630 KB
10,467 KB
470 KB
7,746 KB
2KB
10,031 KB
172,850 KB
5226 KB
301 KB
1,855 KB
642 KB
1KB
5,247 KB
1KB

935 KB

3R, BANEXHHRZINIREIRE, BASBERBXHER, FUIIMTIAZX

B RAVERF A
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my-app-win32-x64

X aF

1E my-app-win32-x64 FHiEZ

& ™ @] J > Integrity_test > my-app out > my-app-win32-x64 >
Oxe- X% O B @ B W N#grp- =oE @ ¥
) &R > i SR
A O & HEH s S
R = locales | @ Hello World! - o x
@ OneDrive resource! File Edit View Window Help
[ chrome_! ic [0 3=&E #Hs BEREKAE RS M BmE » ® X
[} chrome D@ tpvy © BARSIY  FEaEm 8
N =m 1
[%) d3dcom v
LT i Hello
" [%) ffmpeg.d
B World!
& icudtl.dat
REH
=] ibEGL.dII Welcome to your
VER " Electron application
_ %) libGLESVZ PP :
i .
| LICENSE
Forensic_noip_WIt
@ LIcENSES
Forensic_198.188.(
8@ my-app:
forge_test .
| resources
src -
| snapshot
[W] Squirrel.
& Jiiezcling o
| v8_conte
Pl S
| version
[%) vk_swifts|
vk_swifts|

[%] vulkan-T.an 202475717 T4:01 ILFREFFH 935 KB

ERESEHTH, =8 THAAAETAR
fuse aNF

PS C:\Users\join\Desktop\Integrity_test\my-app> npx @electron/fuses read
Analyzing app: my-app.exe
Fuse Version: vl

RunAsNode is

EnableCookieEncryption is

EnableNodeOptionsEnvironmentVariable is

EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityValidation is
OnlyLoadAppFromAsar is
LoadBrowserProcessSpecificV8Snapshot is
GrantFileProtocolExtraPrivileges is

PS C:\Users\join\Desktop\Integrity_test\my-app> |

&E ASAR I}
£ asar B9 Github BEH, BiFHNEA ASAR LZFEI

| UInt32: header size | String: header | Bytes: filel | | Bytes: file4?2

F220/# 34



"usr" : {
"files": {
"bin": {
"files": {
"ls": {
"offset": "0",
"size": 100,
"executable": true,
"integrity": {
"algorithm": "SHA256",
"hash": "...",
"blockSize": 1024,
"blocks": ["...",

bo
"ced": {
"offset": "100",
"size": 100,
"executable": true,
"integrity": {
"algorithm": "SHA256",
"hash": "...",
"blockSize": 1024,
"blocks": ["...",

etc": {
"files": {
"hosts": {
"offset": "200",

"size": 32,

"integrity": {

"algorithm": "SHA256",
llhashll: II...II,

"blockSize": 1024,

$£237/#4 34




MKEREFRE, BB REHEXHIUE

BN LIEER resources MM app.asar ¥ 16 #HIEEZS, EXEEFEEED

(im) \ Q  bindzip - % x‘ Q  hexit - % X [ HexEdit - Browser-based Online X =

@] (3 https://hexed.it

XHER TR app.asar
e appasar 00000000 [ZJ 00 00 00 30 29 00 00 2C 29 00 60 26 29 00 60 J...0)..,)..&) /
00000010 7B 22 66 69 6C 65 73 22 3A 7B 22 2E 67 69 74 69 {"files":{".giti
pLZENIN 290,728 N5 (284 KiB) 00000020 67 6E 6F 72 65 22 3A 7B 22 73 69 TA 65 22 3A 31 gnore":{"size":1
WIRISEE (MRS, LE) 00000030 32 31 35 2C 22 6F 66 66 73 65 74 22 3A 22 30 22 215,"offset":"0"
00000040 2C 22 69 6E 74 65 67 72 69 74 79 22 3A 7B 22 61 ,"integrity":{"a
ES:0) EHE () BHE (1) 00000050 6C 67 6F 72 69 74 68 6D 22 3A 22 53 48 41 32 35 lgorithm":"SHA25
R a A 00000060 36 22 2C 22 68 61 73 68 22 3A 22 64 32 32 38 61 6","hash":"d228a
00000070 32 65 33 62 30 32 64 63 64 32 34 31 38 30 36 34 2e3b02dcd2418064
16 {uBERy 4 & 00000080 32 35 39 62 63 38 36 30 32 63 33 35 39 61 37 64 259bc8602c359a7d
24 {82 4 4 00000090 62 33 39 61 62 33 36 36 37 37 36 36 66 38 64 62 b39ab3667766f8db
32 B 4 A 000000A0 63 33 63 64 39 65 39 30 30 30 36 22 2C 22 62 6C c3cd9e90006","bl
. 000000BO 6F 63 6B 53 69 TA 65 22 3A 34 31 39 34 33 30 34 ockSize":4194304
64 {EEEY (+) 45286135169028
000000CO 2C 22 62 6C 6F 63 6B 73 22 3A 5B 22 64 32 32 38 ,"blocks":["d228
64 (IR (+) 45286135169028 000000D0 61 32 65 33 62 30 32 64 63 64 32 34 31 38 30 36 a2e3b02dcd241806
16 LT 00002441406 0000OOE® 34 32 35 39 62 63 38 36 30 32 63 33 35 39 61 37 4259bc8602c359a7
5 6051939045 000000FO 64 62 33 39 61 62 33 36 36 37 37 36 36 66 38 64 db39ab3667766f8d
00000100 62 63 33 63 64 39 65 39 30 30 30 36 22 5D 7D 7D bc3cd9e90006"]}}
2.2374323619939808e-310 00000110 2C 22 66 6F 72 67 65 2E|63 6F 6E 66 69 67 2E 6A ,"forge.config.j
AN 1283 (+) 4 00000120 73 22 3A 7B 22 73 69 TA 65 22 3A 31 31 37 32 2C s":{"size":1172,
A1) 4 00000130 22 6F 66 66 73 65 74 22 3A 22 31 32 31 35 22 2C "offset":"1215",
00000140 22 69 6E 74 65 67 72 69 74 79 22 3A 7B 22 61 6C "integrity":{"al
AR 01000573362670713 00000150 67 6F 72 69 74 68 6D 22 3A 22 53 48 41 32 35 36 gorithm'":"SHA256
BHSHH @) 0.000379362670713 00000160 22 2C 22 68 61 73 68 22 3A 22 35 34 31 34 61 36 ","hash":"5414a6
e Teie AR 00000170 62 36 32 39 65 63 61 64 35 30 32 32 36 39 38 63 b629ecad5022698c
00000180 62 31 36 39 34 66 65 39 32 64 63 66 32 38 62 33 bl694fe92dcf28b3
OLE 2.0 DateTime 1899/12/30 00:00:00.000 UTC
00000190 39 61 66 64 30 31 31 36 39 35 31 63 35 39 35 64 9afd0116951c595d
UNIX 32 i DateTime 1970/1/1 00:00:04 UTC 000001A0 30 65 38 30 65 61 62 36 34 66 22 2C 22 62 6C 6F 0e80eab64f","blo
HFS DateTime 1904/1/1 06:57:09 Local 000001BO 63 6B 53 69 7A 65 22 3A 34 31 39 34 33 30 34 2C ckSize":4194304,
HFSs DateTime TG 000001CO 22 62 6C 6F 63 6B 73 22 3A 5B 22 35 34 31 34 61 "blocks":["5414a

000001DO 36 62 36 32 39 65 63 61 64 35 30 32 32 36 39 38 6b629ecad5022698
UTF-8 {583 000OO1EG 63 62 31 36 39 34 66 65 39 32 64 63 66 32 38 62 cbl694fe92dcf28b

BAVRIERT SXHFZTERLASN, R TERRAXRY, ABRLGFIN T

(O
atft
><|.
1ot
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https://github.com/electron/asar

6. Hl{EEE ASAR
ZINBRT, asar NIERIEM, FTUTEEE BT Electron B API EfEK,

BATRILARIEM G APP, XHRMERFTF—H, EF—ATEXFEAREIR, UmER
WEE1THN, Z/5FAFFERA Electron Forge I8, ZEERARALERENKIEIERESR
BYSKER, BRASHINERasarX B REEBNXHE, HINE—T, NEFESLER,
EREBEIENRITA

1) £ES ASAR Xf¥

PS C:\Users\join\Desktop\Integrity_test\my—-app—evil> npm run make

> my—-app@l.0.0 make
> electron—forge make

Checking your system
Loading configuration
Resolving make targets
> Making for the following targets:
Running package command
Preparing to package application
Running packaging hooks
Running generateAssets hook
Running prePackage hook
Packaging application
Packaging for x64 on win32
Running postPackage hook
Running preMake hook
Making distributables
Making a distributable for win32
Running postMake hook
> Artifacts available at:
PS C:\Users\join\Desktop\Integrity_test\my-app-evil>

C J > -+ join > Desktop > Integrity_test > my-app-evil > out > my-app-win32-x64 > resources
N HFF ~ = '35
O & 1B ER it KN
W app.asar 2024/5/11 15:00 ASAR 14 590 KB

BICERBEE —TEBRXHIRIR, BERIEEEMKY], THRINETRHA? JABREN
YR
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T C Q> ke > =E >
v % © [ @ B W
% O &%
[') app.asar.bak
:Drive l —\ app.asar

Integrity_test > my-app > out >
N HE - = &5
(E=E] ESiS
2024/5/11 14:01 BAK 37{4
2024/5/11 15:00 ASAR {4

PS C:\Users\join\Desktop\Integrity_test\my-app\out\my-app-win32-x64> .\my-app.exe
PS C:\Users\join\Desktop\Integrity_test\my-app\out\my-app-win32-x6u>
[4332:0511/150425.386:FATAL:asar_util.cc(163)] Integrity check failed for asar archive (e88c7lebbaacl9ccea7667b52U49e8U890c89ecb010Ububf5a0

59U£6305020U8b vs e9al68d2ad3du657d65296abbd8du51016f8fcdbUdabbl80026656bU96b8aaub3)
[4332:0511/150425.386:ERROR: crashpad_client_win.cc(868)] not connected

BEREZRERENTH

2) (BB E asar kIEES NI

my-app-win32-x64 > resources =
KN
284 KB
590 KB

IFE .asar XHRIELMEN 0x00002937 , 10 HEIFEZE 10551

|
TR
XHER app.asar
app.asar
290,728 N5 (284 KiB)
BUERER (JMEFF, LE)
HHS (2)

0

RS (4

8960
2106112
1277174528
9290417210112
0417210112
0.01367188

41978880

7.28418453653

7.28418453653

app.a:

BIENER (DR,

EHS (+) RS (1)
0
8960

2106112

0 00:00:00.000 UTC

$£2671/#434M

Bl

ELEu 0x00002937
E— Mt

A&

0x00046FA7

E: k3

B
ELipchd 0x00006FF3
£tk 0x00093743
B

B%




FRUTZATHEJREIRAE, BEREEXEEEXMRK, ZEREEXAHRXAREIBEXHLE

XS, TRGERANE B CERKNIN, pL1TRM
EFEER .asar XFRL, RER TR

./app-evil.asar of=./app-evil-without-header.asar bs=1 skip=

[ )») dd if=./app-evil.asar of=./app-evil-without-header.asar bs=1 skip=28659
57531340 records in
575313+0 records out
575313 bytes transferred in 1.736637 secs (331280 bytes/sec)
>

RENIEER .asar XHHIK

./app.asar of=./app-header.asar bs=1 count=

[ )) dd if=./app.asar of=./app-header.asar bs=1 count=10551
10551+0 records in
10551+0 records out
10551 bytes transferred in 0.037195 secs (283667 bytes/sec)
>)

FrabHEMm XX

| )») cat ./app-header.asar ./app-evil-without-header.asar > app-final.asar
[ ») file app-final.asar

app-final.asar: data
>)

7. SR E4H app.asar

(@] Q) > IR > H=EE > Integrity test > my-app > out > my-app-win32-x64 > resources 1 resources |
© N HEFE = &~
O =R e B ESid) PN
D app.asar 2024/5/11 15:37 ASAR X% 573 KB
[') app.asar.bak 2024/5/11 14:01 BAK 3214 284 KB

$B27T/H# 34T



[c

i bakio el

XHER I app.asar app-evila app-final.asar I

ELIkuE 0x00002937

65
appHinal.asar >
7

585,864 75 (573 KiB) (x::3 0x0008F087

G622

BURHER (DEF, LE)
TS (+) BES (B
0
8960

2106112

1277174528

64 {5 4 112

64 fTRH (1) 0417210112

R

0.01367188

N w N

41978880
2.524038268637241-258
0

0

7.28418453653

7.28418453653

% Windows PowerShell

PS C:\Users\join\Desktop\Integrity_test\my-app\out\my-app-win32-x64> .\my-app.exe
PS C:\Users\join\Desktop\Integrity_test\my-app\out\my-app-win32-x6u>

AILEE, TBMRBELKIET, BEERSEREK

XUAEIRRE, FAEINEREKE, BREBXIER, BIRENEFIEB ART,
HEZENERW app.asar , REANTHRONER, XFLEREXGHR)N, HEEHK
EXHAE, WREEHFER, BIE Electron EERIWNHXENAR

C () https://hexed.it B A oom o R |
G ! @
SR Eagio-di i)
XHER Fohne % app.asar AE
o appasar 00046A20 OA 20 20 2F 2F 20 43 72 65 61 74 65 20 74 68 65 /] Create the e ox0004685E =
00046A30 20 62 72 6F 77 73 65 72 20 77 69 6E 64 6F 77 2E  browser window.
XA 290,728 75 (284 KiB) 00046A40  OA 20 20 63 6F 6E 73 74 20 6D 61 69 6E 57 69 6E const mainWin Lt CEIEERY
WEREE (IS, LE) 00046A50 64 G6F 77 20 3D 20 6E 65 77 20 42 72 6F 77 73 65 dow = new Browse
00046A60 72 57 69 6E 64 6F 77 28 7B ©A 20 20 20 20 77 69  rWindow({ wi
ES: FHE () BHE @) 00046A70 64 74 68 3A 20 38 30 30 2C OA 20 20 20 20 68 65 dth: 800, he R
fyren . W 00046A80 69 67 68 74 3A 20 36 30 30 2C OA 20 20 20 20 77 ight: 600, W P AT S
00046A90 65 62 50 72 65 66 65 72 65 6E 63 65 73 3A 20 7B ebPreferences: {
L 8202 6202 00046AA0  OA 20 20 20 20 20 20 70 72 65 6C 6F 61 64 3A 20 preloa: LEiE
24 {788y 2105354 2105354 00046ABO 70 61 74 68 2E 6A 6F 69 6E 28 5F SF 64 69 72 6E path.join(__dirn
32 (s 1830821898 1830821898 00046ACO 61 6D 65 2C 20 27 70 72 65 6C 6F 61 64 2E 6A 73 ame, 'preload.js
I — 5300038795901 463682 00046ADO 27 29 2C GA 20 20 20 20 7D 2C ©A 20 20 7D 29 3B '), Yo B
00046AE0  OA OA 20 20 2F 2F 20 61 6E 64 20 6C 6F 61 64 20 // and load
64 {HEEKT (+) £2000870050 L1080 00046AFO 74 68 65 20 69 6E 64 65 78 2E 68 74 6D 6C 20 6F the index.html o
16 % 0.007888794 00046B00 66 20 74 68 65 20 61 70 70 2E OA 20 20 6D 61 69 f the app.. mai
PR e 00046B10 6E 57 69 6E 64 6F 77 2E 6C 6F 61 64 46 69 6C 65 nWindow.loadFile
00046B20 28 70 61 74 68 2E 6A 6F 69 6E 28 5F 5F 64 69 72 (path.join(__dir
64 AT 1 13 468 6E 61 6D 65 2C 20 27 69 6E 64 65 78 2E 68 74\&D name, 'index.htm
N 128385 (+) 10 00046B40 |6C 27 29 29 3B GA OA 20 20 2F 2F 20 4F 70 65 1'));.. // Open
NS 1BEBE 10 00046B50 WO 74 68 65 20 44 65 76 54 6F 6F 6C 73 2E [J§20  the DevTools.
00046B60 20 6D 61 69 6E 57 69 6E 64 6F 77 2E 77 65 62 43  mainWindow.webC
ZEC) 1.2481284663 00046B70 6F 6E 74 65 6E 74 73 2E 6F 70 65 6E 44 65 76 54 ontents.openDevT 7 3k
BESHH ) 1.2481284683 00046B80  6F 6F 6C 73 28 29 3B OA 7D 3B OA OA 2F 2F 20 54 ools();.};..// T
N n— ANMAGROA AR AQ 72 JA AN AR 74 AR AF R4 I 77 ARG AC AC 70 hic mathad will AR 2% =

RBXm=RIER A 7/

\g
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R

@] ) hitps/hexedit B A % &M = %

b “
Fazio-dd B
XpHER FoAnEL *  app.asar B
00046A20 A 20 20 2F 2F 20 43 72 65 61 74 65 20 74 68 65 // Create the -
e appest 00046A30 20 62 72 6F 77 73 65 72|20 77 69 6E 64 6F 77 2E  browser window. SIIEE 0100046861 B
ST 290,728 /M55 (284 KiB) 00046A40 OA 20 20 63 6F 6E 73 74 20 6D 61 69 G6E 57 69 6E const mainWin Lt Y
BESEE (S, LE) 00046A50 64 6F 77 20 3D 20 GE 65 77 20 42 72 6F 77 73 65 dow = new Browse i
00046A60 72 57 69 6E 64 G6F 77 28 7B OA 20 20 20 20 77 69  rWindow({ wi
b= 10 aES (1) 00046A70 64 74 68 3A 20 38 30 30 2C OA 20 20 20 20 68 65 dth: 800, he R
T T 00046A80 69 67 68 74 3A 20 36 30 30 2C OA 20 20 20 20 77 ight: 600, w w I e,
00046A90 65 62 50 72 65 66 65 72|65 6E 63 65 73 3A 20 7B ebPreferences: {
2434 2431 00046AA0  OA 20 20 20 20 20 20 70|72 65 6C 6F 61 64 3A 20 preload: HiRn
6906221 6906221 00046ABO 70 61 74 68 2E 6A G6F 69 6E 28 5F 5F 64 69 72 6E path.join(__dirn
1852300981 1852399981 00046ACO 61 6D 65 2C 20 27 70 72 65 6C 6F 61 64 2E 6A 73 ame, 'preload.js
S —— 00046ADO 27 29 2C ©A 20 20 20 20 7D 2C GA 20 20 7D 29 3B '), b B
00046AE®  OA OA 20 20 2F 2F 20 61 6E 64 20 6C 6F 61 64 20 // and load
T236837475466436973 00046AFO 74 68 65 20 69 6E 64 65 78 2E 68 74 6D 6C 20 6F the index.html o
6045 00046B00 66 20 74 68 65 20 61 70 70 2E OA 20 20 6D 61 69 f the app.. mai
Fp——— 00046B10  6E 57 69 6E 64 GF 77 2E 6C 6F 61 64 46 69 6C 65 nWindow.loadFile

00046820 28 70 61 74 68 2E 6A 6F 69 6E 28 5F 5F 64 69 72 (path.join(__dir
EAIE A A ] 00046B30 6E 61 6D 65 2C 20 27 69 6E 64 65 78 2E 68 74 6D name, 'index.htm

ANRF 128385 () 109 00046B40 6C 27 29 29 3B OA OA 20 20 2F 2F 20 4F 70 65 6E 1')); // Open
N BEEE 19 00046B50 20 74 68 65 20 44 65 76 54 6F 6F 6C 73 2E GA 2F  the DevTools../
00046B60 ZFEGl 69 6E 57 69 6E 64 6F 77 2E 77 65 62 43 /Mzﬂ'nwindow.\vebC

SR 109957488116 00046B70 6F 6E 74 65 GE 74 73 2E 6F 70 65 6E 44 65 76 54 ontents.openDevT 2 b

BRESHH () 1.00937488116 00046B80 6F 6F 6C 73 28 29 3B OA 7D 3B QA OA 2F 2F 20 54 ools();.};..// T

DOS DateTime 2035/3/9 12:11:26 Local 00046B90 68 69 73 20 6D 65 74 68 6F 64 20 77 69 6C 6C 20 his method will XARED = -
00046BAO 62 65 20 63 61 6C 6C 65 64 20 77 68 65 6E 20 45 be called when E ERSHT

OLE 2.0 DateTime BEIF ini
00046BBO  6C 65 63 74 72 6F GE 20 68 61 73 20 66 69 6E 69 lectron has fini . — ”

UNIX 32 {i DateTime  2028/9/12 19:33:01 UTC 00046BCO 73 68 65 64 OA 2F 2F 20 69 6E 69 74 69 61 6C 69 shed.// initiali S BANS (BHR)

HES DateTime 1962/9/13 03:33:01 Local 00046BDO  7A 61 74 69 GF GE 20 61 6E 64 20 69 73 20 72 65 zation and is re FHF V) N (LE)

LFSe DateTime 1962/9/121933:01 UTC. 00046BE® 61 64 79 20 74 6F 20 63 72 65 61 74 65 20 62 72 ady to create br KiFF (BE)
00046BFO  6F 77 73 65 72 20 77 69 6E 64 6F 77 73 2E OA 2F owser windows. ./ . Pl S ST

RHEEUEH app.asar BEFREAMI M

i @] QD > AN > =E > Integrity test > my-app > out > my-app-win32-x64 > resources

@ N i -

B8E :

O &= (ErEE ESid) PN
[) app.asar 2024/5/11 16:04 ASAR 37#t 284 KB
[ app.asar.bak 2024/5/11 14:01 BAK {4 284 KB

BRB5h my-app.exe

& Windows PowerShell X Sl

PS C:\Users\join\Desktop\Integrity_test\my—app\out\my—-app-win32-x64> .\my—app.exe
PS C:\Users\join\Desktop\Integrity_test\my—app\out\my-app-win32-x6u>

@Hello World!

File Edit View Window Help

% Hello World!

Welcome to your Electron application.

ALEE, BT T, RAEFAETIRERE, XRARELREHAAE, HEETETU
BIHMER app.asar BHITREEN
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O0x05 onlyLoadAppFromAsar

*F onlyLoadAppFromaAsar X Mi— FINEE, RIBEHEIR, HINERT, Electron FF
ERRRFNER asar XHENIRFZ

e app.asar

* app

o default_app.asar
u:'II;F)_TEE onlyLoadAppFromAsar ETJ, TR ER app.asar

LTHEREIN app WiZzEiEBR, MEEY vscode FEFFE app B

resources X +
& s (@] QD > = FEFP > join > AppData > Local > Programs > MicrosoftVS Code > resources > 1E resources HZ
® s - N HE - = &8
x : s3Es s
P — 0O & (EE=L] PN

A =z app \M/S/1o 1:52 s
> @ OneDrive

ﬁﬂ\ﬂ% my-app *Egﬂg app.asar 1'%3&79 default app.asar

P @] J > EBEN > SE@E > Integrity test > my-app > out > my-app-win32-x64 > resources Ere
by N Hm - = &85~
R B EM A o]
ik O &R £ BaER ES P\
. [} app.asar.bak 2024/5/11 14:01 BAK 321t 284 KB
\eDrive [ default_app.asar 2024/5/11 16:04 ASAR 3714 284 KB

PS C:\Users\join\Desktop\Integrity_test\my-app\out\my—app-win32-x64> npx @electron/fuses read
Analyzing app: —app.exe
Fuse Version: vl

RunAsNode is

EnableCookieEncryption is

EnableNodeOptionsEnvironmentVariable is

EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityValidation is
OnlyLoadAppFromAsar is
LoadBrowserProcessSpecificV8Snapshot is
GrantFileProtocolExtraPrivileges is

PS C:\Users\join\Desktop\Integrity_test\my—app\out\my-app-win32-x6u>

LERSFA =103 T 1% my-app
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PS C: \Users\J01n\Desktop\Integr1ty test\my—app\out\my-app-win32-x64> npx @electron/fuses read
Analyzing app: my-@ exe
Fuse Version: vI

RunAsNode is

EnableCookieEncryption is

EnableNodeOptionsEnvironmentVariable is

EnableNodeCliInspectArguments is

EnableEmbeddedAsarIntegrityValidation is

OnlyLoadAppFromAsar is

LoadBrowserProcessSpecificV8Snapshot is

GrantFileProtocolExtraPrivileges is
PS C:\Users\join\Desktop\Integrity_test\my—app\out\my-app—-win32-x64> .\my-app.exe
PS C:\Users\join\Desktop\Integrity_test\my—app\out\my-app-win32-x6u>

RBEEOFE

ﬁﬂ\]ﬁﬂ @electron/fuses S(T_f onlyLoadAppFromAsar 1#_?"}@35:5

PS C: \Users\)01n\Desktop\Integr1ty test\my-app\out\my-app-win32-x64> npx @electron/fuses write 'my-app.exe" OnlyLoadAppFromAsar=off
Analyzing app: my-a
Fuse Version:
OnlyLoadAppFromAsar is and will become
Writing to app: my-a exe

PS C: \Users\J01n\Desktop\Integr1ty test\my-app\out\my-app-win32-x64> npx @electron/fuses read
Analyzing app: my—a
Fuse Version:
RunAsNode is
EnableCookieEncryption is
EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityValidation is
OnlyLoadAppFromAsar is
LoadBrowserProcessSpecificV8Snapshot is
GrantFileProtocolExtraPrivileges is
PS C:\Users\join\Desktop\Integrity_test\my—app\out\my-app-win32-x64>

RHIT my-app

PS C:\Users\join\Desktop\Integrity_test\my-app\out\my-app-win32-x64> .\my-app.exe
PS C:\Users\join\Desktop\Integrity_test\my-app\out\my—-app-win32-x64>
[6992:0511/162145.807:FATAL:archive_win.cc(152)] Failed to find file integrity info for resources\default_app.asar

[6992:0511/162145.807:ERROR: crashpad_client_win.cc(868)] not connected

EZBMEREMEN T, WRNEIELEEEM app.asar EEIRIEENT, X724
1‘5?5@9&)”\51

WizeEAELEE, £ Windows FIEEMRIGEELLTE .asar XHFHMINER, HAX
Forge BB T, BFNFoBSR app.asar -> default app.asar , :Jﬁﬁ?ﬁ%f?
HAHE

B EA T /X@1d eelectron/fuses X EnableEmbeddedAsarIntegrityValidation #H1T

kg
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PS C: \Users\'01n\Desktop\Integr1ty test\my-app\out\my-app-win32-x64> npx @electron/fuses write ) ).exe" EnableEmbeddedAsarIntegrityvalidation=off
Analyzing ap e
Fuse Version
EnableEmbeddedAsarIntegrltyValldatlon is and will become
Writing to app:

Fuse Version
RunAsNode is
EnableCookieEncryption is
EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityvValidation is
OnlyLoadAppFromAsar is
LoadBrowserProcessSpecificV8Snapshot is
GrantFileProtocolExtraPrivileges is

PS C:\Users\join\Desktop\Integrity_test\my-app\out\my-app-win32-x6u>

BXHAIT my-app

PS C: \Users\J01n\Desktop\Integr1ty test\my-app\out\my-app-win32-x64> npx @electron/fuses write

Analyzing app
Fuse Version: vl

EnableEmbeddedAsarIntegrityValidation is and will become
Writing to app: my-app.exe @ Hello World!
File Edit View Window Help

PS C: \Users\j01n\Desktop\Integr1ty test\my—-app\out\my-app-win32-x64> npx @electron/fus

v—a [0 =& &8s BERGEE NS M BE » S
Fuse Version: \ D@ tpvy © BUARSIY  KiEE
RunAsNode is 5

EnableCookieEncryption is Q He"o

EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityvalidation is World!
OnlyLoadAppFromAsar is
LoadBrowserProcessSpecificV8Snapshot is Welcome to your
GrantFileProtocolExtraPrivileges is
PS C:\Users\join\Desktop\Integrity_test\my-app\out\my-app-win32-x64> .\my-app.exe
PS C:\Users\join\Desktop\Integrity_test\my-app\out\my-app-win32-x64>
[3756:0511/162655.902:ERROR: CONSOLE(1)] "Request Autofill.enable failed. {"code":-3260
ndled/core/protocol_client/protocol_client.js (1)

Electron application.

JEFINE T FHfJ8Y default app.asar

RBENMERZ T, HLMRE(VENFHIB vscode , HINRAFBETER
resources Ei?ﬁ&%—ﬁ\ app.asar E_[ﬁE?jEE_[LXHH# VSCode T, ﬁﬂ\]ﬁt_—FuE

B MBH my-app-evil TH, iLHITHITESS
@

| File Edit View Window Help pp-win32-x64 &

% Hello World!

Welcome to your Electron application.

H itEs = 0 X

= i B O

M+ M- MS
% CE C &
Yx x? I -

ﬁﬂ\ﬂ% app.asar E%U?U VSCode E’f} resources Ei

$£327/# 34



resources X +

< > ™ G O > -« HFEF > join > AppData > Local > Programs > MicrosoftVSCode > resources > £F resources FhigiZ
Om- ¥ O O @ & W NwEp- =azE-
O Exps O & e s o
R = app 2024/5/10 1:52 s
> @ OneDrive [) app.asar 2024/5/11 16:32 ASAR it p——
- s A
FTH vscode
O Exzpse O & fEHE s o
Rz app 2024/5/10 1:52 St
> @ OneDrive ) app.asar 2024/5/11 16:32 ASAR 24 590 KB
/‘HeHo World! - = .

File Edit View Window Help

THERR - (m] X

a8
|
% Hello World! _ e o
Welcome to your Electron application.
MC MR M+ M- MS Mv
% CE @ (&)
Yx 52 x =

BINENFF vscode

0x06 RB4E

Electron B AL T ASAR TEMNE, BIHE
EnableEmbeddedAsarIntegrityValidation XA fuse WA NILIEFERBIBINE .asar

XYM

THRREMBELE .asar XHH, HTEEMNXHFLIIRE hash , ZERFERB—ERIVF
fETE .asar XFBYSKER, MNARFITEN, RHEIZKER hash B, ZEEIEFTEHENA
EF

EFNITE, =IEB .asar XHHKES, E hash EFMREZFRAIBEVEHITIEL, WWEITLL
BITEME .asar XFHITHRIT
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XEMFEFEETETF, BFRSKRELEITERNhash, ERSKRIELEPEIZERAhashE
M, EUMRIERTXHERE, XERXDMFE, REHUMFEE (RIEEXE) , ME ﬁ]%u_
BE3IE

S—1NE# fuse @ onlyloadAppFromAsar , X fuse WERXHF, FFEFEME .asar
XHN=RBUTINFER, MEFE—NMERIIXH

e app.asar

* dapp

o default_app.asar
ﬂﬂ%ﬁ%?iﬁfuse, TR INE app.asar , FRAANR X F]1Z fuse P MESHHITRAF
B, =HhRASEY vscode FARIIASEILENHF, AN vscode FFHME app BF

BT MR ERFBERM Electron BEHM

T FiisE—E

Q. NOP Team
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