


ASAR 㱮丞䓪压刧 | Electron 㱧⪓  
 

0x01 甏☮  
㛻㳄㞑☫㛿⽰㛻㳄阥阷氳佭 ASAR  㱮丞䓪压刧 ASAR  ┘佭┉熨瓀樋縡佭┉熨乄♭劲䌋
Electron 氳 asar Archive佭┉熨㵨指╄乄♭⽰泘䎓䣒ⴎ䡗┉╄⶝┉乄♭氳䎍勮劲䌋┥
╙ Electron 䈒榫阻阞ն㱚眷⛎◇┉╄ⷭ籔ⴎ⛙僗攑墥氳阻阞♔➘◇ Electron 耇㛫波䫙☳
鲹劫氳䎍勮乄♭╈ⱶ鰉顫嶏縡仰꧎⩝鉯ⷭն✳榫 asar  氳╚金㞑㚲ⴎ䦮

1. 䓪耇⚝⴬鵠鲋⬵㵽乄♭硍簊氳 I/O 䳩⛼䬠냖䈒榫氳ⱶ鰉鵮䈲ն㍕╙ Electron ⺎♔波
䫙☳⶝╄ asar  乄♭╈陸⹧顫嶏縡┘꧎金鷥ⷧ指╄㵸乄♭ն

2. 变䥉嶏♏溞㵨䈒榫氳嶏♏溞⽰顫嶏䣒ⴎ鲽┉╄┘⺎波䫙宂鈾氳䎍勮乄♭╈㘍ⱶ▽┉㷄
变䥉✳䐂僄篳榫䢓催ꥈ♔波䫙刧洇䡝右䷊䈒榫⫂鼨氳乄♭篾冘⽰嶏♏溞ն

3. 甏⴬鼨糓┉╄ asar  ⴎ♏僀▽⸊全氳指╄乄♭⽰泘䎓✳䐂䈒榫氳⮇⹠⽰催亍鲋爊催
ⱶ甏➘ն

✳榫 MacOS 氳榫䢓⺎耇ꪝ䅻㞑杼鉯MacOS ╈䈒榫爊䈌氳⺵簫╙ .app  ⺎♔⹙⭵䣮车
⛙█⺎♔鵠鲋⺓꜄ -> 侁䌋ⴎ⫂㳋鲽⪍⮽院饟䏧╈

 

█僗憠⥽ Linux ╈氳 tar 乄♭㶩佭䤧┉㔎乄♭䨻㏇┉颯▽
䤧㛻㳄䨻㏇┉颯ꢝ▽鉯⬀Ꝛ饟䏧ꠋ겗鲸僗㶩佭㞑⢢㱮丞䎬压刧⺆꧎金㵒䨻⺵㵒乄♭鲽车劆
뀰㶩⺎♔▽鲹劫⺎♔漶变爊䈌耇㛫⹖休⹠朆嶏♏溞逈痙䷊氳䗯⬅
 

0x02 ASAR 乄♭✳榫亡嫏
第 1 ⻚ / 共 34 ⻚



0x02 ASAR 乄♭✳榫亡嫏  
㲇亡㵨乄♭䨻篼㏇┉颯金╫✃㶩䮨䡗┉╄眷⛎ ELF  鲹熨乄♭ⱶ鰉顫嶏氳休⠯鵠鲋⢏燰⸼
刧䤓乄♭金╫㶩佭䮨┉╄乄♭硍簊鵠鲋䌖榫氳亡䌋耇㛫┉┉何㵤㞝冽陱⮽儗顏┕罥㲋
鲸佭┉㍑◄
㏇㲇亡氳鈼鉉ꄅ㱚♜佭㵨䨻篼⺵氳 .asar  乄♭鈼╙┉╄僗谑䦟泘䎓氳乄♭硍簊╯⺵㲇
亡㍴簀鲹╄攑䓪㱮ヤ▽ Node API  ⽰ Web API  ✳⪭䶺䧏鲹熨劲䌋氳隀榫⛙⺎䘶縡
湳┘⺎耇⪓鼨齉右䷊╙䶺䧏䢦♔㲇亡⮜⭴▽┉◙⺎♔✳榫氳亡嫏
㏇ MacOS ┕ asar  乄♭⛤◇ /Applications/xxx.app/Contents/Resources/app.asar

 

1. Node API  

榺◇ Electron 氳攑墥辍┊爊䈌, Node API 奃㞝 fs.readFile  ⽰ require  ✳榫 ASAR 㶩⥽
佭✳榫谑䦟泘䎓┉劫, ꄅꪫ氳乄♭█⥽佭㏇乄♭硍簊⫂┉劫
❇㞝⡾阻䡘♜㏇ /path/to  乄♭㜔┖僗╄ example.asar  ⴎ
1) ⮜⭴ asar ⫂鼨乄♭⮜辑  

asar list /path/to/example.asar

第 2 ⻚ / 共 34 ⻚



 

2) 陸⹧ asar ╈氳乄♭  

$ asar list /path/to/example.asar

/app.js

/file.txt

/dir/module.js

/static/index.html

/static/main.css

/static/jquery.min.js

const fs = require('node:fs')

fs.readFileSync('/path/to/example.asar/file.txt')

第 3 ⻚ / 共 34 ⻚



file.txt  ꄅ䷒⪍㰅瑞 flag 鵠鲋 process.resourcesPath  ⺎♔鲮㍑顫嶏饟䏧䧈䫙⺵
㶩佭䎎⯥饟䏧
䣒ⴎ⺵䣮车洇洇佭⻖耇㛫䡗Ⱶ鰟⭴

 

3) 藜⹧ asar 劯泘䎓┖氳䢦僗乄♭  

const fs = require('node:fs')

fs.readdirSync('/path/to/example.asar')
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4) ✳榫 asar ╈氳嘗㐉  

require('./path/to/example.asar/dir/module.js')
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䡗Ⱶⱶ鰉嘗㐉
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5) ⱶ鰉 asar ╈氳粠건  

const { BrowserWindow } = require('electron')

const win = new BrowserWindow()

win.loadURL('file:///path/to/example.asar/static/index.html')
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䡗Ⱶⱶ鰉
 

2. Web API  

1) 㵨 asar 乄♭鈼╙乄♭㜔  

㏇粠건╈⺎♔✳榫 file:  ⶖ阫陴姳䎍勮╈氳乄♭ն 㶩⥽佭 Node API, ASAR 㰇勮⺎♔逈
⛼╙泘䎓㚲杼
<script>

let $ = require('./jquery.min.js')

$.get('file:///path/to/example.asar/file.txt', (data) => {

  console.log(data)

})

</script>
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2) 㵨 asar 乄♭鈼╙斻环乄♭  

切◙䗯⬅┖奃㞝㵒 ASAR 䎍勮乄♭鲽车劆뀰䡘♜꧎金⥽陸⹧ “乄♭” 黁劫陸⹧ ASAR 乄♭ն 
╙塝✃⺎♔✳榫⫂糌氳媆僗 asar Ⱶ耇氳⽰⸊㡏 fs 嘗㐉┉嘗┉劫氳 original-fs 嘗㐉ն

 

䖻█⺎♔㵨 process.noAsar  阻糌╙ true  ♔焔榫 fs  嘗㐉╈㵒 asar  氳䶺䧏

 

const originalFs = require('original-fs')

originalFs.readFileSync('/path/to/example.asar')

const fs = require('node:fs')

process.noAsar = true

fs.readFileSync('/path/to/example.asar')
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3.  䣮车 ASAR 勮勆╈氳◅鲽⯆乄♭  

僗┉◙Node API⺎♔䣮车◅鲽⯆乄♭❇㞝
child_process.exec յ child_process.spawn ⽰ child_process.execFile ⛙⺆
僗 execFile 䶺䧏㏇ASAR勮勆⫂䣮车◅鲽⯆乄♭ն
㍕╙ exec  ⽰ spawn  ⩒阵 command  僀♏ file  ⛼╙鰟⪍縡 command  佭꧎金㏇ shell 
┖䣮车氳
泘⯥媆僗 ⺎ꪣ氳亡嫏全⮮亇 command ╈佭⻖㏇䳩⛼┉╄ asar ⴎ╈氳乄♭縡┦ⷊ➘⺎♔
⮮亇㲇亡❤仾仰嫏变阾⺎♔㏇仰♳⛰Ⱌ⛼榫氳䗯⬅┖僀䩦 command ╈氳乄♭饟䏧ն
 

4. ⺸ ASAR 勮勆ⱶ儔䣒ⴎ氳乄♭  

切◙ Node API 逈隀榫休劫鉯ⷭ乄♭⮽乄♭硍簊ն ꢝ▽䓪耇ꠋ겗拿⺎耇劫鉵敨⺨熨ꡕ檫夽
䣴䬞爊䈌ն
✃⺎♔䤧✳榫 --unpack  鴲걸⛼╙㵨⺨熨乄♭变䧏╙ꪝⷭ籔敯䒳氳┉熨鉯⬀亡嫏ն ㏇┖ꪫ氳
炐❇╈⸊问Node.js嘗㐉氳⪦◸䈑㵨┘劫逈䣒ⴎ

 

鲡车⽝♑⺵䖻㵨劫洇⮽ app.asar.unpacked  乄♭㜔┚ app.asar  乄♭┉颯逈⮡䋧▽ն 媆
僗逈䣒ⴎ氳乄♭⽰ app.asar  劫┉颯㰇勮⹠䄭

 

$ asar pack app app.asar --unpack *.node
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⹇縓乄珖
https://www.electronjs.org/zh/docs/latest/tutorial/asar-archives

 

0x03 ASAR 㱮丞䓪  
ASAR㱮丞䓪佭┉걸㲓뀰䓪Ⱶ耇⺎㏇鲡车休뀰阾䈒榫氳ASAR䎍勮氳⫂㳋

 

泘⯥䶺䧏 ASAR 㱮丞䓪氳撷儗㞝┖
MacOS ┕ Electron >= 16.0.0

Windows ┕  Electron >= 30.0.0

泘⯥☢䶺䧏榺  @electron/asar   问䡗氳 ASAR 乄♭氳㱮丞䓪压刧
㏇ asar@3.1.0 ╈䌖⪍▽䶺䧏ն陴嫱䙬鲹╄ⴎ䄖篺鱻燰⮽ @electron/asar  䢦僗撷儗氳 
@electron/asar  齉䶺䧏ASAR㱮丞䓪
 

1. 䄄⛼⸊杼  

夷╄ ASAR 乄♭齉ⴎ⻡┉╄ JSON 㰅瑞╏㜍鼨㜍鼨氳劲䌋ⴎ⻡┉╄ integrity  㵒霅鲹
╄㵒霅ⴎ⻡┉╄ 16 鲽⯆籁溞氳 hash ⡬鲹╄ hash ⡬佭丞╄ ASAR 乄♭氳 hash ⡬鲸ⴎ
⻡▽┉╄丘篯丘篯╈㰇⤴氳佭夷╄㐉氳 16 鲽⯆籁溞氳 hash ⡬

⺁拿㏇䣒ⴎElectron䈒榫爊䈌休䖻꧎金㲋共丞╄ASAR㜍氳ⶇ⪠鲽⯆籁溞⿊䄹
 

⻪榫ASAR㱮丞䓪⺵䖻氳Electron䈒榫爊䈌㵨㏇鲡车休뀰阾ASAR㰇勮氳㜍鼨⿊䄹ն㞝冽媆僗
⿊䄹⡬䡝縖⿊䄹⡬┘ⵯ鿥䈒榫爊䈌㵨䍠⯆篳塛
 

{

  "algorithm": "SHA256",

  "hash": "...",

  "blockSize": 1024,

  "blocks": ["...", "..."]

}
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2. ㏇◅鲽⯆爊䈌╈䋯⻪ ASAR 㱮丞䓪  

ASAR㱮丞䓪压刧泘⯥㏇Electron╈랸阡焔榫⺎♔㏇冘䋧休鵠鲋⮊䩦 
EnableEmbeddedAsarIntegrityValidation   鲹╄ fuse ⻪榫鵠䅻鲸꧎金⻪榫 
onlyLoadAppFromAsar  ⻖⮟⺎♔鵠鲋Electron䈒榫爊䈌♏溞䮣碠饟䏧簀鲋僗䷞䓪压刧ն

䎎抆⺎♔鵠鲋 Electron Forge  䣒ⴎ休鲽车鿥糌
 

3. ꃾ꥘ASAR㜍鼨氳hash  

ASAR 㱮丞䓪劯䩺䖻㏇䣒ⴎ休䬠❠氳㜍鼨 hash 全뀰阾 ASAR 㰇勮氳⫂㳋ն䬠❠塝䣒ⴎ⿊䄹氳
鲋爊㵒◇ macOS ⽰Windows 佭┘⺱氳
 

1) ✳榫 Electron Forge ⽰ Electron Packager  

Electron Forge⽰Electron Packager舅ⲁ╙䖻鲽车塝阻糌仰꧎겜拿鿥糌նASAR㱮丞䓪䢦꧎
氳僄⛦撷儗╙

@electron/packager@18.3.1

@electron/forge@7.4.0

 

const { flipFuses, FuseVersion, FuseV1Options } = 

require('@electron/fuses')

flipFuses(

  // E.g. /a/b/Foo.app

  pathToPackagedApp,

  {

    version: FuseVersion.V1,

    [FuseV1Options.EnableEmbeddedAsarIntegrityValidation]: true,

    [FuseV1Options.OnlyLoadAppFromAsar]: true

  }

)
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2) ✳榫⪭☽冘䋧硍簊  

MacOS 

╙macOS䣒ⴎ休䖻䑒걺㏇䣒ⴎ氳䈒榫氳 Info.plist  ╈㖵⩘僗䷞氳 
ElectronAsarIntegrity  㰅⪯㐉ն┖ꪫ佭┉╄❇㯹

僗䷞氳  algorithm  ⡬䎎⯥╙ SHA256  ն hash  佭✳榫⮠⮠䧗㲋氳  algorithm   阞畀 
ASAR㜍鼨䐂⮽氳⿊䄹
@electron/asar  ⴎ⪝䋯▽┉╄ getRawHeader 亡嫏抆⺵⺎♔㵒院亡嫏氳篾冽鲽车丆⮜♔
问䡗塝⡬❇㞝✳榫 node:crypto  嘗㐉ն
 

Windows

䣒ⴎWindows䇖⺐爊䈌休䑒걺㖵⩘眷㑔╙ Integrity յ⺳燢╙ ElectronAsar  氳僗䷞顫
嶏兣泘ն塝顫嶏氳⡬䈒院佭 JSON 籁溞氳㰅⪯劲䌋㞝┖

<key>ElectronAsarIntegrity</key>

<dict>

  <key>Resources/app.asar</key>

  <dict>

    <key>algorithm</key>

    <string>SHA256</string>

    <key>hash</key>

   

 <string>9d1f61ea03c4bb62b4416387a521101b81151da0cfbe18c9f8c8b818c5cebfac</

string>

  </dict>

</dict>

[

  {

    "file": "resources\\app.asar",

    "alg": "sha256",

    "value": 

"9d1f61ea03c4bb62b4416387a521101b81151da0cfbe18c9f8c8b818c5cebfac"

  }

]
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僗⪩㲓朆炐❇陴⹇鈷 Electron Packager  ♏溞╈氳 src/resedit.ts  

https://github.com/electron/packager/blob/main/src/resedit.ts

 

4. ⪩◇⸊杼氳┉◙橎ꠋ  

㏇鲹ꄅ畀佭䤧㓹儗⸊杼陱岳咠▽⪭㲓佭 .asar  乄♭氳丞⛮⽰⮇㐉 hash 逈㰇⤴㏇ .asar  
氳㜍鼨䎎抆阞畀丞⛮ hash 休罥㲋媆僗ⴎ䦮㜍鼨┘抆㶩⭴朆▽鶷鰝䖙阷▽
╯⺵鵠鲋㵒 .asar  氳㜍鼨㰅瑞╏鲽车阞畀hash 藜⹧┉╄⡬╯⺵㵨鲹╄⡬㏇䣒ⴎ鲋爊╈㿋
⪍⮽◅鲽⯆⺎䣮车乄♭╈
鲹劫㞝冽䋯⻪♏溞㱮丞䓪压刧⮟劫㏇鲡车氳休⠯䤧鲹╄⡬䧍⭴全⺱ .asar  氳㜍鼨氳
hash鲽车奃㵒㞝冽鵠鲋⮟鲡车┘鵠鲋⮟鴚⭴
 

鲹ꄅ㶩僗┉◙ꠋ겗陱䐂奃鰏嘗矖▽爊䈌鲡车氳休⠯佭⺆劆뀰 .asar  乄♭氳㜍鼨氳 hash 
⻀ 鲸佭㜍鼨氳hash劆뀰鵠鲋⺵劫鲽┉塠劆뀰 .asar  丞⛮⽰⮇㐉氳 hash  ┚ .asar  㜍
鼨氳阭䎓⫂㳋佭⻖┉舚
爊䈌䣒ⴎ⺵⺎耇劫问䡗┉╄㱮丞氳 .exe  鲹眷乄♭█僗┉◙ .exe  ㏇㱧逸⺵劫ꄂ䷒┉◙乄
♭

朆㏇ꠋ겗佭黁╫ ASAR 㱮丞䓪劆뀰♏溞佭㏇僄⮤氳㱧逸乄♭ꄅ䣉僗鲸佭㏇㱧逸乄♭ꄅ⽰
ꄂ䷒⺵氳⻪ⲁ乄♭(◅鲽⯆⺎䣮车乄♭)ꄅ齉僗⼱
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㏇刧䤓顫乢氳鲋爊╈⹠朆▽䋯⹠縖⽰榫䢓傾篺㏇ 2019 清鲽车氳┉㏜阥阷㶩佭陱㞝冽 
asar  ♏溞逈右䷊▽ⱶ▽䕥䙬♏溞㞝⛰㏇ Electron  ╈⹠朆塝休鲸媆僗♏溞㱮丞䓪
压刧氳 fuse ♔⹖㲇亡䤗儛㲇亡☕⼥氳䒳䈲佭 㞝冽䷍⭵縖䄖篺⺎♔⟤䷊ .asar  乄♭▽
陱伺䷍⭵縖䄖篺藜⹧▽硍簊儹꡿塝休䈒院䥵䑐氳┘佭 asar 僗媆僗逈⟤䷊縡佭䷍⭵縖䄖篺
藜⹧▽硍簊儹꡿
⪭╈鼨⮇䋯⹠縖⹖㱧⪓☕⼥辑鱳舅流氳鈸憠㞝冽㲇亡┘䬠❠♏溞㱮丞䓪压刧黁╫䷍⭵縖㶩
⺎♔⮵榫僗甌⺳氳爊䈌ⱶ鰉䕥䙬♏溞█㶩佭氫ⱶ랫⛮阥阷⫂㳋⹇縓┖亡ꛔ䫙

https://github.com/electron/electron/issues/19671

 

朆㏇僗▽♏溞㱮丞䓪压刧㵨 ASAR 㜍鼨阞畀䐂⮽氳 hash ⡬⫞⪍▽◅鲽⯆乄♭⛙佭㞝冽䷍
⭵縖耇㛫⺱休右䷊ .asar  乄♭⽰◅鲽⯆乄♭㏇ .asar  乄♭╈ⱶ䕥䙬♏溞问䡗亍氳
hash右䷊◅鲽⯆乄♭╈氳hash╙亍 hash 黁╫㱮丞䓪压刧鲸佭劫逈簀鲋
⛙塝休◅鲽⯆乄♭氳甌⺳㶩劫㜊䷞硍簊氳㱮丞䓪压刧劫鰑Ⲃ asar 氳㱮丞䓪压刧䢦♔爊
䈌甌⺳⭓典佭僄⺵┉鷺ꡕ篪
 

0x04 孾陒䘶  
泘⯥✳榫▽ ASAR 㱮丞䓪氳爊䈌ꪝ䅻㵽奅珔⮠⭴全㶩鳀 Discord  յ VSCode  鲹熨催亍
奃鰏䒍氳䈒榫齉媆僗⻪榫

䢦僗䡘♜꧎金舅车䋯⹠䇜䣒ⴎ┉堑爊䈌鲽车孾陒䇖⺐㶩鴲䦫 Windows 11 㞑▽
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1. ⮡䋧䈒榫爊䈌  

波䫙鴲榫㲇亡爊䈌

Electron  撷儗╙ 30.0.3  㚷♏溞㱮丞䓪压刧氳耇ⱱ

npm init electron-app@latest my-app
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⺎♔洇⮽랸阡䗯⬅┖劫舅ⲁ䣒䋯䋯⹠縖䄄䡘♜┉劫金㲓朆氳䷞冽㶩佭鵠鲋嫱⪍䕥䙬♏
溞⹧寕舅ⲁ䣒䋯䋯⹠縖䄄㞑⥽█媆僗黁╫䕥䙬⿊
 

2. 㱧逸 Forge  

鲽⪍⮽爊䈌泘䎓ⷊ my-app  䣮车㱧逸⽝♑

 

3. 阻糌䋯⻪♏溞㱮丞䓪压刧  

⺆꧎金右䷊ my-app  泘䎓┖氳 forge.config.js  乄♭ⷊ⺎

npm install --save-dev @electron-forge/cli
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䡘♜⹠朆⪭㲓䄖篺랸阡㶩阻糌╙ true  ▽
 

4. 䣒ⴎ爊䈌  

㏇ my-app  泘䎓┖亍⮡䋧▽┉╄ out  泘䎓㲇亡䬠炐䡘♜ Artifacts  ㏇ out  泘䎓┖氳 
make  泘䎓╈

㏇ out  乄♭㜔┖僗允╄乄♭㜔⪭╈ make  乄♭㜔⫂㰇䷒氳佭籁陎⺵氳⶝乄♭; ⺁┉╄♔爊
䈌⺳㰅-䳩⛼硍簊-几冘⽝⺳氳乄♭㜔㰇䷒氳佭ⴎ⻡指乄♭氳泘䎓⪭╈㶩ⴎ䦮⪍⹾乄♭

npm run make
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篺鲋孾陒랸阡氳⶝乄♭䇜┘劫寘⹖⮽㱧逸鲋爊█┘劫鉯ⷭꄂ䷒乄♭泘䎓䢦♔䡘♜♔指乄
♭泘䎓氳爊䈌╙❇
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爊䈌塜䅻䣒䋯劫舅ⲁ䣒䋯䋯⹠縖䄄
fuse 㞝┖

 

5. 刧洇 ASAR 㜍鼨  

㏇ asar  氳 Github 걸泘╈僗陣篱☮篸 ASAR 㜍鼨劲䌋
| UInt32: header_size | String: header | Bytes: file1 | ... | Bytes: file42 

|

{

   "files": {

      "tmp": {

         "files": {}

      },
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      "usr" : {

         "files": {

           "bin": {

             "files": {

               "ls": {

                 "offset": "0",

                 "size": 100,

                 "executable": true,

                 "integrity": {

                   "algorithm": "SHA256",

                   "hash": "...",

                   "blockSize": 1024,

                   "blocks": ["...", "..."]

                 }

               },

               "cd": {

                 "offset": "100",

                 "size": 100,

                 "executable": true,

                 "integrity": {

                   "algorithm": "SHA256",

                   "hash": "...",

                   "blockSize": 1024,

                   "blocks": ["...", "..."]

                 }

               }

             }

           }

         }

      },

      "etc": {

         "files": {

           "hosts": {

             "offset": "200",

             "size": 32,

             "integrity": {

                "algorithm": "SHA256",

                "hash": "...",

                "blockSize": 1024,
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☳㜍鼨篾冘全洇█佭鵠鲋⢏燰漶㲋乄♭⛤糌
 

䡘♜⺎♔波䫙㵨 resources  ꄅꪫ氳 app.asar  䦐鲽 16 鲽⯆刧洇䡘鲹ꄅ鴲䦫㏇篪氳

䡘♜⹠朆ꢝ▽乄♭䇥丘♔拿Ⱁ┖齉佭伺乄氳黁㶩㞑ⱴ▽
 

⹇縓乄珖
https://github.com/electron/asar

 

                "blocks": ["...", "..."]

              }

           }

         }

      }

   }

}
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6. ⯆⛼䕥䙬 ASAR  

랸阡䗯⬅┖ ASAR  ⫂鼨佭⺆陸氳䢦♔仰嫏波䫙鵠鲋 Electron  氳 API ⸼右䷊
䡘♜⺎♔籁陎允♷ APP乄♭⺳燢变䧏┉舚⪭╈┉♷⫂㳋ꄅ⪩ꠊ䪨䋯⹠縖䄄█㶩佭嘗
䦟䕥䙬车╙╯⺵⺱劫✳榫 Electron Forge  䣒ⴎ╯⺵✳榫⸊儗塜䅻氳㜍鼨僀䩦䪨┘塜䅻
氳㜍鼨⫋㵨篯⺭䡗氳䕥䙬asar乄♭僀䩦⮽塜䅻氳乄♭䡘♜洇┉┖塝休爊䈌佭⻖塜䅻
佭⻖耇㛫⹠朆痙䷊车╙
 

1) 问䡗䕥䙬 ASAR 乄♭  

 䡘♜⩝波䫙釙沲┉┖塜䅻乄♭陒陒洇洇耇┘耇波䫙㶩䡗Ⱶ┘䡗Ⱶ侁炐☜╫ 䎎抆金㚷♷
㞑⸊乄♭
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洇颯全波䫙僀䩦佭┘车氳
 

2) ⟤䷊䕥䙬 asar 㜍鼨⺵釙沲孾陒  

塜䅻 .asar  乄♭劆뀰㜍⛤糌╙ 0x00002937  10 鲽⯆㶩佭 10551

 

䕥䙬 .asar  乄♭劆뀰㜍⛤糌╙ 0x00006FF3  10 鲽⯆㶩佭 28659
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䢦♔䡘♜睱倽氳僀䩦氳陚波䫙⸼䪨䕥䙬乄♭氳㜍╯⺵㵨塜䅻乄♭氳㜍䷒⮽䕥䙬乄♭┕⸼
 

⢢鲹熨◄鲸佭䐂䤧䡟篪䥽⮽舅流䳟Ꝛ氳겅㓊⽝♑车⻪ⲁ
⸼䪨䕥䙬 .asar  乄♭氳㜍变槴Ⱁ┖鼨⮇

 

藜⹧塜䅻 .asar  乄♭氳㜍

 

䋯㡏䧈䫙允╄乄♭

 

7. 僀䩦⸊儗氳 app.asar  

dd if=./app-evil.asar of=./app-evil-without-header.asar bs=1 skip=28659

dd if=./app.asar of=./app-header.asar bs=1 count=10551
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⻪榫 my-app.exe

⺎♔洇⮽㱮丞䓪劆뀰䄖篺簀鲋⸼▽⛙佭爊䈌媆僗颯全
鲹█┘ꥈ杼鉯㍕╙㏇䡘♜僀䩦氳㜍ꄅ僗⢏燰注⪩氳⼝䕜䫙┖全䡘♜䐂䋯㡏 B 亡勆▽
䡘波䫙右䷊塜䅻氳 app.asar  㵨ꄅꪫ氳狝劲䷊╙嫱ꄂ鲹劫媆僗䷊⹩乄♭㛻㵸█媆僗䷊
⹩乄♭⛤糌㞝冽鲸⻪ⲁ┘颯全黁㶩佭 Electron  鲸劫劆뀰乄♭㜍ꄅ氳⫂㳋

㵨鲹允╄狝劲右䷊╙ //

第 28 ⻚ / 共 34 ⻚



㵨右䷊⺵氳 app.asar  釙沲⸊儗氳乄♭

⫋埠⻪ⲁ my-app.exe

⺎♔洇⮽右䷊䡗Ⱶ▽媆僗䋯⹠縖䄄䍞⭴鲹陱伺㱮丞䓪压刧䇜┘⺎ꪣ䷍⭵縖㱮⪓⺎♔
鵠鲋右䷊ app.asar  鲽车♏溞嫱⪍
 

0x05 onlyLoadAppFromAsar
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0x05 onlyLoadAppFromAsar  
⪩◇ onlyLoadAppFromAsar  鲹╄陱┉┖Ⱶ耇劯䩺㲇亡䬞鳮랸阡䗯⬅┖ Electron  䋯
⹠氳爊䈌压碠 asar  乄♭氳걹䈌佭

app.asar

app

default_app.asar

䎎䋯⻪ onlyLoadAppFromAsar  休㶩⺆✳榫 app.asar  

┕ꪫ䬠⮽氳 app  䈒院佭䧗泘䎓䐭鯻氳 VSCode  㶩佭✳榫氳 app  泘䎓

 

䡘♜㵨 my-app 爊䈌氳 app.asar  右䷊╙ default_app.asar

塝休䡘♜㶍陒䣒䋯院 my-app
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媆僗猫⹾出问
 

䡘♜鵠鲋 @electron/fuses  㵒 onlyLoadAppFromAsar  鲽车緾鯸

⫋埠䣮车 my-app

鲹㍑㱮丞䓪劆뀰㶩㜊題▽塝休䡘♜䄖篺㵨䕥䙬氳 app.asar  䩦㍑全塜䅻氳▽鲸佭㱮丞䓪
劆뀰㜊題
䈒院佭㍕╙┕ꪫ鲋㏇ Windows ╈⢢㱮丞䓪劆뀰佭金簄㲋 .asar  乄♭氳㏐㏥氳䎎抆鲹╄ 
Forge  䄖篺䅬䡘♜⢢▽⛙䡘♜䣆ⲁ右䷊ app.asar -> default_app.asar  ◅鲽⯆爊䈌
䇜┘湳鷺
塝休䡘♜⫋埠鵠鲋 @electron/fuses  㵒 EnableEmbeddedAsarIntegrityValidation  鲽车
緾鯸
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⫋埠䣮车 my-app

걹⮵ⱶ鰉▽䡘♜氳 default_app.asar

塝休䡘♜㶩金䓙縓▽⪭㲓㞝冽䡘♜䘶ⲇ䧏䐭鯻氳 VSCode  䡘♜⺆꧎金㏇㱚氳 
resources  泘䎓┖䷒糌┉╄ app.asar  ⺎耇㶩⺎♔ⲇ䧏 VSCode  ▽䡘♜陒┉┖⻗
䡘♜右䷊ my-app-evil  걸泘阦⪭䣒䋯阞畀

䡘♜㵨 app.asar  择⯆⮽ VSCode  氳 resources  泘䎓
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䣒䋯 VSCode

䡗Ⱶⲇ䧏 VSCode

 

0x06 䔅篾  
Electron  㲇亡䫠⭴▽ ASAR 㱮丞䓪压刧鵠鲋䋯⻪ 
EnableEmbeddedAsarIntegrityValidation  鲹╄ fuse 氳亡䌋阦爊䈌㏇⻪ⲁ休压刧 .asar  
乄♭氳㱮丞䓪
䄄⛼⸊杼㶩佭㏇⮡䋧 .asar  乄♭休阞畀丞╄乄♭⹖⮇㐉氳 hash ,╯⺵㵨⪭䧝拨┉㲋劲䌋㰇
⤴㏇ .asar  乄♭氳㜍鼨䈒榫爊䈌䣒ⴎ休劫阞畀院㜍鼨氳 hash ⡬╯⺵㍾㲋䣒ⴎ鲽䈒榫
爊䈌
爊䈌䣮车休劫陸⹧ .asar  乄♭氳㜍鼨阞畀 hash ⺵⽰爊䈌⫂鼨氳⡬鲽车㵒奃㞝冽㵒奃
鵠鲋▽㶩ⱶ鰉 .asar  乄♭鲽车䣮车
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鲹ꄅ氳ꠋ겗㏇◇爊䈌⺆⚢劆뀰㜍鼨阞畀⺵氳hash⛙┘⚢劆뀰㜍鼨╈氳阭䎓氳hash佭⻖僗
䷞㍕塝㞝冽⟤䷊▽乄♭⫂㳋乄♭㛻㵸┘⹩⢏燰█㶩┘⚢⹩⢏燰㏇㜍鼨㶩耇㛫簀鲋
뀰阾
 

⺁┉╄僗飯氳 fuse 佭 onlyLoadAppFromAsar  鲹╄ fuse  㞝冽⪩ꠊ爊䈌㏇ⱶ鰉 .asar  
乄♭休劫䧝拨♔┖걹䈌䮣碠ⱶ鰉瑭┉╄䮣碠⮽氳乄♭

app.asar

app

default_app.asar

 㞝冽䋯⻪▽院fuse㶩⺆ⱶ鰉 app.asar 䢦♔㞝冽⪩ꠊ院 fuse  㶩劫㵗舚䣮车孲ⲇ䧏
侁抆僄亍撷儗氳 VSCode  㶩⺎♔㲓朆ⲇ䧏㍕╙ VSCode  ✳榫氳佭 app  泘䎓
䡘♜㵨㶩㱮丞䓪压刧ꠋ겗⫋埠⽰ Electron  㲇亡◬孲
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