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<!DOCTYPE html>
<html>
<head>
<style>
body {
margin-left: 200px;
background: #5d9ab2 no-repeat top left;

.center div ({

border: 1lpx solid gray;
margin-left: auto;
margin-right: auto;

width: 90%;
background-color: #d0f0£f6;
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text-align: left;

padding: 8px;
}
</style>

</head>
<body>

<div class="center div">
<hl>Hello World!</hl>

</div>

</body>
</html>
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child-src

e connect-src
e font-src
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/Sources
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/child-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/connect-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/font-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/frame-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/img-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/manifest-src

¢ media-src

e object-src

e prefetch-src

e script-src

¢ script-src-elem
e script-src-attr
e style-src

e style-src-elem
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e worker-src
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Content-Security-Policy: default-src 'self'; script-src https://example.com

Content-Security-Policy: connect-src 'self';
font-src 'self';
frame-src 'self';
img-src 'self';
manifest-src 'self';
media-src 'self';
object-src 'self';
script-src https://example.com;
style-src 'self';

worker-src 'self'



https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/media-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/object-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/prefetch-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/script-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/script-src-elem
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/script-src-attr
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/style-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/style-src-elem
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/style-src-attr
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/worker-src
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https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Content-Security-Policy/base-uri
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/child-src
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Content-Security-Policy/connect-src

e <a> ping

e fetch()
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Content-Security-Policy: connect-src https://example.com/
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5. font-src

XNFIERE, IEFEBRAYRS!

ENMH/H26T


https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/fenced-frame-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/font-src

Content-Security-Policy: font-src https://example.com/

LEBS LA RS mL T A I & = &

<style>
@font-face {
font-family: "MyFont";

src: url("https://not-example.com/font");

}
body {
font-family: "MyFont";

}
</style>
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<meta http-equiv="Content-Security-Policy" content="form-action
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https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Content-Security-Policy/form-action

http-equiv="Content-Security-Policy" content="form-action 'none'"

action="javascript:alert('Foo')" id="forml" method="post

type="text" name="fieldName" value="fieldValue"

type="submit" id="submit" value="submit"

ZEIEAMHE action =R AILUMIT javascript 18, BiLRGER UM

@ @ 127.0.0.1/1.html A e B

127.0.0.1 &% Qo <

Hello World! Foo o [

[fieIdVaIue I [ submit ]
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Don't show again

7. frame-ancestors

frame-ancestors fESIEE J— 1A LLESE <frame> . <iframe> . <object> . embed

FILENBERK K.

https://developermozilla.org/zh-CN/docs/Web/HTTP/Headers/Content-Security-Policy/fram

e-ancestors

XA csp TATEHIMLMNDT (BIfE%N) AJUBRESRINE. ERNERETHLEREH
#¥ (clickjacking ) FHEFE, WERNIABTAIERERNN L TXHHET.
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https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Content-Security-Policy/frame-ancestors

8. frame-src

frame-src T T O <frame> M <iframe> EREN|SH_ETXMMEFRIBZL URL

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/fram

e-src

Content-Security-Policy: frame-src https://example.com/

bR, TERY <iframe> REMEBIIEFRSHKAEL

src="https://not-example.com/"

9. img-src

RIEWEY, BRAER IR

https://developermozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/img-

Src

10. manifest-src

manifest-src EBCSPHH—MFEIES, T IARBENIFINE Progressive Web App (PWA)
BEXH (Bl manifest.json X)) BIFR, H— P WILFHEEEWebNRAEMAPWAR, &=

B — manifest.json X, ZXHEETXTFPWAN—LTTHIE, WNETR. Eif. SIE

H. FTFEe. BErERX (2R, RIVWEDOZE)  IRSIIELIE (Service Worker) it i
BT IEEXNEEX Y, BEBIRRPWARNINEXN Mih#TICE, FHAGRMEENANER, Lt
WARMEERE. BLIANENS.

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/mani

fest-src
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/frame-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/img-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/manifest-src

11. media-src

M img-src FEPA, AT <audio> F <video> TEMEFBIBIEURL

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/medi
a-src

12. object-src

}EXET <object> # <embed> TTERIERIEURL

https://developermozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/objec
T-src

13. report-to

report-to &Content Security Policy (CSP) FH— M B1E<S, BFiEE— M REHE=
(reporting endpoint) , ZimRIFWBCK 28 & IXBICSPEMIR S, HXlE NI Tim _ ERAREM
HEWITITAER 7 HFIERICSPERERE, BERMHEIEXERESMERIELURIFBR RS, RN,

MBI ER—IFARREMIRS, HIRER report-to IEIEEMN A NIFH KIXLTEE MRS 281
=

O

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/repo
rt-to

RORNEFBXMEER csp

14. upgrade-insecure-requests
XAMETAFRMOIF BHTTP WiNHERNE2EHRAN HTTPS , AFIRALZEM

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/upgr
ade-insecure-requests

==

Content-Security-Policy:
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/media-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/object-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/report-to
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/upgrade-insecure-requests

—BR ERLEFIGEEITRIM srTe EF%E BHTTPS BY example.com HHE b, FEBKEE
( non-navigational )E"J;quﬁ:y%;ﬁl??%gﬁbﬂé&?u artes (EIEFHFHRUNE=AS
BEX) o

src="http://example.com/image.png"

src="http://not-example.com/image.png"

XL yrL EIEREAEZHAMIWAE R vrTes , WMEBEKRERAREMIERTFALEL
%o AR, MRIBKRPVZRE mrres BRTATA, MIZBERFRK, HBFEERLRE]

HTTP o

15. sandbox

XM <iframe> BY sandbox 1R, FEEBMNTF—LITAHITRESF], EAXAZHF <meta> 7EW
s ANNAE, Ree@dREENELFPIEE

Content-Security-Policy: sandbox;

Content-Security-Policy: sandbox <value>;

H value BJLABXLATNE

e allow-forms AVFERATUNIE L FIXHRIRE, MNRKRFEALLXET, NARIFLCRE
Fo

e allow-modals FIFERATIUNSE EFSITHIRSE .
e allow-orientation-lock ftﬁﬁa“zAEtJU%J:'FSl%"—fFﬁ%ﬁEﬁ%ﬁﬁE’\JIiJ‘ﬁEo

e allow-pointer-lock ﬁl#fﬁ)\ftﬂ”%t?ﬁ'fﬁﬁﬁ o
e allow-popups fmfFﬁéﬂjEl (1%
window.open , target=" blank" , showModalDialog) o WIRKFERALLXEEF, N

ZIRER TR R M.

e allow-popups-to-escape-sandbox AFVEXEITAHEOMmMARG DD ERic. Fl
i, X/AFREHIVEUE=T &, MAINEMTTEEIMNEREBIFRE],

o allow-presentation FIFERANZSTH| iframe BEAUBIMEREIE.
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/sandbox
https://developer.mozilla.org/en-US/docs/Web/API/Pointer_Lock_API

e allow-same-origin AIFPRABTMARBHIEENRIR, MRRERILXEF, MWERABY
RNBER MK B E—FRR,

¢ allow-scripts RIFERATUANE ETFSOE1THIA (BRGIBEHEN) . MRAKREMLL
KEF, WARRIFLERIE,

e allow-top-navigation ﬁltFﬁ?R)\ﬁ/iu%t—Fjd%WE%-ﬁﬁ (7][]%?.) %UIﬁé&JIJBEJ:"F
Xo SARKERALXETF, WARRIFLIZIE,

16. script-src
script-src $§¥38E JavaScript BB,

XANBIEEZENMEHE <script> TTETBIURL, EEIER LR A I 1TRI R EX I 4 5 (4 0 1BA2
% ( onclick ) A1 XSLT stylesheets ¥,

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/scrip
t-src

17. script-src-attr

script-src-attrfg $8E JavaScript WEASE M IBIZF A SR

https://developermozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/scrip
t-src-attr

HB3F script-src , XMESREXMHEL Javascript 1T, B¥F onclick X

18. script-src-elem
script-src-elemigLEE <script> TEHNBWRIR

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/scrip
t-src-elem
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/script-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/script-src-attr
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/script-src-elem

19. style-src
HE THEARNERR

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/style

-Src

20. style-src-attr

79 Dom FBYAREXIFTVRIETE T B RUR

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/style
-src-attr

21. style-src-elem

7 <style> # <link> TTRIEETHXR

https://developermozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/style
-src-elem

22. require-trusted-types-for
LI MR AR
XNFEEZZENT Dom-Base XSS HY, HMELHL Element.innerHTML FYAZ, PHIE XSS

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/requi
re-trusted-types-for

require-trusted-types-for 0 trusted-types & Content Security Policy (CSP)

':F"—i Trusted Types *H;&E"Jlﬁ_/l\#é'/v\, EE?JDB’EMDU# DOM-based Cross-Site
Scripting (xsS) IXEMIBATHl, Trusted Types — MEZ&MIMHENE], BAFHEN S
EREEOI RN xss RENMER apr (W innerHTML . document.write() %) B, REE
BEREIWIEN. £2ME,

require-trusted-types-for ﬁﬁ??gﬁuﬂﬂ% DOM API WAZNfEF] Trusted Types o
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/style-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/style-src-attr
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/style-src-elem
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/require-trusted-types-for

SfRTE csp RESPEPALLIESH, FRSHIFEFIEIEERN L TFXHER Trusted Types ,
BNHEXA pom BIERERW. XATLURIEARZWIERNFTREEBENEIFIEESE xss AY

API 1,

Content-Security-Policy: 'script'

23. trusted-types
IR A
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/trust
ed-types

trusted-types eCSPIESHIF—Z, AFEXAFCIEN Trusted Types REELIZA]
(EE U SitRel FE = (Trusted Type policy creators) o R pIESEERTEREN
Trusted Types X REVKETE, EIIAZRIEEIRENE pon FHAR, BEREZSE.

fEATrusted TypesMIEASHIZIN T :

1. EMEBE:. £ Javascript PREREKCIESE, ESIIEaWNRANBTNLLNEZIE,
REEFTELEICHEA BEBITINIE,

2. {ECSPHEBAS B 1 LFRIAR, TECSPIIRZSLH{ER trusted-types IERFIHAFFER
HISR B Bl 2282 FRo

3. A% EXMRAES, FREFBIRIRCIESREM Trusted Types XWR (U
TrustedHTML . TrustedScriptURL %) , ARBXLENRINELENE pom BE4DL
F o

24. worker-src

worker-src (553IE5TE T Worker . SharedWorker I ServiceWorker [ZspIE%HE
o
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/trusted-types
https://developer.mozilla.org/zh-CN/docs/Web/API/Worker
https://developer.mozilla.org/zh-CN/docs/Web/API/SharedWorker
https://developer.mozilla.org/zh-CN/docs/Web/API/ServiceWorker

Content-Security-Policy: worker-src https://example.com/

ELWC Worker . SharedWorker . ServiceWorker %&ﬁﬁlt, 5E5£IM§&

<script>

let blockedWorker = new Worker("data:application/javascript,..");

blockedWorker = new SharedWorker ("https://not-example.com/");

navigator.serviceWorker.register("https://not-example.com/sw.js");

</script>

W
it
)
it

0x03 Electron H{5F§ CSP

Tj_: Electron $&%§$%E’9Hﬁ ’
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https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Content-Security-Policy/worker-src
https://developer.mozilla.org/zh-CN/docs/Web/API/Worker
https://developer.mozilla.org/zh-CN/docs/Web/API/SharedWorker
https://developer.mozilla.org/zh-CN/docs/Web/API/ServiceWorker
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/Sources
https://websec.readthedocs.io/zh/latest/vuln/xss/csp.html
https://www.ruanyifeng.com/blog/2016/09/csp.html
https://www.electronjs.org/zh/docs/latest/tutorial/security#7-content-security-policy%E5%86%85%E5%AE%B9%E5%AE%89%E5%85%A8%E7%AD%96%E7%95%A5

AMNMBEXGCIREOPTLUBIEREFPHRI <meta> ITEMANIZE csp
o° m » Run [ Console Electron Fiddle Q & © Publish

& Editors ® a3 Main Process (main.js) «” X  HTML (index.html)
[ index.html

[ main.js { app, erWindow } = require('electron')
path = require('no path') charset="UTF-8"

[ preload.js

[ renderers createWindow () { http-equiv="Content-Security-Policy" content="default-src
'self'; script-src 'self'"
mainWindow = BrowserWind Hello World!

width: 800,
height: 600,
webPreferences: { Hello World!

preload: path.join(__dirname, ‘preload.js') We are using Node.js id="no
} Chromium id="chrome-version"

1) and Electron id="electron-version"

o o e IF4 =

Renderer Process (renderer.js) Preload (preload.js)
Modules

window.addEventListener('DOMContentLoaded', () => {
replaceText = (selector, text) => {
element = document.getElementById(selector)
(element) element.innerText = text

( type of ['chrome', 'node', 'electron'l) {
replaceText (" ${type} sion’, process.versions[type])

() () Hello World!

Hello World!

We are using Node.js 20.12.2, Chromium 125.0.6412.0, and Electron 31.0.0-alpha.2.
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EIAEME R RRIER R ] LUBIEER srTe(s) REIKM A NIZEE csp

const { session } = require('electron')

session.defaultSession.webRequest.onHeadersReceived( (details, callback) =>
{
callback({
responseHeaders: {
..details.responseHeaders,

'Content-Security-Policy': ['default-src \'none\'']

XM ENTF file:// MEFIRBIEHETR

0x04 CSP A LA [E)iE R RIS ?

HERA—T, MRIKET csp , FIFAFEHNGLIEENERR, AJUTREIRREEG?

index.html

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<meta http-equiv="Content-Security-Policy" content="script-src
http://192.168.31.26/" />
<title>Content-Security-Policy Test</title>
</head>
<body>
<hl>Content-Security-Policy Test</hl>

<img src="x" onerror="import (unescape( 'http://192.168.31.26/1.3s'))" />

22T /# 26T




-
console.log("payload runs")
.
enp@s5: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.31.26 netmask 255.255.255.0 broadcast 192.168.31.255
inet6 fe80::40ea:fa59:998c:bdac prefixlen 64 scopeid 0x2@0<link>
ether ( txqueuelen 1000 (Ethernet)
RX packets 1879 bytes 1383644 (1.3 MiB)
RX errors @ dropped @ overruns @ frame @
TX packets 1296 bytes 230476 (225.0 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid @x1@<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 397 bytes 33846 (33.0 KiB)
RX errors @ dropped @ overruns @ frame 0@
TX packets 397 bytes 33846 (33.0 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

-
console.log("payload runs")

>

Serving HTTP on ©0.0.0.0 port 80 (http://0.0.0.0

17‘5 |E_| index.html

erving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/)
192.168.31.216 - - [24/Apr/2024 22:55:26] "GET /1.js HTTP/1.1" 200 -
192.168.31.216 - [24/Apx/2024 22:55:33] "GET /1.js HTTP/1.1" 200 -

192.168.31.216 - [24/Apx/2024 22:55:34] code 404, message File not found
192.168.31.216 [24/Apr/2024 22:55:34] "GET /favicon.ico HTTP/1.1" 404 -

0 o [ Content-Security-Policy Test

C @ 127.0.041 lh B B » V %
& 0 0 Q «» Bewa & 2 2> &

Content-Security—Policy Test ® ASSY 086 3

GET http: .0.0.1/x 404 (File not found)

P INEW] Explain Console errors by using Copilot in Edge: click
explain an error.

Access to script at 'http://192.16 26/1.js' from origin 'htt
has been blocked by COR icy cess-Control-Allow-0rig
requested resource.

» GET http://192.168.31.26/1.js net::ERR_FAILED 200 (OK)

Uncaught (in promise) TypeError: Failed to fetch dynamically imported module:

http://192.168.31.26/1.]s

RAJtE, BAREITIER, BEXEMHK
XWREZER, csp HLERFIM—ENLT2RE, SHIEIRREEIRIIAY
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0x05 CSP &3

HIGAEMHA%T, TERBRESTIRREEIFATHNRILE, ARERAME, &
FAER, B2 —LEaEiEF

A, XEREREBRFE—LE ssone LA, WL LAESD ssone "BRSS5E8"(#KIAIR
PNEERARER, REZMALT csp BIFIER

https://book.hacktricks.xyz/v/cn/pentesting-web/content-security-policy-csp-bypass

https://xz.aliyun.com/t/7372?time__1311=n4%2BxnDOGDtYmMgAKOQtDsA3xCgh4jruxiKog4ex
&alichlgref=https%3A%2F%2Fwww.google.com%2F

https://geeeez.github.io/posts/xss%E4%B9%8BCSP%E7%9A%84%ES5%8E%IF%E7%90%86%E
5%92%8C%E7%BB%95%E8%BF%87/

MASEE— BN csp REEBIMLL, BIIEEXN MY EEEES
https://csp-evaluatorwithgoogle.com/

WIN csp REEFFTHRIHBELR urn BIA]


https://book.hacktricks.xyz/v/cn/pentesting-web/content-security-policy-csp-bypass
https://xz.aliyun.com/t/7372?time__1311=n4%2BxnD0GDtYmqAK0QtDsA3xCqh4jruxiKoq4ex&alichlgref=https%3A%2F%2F
http://www.google.com%2F
https://geeeez.github.io/posts/xss%E4%B9%8BCSP%E7%9A%84%E5%8E%9F%E7%90%86%E5%92%8C%E7%BB%95%E8%BF%87/
https://csp-evaluator.withgoogle.com/

Content Security Policy

Sample unsafe policy  Sample safe policy

object-src 'none’;

base-uri 'self';

script-src 'nonce-xV2P02Bm1-TxZA4PWs89rw' 'strict-dynamic' 'report-sample' 'unsafe-eval' 'unsafe-inline' https:
http:;

report-uri https://csp.withgoogle.com/csp/gws/other-hp

| CSP Version 3 (nonce based + backward compatibility checks) V| o
CHECK CSP

Evaluated CSP as seen by a browser supporting CSP Version 3

expand/collapse all

v object-src v
v base-uri e
v report-uri v
@® require-trusted-types-for [missing] Consider requiring Trusted Types for scripts to lock down DOM XSS injection sinks. You can do this v

by adding "require-trusted-types-for 'script" to your policy.

Legend

@ High severity finding
Medium severity finding

@ Possible high severity finding

— Directive/value is ignored in this version of CSP
Possible medium severity finding

X Syntax error

@® Information
v All good

BE—T, M8
'www.baidu.com

#M haot2zs  ME  WMIE AR EA RE XE B3 CSP Evaluator

frame-ancestors 'self' https://chat.baidu.com http://mirror-chat.baidu.com
https://fj-chat.baidu.com https://hba-chat.baidu.com
https://hbe-chat.baidu.com https://njjs-chat.baidu.com
https://nj-chat.baidu.com https://hna-chat.baidu.com
https://hnb-chat.baidu.com http://debug.baidu-int.com;

Evaluated CSP as seen by a browser supporting CSP Version 3 W

@ script-src [missing] script-src directive is missing. v

@ object-src [missing] Missing object-src allows the injection of plugins which can execute v
JavaScript. Can you set it to 'none'?

N N Legend
HiRE  #E
> @ High severity finding
k= Medium severity finding
rQ ’ =
=] @ Possible high severity finding
— Directive/value is ignored in this version of CSP

Possible medium severity finding
X Syntax error
FERIE 04-24 19:03 v

@ Information
+ All good

FEATEE | R\ S ARG IRZETTR]
FLSE10B TARERRNENMT

EFERBRFRIRI6AZ
=R RNEFITCRRE
HEESRERM01 7
FAREHARTRIE? S

R FEN 04-24 10:10 D HER

® N O O

N aHa B A —LE



0x06 B4

Electron FBY csp RIENXIEMUEREMEE, ) xss HEENE—EFTF, EHzR
N—EREZMERINEE, HNELERNEFAHREM, XMXEFESLEZENNET

o s —E

Q. NOP Team

2671 /26



	CSP | Electron 安全
	0x01 简介
	0x02 CSP 基础
	CSP 值的内容
	1) data
	2) unsafe-inline
	3) Nonce
	4) Hash

	0. default-src
	1. base-uri
	2. child-src
	3. connect-src
	4. fenced-frame-src
	5. font-src
	6. form-action
	7. frame-ancestors
	8. frame-src
	9. img-src
	10. manifest-src
	11. media-src
	12. object-src
	13. report-to
	14. upgrade-insecure-requests
	15. sandbox
	16. script-src
	17. script-src-attr
	18. script-src-elem
	19. style-src
	20. style-src-attr
	21. style-src-elem
	22. require-trusted-types-for
	23. trusted-types
	24. worker-src

	0x03 Electron 中使用 CSP 
	0x04 CSP 可以突破同源策略吗？
	0x05 CSP 绕过
	0x06 总结


