


CSP | Electron 㱧⪓  
 

0x01 甏☮  
㛻㳄㞑☫㛿⽰㛻㳄阥阷氳佭 CSP  ⷊ⫂㳋㱧⪓瓀樋ն注⼝䏭指僚⹘㏇峈鵁孾陒氳鲋爊╈䄖
篺▽鉯鲋 CSP  ▽
⫂㳋㱧⪓瓀樋CSP佭┉╄겜㛚氳㱧⪓㷄榫◇压孾䇜⯡䍐切◙攑㲋眷㑔氳䷍⭵ⴎ䦮饖珇
耾儗XSS⽰丘䩺嫱⪍䷍⭵璡ն鲹◙䷍⭵⺎耇鵲䡗丘䩺河⹧յ粠珇⫂㳋娤刌յ䕥䙬鯻♭⮇⹠
璡 

CSP  佭┉熨眷⛎氫⺳⶝儬⯆㱚䇜┘佭㷀꡿◇ Electron  㱚佭┉걸 Web  注⪩ⶖ阫氳瓀
樋✃⺎♔鵠鲋 CSP  鿥糌⩒阵☳⿵◙㏐亡䣮车 JavaScript  յ金姳✳榫㱧⪓ⶖ阫璡
┉芘 CSP  僗允熨鿥糌亡䌋
鵠鲋鲮影ⴎ㜍 Content-Security-Policy

㏇粠건╈ <meta>  ⩕碜╈鲽车鿥糌
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https://developer.mozilla.org/zh-CN/docs/Glossary/CSP
https://developer.mozilla.org/zh-CN/docs/Glossary/Cross-site_scripting


 

https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP

https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Content-Security-Policy

 

0x02 CSP 㓹滼  
CSP  佭♔┉夀伺乄㰅瑞╏氳㰇㏇氳䢦♔䡘♜⺎♔波䫙㏇粠건╈氳 <meta>  剝甌╈鲽车孾
陒奃鰏亡➘
辑朆䎬䌋佭┖ꪫ鲹熨䎬䌋

榫⮇⺙⮇Ⱑ指╄瓀樋夷╄瓀樋⫂鼨䎬䌋㞝┖

䧗♑⺳燢䏭㞑杼鉯❇㞝 img-src  佭䧗㎂撴⽰㎂剝氳嶏㏐㏥꡿⯆ script-src   佭䧗 
JavaScript  氳嶏㏐㏥

<meta http-equiv="Content-Security-Policy" content="default-src 'self'; 

img-src https://*; child-src 'none';" />

Content-Security-Policy: <policy-directive>; <policy-directive>

指令名称 <source> <source>;
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https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Content-Security-Policy


<source>  佭⩒阵氳全嶏❇㞝 'self'  佭꡿⯆顫嶏⩒阵全舅⺱嶏 www.trusted.com  佭
䧗⩒阵全舅 www.trusted.com  氳顫嶏鲹ꄅ佭䶺䧏鵠鿥瑞 *  氳
 

㍕塝䫙┖全氳☮篸䡘♜㵨丞⛮⮇╙䧗♑┚⡬
 

CSP ⡬氳⫂㳋  

╚儬⺳注⪩氳⡬
https://example.com  ⩒阵☳攑㲋嶏ⱶ鰉顫嶏
珸⹾꡿㲋㞝 https://example.com:443 ⺎♔䧗㲋攑㲋珸⹾氳顫嶏
ⶖ阫꡿㲋㞝 https:  䡝 wss: ⺆⩒阵✳榫攑㲋ⶖ阫氳顫嶏
攑㲋饟䏧㞝 https://example.com/path/to/resource ⺎♔꡿⯆⮽攑㲋泘䎓䡝乄♭
鵠鿥瑞㞝 *.example.com 榫◇⩒阵⺱┉╚㓊⺳┖氳䢦僗㯹㓊⺳

 

ⶖ阫注⪩氳⡬
data:   ⩒阵⫂㿋氳 data:  䎬䌋氳丘䩺 URI

mediastream:    ⩒阵⫂㿋氳 mediastream:  䎬䌋氳丘䩺 URI

blob:    ⩒阵⫂㿋氳 blob:  䎬䌋氳丘䩺 URI

filesystem:   ⩒阵⫂㿋氳 filesystem:  䎬䌋氳丘䩺 URI

䎎抆鲸僗┕ꪫ氳 http:  ⽰ https:

 

'self'  ⩒阵ⱶ鰉⺱嶏顫嶏
'none'   焔塛ⱶ鰉♳⛰顫嶏
'wasm-unsafe-eval'  ⩒阵ⱶ鰉⽰䣮车WebAssembly嘗㐉縡仰꧎鵠鲋 "unsafe—

eval" ⩒阵┘㱧⪓氳 JavaScript  䣮车
'unsafe-inline'   ⩒阵⫂纭耾儗⽰劫䌋┘䫠蔘ꢝꪝ䑒金
'unsafe-eval'   ⩒阵✳榫 eval() յ new Function() 璡ⲁ䒳♏溞䣮车┘䫠蔘ꢝꪝ
䑒金
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'unsafe-hashes'  ⩒阵⻪榫攑㲋氳⫂纭◄♭㚲杼爊䈌ն㞝冽䖻⺆꧎金⩒阵⫂纭◄♭㚲杼
爊䈌縡┘⩒阵⫂纭 <script> ⩕碜䡝 javascript： ⮟鲹佭┉熨奃✳榫 unsafe-
inline  辑鱳䌋催㱧⪓氳亡嫏
'nonce-<base64-value>'  ✳榫ⱶ㳢꣮儬丘┉埠䓪✳榫氳丘㰅氳攑㲋⫂纭耾儗氳⩒
阵⮜辑
'<hash-algorithm>-<base64-value>'  耾儗䡝劫䌋氳sha256յsha384䡝sha512丆⮜
'strict-dynamic' ┚ nonce ⡬䡝 hash  ┉颯✳榫休⩒阵ⲁ䒳问䡗氳耾儗⺱休䒭樋
⪭☽嶏⮜辑ꢝ▽ 'self'  ⽰ 'unsafe-inline' 
'report-sample'  金姳㏇鲿鈺䥊⼔╈ⴎ⻡鲿鈺♏溞氳炐❇
'inline-speculation-rules'  ⩒阵㏇耾儗╈ⴎ⻡䫠孾鈺⮟(陒뀰䓪䤗儛)

鲹ꄅ㛻鼨⮇奃鰏㳋佄杼鉯䡘䧪鴲┉◙鲽车☮篸
1) data  

鲹╄⪭㲓㶩佭僗◙休⠯鵠鲋 data:[<mediatype>][;base64],<data>  鲹熨劲䌋ⱶ鰉顫嶏注
⪩氳꡿⯆ CSP 佭氫⺳⶝䢦♔랸阡媆僗鿥糌 data  氳陚罥㲋佭┘⩒阵氳㍕塝⡾阻䡘♜
⩒阵鵠鲋 data 䬤⪍㎂撴䡘♜꧎金鲽车㞝┖ CSP  鿥糌

䡘♜鵠鲋┉╄㲓뀰孾陒┉┖┉╄ Hello World  爊䈌㞝┖
Content-Security-Policy: img-src data:;

<!DOCTYPE html>

<html>

<head>

<style>

body {

  margin-left: 200px;

  background: #5d9ab2 no-repeat top left;

}

.center_div {

  border: 1px solid gray;

  margin-left: auto;

  margin-right: auto;

  width: 90%;

  background-color: #d0f0f6;
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䡘♜㶍陒㏇⪭╈ⱶ⪍ CSP 瓀樋䇜鵠鲋 data  氳䎬䌋ⱶ┉䌫㎂撴
 

㞝冽儔阻糌 CSP   Edge  宂鈾랸阡佭⺎♔塜䅻ⱶ鰉 data  劲䌋氳㎂撴氳

 

㞝冽鿥糌 CSP   img-src  儔阻糌 data

  text-align: left;

  padding: 8px;

}

</style>

</head>

<body>

<div class="center_div">

  <h1>Hello World!</h1>

</div>

</body>

</html>

<meta http-equiv="Content-Security-Policy" content="img-src 'self';" />
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ⱶ鰉㜊題
 

㞝冽鿥糌 CSP   img-src  阻糌 data

塜䅻ⱶ鰉
 

2) unsafe-inline  

'unsafe-inline'  榫◇䧗㲋⩒阵✳榫⫂纭劫䌋 inline styles ⽰⫂纭耾儗 inline 

scripts ն㏇CSP╈⫂纭劫䌋䧗氳佭波䫙㏇HTML⩕碜氳 style  㷯䓪╈籁⫞氳 CSS ♏
溞縡⫂纭耾儗⮟佭䧗㏇HTML乄勮╈✳榫 <script>  剝甌波䫙籁⫞䡝⫂㿋氳 JavaScript  
♏溞ն
ㆶ⸊全鲹╄㶩佭⫂纭⛎╲䇜┘佭┉╄㞑⺳㰅
㞝冽焔塛⫂纭劫䌋♔⹖⫂纭耾儗⮟劫僗䷞ꡕ塛嫱⪍⫂纭耾儗䌋氳 XSS  ䷍⭵
 

<meta http-equiv="Content-Security-Policy" content="img-src 'self' data:" 

/>
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3) Nonce  

nonce  鲹╄陊㏇ⱶ鉯㳢氳⫂㳋╈篺䅻鷕⮽鵠䅻辑炐╙┉╄꣮儬⡬佭┉╄㏇攑㲋┕┖乄╈
☢✳榫┉埠氳丘㰅䡝㰅瑞╏
㏇ CSP  ╈█䄑┘指 Nonce  佭┉熨㏇ CSP  ╈榫◇⩒阵攑㲋耾儗䡝劫䌋䣮车氳║休⭡阾ն
䎎⻪榫 Nonce-based CSP  休僜ⱷ劫㏇问䡗 HTML  건ꪫ休╙夷╄⺎⼝氳⫂纭耾儗䡝劫䌋
剝甌⮇鿥┉╄꣮儬问䡗氳յ┉埠䓪✳榫氳⡬ Nonce ն鲹╄ Nonce  ꣮⺵逈㿋⪍⮽注䈒氳 
HTML  剝甌╈䇜⺱休㏇ CSP  ⿏䈒㜍╈㚜伺院 Nonce  ⺎榫◇⩒阵攑㲋眷㑔顫嶏氳ⱶ鰉ն
CSP  ⫂㳋

 

html  건ꪫ⫂㳋

鵠鲋 Nonce  鲹熨亡䌋⺎♔㵨金ⱶ鰉氳⫂纭 JavaScript  ㍾㲋┖全█㶩佭䢦隐氳氫⺳
⶝鲹佭┉╄僗飯氳亡嫏
 

4) Hash  

Hash ㏇ CSP ╈鵠䅻䧗氳佭 Subresource Integrity, SRI 佭┉熨㓹◇顫嶏⫂㳋丆⮜⡬
氳㱧⪓儬⯆榫◇漶⟊鲾爊ⱶ鰉氳耾儗䡝劫䌋乄♭㏇⚩鰟鲋爊╈媆僗逈痙䷊
僜ⱷ╙夷╄㛚鼨顫嶏阞畀┉╄斻攑氳丆⮜⡬鵠䅻✳榫 SHA-256 յ SHA-384 䡝 SHA-512
畀嫏䇜㵨院⡬♔ integrity 㷯䓪氳䎬䌋ⴎ⻡㏇ HTML  剝甌╈ն CSP  ⮟压刧ⱶ鰉氳顫嶏
佭⻖┚䬠❠氳丆⮜⡬ⵯ鿥ն❇㞝
╞❇全陱⡾阻✃氳粠珇✳榫▽ CSP 䇜┦✃䄹僷漶⟊ⱶ鰉氳 JavaScript  乄♭媆僗逈痙
䷊ն✃⺎♔㏇ CSP  瓀樋╈ⱶ┉╄䧗♑全뀰阾 JavaScript  乄♭氳㱮丞䓪ն
꺙⩝✃꧎金阞畀 JavaScript  乄♭氳⿊䄹⡬䇜㵨⪭鯸䩦╙ Base64  籁溞ն❇㞝✳
榫 SHA256  ⿊䄹畀嫏阞畀乄♭氳⿊䄹⡬䇜㵨⪭鯸䩦╙ Base64  籁溞䐂⮽ <hash-
algorithm>-<base64-value> ն

Content-Security-Policy: script-src 'nonce-randomlyGeneratedValueHere' ...

<script nonce="randomlyGeneratedValueHere">

  // Your inline script code

</script>
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⡾阻阞畀䐂⮽氳⿊䄹⡬╙ G0Ty2Cl5vV6z+1bC2Yk7F3V8G9QpN4R6S2Mx8Z0A3T1= 黁╫✃氳 
CSP  瓀樋╈氳顫嶏㱮丞䓪劆뀰䧗♑⺎耇㞝┖䢦炐

 

㏇건ꪫ╈䌖⪍亡䌋㞝┖

 

Ⱁ┖氳奃鰏꡷问氳█漶㲓┘佭䏭䅻鈷㞝冽鷕⮽⺎♔⹇縓┖ꪫ氳乄勮
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/Sour

ces

 

鉯冫全氳鼨⮇佭⪩◇䧗♑氳

0. default-src  

default-src  䧗♑榫⛼⪭☽ CSP  藜⹧䧗♑氳 callback ն㵒◇♔┖籬㵽氳夷╄䧗♑榫䢓
♏杼齉劫刧䤓 default-src  䧗♑䇜╙⪭✳榫塝⡬
甏⶝全陱㶩佭鼨⮇䧗♑氳랸阡⡬

child-src

connect-src

font-src

frame-src

img-src

manifest-src

script-src 'self' 'sha256-G0Ty2Cl5vV6z+1bC2Yk7F3V8G9QpN4R6S2Mx8Z0A3T1='

<script src="https://example.com/scripts/app.js" integrity="sha256-

G0Ty2Cl5vV6z+1bC2Yk7F3V8G9QpN4R6S2Mx8Z0A3T1=" nonce="random-nonce">

</script>
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/Sources
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/child-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/connect-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/font-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/frame-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/img-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/manifest-src


media-src

object-src

prefetch-src

script-src

script-src-elem

script-src-attr

style-src

style-src-elem

style-src-attr

worker-src

 

♔┖允熨鿥糌佭璡䷞氳

 

 

Content-Security-Policy: default-src 'self'; script-src https://example.com

Content-Security-Policy: connect-src 'self';

                         font-src 'self';

                         frame-src 'self';

                         img-src 'self';

                         manifest-src 'self';

                         media-src 'self';

                         object-src 'self';

                         script-src https://example.com;

                         style-src 'self';

                         worker-src 'self'
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/media-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/object-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/prefetch-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/script-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/script-src-elem
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/script-src-attr
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/style-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/style-src-elem
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/style-src-attr
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/worker-src


1. base-uri  

base-uri  䧗♑꡿⯆▽⺎♔䈒榫◇┉╄乄勮氳 <base>  ⩕碜氳 URLն⡾㞝䧗♑⡬╙狝黁╫♳⛰ 

URL 齉佭⩒阵氳ն㞝冽䧗♑┘㰇㏇黁╫榫䢓♏杼劫✳榫 <base> ⩕碜╈氳⡬ն
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Content-Security-Policy/base

-uri

嫱䙬┉◙⡬㵒 base-uri  媆僗䙬╬❇㞝⪩꜄㰅 'unsafe-inline'  ⽰ 'strict-
dynamic' ն
 

勆❇

⩒阵건ꪫ㓹滼URIⷊ건ꪫ舅骱䢦㏇氳嶏⛼╙건ꪫ╈䢦僗注㵒URL氳㓹滼㏐㏥☢⩒阵ⱶ鰉
┚䎎⯥건ꪫ⺱嶏氳顫嶏
 

2. child-src  

child-src  䧗♑㲋╬▽✳榫㞝 <frame>  ⽰ <iframe>  璡⩕碜㏇ⱶ鰉 web worker  ⽰㿋㝄
宂鈾┕┖乄休氳僗䷞全嶏ն㵒◇ worker  全陱┘⺭鈺氳陴姳劫逈榫䢓♏杼䎎⛼舚⽝氳粠簇ꛯ陬㚲
杼ն
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/child

-src

╞❇全陱

鲹劫 <iframe>  ⽰ Worker  氳㏐㏥㞝冽┘佭 https://example.com/  㶩┘劫ⱶ鰉
 

3. connect-src  

connect-src  䧗♑榫◇꡿⯆鵠鲋✳榫耾儗䫙⹾ⱶ鰉氳 URL

https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Content-Security-Policy/conn

ect-src

<meta http-equiv="Content-Security-Policy" content="base-uri 'self'" />

Content-Security-Policy: child-src https://example.com/
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https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Content-Security-Policy/base-uri
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/child-src
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Content-Security-Policy/connect-src


<a> ping  

fetch()

XMLHttpRequest

WebSocket

EventSource

Navigator.sendBeacon()

 

勆❇

⺆⩒阵♔┕剝甌⽰亡嫏陴姳 https://example.com/

 

4. fenced-frame-src  

鲹佭┉╄㲓뀰䓪氳 CSP 

fenced-frame-src 䧗♑䧗㲋ⱶ鰉⮽ <fencedframe> ⩕碜╈氳㿋㝄宂鈾┕┖乄氳僗䷞嶏 

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/fenc

ed-frame-src

 

勆❇

 

5. font-src  

鲹╄㞑杼鉯ⱶ鰉㰅⛮氳嶏氳꡿⯆
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/font-

src

 

Content-Security-Policy: connect-src https://example.com/

Content-Security-Policy: fenced-frame-src https://example.com/
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/fenced-frame-src
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/font-src


勆❇

 

塝休♔┖♏溞㶩仰嫏ⱶ鰉㰅⛮

 

6. form-action  

form-action  䧗♑耇㛫꡿㲋䎎⯥건ꪫ╈辑⶝氳䬠◬㏐㏥
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Content-Security-Policy/form

-action 

 

勆❇

 

塝休┖ꪫ氳♏溞㶩劫逈ꡢ塛

Content-Security-Policy: font-src https://example.com/

<style>

  @font-face {

    font-family: "MyFont";

    src: url("https://not-example.com/font");

  }

  body {

    font-family: "MyFont";

  }

</style>

<meta http-equiv="Content-Security-Policy" content="form-action 'none'" />
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╯⯥媆僗孾陒鲋 action  佭⻖⺎♔䣮车 javascript  ♏溞洇颯全⥽佭⺎♔氳

孾陒⹠朆鲸洡氳⺎♔阻糌▽ CSP  瓀樋⺵㶩仰嫏䣮车▽

 

7. frame-ancestors  

frame-ancestors  䧗♑䧗㲋▽┉╄⺎♔ⴎ⻡ <frame> յ <iframe> յ <object> յ embed  

璡⩕碜氳僗䷞撝篒ն
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Content-Security-Policy/fram

e-ancestors

鲹╄ CSP  ┥ꠅ榫◇䫝⯆⿵◙粠건ⷊ烆⩝䅡⺎♔㿋㝄䎎⯥건ꪫն㱚氳⛼榫㏇◇ꡕ塛憠⭵ⲇ
䧏 Clickjacking 璡䷍⭵䣆夀漶⟊粠건⫂㳋┘劫㏇儔篺䪧儹氳┕┖乄╈逈侁炐ն
 

<meta http-equiv="Content-Security-Policy" content="form-action 'none'" />

<form action="javascript:alert('Foo')" id="form1" method="post">

  <input type="text" name="fieldName" value="fieldValue" />

  <input type="submit" id="submit" value="submit" />

</form>

<!-- Error: Refused to send form data because it violates the following 

Content Security Policy directive: "form-action 'none'". -->
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8. frame-src  

frame-src  䧗㲋▽⺎♔逈 <frame>  ⽰ <iframe>  㿋㝄宂鈾┕┖乄ⱶ鰉氳僗䷞ URL

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/fram

e-src

 

勆❇

塝休┖ꪫ氳 <iframe>  剝甌ⱶ鰉鲋爊╈㶩劫逈ꡢ塛

 

9. img-src  

媆ス陱氳㎂撴⽰㎂剝⩒阵ⱶ鰉氳㏐㏥
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/img-

src

 

10. manifest-src  

manifest-src  佭CSP╈氳┉╄攑㲋䧗♑┥ꠅ榫全䧗㲋⩒阵ⱶ鰉 Progressive Web App (PWA) 

岳⶝乄♭ⷊ manifest.json  乄♭氳全嶏ն䎎┉╄粠珇䄹僷㵨⪭Web䈒榫鯸⴬╙PWA休劫
⮡䋧┉╄ manifest.json  乄♭院乄♭ⴎ⻡▽⪩◇PWA氳┉◙⩕丘䩺㞝⺳燢յ㎂剝յ⻪ⲁ槇
ꪫյ╚겗겛荈յ侁炐嘗䌋⪓㷚յ僄㵸⴬猫⹾璡յ僜ⱷ䄄⛼篪爊Service Worker㏐㏥璡ն宂鈾
鵠鲋陸⹧鲹╄岳⶝乄♭耇㛫䧝拨PWA氳剝⬢㵒粠珇鲽车鿥糌✳⪭僗眷⛎⸊问䈒榫氳⛮뀰奃
㞝ⱶ舘╚㷚䆠յ熊篪阼ꠋ耇ⱱ璡ն
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/mani

fest-src

 

Content-Security-Policy: frame-src https://example.com/

<iframe src="https://not-example.com/"></iframe>
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11. media-src  

⽰ img-src  眷⛎⺎♔逈 <audio>  ⽰ <video>  ⩕碜ⱶ鰉氳僗䷞嶏URL

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/medi

a-src

 

12. object-src  

䧗㲋▽ <object>  ⽰ <embed>  ⩕碜氳僗䷞嶏URL

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/objec

t-src

 

13. report-to  

report-to  佭Content Security Policy (CSP) ╈氳┉╄䣲㷤䧗♑榫◇䧗㲋┉╄䥊⼔珸憠
reporting endpoint院珸憠䫙䷅宂鈾⹠鴝氳CSP鲿鈺䥊⼔ն䎎宂鈾压孾⮽건ꪫ┕氳⫂㳋ⱶ
鰉䡝䣮车车╙鲿⹛▽䎎⯥阻糌氳CSP瓀樋休鵠䅻劫ꡢ塛鲹◙┘⺭鈺氳䳩⛼♔⟊䥉榫䢓㱧⪓ն⺱休
宂鈾劫问䡗┉♷陣篱氳鲿鈺䥊⼔䇜䧝拨 report-to 䧗♑䧗㲋氳亡䌋㵨⪭⹠鴝簄䧗㲋氳僜ⱷ珸
憠ն
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/repo

rt-to

䏭㵽鈷⮽䋯⻪鲹╄䳩⛼氳 CSP

 

14. upgrade-insecure-requests  

鲹╄鴲걸榫◇㵨粠건╈ HTTP  ⶖ阫氳顫嶏ⱶ鰉⪓鼨䬠ⶍ╙ HTTPS 榫◇䬠ⶍ㱧⪓䓪
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/upgr

ade-insecure-requests
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Content-Security-Policy: upgrade-insecure-requests;
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┉份㵨┕鳮㜍鼨阻糌㏇阞⮕☳ HTTP  鱻燰⮽ HTTPS  氳 example.com  㓊⺳┕ꪝ饥鯸 
( non-navigational ) 氳┘㱧⪓顫嶏陴姳劫舅ⲁⶍ篒⮽ HTTPS ⴎ䦮瑭䎎⯥㓊⺳♔⹖瑭└亡
陴姳ն

鲹◙ URL  ㏇陴姳⹠鴝╯⯥齉劫逈䷊⫞䡗 HTTPS █㶩䙬⽏浔┘㱧⪓氳陴姳齉┘劫⹠鴝⭴
⸼ն嫱䙬㞝冽陴姳氳顫嶏㏇ HTTPS  䗯⬅┖┘⺎榫⮟院陴姳㵨㜊題⪭█┘耇影鴚⮽ 
HTTP ն
 

15. sandbox  

鲹╄⽰ <iframe>  氳 sandbox  䏭⥽╚金佭㵒◇┉◙车╙鲽车꡿⯆㱚┘䶺䧏 <meta> ㏇粠
건䌖⪍氳亡䌋⺆耇鵠鲋鲮影ⴎ氳ⴎ㜍╈䧗㲋
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/sand

box

 

⪭╈ value  ⺎♔⹧♔┖⡬
allow-forms ⩒阵㿋⪍䌋宂鈾┕┖乄䬠◬辑⶝ն㞝冽儔✳榫塝⪩꜄㰅⮟┘⩒阵塝䳩
⛼ն
allow-modals  ⩒阵㿋⪍䌋宂鈾┕┖乄䣒䋯嘗䒳猫⹾ն
allow-orientation-lock  ⩒阵㿋⪍䌋宂鈾┕┖乄焔榫ꛗ㲋㷚䆠亡⺸氳Ⱶ耇ն
allow-pointer-lock  ⩒阵㿋⪍䌋宂鈾┕┖乄✳榫Pointer Lock API (en-US)ն
allow-popups  ⩒阵䍞⭴猫⹾⥽
window.open  target="_blank"  showModalDialog ն㞝冽儔✳榫塝⪩꜄㰅⮟
院Ⱶ耇㵨仰䬠炐㜊題ն
allow-popups-to-escape-sandbox  ⩒阵婻沬乄勮䣒䋯亍猫⹾縡┘䍠⯆婻沬剝阭ն❇
㞝鲹㵨⩒阵㱧⪓㏐婻畴⴬瑭└亡䇯⼔縡┘劫㵒氨ꡯ건ꪫ亨ⱶ注⺱氳꡿⯆ն
allow-presentation  ⩒阵㿋⪍䫝⯆ iframe  佭⻖⺎♔⻪ⲁ庌炐劫陚ն

<img src="http://example.com/image.png" />

<img src="http://not-example.com/image.png" />

Content-Security-Policy: sandbox;

Content-Security-Policy: sandbox <value>;
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allow-same-origin  ⩒阵㵨⫂㳋鈼╙全舅⪭塜䅻全嶏ն㞝冽儔✳榫塝⪩꜄㰅⮟㿋⪍氳
⫂㳋㵨逈鈼╙全舅せ┉全嶏ն
allow-scripts  ⩒阵㿋⪍䌋宂鈾┕┖乄鲡车耾儗⛙┘⮡䋧䍞⭴猫⹾ն㞝冽儔✳榫塝
⪩꜄㰅⮟┘⩒阵塝䳩⛼ն
allow-top-navigation  ⩒阵㿋⪍䌋宂鈾┕┖乄㵨⫂㳋㵗芒ⱶ鰉⮽걵篒宂鈾┕┖
乄ն㞝冽儔✳榫塝⪩꜄㰅⮟┘⩒阵塝䳩⛼ն

 

16. script-src  

script-src 䧗♑䧗㲋 JavaScript 氳僗䷞嶏ն
鲹┘☢ⴎ䦮波䫙ⱶ鰉⮽ <script>  ⩕碜╈氳URL鲸ⴎ䦮⺎♔鉵⹠耾儗䣮车氳⫂纭耾儗◄♭㚲杼爊
䈌 onclick ⽰ XSLT stylesheets  劫䌋辑ն
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/scrip

t-src

 

17. script-src-attr  

script-src-attr䧗♑䧗㲋 JavaScript ⫂纭◄♭㚲杼爊䈌氳僗䷞嶏
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/scrip

t-src-attr

注㵒◇ script-src  鲹╄䧗♑⺆Ꙟ㵒⫂纭 JavaScript  䣮车ⴎ䦮 onclick  鲹熨
 

18. script-src-elem  

script-src-elem䧗♑䧗㲋 <script> ⩕碜氳僗䷞嶏
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/scrip

t-src-elem
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19. style-src  

䧗㲋▽劫䌋辑氳僗䷞嶏
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/style

-src

 

20. style-src-attr  

╙ Dom ╈氳⫂纭劫䌋辑䧗㲋▽僗䷞嶏
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/style

-src-attr

 

21. style-src-elem  

╙ <style>  ⽰ <link>  ⩕碜䧗㲋▽僗䷞嶏
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/style

-src-elem

 

22. require-trusted-types-for  

㲓뀰䓪氳䤗儛
鲹╄╚金佭㵒䤻 Dom-Base XSS  氳压刧⚩鵉簄 Element.innerHTML  氳⫂㳋ꡢ塛 XSS

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/requi

re-trusted-types-for

require-trusted-types-for  ⽰ trusted-types  佭 Content Security Policy (CSP)
╈┚ Trusted Types  注⪩氳允╄䧗♑仿㏇ⱶ䍠粠건㵒 DOM-based Cross-Site 
Scripting (XSS)  ䷍⭵氳ꡕ䐒ն Trusted Types  佭┉熨냖篒氳ꡕ䐒儬⯆榫◇漶⟊宂鈾
㏇㚲杼⺎㵗舚 XSS  庀嬼氳⷇ꢣ API 㞝 innerHTML յ document.write()  璡休⺆耇
䫙⹨篺鲋뀰阾氳յ㱧⪓氳⡬ն
require-trusted-types-for  榫◇䧗㲋⿵◙ DOM API  䑒걺✳榫 Trusted Types ն
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䎎✃㏇ CSP  瓀樋╈㚜伺塝䧗♑休宂鈾㵨䍠⯆㏇䧗㲋氳┕┖乄╈✳榫 Trusted Types 
⻖⮟注⪩氳 DOM  䳩⛼㵨劫㜊題ն鲹⺎♔ꡕ塛儔篺뀰阾氳㰅瑞╏波䫙䬤⪍⮽⺎耇㵗舚 XSS 氳 
API ╈ն
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23. trusted-types  

㲓뀰䓪䤗儛
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/trust

ed-types

trusted-types  佭CSP䧗♑氳⺁┉鼨⮇榫◇㲋╬⩒阵⮡䋧氳 Trusted Types  瓀樋♔⹖⺎
⼝顽氳眷㑔⮡䋧 （Trusted Type policy creators） ն瓀樋⮡䋧佭榫◇问䡗⛮ 
Trusted Types  㵒霅氳⭹丘䡝眷㱚♜顆顊뀰阾ⷊ㵨嫱⪍⮽ DOM  ╈氳⫂㳋漶⟊⪭㱧⪓ն
 

✳榫Trusted Types氳㓹儗孲爊㞝┖
1. 㲋╬瓀樋㏇ JavaScript ╈籁⫞瓀樋⮡䋧㱚♜ⴎ⻡㵒鰟⪍⫂㳋氳㱧⪓压刧鶷鰝漶
⟊⺆僗瑞⺭㱧⪓鈺葶氳⡬䣉耇鵠鲋뀰阾ն

2. ㏇CSP╈㚜伺瓀樋㞝┕䢦鳮㏇CSP⿏䈒㜍╈✳榫 trusted-types  䧗♑⮜⭴⩒阵✳榫
氳瓀樋⮡䋧⺳燢ն

3. 䈒榫瓀樋㏇㲓ꡮ♏溞╈✳榫䄖㚜伺氳瓀樋⮡䋧问䡗 Trusted Types  㵒霅㞝 
TrustedHTML յ TrustedScriptURL  璡抆⺵㵨鲹◙㵒霅顲⡬簄注䈒氳 DOM 㷯䓪䡝
亡嫏ն

 

24. worker-src  

worker-src  䧗♑䧗㲋▽ Worker յ SharedWorker  䡝 ServiceWorker  耾儗氳僗䷞全
嶏ն

Content-Security-Policy: require-trusted-types-for 'script';
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https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Content-Security-Policy/work

er-src
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♔┖ Worker յ SharedWorker յ ServiceWorker  逈ꡢ塛仰嫏ⱶ鰉

 

 

 

⹇縓乄珖
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/Sour

ces

https://websec.readthedocs.io/zh/latest/vuln/xss/csp.html

https://www.ruanyifeng.com/blog/2016/09/csp.html

 

0x03 Electron ╈✳榫 CSP  
https://www.electronjs.org/zh/docs/latest/tutorial/security#7-content-security-policy%E5%8

6%85%E5%AE%B9%E5%AE%89%E5%85%A8%E7%AD%96%E7%95%A5

㏇ Electron  ╈█佭䄑┘指氳亡䌋

Content-Security-Policy: worker-src https://example.com/

<script>

  let blockedWorker = new Worker("data:application/javascript,…");

  blockedWorker = new SharedWorker("https://not-example.com/");

  navigator.serviceWorker.register("https://not-example.com/sw.js");

</script>
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儗㏐ⱶ鰉乄♭⮡䋧猫⹾⺎♔鵠鲋㏇건ꪫ╈ⱶ <meta>  剝甌氳䎬䌋阻糌 CSP
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鲾爊ⱶ鰉顫嶏⮡䋧猫⹾鲸⺎♔鵠鲋⟤䷊ HTTP(s)  鲮影㜍氳亡䌋阻糌 CSP

鲹熨亡嫏㵒◇ file://  ⱶ鰉顫嶏氳休⠯仰䷞
 

0x04 CSP ⺎♔狰滭⺱嶏瓀樋⻀  
䋳䘶㛿䋯┉┖㞝冽阻糌▽ CSP  㵨ꪝ⺱嶏氳粠珇阻糌╙僗䷞嶏⺎♔仰鈼⺱嶏瓀樋⻀
index.html

// main.js

const { session } = require('electron')

session.defaultSession.webRequest.onHeadersReceived((details, callback) => 

{

  callback({

    responseHeaders: {

      ...details.responseHeaders,

      'Content-Security-Policy': ['default-src \'none\'']

    }

  })

})

<!DOCTYPE html>

<html lang="en">

<head>

  <meta charset="UTF-8">

  <meta name="viewport" content="width=device-width, initial-scale=1.0">

  <meta http-equiv="Content-Security-Policy" content="script-src 

http://192.168.31.26/" />

  <title>Content-Security-Policy Test</title>

</head>

<body>

  <h1>Content-Security-Policy Test</h1>

  <!-- 跨源脚本 -->

  <img src="x" onerror="import(unescape('http://192.168.31.26/1.js'))" />
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阼ꠋ index.html

䏭⺎䘘豓抆䷅⮽▽陴姳⛙佭媆僗ⱶ鰉䡗Ⱶ
鲹█䏭㳋佄杼鉯 CSP  ⪭㲓佭⺁㛚┉㷄氳㱧⪓瓀樋㱚⽰⺱嶏瓀樋斻环氳
 

0x05 CSP 簀鲋

</body>

</html>
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0x05 CSP 簀鲋  
⪭㲓媆僗☜╫簀鲋仰ꪝ㶩佭鿥糌䐂┘佭䏭⺭杼䡝逈⩒阵氳㵒霅┘㱧⪓㛻㳄ꚑ庀嬼縡䄖媆
☜╫䙬䓙⛙鲸佭顛┉◙ꛔ䫙鲽全
䎎抆鲹ꄅ䡘鲸佭金⫋䍠隀┉◙ JSONP  氳㱧⪓ꠋ겗粠簇┕㛻鼨⮇ JSONP  "僜ⱷ"(逈阼ꠋ
亡)氳鿥糌佭┘㱧⪓氳䏭㳋佄䡗╙簀鲋 CSP  氳⮵

https://book.hacktricks.xyz/v/cn/pentesting-web/content-security-policy-csp-bypass

https://xz.aliyun.com/t/7372?time__1311=n4%2BxnD0GDtYmqAK0QtDsA3xCqh4jruxiKoq4ex

&alichlgref=https%3A%2F%2Fwww.google.com%2F

https://geeeez.github.io/posts/xss%E4%B9%8BCSP%E7%9A%84%E5%8E%9F%E7%90%86%E

5%92%8C%E7%BB%95%E8%BF%87/

 

簄㛻㳄䫠蔘┉╄舅ⲁ⮇冫 CSP  瓀樋氳粠珇㱚♜█僗㵒䈒氳宂鈾䬤♭
https://csp-evaluator.withgoogle.com/

鰟⪍ CSP  瓀樋㰅瑞╏䡝泘剝 URL  ⷊ⺎
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https://book.hacktricks.xyz/v/cn/pentesting-web/content-security-policy-csp-bypass
https://xz.aliyun.com/t/7372?time__1311=n4%2BxnD0GDtYmqAK0QtDsA3xCqh4jruxiKoq4ex&alichlgref=https%3A%2F%2F
http://www.google.com%2F
https://geeeez.github.io/posts/xss%E4%B9%8BCSP%E7%9A%84%E5%8E%9F%E7%90%86%E5%92%8C%E7%BB%95%E8%BF%87/
https://csp-evaluator.withgoogle.com/


宂鈾䬤♭催㞑榫┉◙
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0x06 䔅篾  
 Electron  ╈氳 CSP  氳䙬╬奃粠珇╈催ⱶꄆ金㏇ꡕ XSS  亡ꪫ洡氳佭┉䤧㞑䣆⛙█劫㍕
╙┉◙鿥糌䏆⿏塜䅻Ⱶ耇䡝縖簄塜䅻Ⱶ耇䋯⹠䅠全㍮ꥈ鲹㶩⹒⮽亡➘┚㱧⪓╯ꠑ氳儹辆▽
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