


것ⱶ鰉耾儗 | Electron 㱧⪓  
 

0x00 䬠ꁻ  
╯⯥氳┉疟Electron 㱧⪓┚✃䡘䕜䕜注⪩乄珖ꪝ䅻氳Ꝛ豓抆䬠❠▽ PDF  撷儗⛙鲸佭㵗舚䏭指☕
☢☢佭憠䋯洇▽┉┖㱮陸曎㛻哮 7.95%  䄅⺓⛙┕┉疟洡氳佭䡘鈿䐂䏭ꄆ金氳┉疟㵒㛻㳄▽鉯 

Electron  䋯⹠氳䈒榫爊䈌㱧⪓僗䅬Ⲃ┚夷╄☕⮊㲓注⪩
⛙佭┕┉疟乄珖⫂㳋㜁指㵗舚䏭指⫂㳋睧䈲奃鰏睱⺎耇⚢簄㛻㳄鵲䡗陬鉯㍕塝䡘♜䣒畀⫋⫞┉
◙乄珖┉全佭㵨篱荣辍⩘岳咠◅全佭⫋塝全⽛⺤㛻㳄嫱䙬 Electron  㱧⪓鲹♭◄㞝冽㛻㳄┘
⢢⭴⹛䈒䈒榫爊䈌氳䋯⹠縖佭┘⚢僗䢦车ⲁ氳鲹仰䋳◇㏇榾耭╈㒪▽┉◙㏐ꦽ

䡘♜⪝⚜⺙䋯⻪▽槴銨Ⱶ耇埢鲜㛻㳄槴銨阥阷֐
鲹疟乄珖█䬠❠▽ PDF  撷儗⹖ Github  鈷乄儕
 

0x01 甏☮  
注⼝洇▽⯥ꪫ氳乄珖㛻㳄㵒◇것ⱶ鰉耾儗䄖篺ꪝ䅻▽鉯▽㵒◇╯⯥疟珖╈䄖篺孾陒䇜鉯ꄂ
岳咠氳鼨⮇┘⚢⫋埠陣篱鉯ꄂ
것ⱶ鰉耾儗 ( Preload ) 佭┉╄奃鰏阦䡘䙬㛚氳⫂㳋⺎耇㍕╙㰣▊ Electron  休㶩✳榫▽
㲇粠䫠蔘氳㱧⪓䋯⹠勆❇䢦♔┉波♔╙것ⱶ鰉耾儗氳 Node.js  㶩佭逈꡿⯆鲋氳⛙佭꣮浔
僄鲤氳⭓疟乄珖氳㲓뀰⹠朆䇜┘佭
㏇ sandbox  媆僗逈阻糌╙ true  休( Electron 20.0  撷儗䋯㡏랸阡⡬╙ true ) 것ⱶ鰉
耾儗佭䦦僗㱮丞 Node.js  朅㗟氳㞝冽㏇ Preload  ╈㞝冽㲋╬䇜倽꨽▽┘㱧⪓氳亡嫏縡
䋯⹠縖㵒◇것ⱶ鰉耾儗氳耇ⱱ䇜┘▽鉯⺎耇⚢䅠全⷇㲺
 

0x02 것ⱶ鰉耾儗╈氳Node.js  
https://www.electronjs.org/zh/docs/latest/tutorial/tutorial-preload

것ⱶ鰉耾儗氳䙬╬㏇◇㱮䡗╚鲽爊⽰峷刌鲽爊╯ꠑ氳纭簇㍕塝ꄆ金鶷鰝┘䈒院㏇것ⱶ鰉耾儗
╈鲽车█┘䈒院顲◀⪭鲋◇竴ꄆ氳顊♳㱮䡗╚鲽爊┚峷刌鲽爊╯ꠑ氳鵠⼝㵨鵠⼝篾冽⚩
鵉簄⺁┉亡䣉佭㱚㲓ꡮ氳䙬╬鵠鲋倽꨽亡嫏✳鲹熨㍾㲋氳鶷鰝⺎♔逈峷刌鲽爊隀榫
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https://mp.weixin.qq.com/s?__biz=MzU1NDkwMzAyMg==&mid=2247500135&idx=1&sn=fe0f27a3d49a57b19df6fa1b23150645&chksm=fbdef5e6cca97cf083147a6fb5c85b87c7bb6da92ede5cb9dae29b3d55639388e227087e1209&token=1495738975&lang=zh_CN#rd
https://www.electronjs.org/zh/docs/latest/tutorial/tutorial-preload


㍕塝것ⱶ鰉耾儗㏇峷刌ⱶ鰉粠건╯⯥嫱⪍█㶩佭陱것ⱶ鰉耾儗╈氳⫂㳋⚢⩝┉塠㲋╬㞑
♔❠粠건╈氳 JavaScript  塜漶隀榫
㞝冽媆僗逈婻沬⴬것ⱶ鰉耾儗罥㲋佭⺎♔♳䙬隀榫嘗㐉氳⛙佭㞝冽逈婻沬⴬⺵것ⱶ鰉耾
儗鲸⺎♔ⱶ鰉⿵◙嘗㐉⼱

events  

https://nodejs.org/api/events.html

鲹╄嘗㐉佭 Node.js  ╈⪩◇◄♭㚲杼氳嘗㐉佭⹠䄭յ队ꠢ嘗䌋氳㲓朆鲹ꄅ⩒阵것ⱶ鰉耾
儗✳榫䈒院佭╙▽阦것ⱶ鰉耾儗㚷◄♭㚲杼注⪩氳耇ⱱ☳것ⱶ鰉耾儗氳纡顊全洇█漶㲓
⺎耇榫氳⮽
✳榫勆❇㞝┖

https://juejin.cn/post/7038496188965847070

const { EventEmitter } = require('events');

class MyEmiter extends EventEmitter{};

const myEmitter = new MyEmiter();

myEmitter.on('output', () => {

  console.log('hello world');

});

myEmitter.emit('output');
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https://nodejs.org/api/events.html
https://juejin.cn/post/7038496188965847070


 

timers  

https://nodejs.org/api/timers.html

鲹佭┉╄ Node.js  氳㲋休嘗㐉鲹╄嘗㐉⪝䋯▽┉╄⪓㷀 API 榫◇隀䈲㏇㵨全切╄休
ꠑ夀隀榫氳⭹丘ն㍕╙阞休⭹丘佭⪓㷀⭹丘䢦♔┘꧎金隀榫 require（'timers'） 全✳
榫APIն
䡘⮜⭓╄⭹丘㛻㳄罥㲋⚢奃鰏捙䖄
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https://nodejs.org/api/timers.html


setImmediate

setInterval

setTimeout

鲸僗┕ꪫ㵒䈒氳⹧寕䳩⛼
clearImmediate

clearInterval

clearTimeout

 

鲹⭓╄⭹丘齉佭⬀㲋┉夀鶷鰝㏇☜╫休⠯䣮车䓃╫䣮车 setImmediate  佭㏇䎎⯥◄♭䐡
朅鳦♏篾兠休环ⷊ䣮车 setTimeout  䧗㲋休ꠑ⺵䣮车 setInterval 佭㲋僿䣮车
奃鰏㳋佄辑朆氳罥㲋佭 setInterval  䡘♜阦䫝⯆⺐夷ꣵ 3  熯䣒ⷅ┉┖休ꠑ
// preload.js

const { setInterval, clearInterval } = require('timers');

function printCurrentTime() {

  const now = new Date(); // 获取当前⽇期和时间对象

  const formattedTime = now.toLocaleString(); // 格式化当前时间

  console.log(`Current time: ${formattedTime}`);

}

// 每隔 3 秒打印⼀次当前时间

const intervalId = setInterval(printCurrentTime, 3000);

// 当不再需要定时打印时，记得清除定时器以防⽌内存泄漏

// 例如，可以在窗⼝关闭时取消定时器

window.addEventListener('beforeunload', () => {

  clearInterval(intervalId);

});

第 4 ⻚ / 共 20 ⻚
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url  

https://nodejs.org/api/url.html

걽⺳䓙╬榫全㚲杼 url  注⪩Ⱶ耇氳嘗㐉
new URL()

format()

resolve()

♔鉯冫┉╄ url  ╙❇
// preload.js

const url = new URL('https://example.com/path/to/resource?

query=param&another=value');

console.log(url);
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https://nodejs.org/api/url.html


 

䫙┖全䈒院佭┉◙⸊儗峷刌鲽爊媆僗䡝┘㱮丞縡辍⩘鲽全氳┉◙亡嫏
 

Buffer  

https://nodejs.org/api/buffer.html

Buffer 㵒霅榫◇辑炐㍾㲋Ꝛ䈲氳㰅荣䈌⮜鲹╄嘗㐉䈒院佭榫全㚲杼峷刌건ꪫ┚◅鲽⯆丘䩺
◬◎氳㏜俍
❇㞝 
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https://nodejs.org/api/buffer.html


䡘洇䏭指 V8  庀嬼氳 Payload  齉⚢✳榫⮽ Buffer  洇颯全⛎╲佭┚◅鲽⯆丘䩺㚲杼熊┘
䋯氳嘗㐉
 

process  

https://www.electronjs.org/zh/docs/latest/api/process

鲹╄嘗㐉榫全㚲杼㵒霅氳䣲㷤㲇亡氳勆❇╈藜⹧ Electron յ Node.js յ Chromium 撷儗
㶩佭✳榫氳鲹╄嘗㐉⺎♔鵠鲋 process  嘗㐉藜⹧┉◙⼝䕜⛮㞝┖

crash()

hang()

getCreationTime()

getHeapStatistics()

getBlinkMemoryInfo()

getProcessMemoryInfo()

getSystemMemoryInfo()

getSystemVersion()

getCPUUsage()

getIOCounters()

uptime()

argv

// preload.js

const { contextBridge } = require('electron');

contextBridge.exposeInMainWorld('myAPI', {

  bufferFromUtf8: (str) => Buffer.from(str, 'utf8'),

  bufferToString: (buf, encoding = 'utf8') => buf.toString(encoding),

  // ... 其他 Buffer 相关⽅法

});

// 在渲染进程中，可以通过 window.myAPI 来访问预加载脚本提供的⽅法
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https://www.electronjs.org/zh/docs/latest/api/process


execPath

env

pid

arch

platform

沙盒化

contextIsolated

type

version

versions

mas

windowsStore

contextId

波䫙䣒ⷅ process  ⺎♔波䫙洇⮽㱚氳㷯䓪⽰亡嫏
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setImmediate  

┕ꪫ䄖篺䬠⮽
 

clearImmediate  

┕ꪫ䄖篺䬠⮽
 

electron  

contextBridge

crashReporter

ipcRenderer

nativeImage

webFrame

webUtils

鲹ꄅ氳 contextBridge  佭榫全⺸峷刌鲽爊倽꨽⹩ꄈ/䅻ꄈ⽰⭹丘氳亡嫏㏇┖ꪫ氳鼨⮇陣篱
☮篸 ipcRenderer  佭 Preload   耾儗榫全⽰╚鲽爊鲽车 IPC  鵠⼝氳䄄䡘♜陣篱洇
洇Ⱁ┖⭓╄佭䇕ㇹ氳
crashReporter  

㵨㾆嵼仼䑪䬠◬簄鲾爊僜ⱷ
https://www.electronjs.org/zh/docs/latest/api/crash-reporter

㞝⛰冘䋧㾆嵼仼䑪䷅꥘硍簊⺎♔憠⭵┕亡氳ꛔ䫙
 

const { crashReporter } = require('electron')

crashReporter.start({ submitURL: 'https://your-domain.com/url-to-submit' })
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https://www.electronjs.org/zh/docs/latest/api/crash-reporter


nativeImage  

✳榫 PNG 䡝 JPG 乄♭⮡䋧䣚沴յdock⽰䈒榫爊䈌㎂剝ն
https://www.electronjs.org/zh/docs/latest/api/native-image

鲹╄㏇䋯⹠鲋爊╈㶩⚢鷕⮽⛙┘㜁杼鉯╙☜╫䋯䷒簄 preload

 

webFrame  

舅㲋╬峷刌䎎⯥粠건
鲹╄┘ꥈ杼鉯㞝冽┘鵠鲋 webFrame  █⺎♔鵠鲋 DOM  璡䳩篠粠건
❇㞝㵨䎎⯥건籔䷒⮽200% 氳炐❇

const { BrowserWindow, Tray } = require('electron')

const tray = new Tray('/Users/somebody/images/icon.png')

const win = new BrowserWindow({ icon: '/Users/somebody/images/window.png' 

})

const { webFrame } = require('electron')

webFrame.setZoomFactor(2)
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https://www.electronjs.org/zh/docs/latest/api/native-image


䏭亡➘漶㲓㛻▽
 

webUtils  

┚Web API㵒霅乄♭յBlob璡◬◎氳㲓榫爊䈌㷄
https://www.electronjs.org/zh/docs/latest/api/web-utils

❇㞝藜⹧乄♭饟䏧

 

㵸䬠ꁻ  

⺎♔⪩嫱┉┖鲹⭓╄嘗㐉氳庀嬼鵠⼔㞝冽⭴朆庀嬼⺎耇⚢䏆⿏⮽ Electron

 

0x03 곽ꢣ憠

const { webUtils } = require('electron')

const newPath = 

webUtils.getPathForFile(document.querySelector('input').files[0])
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https://www.electronjs.org/zh/docs/latest/api/web-utils


0x03 곽ꢣ憠  
Preload  ⺎♔陱佭䇖辆곽ꢣ⽰➘䪇氳┉熨䫣亨儗骱䄖篺⢢䐂┘ꛯ▽곽ꢣ憠█齉佭䋯⹠縖
┘㱧⪓籁溞鵲䡗氳
儔䋯⻪┕┖乄ꣵ熊⹖ sandbox

┘㱧⪓氳㲓朆
䫙⹾鲋䈲倽꨽

瑭┉憠㶩┘指陱▽⯥ꪫ氳乄珖䄖篺陱岳咠▽╚金陱⺵ꪫ允憠㏇⺵ꪫ允憠╈䡘♜氳⯥䬠
佭䋯⻪▽┕┖乄ꣵ熊䋯⻪▽ sandbox

 

1. ┘㱧⪓氳㲓朆  

䋯⻪▽㱧⪓䫣亨⺵ Preload 舅䄕佭䏭ꥈ鵲䡗㛻氳ꠋ겗╚金佭鿥⺭╚鲽爊╞╄冓珸┉◙
氳❇㯹
峷刌鲽爊⺎♔陸⹧ docs  泘䎓┖氳乄♭乄♭⺳榺隀榫縖䬠❠ preload.js  ┚╚鲽爊鵠
⼝陸⹧䇜鲮影⫂㳋
main.js

const { app, BrowserWindow, ipcMain } = require('electron');

const fs = require('fs');

const path = require('path')

function createWindow() {

  const win = new BrowserWindow({

    width: 800,

    height: 600,

    webPreferences: {

      preload: path.join(__dirname, 'preload.js'),

    },

  });

  win.loadFile('./index.html');

}

app.whenReady().then(() => {
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preload.js

 

  ipcMain.handle('readFile', async (event, filePath) => {

    try {

      filePath = path.join(__dirname, filePath)

      const data = await fs.promises.readFile(filePath, 'utf-8');

      return data;

    } catch (err) {

      console.error('Error reading file:', err);

      return null;

    }

  });

  createWindow();

});

app.on('window-all-closed', () => {

  if (process.platform !== 'darwin') {

    app.quit();

  }

});

const { contextBridge, ipcRenderer } = require('electron');

contextBridge.exposeInMainWorld('myApi', {

  readFile: async (fileName) => {

    try {

      const data = await ipcRenderer.invoke('readFile', 

`docs/${fileName}`);

      return data;

    } catch (error) {

      console.error('Error invoking "readFile":', error);

      return null;

    }

  },

});
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index.html

 

renderer.js

<!DOCTYPE html>

<html lang="en">

<head>

  <meta charset="UTF-8">

  <meta name="viewport" content="width=device-width, initial-scale=1.0">

  <title>Electron Path Traversal Vulnerability Demo</title>

</head>

<body>

  <input type="text" id="fileNameInput" placeholder="Enter file name">

  <button id="readFileButton">Read File</button>

  <pre id="fileContent"></pre>

  <script src="./renderer.js"></script>

</body>

</html>

const fileNameInput = document.getElementById('fileNameInput');

const readFileButton = document.getElementById('readFileButton');

const fileContent = document.getElementById('fileContent');

readFileButton.addEventListener('click', async () => {

    const fileName = fileNameInput.value;

    const data = await window.myApi.readFile(fileName)

    // console.log(data)

    fileContent.textContent = data || 'No content available.'

});
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䡘♜鰟⪍金阼ꠋ氳乄勮氳⺳㰅 readme.txt

塝休것ⱶ鰉耾儗媆僗⢢㱧⪓压刧㵨乄♭⺳燢波䫙䧈䫙⚩鵉簄╚鲽爊㍕塝㞝冽䡘♜鰟⪍ 
../../../../../../etc/passwd  鲹熨⺳燢㶩⺎耇㵗舚♳䙬乄♭陸⹧庀嬼

鲹熨㷯◇佭┘㱧⪓氳㲓朆勆❇奃鰏冓珸⛙佭䙬䓙䈒院辑鱳岳咠▽鲹㷯◇佭 Preload  ⽰
╚鲽爊㲓朆┕⢢䐂┘㱧⪓㵗舚ꠋ겗
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2. 鲋䈲倽꨽  

㏇┕ꪫ氳❇㯹╈䡘♜✳榫▽ Electron 30.0.0  撷儗䋯⻪▽ sandbox  ✳榫것ⱶ鰉耾
儗✳榫 contextBridge  㵨 API  倽꨽簄峷刌鲽爊䡘♜㵨䣒䋯乄♭Ⱶ耇鲽车▽㵟逸㵟逸䡗
▽┉╄⭹丘鲹█㶩䙬⽏浔夷╄亍Ⱶ耇㞝冽꧎金╚鲽爊⹇┚⺎耇齉⚢⮡䋧┘塛┉╄亍氳⭹丘
㞝冽䋯⹠縖波䫙㵨 ipcRenderer  䡝 ipcRenderer.invoke  鲹熨 API 䡝ꪝ䑒金⭹丘波䫙倽
꨽簄峷刌鲽爊㶩⺎耇㵗舚峷刌鲽爊♳䙬⹠颯 IPC  鵠⼝յ藜⹧䷨䚊⼝䕜璡
 

⡾阻爊䈌榺䏭指⽰䳩⛼硍簊⽝♑䣮车篾冽注⪩氳Ⱶ耇䢦♔╚鲽爊僗┉╄䫙䷅⹇丘䇜䣮车氳鵠
⼝鲹劫 Preload  耾儗╈波䫙⚩鵉⹇丘㛄榫鲹┉╄沪⻤ⷊ⺎
 

main.js

const { app, BrowserWindow, ipcMain } = require('electron');

const path = require('path');

function createWindow() {

  const win = new BrowserWindow({

    width: 800,

    height: 600,

    webPreferences: {

      preload: path.join(__dirname, 'preload.js'),

    },

  });

  win.loadFile('./index.html');

}

app.whenReady().then(() => {

  ipcMain.handle('exec-command', async (event, cmd) => {

    return new Promise((resolve, reject) => {

      require('child_process').exec(cmd, (error, stdout, stderr) => {

        if (error) {

          console.error(`Error executing command "${cmd}":`, error);

          reject(error);

        } else {

          resolve(stdout.trim());
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preload.js

        }

      });

    });

  });

  createWindow();

});

app.on('window-all-closed', () => {

  if (process.platform !== 'darwin') {

    app.quit();

  }

});

<!DOCTYPE html>

<html lang="en">

<head>

  <meta charset="UTF-8">

  <meta name="viewport" content="width=device-width, initial-scale=1.0">

  <title>Electron Path Traversal Vulnerability Demo</title>

</head>

<body>

  <pre id="cmdResultContent"></pre>

  <script src="./renderer.js"></script>

</body>

</html>
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renderer.js

const { contextBridge, ipcRenderer } = require('electron');

// 错误地直接通过 contextBridge 将整个 ipcRenderer 对象暴露给渲染进程

contextBridge.exposeInMainWorld('electronApi', {

  invoke: ipcRenderer.invoke,

});

const fileContent = document.getElementById('cmdResultContent');

window.electronApi.invoke('exec-command', 'pwd').then((result) => {

    fileContent.textContent = result || 'No cmd exec result available.'

})
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