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Node.js &R events. timers. url

Polyfilled L E1&ER  Buffer. process. clearImmediate. setImmediate

events
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const { EventEmitter } = require('events');
class MyEmiter extends EventEmitter{};

const myEmitter = new MyEmiter();

myEmitter.on('output', () => {
console.log('hello world');

});

myEmitter.emit ('output');
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https://nodejs.org/api/events.html
https://juejin.cn/post/7038496188965847070

$+ (@ Electronv30.00 > Run

& Editors.
D indexhtml
[ main.js
D preload.js

[ renderer.js

Modules

B Stop

Console

Main Process (main.js)

{ app, BrowserWindow }
path = require(’nod

require('electron’)
ath')

createWindow () {

mainWindow = Browsery
width: 800,
height: 600,
webPreferences: {
preload: path.join(__dirname,
¥
1)

mainWindow.loadFile('index.html")

Renderer Process (renderer.js)

B3 Console

. X HTML(indexhtml)

charset="UTF-8"

http-equiv
self'"
Hello World!

"Content-Security-Policy" content="default-src

Hello World!
We are using Node.js
Chromium id
and Electron

"chrome-v

id="elect

" X Preload(preload.js)
Jvindow. addEventListener('DONContentLoaded"
replaceText = (selector, text) => {
element = document.getElementById(selector)
(element) element.innerText = text

© = d

¢ type of ['chrome’
replaceText( ${type}-version

node’,

electron']) {
, process.versions[type])

tEmitter }
er
myEmitter = My

myEmitter.on('output', () => {
console. log( world');
1N

ello

myEmitter.emit('output');

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-4752-1RoIptQdzYkB

Electron v30.0.0 started.

[8450:0418/131355.533666: ERROR:browser_main_loop.cc(280)] GLib-GObject:
[8492:0418/131355.815443:
[8492:0418/131355.852322:
[8492:0418/131355.863080:
[8450:0418/131359.183071
1)

g _value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
ERROR:gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
ERROR:gl_surface_presentation helper.cc(260)1 GetVSyncParametersIfAvailable() failed for 2 times!
ERROR:gl_surface_presentation Hello World!

:ERROR:CONSOLE(1)] "Request AU .

X X
398px X 585px @ DevTools is now available in Chinese!

Always match Chrome's language 2 Switch DevTools to Chinese,
~ [O
B o

hello world

Hello World!

‘We are using Node.js 20.11.1, Chromium 12
and Electron 30.0.0.

Elements Sources Network >

3

No Issues

0.6367.49,

Console
& Editors ——

(o)

Main Process (main.js)

top ¥ Default levels ¥
[ index.html

{ app, Brov
path = require(

VM5

[ mainjs
[ preload.js createWindow (
[ renderer.js
mainWindow =
width: 800,
height: 600,
webPreferences: {
preload: path.joi
¥
19}

timers

https://nodejs.org/api/timers.html
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Node.js RUERZREIR, XMERAFT—1NERF arr , BT REEEIFRENN

NITESRRBR 2 BERE, FIUAREERFA requ FefsE

e ('"timers")



https://nodejs.org/api/timers.html

e setfImmediate
e setInterval

e setTimeout
1A _EEX N BYECEIR(E
e clearImmediate

e clearInterval

e clearTimeout

XL R BRTE —ERBEEMTARERIT, EAKIT, setimmediate EfEHAIEMHE
INERERBIIIEIAIT; setTimeout IEERTIEIGHIT, setInterval BEHIHIT

LERBZRIUMEER setinterval , HNLEHISEIE 3 MHTEI—THE

const { setInterval, clearInterval } = require('timers');

function printCurrentTime() {
const now = new Date();
const formattedTime = now.toLocaleString();

console.log( Current time: ${formattedTime}’);

const intervalld = setInterval(printCurrentTime, 3000);

window.addEventListener( 'beforeunload’', () => {

clearInterval (intervalld);

});




## [ Electronv30.0.0 » Run

@ Editors ® Main Process (main.s) . X HTML(indexhtml)

[ indexhtml
{ app, Brows
) mainjs path = require(’
: charset="UTF-8"
[ preload.js createWindow () {

[ renderer.js http-equiv="Content-Security-Policy" content="default-src

ript-src 'self'"
width: 800, Hello World!
height: 600,
webPreferences: {

preload: path.join(__dirname, ‘preload.js’) Hello World!

mainWindow = Br

¥ We are using Node.js
b5) Chromium id="chrome-v
and Electron

mainWindow. loadFile(index.html®)

Preload (preload.js)

window. addEventListener('DOMContentLoaded', () => {
replaceText = (selector, text) => {
element = document.getElementById(selector)
(element) element.innerText = text

Renderer Process (renderer.js)
Modules type of ['chrome', 'node', 'electron']) {
replaceText("${type} 1", process.versions[type])
}
13}

{ setInterval, clearInterval } = require('t

printCurrentTime() {
now = e();
formattedTime = now.toLocaleString();
console.log( Current time: ${formattedTime} );
T

intervalld = setInterval(printCurrentTime, 3000);

window. addEventListener (' beforeur
clearInterval(intervalld);

1

B Stop [ Console

Saved files to /tmp/electron-fiddle-4752-WSiX1LBylKZL

Electron v30.0.0 started.

[34608:0418/134534.156504 : ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[34649:0418/134534.400924:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[34649:0418/134534.434943:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[34649:0418/134534.445297 :ERROR: gl_surface_presentation helper.cc(260)1 GetVSyncParametersIfAvailable() failed for 3 times!
[34608:0418/134537.354765:ERROR: CONSOLE(1)] "Request A Hello World!

js (1)

@ DevTools is now available in Chinese!

|
Hello World!

. . ix [o Elements  Console  Sources  Network >> @
fa Editors Main Process (main.js) We are using Node.]sﬂ 111, —_
Chromium 124.0.6367.49, and D @ tpv| @

[ index.html Electron 30.0.0. ;
{ app, Browser! Current time: 2024/4/18 13:45:37

D main.js path = require( Current time: 2024/4/18 13:45:40

O preload.js Current time: 2024/4/18 13:45:43
P . createWindow (

Default levels ¥ No Issues

[ renderer.js
mainWindow =
width: 800,
height: 600,
webPreferences: {
preload: path.jo
}
9]

mainWindow.loadFile(

Renderer Process (renderer.js)
Modules




url

https://nodejs.org/api/url.html
FZEX, BRLGE url HEXINEEAIIER
e new URL()

o format()

e resolve()

PUSEMT— url

const url = new URL( 'https://example.com/path/to/resource?

query=param&another=value'

console.log(url

o] Electron v30.0.0  » Run Console

@ Editors @ Main Process (main.js) " X HTML(index.html)
[ index.html

D main.js equir
e charset="UTF
load.j
[5) b=l createwindow ()
[ renderer.js http-equiv="
mainWindow = new Browse v e>Hello World!
: 800

Hello World!
are u
Chromium
and Electron

mainWindow.loadFile('index.html')

Preload (preload.js)

indow. addEventListener (' DOMConte
replaceText = (selector, text) => {
element = document.getElementById(selector)
(element) element.innerTex

Renderer Process (renderer.js)
Modules

type of ['chrome', ' 0 1'1) {

¢
replaceText( ${type}- ions[type])

URL('https
console. log(url)

H
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https://nodejs.org/api/url.html

Hello World!

@ DevTools is now available in Chinese!

|
Hello World! f

We are using Node is 20.11.1 S Elements Console Sources Network >> @3

Chromium 124.0.6367.49, and top ¥ | © Default levels ¥ No Issues

Electron 30.0.0.
VM5: 14

v URL i
hash: '
host: "example.com"
hostname: "example.com"

href: "https://example.com/path/to/resource?query=param&another=value"
origin: "https://example.com"

password: ""

pathname: "/path/to/resource"

port: '

protocol: "https:"

search: "?query=param&another=value"

searchParams: {

username:

BEIRNZE—ERAERAIEKBEUFCTEMATHRN—ETT A

Buffer

https://nodejs.org/api/buffer.html

Buffer WRAFTRTEEKENFTFY, XMIIRNIZERKGIEERTES Z#HHEHE
REN7=

f5gn


https://nodejs.org/api/buffer.html

const { contextBridge } = require('electron');

contextBridge.exposeInMainWorld( 'myAPI', {
bufferFromUtf8: (str) => Buffer.from(str, 'utf8'),

bufferToString: (buf, encoding = 'utf8') => buf.toString(encoding),

})i

HKEIRZ vs WIAMN payload #ZI=fFEMAEI Buffer , BEFRMUFES T HFIBUELIEEAR
FFEIIRIR

process

X MERARGENRIT B, EFSBZEAIFIREN Electron . Node.js « Chromium hR7s
EEANXMER, ALUEIE process RIRREN—LEFER, AAFEWT

e crashy()

* hang()

e getCreationTime()

e getHeapStatistics()

e getBlinkMemoryInfo()

e getProcessMemoryInfo()

e getSystemMemoryInfo()

e getSystemVersion()

e getCPUUsage()

e getIOCounters()

e uptime()

e argv


https://www.electronjs.org/zh/docs/latest/api/process

e execPath

e env

e pid

e arch

e platform

o WEK

e contextIsolated
* type

e version

e versions

® mas

e windowsStore

e contextId

| Stop (3 Console
33

Electron exited with code 0.

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-4752-IWFO2QUX|

Electron v30.0.0 started.

[55909:0418/141229.173889:ERROR :browser_

[55948:0418/141229.480652:ERROR:gl_sur

[55948:0418/141229.514626:ERROR: gl_surfac ) ; .
[55948:0418/141229. 522046 ERROR : g1_surfad (@ DevTools is now available in Chinese!

[55909:0418/141232.091811: ERROR: CONSOLE( Hello World! source: devtools://devtools/bundle

js (M)
‘We are using Node.js 20.11.1, L0 | Elements

Chromium 124.0.6367.49, and D @ tp~ | @
@ Editors @ Main Process (main.js) Electron 30.0.0.

[ index.html v EventEmitter i
arch: 64"
[ main.js h argy
contextId:
[ preload.js ] contextIsolated:
b crash: f ()
env: {
execPath /j
getBlinkMemoryInfo
getCPUUsage: f
getCreationTim
getHeapStatistics:
getProcessMemoryInfo:
getSystemMemoryInfo:
getSystemVersion:
hang: £ ()
isMainFrame: er (' DOMContentLoa
I pid
mainWinc platfors: ~lin = (selector, text)
sandbo ocument.getElementById(selector)
type: ! ent.innerText = text
Renderer Process (renderer,

» uptime:
Modules uptime
version

> versions

[ renderer.js

. ctron']) {
, process.versions[type

)

console.log(jprocess))
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setImmediate

tEEZRE

clearImmediate

tEEZRE

electron

e contextBridge
e crashReporter
e ipcRenderer
e nativeImage
e webFrame
e webUtils
JXEE’\J contextBridge %ﬁ%ﬂ%ﬁ}ﬁﬁ’éﬁﬁ%@ﬁg/ﬁ%ﬂ@?&E’\J?‘iii, E—Fﬁﬂggﬁﬁﬁéﬁ

)/I\éjujs ipcRenderer & Preload MIZARMEHIZHIT 1pc BENITEH, FHITFHE
BRI TN ZETWRY

crashReporter

RepeR B SR LI 2RSS 28

const { crashReporter } = require('electron')

crashReporter.start({ submitURL: 'https://your-domain.com/url-to-submit' })

YNt AR A S E R R A U L5 ROsEER
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https://www.electronjs.org/zh/docs/latest/api/crash-reporter

nativeImage

fEF PNG 8 JPG XHEIRHEE. dockH AR ElfT.

const { BrowserWindow, Tray } = require('electron')

const tray = new Tray('/Users/somebody/images/icon.png')

const win = new BrowserWindow({ icon: '/Users/somebody/images/window.png'

})

gf&ﬁkﬁ*ﬁ'ﬁ =Bz ’ BEARXIEB AT AFTFRS preload

webFrame
BEMXEZHBIM T
XNAIRE, MNRAET webFrame HEILUEIT pom FHigZJAM T

FIa0% Y a1 T 481 E)200% B

const { webFrame } = require('electron')

webFrame.setZoomFactor (2)

ENMNm /20


https://www.electronjs.org/zh/docs/latest/api/native-image

| Stop B3 Console
't found"}", source: devtools://devtools/bundled/core

Electron exited with code 0.
Saving files to temp directory...
Saved files to /tmp/electron-fiddle-4752-uQAHaoWTo1Ks
Electron v30.0.0 started.
[74614:0418/143 590658: ERROR:browser_main_loop.c:
418/143623.814750: ERROR: gl_surface_presenta
8/1 . :ERROR:gl_surface_presentati
.855309:ERROR:gl_surface_presentati.

o o | e— Hello World!

[ index.html

{ app, Brows
[ main.js path = require(

D) pretoadys B Ve are using Node.js 20.11.1, Chromium 124.0.6367.49,
D) rendereris and Electron 30.0.0. y-Policy” content="defaul

mainWindow =
width: 800,
height: 600,
webPreferences: {
preload: path.jo
}
H

mainwWindow. loadFile( it3)
ementById(selector)

Renderer Process (renderer.js)
Modules

{ webFrame } = require('el
webFrame.setZoomFactor|(2)|

RAE, WRKT

webUtils

5web APIFR (X, Blob%) REMLAERFE
https://www.electronjs.org/zh/docs/latest/api/web-utils

HIGNFREN S (B8 12

const webUtils = require('electron'

const newPath =

webUtils.getPathForFile(document.querySelector('input').files

U

A LRE—TFXU MR RES, MREIFEE, PSR ME] Electron

gF1201/#20m


https://www.electronjs.org/zh/docs/latest/api/web-utils
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Preload A LURETHKEHMIERN—FhiElE, AGEEMEFRET, NRSBHEFRE
AR LRGN

o RABLTXMREM sandbox

. FRLWTN

. BEOSERE

—EMAZIRT, ENXEESRER T, TENHGEMRS, EEEMmaR, FKIIEE
EFE TETXRE, FFB7T sandbox

49

1. F R/

FR7TZREeHE, pPreload BORRMSEHANEE, TBZESTHE, FMkn—LE
Bl

/El7|<1_$z—_“—/(1;’-ﬂy docs Ei—FE/JYTEF j(ﬁ:%EElﬂFﬁ%?E1 preload.js ’—531&*5)5
'f:u 17"HY# Ellj\]%‘

S

main.js

const { app, BrowserWindow, ipcMain } = require('electron');
const fs = require('fs');

const path = require('path')

function createWindow() {
const win = new BrowserWindow( {
width: 800,
height: 600,

webPreferences: {

preload: path.join(_ dirname, 'preload.js'),

},
})s

win.loadFile('./index.html');

app.whenReady().then(() => {

FI3T/H 20T



ipcMain.handle('readFile', async (event, filePath) => {
try {
filePath = path.join( dirname, filePath)
const data = await fs.promises.readFile(filePath, 'utf-8');
return data;
catch (err) {

console.error( 'Error reading file:', err);

return null;

}
})s

createWindow() ;

});

app.on( 'window-all-closed',

if (process.platform !==

app.quit();

preload.js

const { contextBridge, ipcRenderer } = require('electron');

contextBridge.exposeInMainWorld( 'myApi', {
readFile: async (fileName) => {
try {
const data = await ipcRenderer.invoke('readFile',
“docs/${fileName} );
return data;
} catch (error) {
console.error( 'Error invoking "readFile":',6 error);

return null;

F14T1/H20T




index.html

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>Electron Path Traversal Vulnerability Demo</title>
</head>
<body>
<input type="text" id="fileNameInput" placeholder="Enter file name">

<button id="readFileButton">Read File</button>

<pre id="fileContent"></pre>

<script src="./renderer.js"></script>
</body>
</html>

renderer.js

const fileNameInput = document.getElementById('fileNameInput');
const readFileButton = document.getElementById('readFileButton');

const fileContent = document.getElementById('fileContent');

readFileButton.addEventListener('click', async () => {
const fileName = fileNameInput.value;

const data = await window.myApi.readFile(fileName)

fileContent.textContent = data || 'No content available.'

});

BI5T/H 207




B Stop (=] Console

Pz cLee o Uit

Electron exited with code 0.
Saving files to temp directory...
Saved files to /tmp/electron-fiddle-4752-dZ3yp3WjbQYf

SlogEren V.00 S Electron Path Traversal Vulnerability Demo

[181134:0418/164814.752357 :ERROR: browser_main_loop.cc(
[181171:0418/164814.974835:ERROR: gl_surface_presentati
[181171:0418/164814.981416:ERROR: g1_surface_presentat i RIaRiKiaie
[181171:0418/164815.012882:ERROR: gl_surface_presentati

] l Read File

& Editors (©) Main Process (main.js)

S

[ index.html 1)

0 mainjs win.loadFile("./ind

[ preload.js }

@ renderer.js

app.whenReady () .then( ()
ipcMain.handle('rea
y {

BAVRAZILENXENEF readme. txt

1erability Demo

Ireadme.txt l [ Read File

This is a test file.

BTN EM A G EMEZ 20T, BXHRITEIEHIEEBL T HIE, FLLWmEFEN@mAN
eideidoid oo/ Jetc/passwd XTZTR, FAIEESRREEXHFIREUFKR

Electron Path Trav Vulnerability

1.l Jetclpasswd || Read File

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin

irc:x:39:39:ircd:/run/ircd:/usr/sbin/nologin
ant*x*472 ALK * /nonexictent: /nicr/<chin/nnlnoin

XMBT AL ERIKI, ALK, ERERNZKEFTET, XBTR preload #ll
EHBERN LEEARE, SERE

=

$£16 T/ 20



2. BEZRE

T:EJZEE"J@U,ZFEF': ﬁfﬂﬁﬁﬁ? Electron 30.0.0 H&ZI:) FFET sandbox 1@%%&73[]%5%]
AfEA contextBridge R ar1 BELLERHITE, FITEITHXXHEINEEHIT T H13%, LA
TP, XUMEKRESHIE, IRFETHESSRTRCERLE—HBIEREL

MRFREEZF ipcRenderer =17 ipcRenderer.invoke X apr HIEMERHEIZSE
BLEHIE, MARSBEUERHARERERALR pc BE. RIBRERSE

RigiEFRAREZTRERF B SHITERBRNIEE, FAIUEHEE - ERESEHAITIE
5, X1 preload MIAREELESR, ERAX—1FEIA

main.js

const { app, BrowserWindow, ipcMain } = require('electron');

const path = require('path');

function createWindow() ({
const win = new BrowserWindow/( {
width: 800,
height: 600,

webPreferences: {

preload: path.join( dirname, 'preload.js'),

},
}):

win.loadFile('./index.html"');

app.whenReady().then(() => {
ipcMain.handle( 'exec-command', async (event, cmd) => {
return new Promise( (resolve, reject) => {
require('child process').exec(cmd, (error, stdout, stderr) => {
if (error) {
console.error( Error executing command "${cmd}":", error);
reject(error);

} else {

resolve(stdout.trim());

g7 /H20T



createWindow() ;

});

app.on('window-all-closed', () => {
if (process.platform !== 'darwin') {

app.quit();

ALUBE 5 F#HIE 1c B, ZEEEERITHGRSHNF

2

B HABEREHIEEEARALE, MR Preload HIKREEEENFRT, B0 cat
/etc/issue BASHIMERHSHIT

NRULBTEZRHIZN Preload WIF, NMFME=EXE

index.html

<!DOCTYPE html>

<html lang="en">

<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>Electron Path Traversal Vulnerability Demo</title>

</head>

<body>

<pre id="cmdResultContent"></pre>
<script src="./renderer.js"></script>

</body>
</html>

preload. js

F18T1 /20T




const { contextBridge, ipcRenderer } = require('electron');

contextBridge.exposeInMainWorld('electronApi', {

invoke: ipcRenderer.invoke,

});

renderer. js

const fileContent = document.getElementById('cmdResultContent');

window.electronApi.invoke('exec-command', 'pwd').then((result) => {

fileContent.textContent = result || 'No cmd exec result available.'

Electron Fiddle - Unsaved

Ee Electronv30.0.0 b Run [ Console

@ Editors @ a2 Main Process (main.js) " X HTML (index.html)
[ index.html app.whenReady() . then(() => [ la;ghffi”

ipcMain.handle( 'exec-command' (event, cmd) => {

turn Promise((resolve, reject) => {

D preload.js require('child_process').exec(cmd, (error, stdout, stderr) => {
f (error) {

console.error( Error executing command "${cmd}":", error);
reject(error);

O main.js
charset="UTF-8"
name="viewport" content="width=device-width, initial-scale=1.0"

[ renderer.js tle>Electron Path Traversal Vulnerability Demo</title

eise id="cmdResultContent"
resolve(stdout.trim());

src="./renderer.js"

1}
b

_ createWindow();

app.on('window-all-clo:
if (process.platform
app.quit();
}
b

Renderer Process (renderer.js) Preload (preload.js)
Modules.
nst fileContent = document.getElementById('cmdResultContent'); 15t { contextBridge, ipcRenderer } = require('electron');

window.electronApi.invoke('exec-command', 'pwd').then|((result) => {
fileContent.textContent = result || 'No cmd exec result available.' contextBridge.exposeInMainWorld( electronApi’, {
0 invoke: ipcRenderer.invoke,
b
ipcRenderer . invoke( 'exec-command', 'pwd’).then{((result) => {

console. log(result)
n

B Stop [] Console

[234890:0418/175356.395132: ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 3 times!

Electron Path Traversal Vulnerability Demo

/tmp/electron-fiddle-4752-jMm6CL30BANz
—

& Editors == Main Process (main.js)
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