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https://www.electronjs.org/zh/docs/latest/api/structures/browser-window-options
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2. ⮡䋧 Web Worker  

㞝⛰⮡䋧┉╄┥榫 Worker  ⼱

鲹劫㶩问䡗▽┉╄ Web Worker   Web Worker  ⚢鲡车 worker.js  免氳♏溞⪭免 
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postMessage  ⽰ onmessage  鲽车鵠⟔氳
worker.js

const myWorker = new Worker("worker.js");

// worker.js

self.addEventListener('message', function(e) {

  const data = e.data;

  // 处理收到的数据并进⾏计算或处理

  const result = performComputation(data);

  // 将结果发送回主线程

  self.postMessage(result);

}, false);

function performComputation(inputData) {

  // 在这⾥编写具体的计算逻辑

  // ...

  return computedResult;

}
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5. ⪩ꠊ Worker  
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0x03 孾陒 nodeIntegrationInWorker

// 创建 Worker，传⼊ Worker 脚本⽂件的路径

const myWorker = new Worker('worker.js');

// 主线程向 Worker 发送消息

myWorker.postMessage(someInputData);

// 监听 Worker 返回的结果

myWorker.addEventListener('message', function(e) {

  const result = e.data;

  console.log('Received result from Worker:', result);

  // 根据结果进⾏后续操作

}, false);

myWorker.addEventListener('error', function(errorEvent) {

  console.error('Error occurred in Worker:', errorEvent.message);

}, false);

myWorker.terminate();
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0x03 孾陒 nodeIntegrationInWorker  
main.js

// Modules to control application life and create native browser window

const { app, BrowserWindow } = require('electron')

const path = require('path')

function createWindow () {

  // Create the browser window.

  const mainWindow = new BrowserWindow({

    width: 1600,

    height: 1200,

    webPreferences: {

      nodeIntegrationInWorker: true,

      sandbox: false,

      preload: path.join(__dirname, 'preload.js')

    }

  })

  // and load the index.html of the app.

  mainWindow.loadFile('index.html')

  // mainWindow.loadURL('https://iqinban.com/')

  // Open the DevTools.

  mainWindow.webContents.openDevTools()

}

app.whenReady().then(() => {

  createWindow()

  app.on('activate', function () {

    if (BrowserWindow.getAllWindows().length === 0) createWindow()

  })

})

app.on('window-all-closed', function () {

  if (process.platform !== 'darwin') app.quit()

})
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 index.html

 

renderer.js

<!DOCTYPE html>

<html>

  <head>

    <meta charset="UTF-8">

    <!-- https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP -->

    <meta http-equiv="Content-Security-Policy" content="default-src 'self'; 

script-src 'self'">

    <title>Hello World!</title>

  </head>

  <body>

    <h1>Hello World!</h1>

    We are using Node.js <span id="node-version"></span>,

    Chromium <span id="chrome-version"></span>,

    and Electron <span id="electron-version"></span>.

    <!-- You can also require other files to run in this process -->

    <script src="./renderer.js"></script>

  </body>

</html>

// 创建 Worker，传⼊ Worker 脚本⽂件的路径

const myWorker = new Worker('worker.js');

// 主线程向 Worker 发送消息

myWorker.postMessage("message from main -> worker");

// 监听 Worker 返回的结果

myWorker.addEventListener('message', function(e) {

  const result = e.data;

  console.log('Received result from Worker:', result);

  // 根据结果进⾏后续操作

}, false);
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worker.js

 

1. Ⱶ耇孾陒  

// worker.js

self.addEventListener('message', function(e) {

  const data = e.data;

  // 处理收到的数据并进⾏计算或处理

  console.log(data)

  const result = "OK!!!"

  // 将结果发送回主线程

  self.postMessage(result);

}, false);
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⺎♔洇⮽ Worker  Ⱶ耇佭媆僗ꠋ겗氳朆㏇孾陒┉┖ Node.js  氳耇ⱱ
ⱶ㞝┖ Payload

require('child_process').exec('open /System/Applications/Calculator.app')
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䡗Ⱶ䣒䋯阞畀 Worker  漶㲓藜䐂▽ Node.js  氳耇ⱱ塝休 nodeIntegration  㚲◇랸
阡氳 false 鲹允╄鴲걸╯ꠑ媆僗⪩硍
 

㞝冽䋯⻪ sandbox

Worker  ┘⫋㚷 Node.js  耇ⱱ
 

2. 攑⮷嫱䙬  

僗飯氳佭䡘♜湳鷺 sandbox  鴲걸랸阡㏇ Electron 20.0  免䋯㡏랸阡╙ true ⛙佭篺
鲋䡘氳孾陒⺆僗䎎 sandbox  逈侁䌋㏐阻糌╙ true  休䣉⚢ꡢ塛 Worker  藜䐂 
Node.js  氳耇ⱱ䎎抆⯥䬠佭 nodeIntegrationInWorker  逈阻糌╙ true
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♑☕ꧠ䗺氳佭䡘걹䅠孾陒▽┉┖ nodeIntegration
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㵒◇ nodeIntegration  全陱█佭┉劫氳
 

3. sandbox侁䌋㏐阻糌╙ true  

仵抆僗▽┕ꪫ氳⹠朆黁╫䡘♜䫙┖全氳孾陒㵨 sandbox  侁䌋㏐阻糌╙ true  洇洇㏇⺨
╄撷儗⚢┘⚢僗☜╫┘┉劫
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⺎♔洇⮽孾陒▽ Electron 5.0、6.0、12.0、19.0、20.0、21.0、30.0  辑朆佭┉舚氳㞝
冽侁䌋㏐阻糌▽ sandbox: true  ⮟ⷊ✳阻糌 nodeIntegrationInWorker ╙ true  
Worker █┘㚷 Node.js  氳耇ⱱ
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0x04 䔅篾  
nodeIntegrationInWorker  鿥糌걸氳⛼榫佭顲◀ Web Worker   Node.js  氳耇ⱱ鲹╄耇
ⱱ⺆僗㏇ sandbox  媆僗侁䌋㏐阻糌╙ true  休颯⛼榫
┉㲋金嫱䙬豓抆㲇亡傾陱㏇ Electron 20.0  撷儗䋯㡏랸阡㵒峷刌鲽爊婻沬⴬⛙佭㲓
ꡮ孾陒⹠朆㞝冽媆僗侁䌋氳阻糌 sandbox:true  ⷊ✳佭 Electron 20.0  撷儗♔⺵█
┘⚢㵒 nodeIntegration յ nodeIntegrationInWorker յ preload  氳 Node.js  䣮车鵲
䡗ꡢ潥
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