


sandbox | Electron 㱧⪓  
 

0x01 甏☮  
㛻㳄㞑☫㛿饇㛻㳄阥阷氳⫂㳋佭 sandbox  sandbox  佭┉걸 Chromium  氳Ⱶ耇㱚✳
榫䳩⛼硍簊全侁蜷㏐꡿⯆峷刌鲽爊⺎♔阼ꠋ氳⫂㳋㏇ Electron  ╈꡿⯆氳亡ꪫ鲸金ⴎ
䦮 Node.js  耇ⱱ
鲹疟乄珖⫂㳋䏭ꄆ金㍕╙㱚⟤塜▽䡘♜╯⯥ 
nodeIntegration յ contextIsolation յ Preload  璡⫂㳋╈氳ꛯ陬䢦♔陴㛻㳄舘㵽䤧
䔅篾珖荣洇㱮
 

https://www.electronjs.org/zh/docs/latest/tutorial/security#4-%E5%90%AF%E7%94%A8%E8

%BF%9B%E7%A8%8B%E6%B2%99%E7%9B%92%E5%8C%96

https://chromium.googlesource.com/chromium/src/+/HEAD/docs/design/sandbox.md

https://www.electronjs.org/zh/docs/latest/tutorial/sandbox

 

0x02 Chromium 婻沬  
https://chromium.googlesource.com/chromium/src/+/HEAD/docs/design/sandbox.md

https://chromium.googlesource.com/chromium/src/+/HEAD/docs/design/sandbox_faq.md

㏇┕ꪫ氳允疟乄珖╈ Chromium  㲇亡陣篱☮篸▽ Chromium  婻沬⹖⪭✳榫氳⛮䤗儛յ瓀
樋յ鷕⮽氳㍮ꥈ⽰鉯⬀ⱴ嫏鲹佭┉╄奃鰏㛄儷氳䄄爊
Chromium  氳 sandbox  䇜┘☢☢簄 Chromium  璡宂鈾✳榫㱚⺎♔簄♳䙬 C/C++  䈒榫
爊䈌✳榫㱚⛼╙┉╄ C++  䈑⺎♔㏇隀榫⺵䋯㡏⟊䥉䈒榫爊䈌⺎♔⮡䋧婻沬鲽爊鲹佭
┉熨㏇ꪝ䅻꡿⯆氳朅㗟╈䣮车氳鲽爊ն婻沬鲽爊⺎♔舅榺✳榫氳せ┉顫嶏佭 CPU  存僿⽰⫂
㰇ն❇㞝婻沬鲽爊仰嫏⫞⪍澸沴䡝侁炐舅䄕氳猫⹾ն☽♜狓珔耇⢢☜╫佭榺┉╄伺漶氳瓀樋
䫝⯆氳ն
Chromium  峷刌佭婻沬鲽爊ն 
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https://www.electronjs.org/zh/docs/latest/tutorial/security#4-%E5%90%AF%E7%94%A8%E8%BF%9B%E7%A8%8B%E6%B2%99%E7%9B%92%E5%8C%96
https://chromium.googlesource.com/chromium/src/+/HEAD/docs/design/sandbox.md
https://www.electronjs.org/zh/docs/latest/tutorial/sandbox
https://chromium.googlesource.com/chromium/src/+/HEAD/docs/design/sandbox.md
https://chromium.googlesource.com/chromium/src/+/HEAD/docs/design/sandbox_faq.md


Chromium  婻沬阻阞⸊⮟㞝┖
┘ꄆ㛄鵲鯺㯹
僄㵸攑儹⸊⮟
⡾阻婻沬╈氳♏溞佭䕥䙬氳
♻洡┘佭㱧⪓䓪
♻洡⽰谑䦟儬鉯⬀亡勆儗骱䇜┘䬠❠㱧⪓䓪ն婻沬┘䈒❤顽♏溞♻洡յ♏溞鯸䩦䡝⟤辍全
䬠❠㱧⪓䓪ն

 

㏇┘⺱䇖⺐┕婻沬齉僗舅䄕氳几冘⪩◇ Windows յ Linux յ Mac  ┕⛮瓀樋㞝┖
https://chromium.googlesource.com/chromium/src/+/HEAD/docs/design/sandbox.md#san

dbox-windows-architecture

https://chromium.googlesource.com/chromium/src/+/HEAD/docs/linux/sandboxing.md

http://dev.chromium.org/developers/design-documents/sandbox/osx-sandboxing-design

 

㏇ Windows  䇖⺐几冘㞝┖
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https://chromium.googlesource.com/chromium/src/+/HEAD/docs/design/sandbox.md#sandbox-windows-architecture
https://chromium.googlesource.com/chromium/src/+/HEAD/docs/linux/sandboxing.md
http://dev.chromium.org/developers/design-documents/sandbox/osx-sandboxing-design


婻沬丞⛮⮇╙允鼨⮇: Broker  ⽰ Target  

Broker  佭顆顊䫝⯆注䎎◇留杼☕⼥ Target  ⺎♔僗䏭指╄佭㲓ꡮ⸼䇕孨氳䣒䄄☕(㲙
䢓珸)㱚♜╯ꠑ僗┘⺱氳纡顊鵠鲋 IPC  鲽车鵠⼝
 

㏇ Chromium ╈ Broker  㡏篳佭宂鈾鲽爊ն☳䇯╬┕阯♏杼佭婻沬鲽爊孨ⲁ氳攑儹䫝
⯆縖/沪涎縖ն Broker  氳纡顊佭
╙夷╄ Target  鲽爊䧗㲋瓀樋
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问䡗 Target   鲽爊
䣚留婻沬瓀樋䌖䳫僜ⱷ
䣚留婻沬䦨䡽留杼
䣚留婻沬 IPC  僜ⱷ⮽ Target   鲽爊
♏辑 Target  鲽爊䣮车瓀樋⩒阵氳䳩⛼

 

Target  氳纡顊佭
婻沬⴬䢦僗♏溞
婻沬 IPC  㲙䢓珸
婻沬瓀樋䌖䳫㲙䢓珸
婻沬䦨䡽

 

Broker  ┚ Target  ╯ꠑ氳 IPC  鵠⼝佭┉熨⛦篒儬⯆┚ Chromium 氳 IPC  ┘⺱榫
◇鵁伺㏐㵨切◙ Windows API  隀榫☳ Target 鯸⹠⮽ Broker 鲹◙隀榫劯䩺瓀樋鲽车陁
⚽ն抆⺵ Broker  䣮车瓀樋⩒阵氳隀榫䇜鵠鲋注⺱氳 IPC  㵨篾冽鲮㍑簄泘剝鲽爊ն
 

⛮ Chromium  氳婻沬䤗儛篱荣⺎♔⹇縓┕ꪫ䬠⮽氳乄珖⫂㳋鰏╙陣篱
 

0x03 Electron 婻沬  
㏇ Electron ╈婻沬鲽爊㛻鼨⮇㏐辑朆齉┚ Chromium  䄑┘指 ⛙㍕╙☮ꪫ佭 Node.js  氳
⪩硍 Electron  僗┉◙겜㛚氳哮䒞꧎金縓诿
 

㵒◇峷刌鲽爊全陱㞝冽阻糌▽婻沬⴬⮟㱚氳车╙⽰䅻鈺 Chromium  峷刌佭┉舚氳㱚
┘⺎♔䣮车 Node.js

㵒◇ Preload  耾儗全陱㱚㷯◇佭峷刌鲽爊氳┉鼨⮇⛙婻沬⴬⺵☱抆⺎♔✳榫鼨⮇ 
Node.js  氳 API  奅珔㱚金顆顊峷刌鲽爊⽰╚鲽爊╯ꠑ氳鵠⼝ Electron  㲇亡簄 
Preload  耾儗䬠❠▽┉╄ require  亡嫏鲹╄亡嫏⺳㰅⽰ Node.js  ╈氳 require  ┉
劫⛙䬠❠䎬䌋佭 Polyfilled  █㶩佭陱 Electron  舅䄕㲋⯆㲓朆䇜䬠❠氳⛮⺎♔
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✳榫⿵◙ API  ⺎♔⹇拨╯⯥것ⱶ鰉耾儗黁疟乄珖
 

╙⶝╄峷刌鲽爊阻糌婻沬⴬█奃鰏甏⶝⺆꧎金阻糌 sandbox: true  

 

䎎抆█⺎♔⪓㷀婻沬⴬

 

豓抆婻沬꡿⯆奃鰏䍠㛻⛙佭 Electron  㲇亡鲸佭䍠隀▽㶽ꄈ┘金㏇婻沬╈峷刌┘⹨⼝♳
氳⫂㳋
 

0x04 sandbox ⷧ⺒  
Electron 3.0  ⩒阵㏇婻沬⴬氳峷刌鲽爊╈✳榫 webview

Electron 6.0  岝⺭婻沬랸阡⻪榫 

塝休䋯㡏 sandbox  侁䌋㏐阻糌╙ true  ⺵ Preload  ┘⺎♔䣮车⷇ꢣ氳 Node.js 
API  

Electron 20.0  랸阡䗯⬅┖⚢㵒峷刌鲽车婻沬⴬
塝休䋯㡏랸阡䗯⬅┖ Preload  ┘⺎♔䣮车⷇ꢣ氳 Node.js API  

app.whenReady().then(() => {
  const win = new BrowserWindow({
    webPreferences: {
      sandbox: false
    }
  })
  win.loadURL('https://google.com')
})

app.enableSandbox()
app.whenReady().then(() => }
  // 因为调⽤了app.enableSandbox()，所以任何sandbox:false的调⽤都会被覆盖。
  const win = new BrowserWindow()
  win.loadURL('https://google.com')
})
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鲹ꄅ㛻㳄(㶗⪭佭洇▽䡘♜╯⯥氳乄珖氳僚⹘♜)┉㲋金嫱䙬┉╄ꠋ겗
㏇ Electron 20.0  撷儗⺵豓抆랸阡㵒峷刌鲽车婻沬⴬⛙鲹䇜┘璡◇☳ 20.0  撷儗䋯
㡏랸阡 sandbox: true  

ⷊ Electron 20.0  ≠ sandbox:true

㍕╙䎎 nodeIntegration  
յ nodeIntegrationInSubFrames յ nodeIntegrationInWorker  逈阻糌╙ true  
休 sandbox  㵒◇ Node.js  氳⟊䥉䷞冽⚢㜊䷞

Electron  撷儗╙ 31.0.0-alpha.3  阻糌▽ nodeIntegration: true ㏇ Preload  耾
儗╈䣒䋯 Music  爊䈌䣮车孾陒
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䡗Ⱶ䣒䋯 Music ㏇峷刌건ꪫ氳 renderer.js  ╈鵠鲋 Node.js  䣒䋯注回阻糌 
contextIsolation: false  孾陒
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䡗Ⱶ䣮车侁䌋阻糌 sandbox: true ⺵⫋埠孾陒
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塝休䣮车㜊題䢦♔ Electron 20.0  ≠ sandbox:true

篺鲋孾陒 sandbox  㵒◇┕┖乄ꣵ熊氳⟊䥉┚ Node.js  氳䷞冽┉舚㏇ Electron 20.0  
╯⺵랸阡鿥糌┖䎎 contextIsolation: false  休 sandbox  㵒◇┕┖乄ꣵ熊氳⟊䥉
㜊䷞
 

0x05 䔅篾  
⪩◇ sandbox  氳阻阞几冘⹖Ⱶ耇鵠鲋╯⯥氳乄珖♔⹖☫㛿氳☮篸㶗⪭佭☮篸╈氳 
Chromium  ꛔ䫙╈䄖篺陱䐂奃鰏陣篱▽☫㛿鲹疟乄珖氳ꄆ憠㏇◇ Electron 20.0  ≠ 
sandbox:true  鲹♭◄
☳䋯⹠縖鉉䈲洇鶷鰝鵠걹䡘䘶阦峷刌鲽爊䣮车 Node.js  䡘㶩✳榫 
nodeIntegration*  塝休 sandbox  █㞑⪭☽☜╫㱧⪓鿥糌█㞑齉䈒院╙䡘阦饟舅
ⲁ阦饟催㞑
⛙佭☳㱧⪓☕⼥鉉䈲洇㏇㵒爊䈌鲽车㲗阞氳休⠯⺎耇⚢鵲䡗┉◙橋䒭㶗⪭佭㵒 
Electron  㱧⪓⢢鲋溿狓氳㱧⪓溿狓⼥⺎耇⚢阡╙ Electron 20.0  撷儗♔⺵⺆金媆僗
侁䌋㏐阻糌 sandbox: false  㶩⚢逈婻沬㞑㞑㏐⟊䥉浔⪭㲓䇜┘佭鲹╫㍑◄
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䎎 nodeIntegration  յ nodeIntegrationInSubFrames յ nodeIntegrationInWorker  逈
阻糌╙ true  休 sandbox  㵒◇ Node.js  氳⟊䥉䷞冽㶩⚢㜊䷞
䎎 contextIsolation  逈阻糌╙ false  休 sandbox  㵒◇┕┖乄ꣵ熊氳⟊䥉䷞冽㶩⚢㜊
䷞
 

㏇╯⯥ nodeIntegration  ⽰ contextIsolation  乄珖╈䡘♜孾陒鲋爊╈㵒◇ sandbox  
랸阡⡬⺆孾陒▽것ⱶ鰉耾儗氳 Node.js  耇ⱱ⽰侁䌋阻糌 sandbox: true/false  休 
Node.js  氳辑朆䇜媆僗㵒┘阻糌 sandbox  ✳榫⪭랸阡⡬孾陒 nodeIntegration  ⽰  
contextIsolation   鿥糌걸㍕塝䐂⭴▽㏇ Electron 20.0  ♔⺵랸阡䗯⬅┖ sandbox: 
true  氳ꛯ陬篾阷
 

休ꠑ篪㞝┖
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