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®® % [3 Electron v31.0.0-alpha.3 B3 Console Electron Fiddle - Unsaved S & © Publish

& Editors Main Process (main.js) .? X  HTML (index.html)
[ index.html '
{ app, Br = require(‘electron')
[ main.js path = re th')
charset="UTF-8"

[ preload.js createWindow () {

[ renderer.js S )
mainWindow = BrowserWindow({

width: 8eo, Hello World!
height: 600,
webPreferences: {
preload: path.join(__dirname, ‘preload.js') Hello World!
+ We are using Node.js id="node-version"
H Chromium
and Electron

mainWindow. loadFile('index.html")

ayer.html?
} 21d=19390801&bvid id= " scrolling="no"
border="0" frameborder="no" framespacing
app.whenReady().then(() => { allowfullscreen="true"|
createWindow()

Modules

1dow.getAllWindows (). length === @) createWindow()

app.on('window-all-closed’, O {
(process.platform !== 'darwin') app.quit()
]

() [ ) Hello World!

Hello World!

We are using Node.js 20.12.2, Chromium 125.0.6412.0, and Electron 31.0.0-alpha.3.
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https://developer.mozilla.org/zh-CN/docs/Web/API/Document/referrer
https://mp.weixin.qq.com/s/G5545bQVSVW-pPxXQI9XTg
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g3 BSWBANOXESETEEREN, BIVEBINAERNER allow-scripts M allow-
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o MRKHEFLUEDVFENUR iframe ZINETARZR, BIUMAFPEMITZIIRITAREES,
AU EMEEREXT . BIEXMATKRERRIZATAEF, LUBVNATBERIHR.

o JbFEREM (sandbox) £ Internet Explorer 9 & E 2R As E R 215,

XHEAF allow-scripts « allow-popups . allow-popups-to-escape-
sandbox « allow-same-origin . allow-top-navigation 5%e2xXxH#ERK

allow-scripts AW iframe ERANBIMIBTIAZBHAIT JavaScript , MREERENFR
TRIT
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1.html

<!DOCTYPE html>

charset="UTF-8"
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https://developer.mozilla.org/zh-CN/docs/Glossary/Same-origin_policy
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console.log

Electron Fiddle - Unsaved
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Electronv30.0.0 » Run

Editors Main Process (main.js) HTML (index.html)
index.html
main.js {app, BrowserWindow} = require('electron')
srlerdlis C path = require('path") charset="UTF-8"

renderer.js cti createWindow () {

C mainwWindow = new BrowserWindow({
width: 800,
height: 600,
webPreferences: {
preload: path.join(__dirname, ‘'preload.js"')
}
D)

e>Hello World!

Hello World!
We are using Node.js id="node-version"
Chromium id="chrome-version"
mainWindow.loadFile('index.html") and Electron id="electron-version"

src="./renderer.js"
Modules T e T e

e src="http://192.168.31.216/1.html"

app.whenReady().then(() => {
createWindow()

app.on('activate',

(BrowserWindow.getAllWindows().length === 0)
createWindow()
D)
1)




Hello World!

@ DevTools is now available in Chinese!

Always match Chrome's language A Switch DevTools to Chinese

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0. R [0 | Elements Console Sources  Network >>

iframe DI[H - 1.html

iframe |7\__|3|:|?£|3 E"JH*DZKEI LXEEIjJ#L'/ﬁ'

E:T:tﬂﬂlﬁ% sandbox

o) Electron v30.0.0 b Run

@ Editors ® Main Process (main.js)
[ index.html
[ main.js

[ preload.js

require("’
path = requ

DNECENC)

[ renderer.js

]

createWindow ()

mainWindow =
width: 800,
height: 600,
webPreferences: {

preload: path.join(__dirname, 'pr

}
b

mainWindow.loadFile( 'inde

Modules

app.whenReady().then(() => {
createWindow()

D @ topy | ©® Default levels ¥

A »Electron Security Warning (Insecure Resources) This VM4 sandbox bu
renderer process loads resources using insecure
protocols. This exposes users of this app to unnecessary security ri
Consider loading the following resources over HTTPS or FTPS.
- http://192.168.31.216/1.html

For more information and help, consult

This warning will not show up
once the app is packaged.

A»

Electron Security Warning (Insecure Content-Security-Policy) This rend
process has either no Content Security
Policy set or a policy with "unsafe-eval

HTML (index.html)

charset="UTF

Hello World!

Hello World!
We are using Node.js
Chromium
and Electron

6/1.html" sandbox=""
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Hello World!

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron

30.0.0.

iframe D3[H - 1.html

% sandbox 188 S allow-scripts

o3 Electron v30.0.0

& Editors
[ index.html
[ main.js
[ preload.js

[ renderer.js

Modules

IR C)

R\

Console

Main Process (main.js)

{app, Bro dow} = require(’
path = require(’

createWindow () {

mainWindow =
width: 800,
height: 600,
webPreferences: {
preload: path.join(__dirname,
¥
3

mainWindow.loadFile("in

app.whenReady().then(() => {

ENm/H82RT

@ DevTools is now available in Chinese!

Always match Chrome's language A Switch DevTools to Chinese

= [0 Elements Console Sources > 1A2 B1 533 H

P @ tpv | © Default levels ¥ 1lssue: B 1

Blocked script execution in 'http://192.168.31.216/1.html' because 1.html:1
the document's frame is sandboxed and t ‘allow-scripts' permission is not
set.

A » Electron Security Warning (Insecure Resources) This VM4 sandbox bundle:2
renderer process loads resources using insecure
protocols. This exposes users of this app to unn:cessary security risks.

der loading the following resources over hTTPS or FTPS.
//192.168.31.216/1.html

For more information and help, consult

This warning will not show up
once the app is packaged.

A » VM4 sandbox bundle:2
Electron Security Warning (Insecure Content-Security-Policy) This renderer
process has either no Content Security

Policy set or a policy with "unsafe-eval" enabled. This exposes users of
this app to unnecessary security risks.

For more information and help, consult
js.org/docs/tutorial/secu

This warning will not show up

once the app is packaged.

HTML (index.html)
html

charset="UTF

Hello World!

Hello World!
We are using Node.
Chromium id
and Electron

6/1.html"
sandbox="allow
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@ DevTools is now available in Chinese!

|
Hello World!

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

Lo Elements  Console Sources » A2 B1 | € : X

if]f‘ame ﬁﬁ - l.html D O twp¥ @ Default levels ¥

lissue: B 1 | €3

1.html:10

A » VM4 sandbox bundle:2
Electron Security Warning (Insecure Resources) This renderer
process loads resources using insecure

protocols. This exposes users of this app to unnecessary
security risks.

Consider loading the following resources over HTTPS or
FTPS.

ﬁ%ﬁ—/l\lﬂﬁ, *19% sandbox Eﬁ sandbox="allow-scripts" ET_I' iframe EF'E"J
JavaScript M Electron JEZRTIEAY JavaScript &R—1MLETXE?

EERTHIZE window.flag = "success"

Lo Electron v30.0.0 [(2 Console

@ Editors Main Process (main.js) " %X HTML(index.html)

D) index.html html

[ main.js {app, B
D) preloadys path = require( 'p:

[ renderer.js createWindow () {
mainWindow = Bro

0,
600, Hello World!
webPreferences: {
preload: path.join(__dirname, 'pre
} Hello World!
B We are using Node.js
Chromium id="chr
and Electron id
mainWindow.loadFile('in

window. flag
Modules e

sandbox="all

app.whenReady().then(() => {
createWindow()

£ iframe AR BFITHI AL window.flag

g12m/H82m



charset="UTF-8"

1>iframe Ti@E - 1l.html</hl

SCript
console.log(123);
console. log(window. flag) ;
console. log(456) ;|

FTMIR

@ DevTools is now available in Chinese!

|
Hello World! ,

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0. R [0 | FElements Console Sources Network » A2 B1 | @
D @ tpv | © Default levels ¥ 1lssue: B 1

iframe ﬁﬁ - 1.html : 1.html:10

1.html:11

1.html:12

A » Electron Security Warning (Insecure Resources) This VM4 sandbox bundle:2
renderer process loads resources using insecure
protocols. This exposes users of this app to unnecessary security risks.
Consider loading the following resources over HTTPS or FTPS.
- http://192.168.31.216/1.html

For more information and help, consult

This warning will not show up
once the app is packaged.

A VM4 sandbox bundle:2
Electron Security Warning (Insecure Content-Security-Policy) This renderer
process has either no Content Security

Policy set or a policy with "unsafe-eval" enabled. This exposes users of
this app to unnecessary security risks.

For more information and help, consult
https://electronjs.org/docs/tutorial/security.
This warning will not show up

once the app is packaged.

gﬂ%lﬁ% contextIsolation: false U}l-é?
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Lo Electronv30.0.0 » Run [ Console

@ Editors Main Process (main.js) «” X HTML(index.html)

[ index.html
0O mainjs require('elec

. "UTE-8"
D) preload.js t charset="UTF-8

D renderer.js createWindow () {

mainWindow = BrowserWindow({

width: 800,
height: 600,
webPreferences: {

contextIsolation:

sandbox: P Hello World!

preload: path.join(__dirname, 'preload.js’ We are using Node.js id="node-version"
} Chromium id="chrome-version"

H and Electron id="electron-version"

Hello World!

mainWindow.loadFile( 'index.html")

src="./renderer.js"
o window.flag = uccess";
ocules src="http://192.168.31

@ DevTools is now available in Chinese!

|
|
W |
! HEllO orld ® Always match Chrome's language A Switch DevTools to Chinese

We are using Node.js 20.11.1 S Elements Console Sources Network >> A2 @,3
Chromium 124.0.6367.49, and

top v | © Default levels Y | No Issues
Electron 30.0.0.

1.html:10
1.html:11

iframe ﬁﬁ - 1. 1.html:12

A » node:electron/js2c/renderexr init:2
Electron Security Warning (Insecure Resources) This renderer process
loads resources using insecure

protocols. This exposes users of this app to unnecessary security

XM ZBINENBIN—H, iframe RNEE—MRIHETX

1@% srcdoc #l,‘/ﬁ"m/‘&EE_$¥ E"J

£ [ Electronv30.00 » Run

@ Editors Main Process (main.js)

[ index.html

HTML (index.html)

0 mainjs {app. BrowserWindow} = require('electron’
= path' "UTI "
D) preloadys path = require('path’) charset="UTF-8

[ renderer.js createWindow () [{

mainWindow =
width: 800,
height: 600,
webPreferences: {
contextIsolation:
sandbox: o
preload: path.join(__dirname, 'preload.js')

Hello World!

Hello World!
We are using Node.js
} Chromium id="chrome-ver

b and Electron id="electror

mainWindow.loadFile('index.html") src="./renderer.js"

window. flag
sredoc="<1D(

& - 1.html</h

body></html>"

app.whenReady() . then(() => {
createwindow()

app.on(‘activate’,

F14T1 /#4821




Hello World!

@ DevTools is now available in Chinese!

Always match Chrome's language A Switch DevTools to Chinese

Elements

top v | ©

Hello World!

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

Console Sources Network >> Al 533

Default levels ¥ No Issues

iframe TAMH] - 1.html

about:srcdoc:
about:srcdoc:

about:srcdoc:

A > node:electron/js2c/renderer init:
Electron Security Warning (Insecure Content-Security-Policy) This renderer
process has either no Content Security

Policy set or a policy with "unsafe-eval" enabled. This exposes users of
this app to unnecessary security risks.

For more information and help, consult
https://electronjs.org/docs/tutorial/security.
This warning will not show up

once the app is packaged.

allow-popups eLFHE, XENHBEEHAE alert EREXM, ME window.open T
HHXMENEO

£ iframe MEBIANBH, {EH window.open FIH https://www.baidu.com/

11>iframe TiE — 1.html

window.open|("https://www.baidu.com/")
script

Electron Fiddle -

o] Electron v30.0.0  » Run Console

@ Editors @
[ index.html

[ mainjs

[ preload.js

[) renderer.js

Modules

Main Process (main.js)

{app, Brc
path = require(

createWindow () {

mainWindow = Br
width: 800,
height: 600,
webPreferences: [{
preload: path.join(__dirname,
M
1)

preload.js')

mainWindow. loadFile( ' index.html')

app.-whenReady() . then(() => {
createwindow()

app.on('activate’,

HTML (index.html)

charset="UTF-8"

Hello World!

Hello World!
We are using Node.js id="node-version"
Chromium id="chrome-version”

and Electron id="electron-version'

src="./renderer.js"
window. flag

e src="http://19 .216/1.html" sandbox=""




AT

O DevTools is now available in Chinese!

1
Hello WOI‘ld . Always match Chrome's language,

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0. Lo | Elemen Sz Wi REimmEie:
D @ |tpv @

. Blocked script execution in 'http: 1.html
lfl"ame - 1.html frame is sandboxed and the 'allow-scripts' permission is not set.

A »Electron Ser=I.y warning (Insecure Resources) This renderer process ox_bundle:2
1nads resources using insecure
protocols. This exposes users of this app to unnecessary security risks.
Consider loading the following resources over HTTPS or FTPS.

- http://192.168.3 html

For more information and help, consult

This warning will not show up
once the app is packaged.

A » Electron Security Warning (Insecure Content-Security-Policy) This YM4_sandbox
renderer process has either no Content Security
Policy set or a policy with "unsafe-eval® enabled. This exposes users of
this app to unnecessary security risks.

For more information and help, consult
https://electronjs.org/ tutorial/
This warning will not show up

once the app is packaged.

window.open E@fﬂ?ﬁ%ﬁﬁééﬁ,

scripts

AL al1ow-

£o] Electron v30.0.0  » Run

faw Editors Main Process (main.js) HTML (index.html)
D indexhtml

{app, E
0 mainjs path = require(’patt

D preloads createWindow ()

B e
mainwWindow =

q Hello World!
th. join(_

mainWindow.loadFile(’

window. f.
src="http 2 216/1.html" sandbox="allo

app.whenRea
createWindow()

Modules

app.on('activat

\g
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@ DevTools is now available in Chinese!

|
Hello worldo Always match Chrome's language

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0. K L0 | Elements Console ~ Sources >> 142 B1
|]E| @ top ¥ © Default levels ¥ llssue: B 1

. » Blocked opening 'https://www.baidu.com/' in a new window 1.html:10
lframe ﬁﬁ - l.html because the request was made in a sandboxed frame whose 'allow-popups'
permission is not set.
A » Electron Security Warning (Insecure Resources) This VM4 sandbox bundle:2
renderer process loads resources using insecure
protocols. This exposes users of this app to unnecessary security risks.
Consider loading the following resources over HTTPS or FTPS.
- http://192.168.31.216/1.html

For more information and help, consult
httr

This warning will not show up

once the app is packaged.

A» VM4 _sandbox_bundle:2
Electron Security Warning (Insecure Content-Security-Policy) This renderer
process has either no Content Security

Policy set or a policy with "unsafe-eval" enabled. This exposes users of
this app to unnecessary security risks.

For more information and help, consult
https://electronjs.org/docs/tutorial/security.
This warning will not show up

once the app is packaged.

window.open HIHIITIEEHI=8 T, F(THAI allow-popups

L) Electron v30.0.0

@ Editors Main Process (main.js) . X HTML (indexhtml)

D index.html html
[ mainjs . erWind

w} = require(electron’)
require( ' pat

[ preload s

[ renderer.js teWindow ()

indow =
Hello World!
height: 600,
webPreferences: [
preload: path.join(__dirname,
We are usi
Chromium
and Electron

mainWindow.loadFile('index.html")

sandbox="allow-scripts a

Modules Ephn
createWindol

app.on(

FI7m/H 82T



| Stop (3] Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-106512-nXwKOzSu6ga5

Electron v30.0.0 started.

[147753:0505/223627.458355: ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[147798:0505/223627.740659: ERROR : surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[147798:0505/223627.797137 : ERI face_presentation helper.cc(260)1 GetVSyncParametersIfAvailable() failed for 2 times!
[147798:0505/223627.825337 :ERROR: gl_surface_presentati - o

Hello World!

s Editors ain Process (main.js) We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

@ index.html

D) maings PR | iframe DIMH] - 1.html

6] el path = require(

[ renderer.js createWindow

o mainindon = 1 NP I TSR S I G
width: 800,
height: 600,
webPreferences: {
preload: path.j
i
b

mainWindow.loadFile(

1" sandbox="allov

RRINFT A B ERTIE

allow-popups-to-escape-sandbox %ﬂ:?ﬁ@ﬂﬁ”@ﬁj, Z:%"Ef\bét*ﬁ( iframe B
sandbox , gﬂﬁ%%ﬁ&ﬁ?é*ﬁﬁ@

allow-same-origin FOIFENRIREE, AIEEEBDARRMER T, XL sandbox HIIEIAETERA
INBIRRHIAR B AENIE? EAKERK T — P RFERSREEIE? ARAMNIZ A IFRIERESIS?

HKINBRT, H— <iframe> {FAHT sandbox BMEMKIKERIIEE allow-same-
origin BY, % <iframe> FPARINHEEIRMARE—MREFH. TXNREVIR, BMELIRLE
S58anHERER. XEKENERIINTERENR, EIMEAEERZEMEIFRIDOM,. CookiedE
fEAlocalStorageZ 7,

allow-top-navigation Hﬂt&‘ig, THTFIEGBRATE <iframe> FHTIHEER ﬁ?l‘WEvﬂn
HIERNE ETX (BIefEREOKINLE OMlocation) o ERINERT, H sandbox B
W AR, XEFENSAITAREK™EELLERN, UMLERANARSARREH#HITRETAINE
B, LEUEERENEIERIER.

HKINBRT, 1IRETNESM window.top.location.href = "https://www.baidu.com/"

E18 T/ 821



charset="UTF-8"

iframe TAE - 1.html

window.top. location.href = "https://www.baidu.com/";
location.reload();

£l Electron v30.0.0 b Run

@ Editors Main Process (main.js) " X HTML(indexhtml)
D) index.html

[ main.js {app, BrowserWindow} = require('electron')
[ preload js path = require('path') eta charset="UTF-8"

[ renderer.js createWindow () {

mainWindow = Browsert
width: 800, e>Hello World!
height: 600, e
webPreferences: [{
preload: path.join(__dirname, ‘preload.js’ Hello World!
b We are using Node.js id="node-version"
}9) Chromium id="chr sion
and Electron id ron-version”

mainWindow.loadFile('index.html")
src="./

de
window. flag ;
src="http://192. 216/1.html" sandbox="allow-scripts"”

Modules app.whenReady().then(() => {
createWindow()

Heho Wor k:“r

@ DevTools is now available in Chinese!

|
Hello World!

i [o Elements  Console  Sources > 242 B1 | @

D @ tp~y | @© Default levels Y | 1lssue: B 1

. » Unsafe attempt to initiate navigation for frame with origin 1.html:10
lfl‘ame - l.html "file://' from frame with URL 'http://192.168.31.216/1.html'. The frame
attempting navigation of the top-level window is sandboxed, but the flag of

'allow-top-navigation' or 'allow-top-navigation-by-user-activation' is not
set.

‘We are using Node.js 20.11.1, Chromium 1 6367.49, and Electron 30.0

Uncaught DOMException: Failed to set the 'href' property on 1.html:10
'Location': The current window does not have permission to navigate the
target frame to 'https://www.baidu.com/'.

at http://192.168.31.216/1.html1:10:32

A » Electron Security Warning (Insecure Resources) This VM4 sandbox bundle:2
renderer process loads resources using insecure
protocols. This exposes users of this app to unnecessary security risks.
Consider loading the following resources over HTTPS or FTPS.
- http://192.168.31.216/1.html

For more information and help, consult
https://electronjs.org/docs/tutorial/securit
This warning will not show up

KEFMAM, sandbox BMAAN allow-top-navigation




o) Electron v30.

& Editors
D indexchtml
D mainjs
[ preloadjs

D rendererjs

Modules

BT

@ Editors
D index.html
[ main.js
[ preload.js

[ renderer.js

®

Main Process (main.js)

{app,
path

]

Y

HTML (index html)

createWind

Vindow =

Hello World!

: path.join(__dirname, 'preload.js')

We are usin,
ium
Electron

mainWindow.loadFile('in

app.whenReady
createWindo

app.on('activate’,

B Stop (3 Console

Saved files to /tmp/electron-fiddle-106512-D16Lcdd1xkcC
Electron v30.0.0 started.

505/225419.596142:ERROR:
505/225419.899811: ERRO
505/225419.941636: ERRO
505/225419.973810:ERROR:

Main Process (main.js)

X o0

Q

—BRE| LA e 5e A E E &

rowser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' fail.
1_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
1_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
1_surface_presentation helper.cc(260)1 GetVSyncParametersIfAvailable() failed for 3 times!

X elloW

[} Jorlc

Hello World!

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

{app, B i iframe EE = l.html

createWindow (

mainWindow =
width: 800,
height: 600,
webPreferences:
preload: path.j
ki

£20T1/# 821



B Stop (3] Console

Saved files to /tmp/electron-fiddle-106512-D16Lcdd1xkcC

Electron v30.0.0 started.

[162593:0505/225419.596142: ERROR: browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[162630:0505/225419.899811:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[162630:0505/225419.941636:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[162630:0505/225419.973810: ERROR: gl_surface_presentation helper.cc(260)1 GetVSvncParametersIfAvailable() failed for 3 times!

haol23 tE MAE  WE  BER 0 NE XE £

@ Editors Main Process (main.js)

BaidEE

path = require(

index.html

NI

preload.js

N

[}
[ main.js
]
k]

renderer.js createWindow ( © |

mainWindow =
width: 800,
height: 600, BERE >

L T DTRUEN=HBROE BB
})} 1 RFFEEGBAL I ZFNE R B 4 HERERUELESE
2 FRXERIL—E— RS B 5 BFRESEEM—NGE

mainWindow.loadFile(

9) src

WHERNBYTUERY URL thiit

fEF about:blank fEAILERAN—MEMEESERINT AT, 1£ Firefox (version 65 ES
FRZs) . EF Chromium B 28. Safari/iOS F{ERMIEIZE iframe BY src B ()

18 Element.removeAttribute() =~ about:blank q rameo
g ) 2T WELN f

MEAIHKIR, WREENRE sre BUERTALITAESMNHE, BEEMN_HBIXGFRIT

Ee) Electron v31.0.0-alpha.3 » Run [ Console

fa@ Editors @ Main Process (main.js) HTML (index.html)
D) indexhtml
{ app, Br
D mainjs path = requ
charset="UTF-8
load|
B pretoadis createWindow () {
[ renderer.js http-equiv="Content-Securi olicy” content="default-src
t-src 'self'"

Hello World!

preload: path.join(__dirname, 'p Hello World!

i) Chromium
and Electron

mainWindow.loadFile('index.html")

Ready().then(() => {
teWindow()

O {

Ol etAllWindows().length 0) createWindow()

app.on( ‘window-all-closed 01
(process.platform !== ‘darwin') app.quit()

1)



https://developer.mozilla.org/zh-CN/docs/Web/Security/Same-origin_policy
https://developer.mozilla.org/zh-CN/docs/Web/API/Element/removeAttribute

I
B Stop B3] Console

Saved files to /tmp/electron-fiddle-4797-nDEqycmnZGOr
Electron v31.0.0-alpha.3 started.
[5966:0505/193916.063191:ERROR:browser_main_loop.cc(280)] GLib-GObject: g _value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[6004:0505/193916.320939:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times
[6004:0505/193916.370372: ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[6004:0505/193916.401322:ERROR:gl_surface_presentation helper.cc(260)1 GetVSvyncParametersIfAvailable() failed for 3 times!

Hello W

Hello World!

h Editors ) We are using Node.js 20.12.2, Chromium 125.0.6412.0, and Electron 31.0.0-alpha.3.
root:x:0:0:root:/root:/bin/bash
{ app \ daemon 1:daemon:/usr/sbin:/usr
! /sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nolog
in
createWindow sys:x:3:3:sys:/dev:/usr/sbin/nolog
in
. sync:x:4:65534:sync:/bin:/bin/sync
mainWindow = games:x:5:60:games: /usr/games: /usr
width: 800,
height: 600,
webPreferences: {
preload: path.joi

}

[ index.html

path = require(

O mainjs

NERCAN

[ preload.js

]

[ renderer.js

Electron H iframe BY src BMRILUERZAMISHE (FTLANLE file:// ), HANHE
ENEZA, 5I903%EY /etc/shadow FASEM

@ DevTools is now available in Chinese!

|
HEllO world' Always match Chrome's language

We are using Node js 20.12.2 ‘s [0 Elements Console Sources Network >> 1 B1 @

Chromium 125.0.6412.0, and M @ | tpY | © Default levels Y | 1lssue: B 1
Electron 31.0.0-alpha.3.

Not allowed to load local resource: file:///etc/shadow mewebdata/:1

> |

MR — T RE A Mt A Z#H G eI TR HRIT

Deepin Linux

$£22m/H82m



£# [ Electronv31.0.0-alpha3 » Run [ Console

@ Editors ® Main Process (main.js) 7 X HTML(index.html)

D index.html
{ app, BrowserWir } = require('electron')

[ main.js path = require(’ path')

R 00

WUTE-8"
[ preload.js charset="UTF-8

createWindow () {

]

[ renderer.js

http-equiv="Content-Security-Policy" content="default-src ‘self'
mainWindow = BrowserWindow({ script-src 'self'"

width: 800, Hello World!
height: 600,
webPreferences: {

preload: path.join(_ dirname, 'preload.js') Hello World!

¥ We are using Node.js id="node-version"
1) Chromium id="chrome-version"
and Electron electron-version'

mainWindow. loadFile( ' index.html')

+

app.whenReady().then(() => {
createWindow()

app.on('acti O L
Browserl .getAllWindows().length === 0) createWindow()

app.on( 'window-all-clos O 1
(process.platform !== 'darwin') app.quit()
H

B Stop  [3 Console

(electron:10267): GLib-GIO-CRITICAL **: 144:13. : GFileInfo created without standard::is-backup

(electron:10267): GLib-GIO-CRITICAL **: 144:13. : file ../../../gio/gfileinfo.c: line 1655 (g_file_info_get_is_backup): should not be reached
(electron:10267): GLib-GIO-CRITICAL **: 144:13. : GFileInfo created without standard::is-hidden

(electron:10267): GLib-GIO-CRITICAL **:

(electron:10267): GLib-GIO-CRITICAL **:

(electron:10267): GLib-GIO-CRITICAL **:

faw Editors [©] Main Process (main.js) n 31.0.0-alpha.3.

index.html
D { app, Browserh

main.js path = require(

NERCRNC)

load.j
preload.js createWindow (| & T

R

renderer.js
mainWindow = £ feekBdial
width: 800,
height: 600,
webPreferences: {
preload: path.joi] @ node-v20.11.1-linux-x64

M rpm-4.19.1.1

b
mainWindow. loadFile(

Modules

N

app.whenReady () .then( ()]
createWindow()

app.on('activ 0+
(BrowserWindow.getAllWindows (]
H

2 X##&  deepin-music

app.on( ‘window-all-closed
(process.platform !

#X | A
b

£ peepin Linux ZTMAMHABAMZME THITH, FAZERRT




®° Electron v31.0.0-alpha.3 B3 Console Electron Fiddle - Unsaved

@ Editors Main Process (main.js) HTML (index.html)

[ index.html .
{ app, BrowserWindow } = require('e
[ mainjs path = require('node:path')
charset="UTF-8"

[ preload.js createWindow () {

[ renderer.js
mainWindow = BrowserWindow({
width: 8@e, Hello World!
height: 600,
webPreferences: {
preload: path.join(__dirname, 'preload.js') Hello World!
} We are using Node.js id="node-version"
ial Chromium id="chrome-versio 3
and Electron id="electron-version"
mainWindow. loadFile("'index.html")
src="./renderer.js"
Modules src="/System/Applications/Calculator.app/Contents/
} Mac0S/Calculator"
app.whenReady ().then(() => {
createWindow()

app.on('activate’', 0K
(BrowserWindow.getAllWindows (). length = ) createWindow()
3
b

app.on('window-all-closed', 0O {
(process.platform !== ‘darwin') app.quit()

1

B Stop (=] Console Electron Fiddle - Unsaved

Saving files to temp directory...
Saved files to /var/folders/d9/y37ws11x2q3fdd@qlwxdbwp40000gn/T/electron-fiddle-13120-ckKQc8irdrxY
Electron v31.0.0-alpha.3 started.

2024-05-05 19:54:17.792 Electron[23059:294797] +[CATransaction synchronize] called within transaction
2024-05-05 19:54:18.104 Electron[23059:294797] +[CATransaction synchronize] called within transaction
2024-05-05 19:54:18.711 Electron[23059:294797] +[CATransaction synchronize] called within transaction
@

Hello World!

Hello World!

& Editors D (PREEREs (M) We are using Node.js 20.12.2, Chromium 125.0.6412.0, and Electron 31.0.0-alpha.3.

[ index.html
{ app, Br
[ main.js path =

[ preload.js createl it [ Calculator

[ renderer.js 2 W i
mainWindg

\
width: 800, : wE: BT e -
|

height: 600,
BUH 771

webPreferencd
preload: p{
}
1)

ZR5 Deepin Linux —=

Windows 11

£24T1/#£ 82T



D Electron Fiddle - Unsaved

File Edit View Window Tasks Show Me Help

fel Electron v30.0.0 » Run

& Editors (O} Main Process (main.js)

[ index.html

indov
require(

B mainjs {app,

path

require(’

h*)

SR

[ preloadjs

N

[ rendererjs createWindow () {
mainWindow =
width: 800,
height: 600,
webPreferences: {
preload: path.join(__dirname,
}
D)

‘preload

mainWindow.loadFile( "index.html")

Modules

app.whenReady().then(() => {]
createWindow()

| @ Electron Fiddle - Unsaved

File Edit View Window Tasks Show Me Help

B Stop (=] Console

Saving files to temp directory
Saved files to C:\Users\join\AppData\Local\Temp\electron-fiddle-8448-wC5ScDJ6cilc
Electron v30.0.0 started.

@ tiello World!

File Edit View Window Help

Hello World!

efi\e:///C:/Windows/SystemSZ/caJc.exe
We are using |

& Editors Main Process Lo R
[ indexhtml Lod BE - FENMR
O main Lod P —— =
reload.js < v E3
[ preload; REs
[ rendererjs & 2 drfone_setup_full3360.exe
> @ OneDrive
v tR
C2 python-3.12.3-amd64.exe
W sE @ electron-fiddle-0.36.2-win32-x64-setu...
-1 rdpscan-windows
=hveci fulleventlogview-x64
Modules (=0 fulleventlogview_schinese1
O=5 v SEHRLAR

HTML (index.html)

charset="UTF

Hello World!

Hello World!
We are using Node.
Chromium
and Electron

v G #ETHPER

ez =t ESid) PN
2024/4/22 23:17 SIFRRER 2,448 KB
2024/4/21 16:24 RIFIER 26,087 KB
2024/4/13 14:48 SIFRRER 108,147 KB
2024/4/21 16:23 iR

2024/4/21 12:13 XX

2024/4/21 12:12 SR

AANA AT AN e 4narun

STHBN):

{REFEBY(T): Application (*.exe)

app.whenReady().then(() => {
createWindow()

Deepin Linux . MacOS .

RERIT

E25T1/# 821

Windows 11 J:Z:EJH&ZK Electron %%f)nb—fzf(,

¥WRTE, M



10) srcdoc

ZEMRE—E HTML 13, XERESHERE ifrome . IR NNEEARTIF srcdoc B
M, MKER srce BERTHARS,

ﬁT src jﬂTﬂEgﬁ_/l\ srcdoc E:I: srcdoc EF'E’JW@TUET&?&W | iframe
FIEZR, XZ/DBELEFHFIIZE, MB srcdoc BUAER—MEXFHEM, FEUHEIED 0

srcdoc HHLLF sre —MMABBRAREEE, LfrLte—E HTML KB EZHRAE
iframe A, MARILNISEMEB—19MEBEY URL

FA(1ER Electron MIA—TF

srcdoc="<html><body>Hello, World!</body></html>"

o0 Electronv10.0.0 » Run [ Console Electron Fiddle - Unsaved S & © Publish

faw Editors (o Main Process (main.js) . X  HTML (index.html) 2 X
[ index.html o : bink
{ app, BrowserWindow } = require('electron')
[ main.js path = require(|'path’))
charset="UTF-8"
[ preload.js createWindow () {
[ renderer.js
mainWindow = BrowserWindow({

width: 800, Hello World!

height: 600,

webPreferences: {

preload: path.join(__dirname, ‘preload.js') Hello World

+ We are using Node.js id="node-version"

H Chromium id="chrome-version"
and Electron id="electron-version"

mainWindow. loadFile('index.html")

y>Hello, World!</body></html>"
Modules }

app.whenReady().then(() => {
createWindow()

app.on('activate’, O {
(BrowserWindow.getAllWindows().length === @) createWindow()

app.on('window-all-clo;
(process.platform darwin') app.quit()
b

£26T1/#4£82M



r
() [ ) Hello World!

Hello World!

We are using Node.js 12.16.3, Chromium 85.0.4183.84, and Electron 10.0.0.
Hello, World!

Electron EXIFIZIEEN, EZAIMN Electron S5FEEBHXNXEFRHELMEENA
TREANHELI ree FHANAR

JZEEE"J JavaScript ‘@%E_[ LX#L??E"J

o0 Electron v10.0.0 » Run | [ Console Electron Fiddle - Unsaved

& Editors Main Process (main.js) " X  HTML (index.html)

D index.html
{ app, Br indow } = require('electron')
[ main.js path = require(|'path')

charset="UTF-8"
[ preload.js createWindow () {

[ renderer.js
mainWindow = Brow.
width: 800,
height: 600,
webPreferences: {

Hello World!

preload: path.join(__dirname, ‘preload.js') Hello World!
¥

We are using Node.js id de-version"
1

Chromium id="chrome-version"
and Electron id version"

mainWindow. loadFile("index.html")

srcdoc="
Modules

+

script></bod /html1>"

app.whenReady().then(() => {
createWindow()

app.on('activate' 0 <
(BrowserWindow.getAllWindows (). length 0) createWindow()

F27m/H82]
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() Hello World!

Hello World!

We are using Node.js 12.16.3, Chromium 85.0.4183.84, and Electron 10.0.0.

ﬁD%IﬁEiiﬁﬁT src *D srcdoc %‘fE/Aﬁ%

src="https://www.bilibili.com/" srcdoc="<html><body>Hello, Worl

</body></html>"

Electron Fiddle - Uns
Window Tasks Me Help

Electron v5.0.0 » Run B3] Console

& Editors @ a8 Main Process (main.js) HTML (index.html)
D index.html

[ main.js = require('electron')

Yo 0

[ preload.js ) charset="UTF

N

[N renderer.js

const mainWindow = new B rWindow( {
width: 800,
height: 600,
webPreferences: { itle>Hello World!</title
preload: path.join(__dirname, 'preload.
3
19 n1>Hello World!</h1
We are using Node.js <spar ’ span>,
Chromium <span id
mainWindow. loadFile( 'ind nl' and Electron

Modules
html><k
app.whenReady().then(() => {
createWindow()

app.on(‘'activate', f

if (B etAllWindows().length === 0)
createWindow()

19

g28m/#*82m



[x ﬂ Elements Console Sources Network Performance  » A1 : X
[ lew: = "= rou rame | [# Preserve lo isable ca

Hello World! ® O™ ¥ Qfvew = 5 0wyl Preserve log @ Disa
Filter Hide data URLs

We are using Node.js 12.0.0, Chromium 73.0.3683.119, and Electron 5.0.0. Al XHR JS CSS Img Media Font Doc WS Manifest Other

Hello. World! | 20 ms 40 ms 60 ms 80 ms 100 ms

s !

Name Sta... Type Initiator Size Time Waterfall A
|| index.html 200 do... Other oB 5ms l
__| renderer.js 200  script index.html 0B 3ms ]

E%ﬁ%ﬁﬂiﬁﬁﬁiu srcdoc ﬁﬁ‘l_:, /5‘(””'_%%7[_3'2?# srcdoc ETZ'_'T@)EH src

11) width

LA CSS BRE|MIN, BGERERTIN, HUARDEBIVIEER frame NEE, FIMER 300

BT RIANBRAHENERNEN, PTreRFIERN RS

12) align

T E AN T EETRRIN T A

13) frameborder

Bh 1 FHAE) B, BRIEZRNDIE, B4 o NBMRIOIE, ILEMEARTEMER, BfF
F CSS B border &

14) longdesc

FRHERABKERE URL, BT OZIVIRA, ZBMEXN T TER R EBYR R e R
MMBEEE, MF Electron BAXFFZEIMER, JLFFAEEZRNERBHAZIIXNELE

£20T1/# 82T


https://developer.mozilla.org/zh-CN/docs/Web/CSS/border

15) marginheight

XNBUENX TERNABER FOES FIAERER, BURGRE

16) marginwidth

XTBMEEX TEENARTEEDUENGOENESR, BURGER

17) scrolling

XN EHER RS ERERNERRIFR, RAITHNEEE:
o auto: (XEERENRN BB HERNEEN BRI
o yes: IR BRI

e No: NAETRBIF

2. JERTTHS iframe &3
XD AEFERL, BERNES iframe HBIMUEERMARER

Z:E;}?E’J'E;RZE_GE’JYE;TVE}/I\QEJET; 1%)% postMessage *D onMessage i&'/ﬁifﬁjg

S FERIER, ERHEIZIHE ifrane REEMARIT

iframe ﬁﬁlﬁ%gﬁ

window.flag = "strings for iframe"

ERHEALUER iframe BY name BMHEBERFRSRKIKE iframe NEFARABM window ,
BRABENEBE— iframe , FRLUESHO

$£30T1/#£82M



setTimeout (function() {

console.log(window.frames[0][ 'flag']);

+, 1000);

XEBIGET 1 FIER, {RIE iframe APIOIGET=5T
X

A LIEEFREE iframe HHY window WRT

FELRIIBRT iframe HR)ERHAIZEGR T
BRHEKETE
window.abc = "abc"

iframe WEﬁLXTT‘%EgﬁHY:EtlJQ%

window.parent.abc

XEFEITE—R, ASWERHENE O EIMEAR A LIERN,
o ZSHNHEIBZEMETOS ME netp(s) TNEAM iframe FBRFEIFHY
o AMXERENETOSMAAMIHEL iframe EFFRY

3. iframe #1117 Node.js BN
MEEBMHARE, iframe BERFBEEEINIT Node.js , FARRE-—TRE=AH
e nodelntegration: frue

e contextIsolation: false

e sandbox: false

£33/ H82]



£l Electron v30.00 » Run [ Console

@ Editors ® Main Process (main.js)

HTML (index.html)
[ 1html

html:
{app,
[ index.html path = require(

arset="UTF-
O main.js . charset="UTF
createWindow ()

D preloadjs
mainWindow =
width: 800
height o
webPreferences: {
nodeIntegration
contextIsolation:
sandbox: , Hello World!
preload: path.join(__dirname, 'p . We are using Node.js id="
b Chromium id="chrome-versic
1) and Electron id="electron

D rendererjs

Hello World!

mainWindow.loadFile('ind

Modules

html
app.whenReady() . then( ()
createWindow() charset="UTF-8
app.on(acti

0) createWindow()

app.on( " window-: sec (O

(process.platform ! ‘darwin') app.quit()
H

@ DevTools is now available in Chinese!
Hello World!
~ [0 Elements Console  Sources  Network >> 1A1 |
D Q@ltpv| @ Default

iframe D3] - 1.html

Uncaught ReferenceError: require is not defined
at 1.html:1i

A > r
Electron Security Warning (Insecure Content-Security-Policy) This renderer

process has either no Content Security
. . . Policy set or a policy with "unsafe-eval" enabied. This exposes users of
We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0. this app to unnecessary security risks.

For more information and help, consult
https://electronjs.org/d

This warning will not show up

once the app is packaged.

‘@, EjdﬂFiT_\T\iJ%, ﬁj]l]_/l\ nodeIntegrationInSubFrames: true

R

nodelntegration: true

contextIsolation: false
e sandbox: false

e nodelntegrationInSubFrames: true

£320 /#4821



o) Electronv30.00 » Run

fa Editors Main Process (main.js)

[ Lhtmt

HTML (index.htmi)

{app, BrowserWindow} = require('electron')
[ indexhtml path = require('path’

inj charset="UTF-8"
B mainjs createWindow () [{

R0 0

D preloadjs
mainWindow =
width: 1400,
height: 800,
webPreferences: {
nodeIntegration:
contextIsolation:
sandbox: o
nodeIntegrationInSubFrames: o
preload: path.join(__dirname, 'preload.js')
}
b

T ez

R

Hello World!

Hello World!
We are using Node.js id="node-version"
Chromium id="ch
and Electron

src="

mainWindow.loadFile('index.html") name="1ifr ' "./1.html"

mainWindow.webContents.openDevTools()

i

Modules

app.whenReady() . then(() => { s
createWindow()

app.on("activate’, 01

iframe DIE - 1.html

(Browserkindow. getAllWindows().length === 0) createWindow() Fequie WehilGNFHoressl FereckitEes

app.on( 'window-all-closed",

B Stop B3 Console

Saving files to temr directaru
Saved files to /tm &3
Electron v30.0.0 s F
[237069:

[237112: (@ DevTools is now available in Chinese!
RERRPREAPEY Hello World

[237112:0506/00252 - i ©
[237069:0506/00252

js (1)

@ Editors

[ 1html ‘We are using Node.js 20|
[ index.html

[ main.js

[ preload.js

[\ renderer.js

AIER

ARIIARER AR

ERERVERSRXRFNE R

RRINHIT, BARE A LR DN L 2B ERN—DELE?

é%ﬂ/mhit, E_“«Xﬁ;iﬂ\ sandbox: false ,TEIEEZ:ﬁ\Elﬁﬁ sandbox: z AEEE%EJLX#L
789, BEAHASEE sandbox | Electron 24 XEXE

UAKRBIXENENR{®E, EEREIN Electron = KLEEEMNIZEPIETARST EAFRT
T, RRAILUE—T, EMATILERBEREERHIZFH iframe ITT Node.js ,
N a—EEXF ETXRER?

£330 /#£82M



https://mp.weixin.qq.com/s/TqTt2Zy5Lne5O4SydGufAQ

Fr LX
iframe RNEPEEA LGB

HILAMIERE, HIKET nodelntegration /I true HIBHR, HLHMEEHEL, Preload il
AMT AZREIRY Node.js API ihinlaE/], N ERHENTIEB L TR, B&EX16EE
VALY

HRINRILEY contextIsolation #WIKENT false , WlEXF T L TFXRE, ABAEHRMT

E A LLARIE] Preload BYETX, JREXE| Preload FZASHHY window.require T, #HiM
B LIE#IAFE require('child process').exec('deepin-music')

MNMRARBLETXRE, ZEEE contextBridge & Preload HY require |ELHERN
H, MFRERIMNBERKREHRRE—FN, EEBRNAHE require FIET

BEELHARAIEEEE T, REXRHAIETNEM iframe BUHILZERIER, HBERE
TEBAXHUIT Node.js

/

parent.require('child process').exec('deepin-music'

XIFEMIE, BMEARFZ nodeIntegrationInSubFrames: true s e A LIIT Node.js

# D Ele

/& Editors
D Lhtml
[k}

[ mainjs
D preload.js

ctron v30.0.0  » Run 3 Console

[CR 2in Process (main.js| " X HTML (index.html)

} = require('electron’
{ h')

) s

mainWindow.loadFile('index.html")

mainWindc ontents.openDevTools()

html:

rWindow.getAllWindows (). length === 0) createWindow() R AR L O

F34T/H82M]



Iy
W Stop Console

Saving files to tem
Saved files to /tm
Electron v30.0.0 s Fj

2 3 99:0506/00445 Hello World

[253699:0506/00445| .
[253658:0506/00445|
js (1)

& Editors

O 1htmt 2 We are using Node.js 20|

[ index.html
[ main.js
[ preload.js

[N renderer.js

AER

ARINBRERERTE

BRERWERZRIARFNER

E‘Zlﬂ#tﬁ Node. js 'T’EEE.'I

FRTUIEEFE, A8 nodeIntegrationInSubFrames BYER T iframe ARBYIZHLERTEE
AILI1T Node.js HY

4. iframe ETXXIER

i EERYINS, XESWEREWT, R iframe AYMINISIERTIEAIMMUERFELRERY
&, B4 iframe BRI ETFXMEB—MRIMNETX

R iframe E"Jﬂﬂilt’—ﬁzﬁélj%ﬁﬁﬂgﬂﬂﬂtﬁf?\: #E%IﬂTJZ—FYB%%, iframe FLAJLUET
"HE WAV EIERTEN L TXY, XBEE—A#, BEAXAT L TXRE, @F=
iﬁ iframe ;TLjEE_[LX—E%EI:jZJify ﬁ%ﬁ)@] Preload ﬂfﬂzlgq:'ﬁgi—ltj(u}l??

Mit—TF

35T /82T



£# [ Electronv30.00 » Run [ Console & © Publish

[ ® Process (main.js)

Lhtml it
{app, BrowserWindow} = require(

index.h path = require('path')

: charset="UTF-8"
main js createwindow () {
preload.js
mainl
width:

renderer.,

Hello World!
We are using Node.js
Jirname, ' g Chromium

and Electron

s
mainWindow.loadFile('index.html") name="

mainWindow.webContents.openDevTools()

Preload (preload.js)
Modules

window. addEventListener("
replaceText = (
element = document.

html

charset="UTF-8

( type of [’
eplaceText( ${type}-v

parent.preload_str)

nd r_str)
preload_: trings from prelo

Renderer Process (renderer.js)

window. rende

B Stop B3 Console

Saving files to terr
Saved files to /t
v30.0.0 s
:0506/01031
0506/01

Y @ DevTools is now available in Chinese!
0506/0103 Wi
0506/01031 HEllO orld. Always match Chrome's language J switch DevTools to Chinese,

0506/01

® LB | Elements Con: Network >
:0506/01 D O ltpy @ Default le:

iframe T3[H - 1.htm P e

from renderer. j 1.html:11

1.html:10

d1
& Editors

renderer

h e .
O 1html 2 We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0. (ke ea @ @ (ki iidi

this app to unnecessary security risks.
[ index.html

For more information and help,
[ mainjs

g will not show up
[ preload.js once the app is packaged.

[ renderer.js

RARILL, —HRi7E

YN  iframe RUMINESERTIEAVBILEIR, BRARET L TXREE?

\g

$£3601/#£82M



ol Electron v30.0.0 » Run

@ Editors
[ Lhtml
D indexhtml
D mainjs

[ preload.js

®

[ renderer.js

Main Process (m:

path
cr

mainWinds
width: 1400,
height: 800,
webPreferences: {

preload: path.join(__dirname,
i

b
mainWindow.loadFile('inde

.html')

mainWindow.webContents .openDevTools()

Preload (preload.js)

Modules i
wil

wi

ndow. addEventListener(
replaceText = (selector,

element = document.getElem:

(element) element.innerText =

ntentL {

=
tById(selector)
text

( pe [
replaceText( ${type}
}
b

ndow. preload_:

Renderer Process (renderer.js)

wi

B Stop [ Console
Saving files to temn _dirartaru
saved files to /tm &3
Electron v30.0.0
[272752:0506/0107
[272790:0506/01073
[272790:0506/0107.
[272790:0506/0107
[272752:0506/0107
Jjs (1)

& Editors
[ 1html
[ index.html
O mainjs
[ preload.js

[ renderer.js

ndow.renderer from rendere

Hello World!

iframe TA[H - 1.html

‘We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

FIAER, M iframe BRI LREENERTIEN ETX,

AR EFXT

5. XARRREE

HTML (index.html)

html

charset="UTF-8"

Hello World!

Hello World!
We are using Node.
Chromium
and Electron

src

name="iframel1" s

html

charset="UTF
iframe J@E - 1.html

console. log(window.parent.preload_str)
console.1 indow.parent . rend r)

(@ DevTools is now available in Chine:

Always match Chrome's language ] Switch DevTools to Chinese
@ i

No Issues

Al
(o)

top ¥ Default

1.html:1
strings from renderer

A 4

Electron Security Warning (Insecure Content-Security-Policy) Thi

process has either no Content Security

Policy set or a policy with "unsafe-eval® enabled. This e
this app to unnecessary security risks

For more information and help, consult
https:/

This warning will not show up

once the app is packaged.

1@%9&5%&@?” Preload Hi‘\ﬂ

BT IZE webSecurity: false XHRIERE, BRSEARNG?

537701/ 82

X

@




Electron Fiddle

£# [ Electronv30.00 » Run [&] Console

fa@ Editors ® Main Process (main.js) " X HTML(index.html)

[ 1html path = require('path') TYPE html:

createWindow () {
. charset="UTF
B} rreimie
mainWindow = B
[ preload.js width: 1400,
; height: 800,
) i webPreferences: [
nodeIntegration
contextIsolation: Hello World!
webSecurity:

Hello World!
We are using Node.js
Chromium id="c 0
and Electron ctron-version'

preload: path.join(_dirname,
B
j9)

mainWindow.loadFile('index.html") src

name
Preload (preload.s)
window. addEventListener (D tentLoaded', () => {
replaceT: selector, text) => {
element = document.getElementById(selector)
Modules (element) element.innerText = text

charset="UTF-8"

iframe TIE - 1.html

window.flag = "strings from

setTimeout( () {
console. log(window.parent.renderer_str

console. log(window.parent.preload_str
}, 2000)

E38m/H82m

p=



@ DevTools is now available in Chinese!

1
Hello World! s s chrme's o vt s

Elements  Console  Sources  Network >> 1A | 8

top ¥ | © Default levels Y | Nolssues

iframe D3] - 1.html

Electron Security Warning (Insecure Resources) This renderer process
loads resources using insecure
protocols. This exposes users of this app to unnecessary security

the following resources over HTTPS or FTPS.
1.216/1.html

‘We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

not show up
once the app is packaged.
A node:elec
Electron Security Warning (allowRunningInsecureC
process has "allowRunningInsecureContent"
enabled. This exposes users of this app to severe security risks.

For more information and help, consult
http Ton tutorial/security.
This warning will not show up

once the app is packaged.

A node:electro renderer init:2
Electron Security Warning (Insecure Content-Security-Policy) This
renderer process has either no Content Security

Policy set or a policy with "unsafe-eval® enabled. This exposes users
of
this app to unnecessary security risks.

This warning will not show up

once the app is packaged.

» Uncaught DOMExce| : Failed to read a named property 1.html:13
: Blocked a frame with origin "

HAZEHAZN

6. NG

iframe EA—MERBERNTGE, £ Electron FWFEITRIFIZF, iframe THF
sandbox B, BERIINKBIRE, TEEEMIKE, sandbox T sandbox="" TN
FREIRSE, MNRBEHHIDIFNENR, AILITE sandbox BMHERNERISE, Flu0

sandbox="allow-scripts"

R iframe RYMUESEFTIEAVMIALELERE, NMeIUABEEEEN, HREEERN LT
tD%ﬂFlﬁﬁ)ﬂuxﬁ, ﬁﬁ% féf-_r postMessage *U onMessage i&?ﬁ'ﬁ{g

WER iframe E’\Ji’@th’—iEs’éBiEE’\Ji’@thlﬁ;ﬂ, 'ﬂUELX'Fz?éEEEEH‘, iframe MWA]LIHIT

Node. js

e nodelntegration: true
e contextIsolation: false

e sandbox ZBEERNMIZE N true

$£39T/#£ 821



R iframe HYMIULSERIEAVMUARR, WEUATLLEERN, iframe A7 AR

17 Node. js
e nodelntegration: true
e contextIsolation: false
e sandbox B ENMIGEN true

¢ nodelntegrationInSubFrames: true

YR iframe HYMIALSERTIEAVMILER, HEXAT L TFXRE, M iframe AJLIKEX
FERTIEM preload B ETX

YR iframe BYMINESERTIEBIMINFELR, BERXFAT L TXMREE, W iframe BJLAIREX
FEFIE ETX

YNR iframe HYMALSTERTIEAIMULAREIR, W iframe B—MRIIHY ETFX

KX HIEIEEREE ( webSecurity: false ) HASX FEINE R =420

SENE

https://developermozilla.org/zh-CN/docs/Web/HTML/Element/iframe

0x03 object

HTML <object> JT&E (HEWE HTML BRANRITER) RARSIA—MIMNBRIR, ERTHER
ASMINBISREITIR, SNEG. ZEE (MM, WM . SVGER,. PDFXHE. Flash
| (BAMAWebBZE L BAFlash) Fo XMRERM T —MRIFHNHARES SMERE
RENVARFEINITH, MARRTRE—RENER,

BEEREENT

40T/ H 82T


https://developer.mozilla.org/zh-CN/docs/Web/HTML/Element/iframe

data="path/to/resource" type="mime-type" width="width-value"

height="height-value"

name="parameterName" value="parameterValue"

src="path/to/resource" type="mime-type" width='

height="height-value"

% [ Electronv30.0.0 b Run

@ Editors [©)
[ 1html

c {app, vserWindow} = require(’electron')
D index.html a path = require('path')

Main Process (main.js)

[ main.js
J

createWindow () {
D preloads

mainWindow =
width: 1400,
height: 800,
webPreferences: [{

BrowserWindow({
Bl s {

preload: path.join(__dirname, 'p
i
H

mainWindow.loadFile('index.html")

mainWindow.webContents . openDevTools ()

Preload (preload.js)
Modules

window.addEventListener('DOMContentLoaded’,
replaceText = (selector, text) => {

element = document.getElementById(selector)
(element) element.innerText = text

O =>A

( type of ['chrome’, 'node', 'electron'l) {
replaceText( ${ty

+
H

window.preload_str = "strings from preload.js"

Renderer Process (renderer.js)

window. renderer_str = "strings from renderer.js"

B Stop B3] Console

pe}-version', process.versions[type])

Electron Fiddle - Uns:

'width-value"

HTML (index-html)

Hello World!

Hello World!
We are using Node.js id

“node-version"
Chromium id="chrome-versio

and Electron id="electron

enderer

charset="UTF-8"

iframe @A - 1.4tml

alert{(1))

[707849:0506/09473% 216122 -EDDAD - al curfara nracantatinn halnar ~rf2&0N1 Gat\CuncDaramatarcTfAuailahla/) failad far 2 +imacl

Hello World!

@ Editors
[ 1html
D) index.html

'8 We are using Node.js 20.11.1, Chromium 1

O main.js
[ preload.js

[ renderer.js

JUEE, BEEXZFNE HTML T

0.6367.49, and Electron 30.0.0.

(@ DevTools is now available in Chinese!

Always match Chrome's language J Switch DevTools to Chinese

~ [0 Elements Console Sources Network >

Styles Computed Layout EventListeners DOM Breakpoints

Properties

:hov.

¥c




1. object Bt
object TRBEERENY, UMEEANEMENITH I LUERANEM
1) archive [B#iFH]

FARIEB MR B RYIRMIUATIE SR URI 5l
SENEWFTH

2) border [B#FHA]

TEREABEROENEE, BUNERR

3) classid [B#%FH]

ITREMAY URI, alLAEINRS data B4 EH, & EH data BEHEER

4) codebase [B#iFH]

f#1T classid, data @& archive HE XX EREFNIREKER, WREEEN, BIANHE
4R base URI

5) codetype [B#iFFH]

classid X1 data RAZER

£42T1/#4£ 821



6) data

BIARY URL fRAZIRBYMIAL, FEAN data ] type FED—MKEE

7) declare [B#FH]

EE R RIBEMR LURE XN TENNERE. MRUNHWEFERR <object> TTESLH
ft, £ HIMLS AR, TEWEE <object> 7tH, HJUERATE

8) form

FWRITEXED form ;tR (BFH form) o BEMNINERE—XETH— form 7tER ID

9) height

REETHNEE, BAE CSS B%E

10) name

N ETFXZFE (HTML5) , B FERZR (HTML 4)

11) standby [EB#FH]

MNRASEIMAMEFTEMEIIZS, NEFTUARTHER

12) tabindex [B#F ]

HHITTREXHE Tab SATRHIRFE

£ 43T /H 821



13) type

data fEERZIRAY MIME 22, FENAN data ] type FED—NMKEE

14) usemap [B#HFH]

FeE—" map JTEH hash-name; BN A® M Mmap JtE name JTTERE

15) width

RBEETHNEE, BAlE CSS B%E

PRUABEFBRY R T
e data
o form
¢ height
e Nname

e type
e width

2. EFTIHLS object BERETX
<object> TTERBEHAEHZFRME—MITEMIE LT SOBEVH, £ postMessage

BERHAIM, ERNHES object Y URL RRENIER FERERNEEER] LAER
window.frames 3JABY object HETX

F44aT/H 82}


https://developer.mozilla.org/zh-CN/docs/Web/HTML/Element/map#name

-3 Electron v30.00  » Run

& Editors @ Main Process (main.js) HTML (index.html)
[ Lhtmt

{app, Browser

path = require(’

createMind Hello World!
D preload.js
mainWindow =
width: 1400, 1o World!
height: 800, e are using Node.js
Chromium id="ch
and Electron

D renderer.js

src

path.join(__dirname, o5 data

mainWindow.loadFile('index.html")

mainWindo openDevTools(

Renderer Process (renderer.js)
Modules

window. render 0 html

setTimeout(()
console. log(windo
10

iframe 1@ - 1.html

window. flag

H Stop 3 Console

9:0506/102347 210100:EDDND - CANCAI (111 "Daniact Antafill ar N fradan s 29601 A anahl

(@ DevTools is now available in Chinese!

|
Hello World! e

top ¥

iframe DI - 1.html

n . .
Electron Security Warning (Insecure Content-Security-Policy) This renderer
process has either no Content Security

Policy set or a policy with "unsafe-eval’ enabled. This exposes us

& Editors this app to unnecessary security risks

[ Lhtml We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

For more information and help, consult
htty 1 s t
[ index.html This warning will not sh

once the app is packaged
0 mainjs strings from object

[ preload.js

O renderer.js

E;’éﬁiﬁ'ﬁiﬁﬁlﬂﬁ'%mﬂ object E"]t—FY

Mi—TF object ==l ISPl window.parent YA TUREXEEZRTIE A Preload LR
X

a5 /H 82T

\g



%% [ Electronv30.0.0 » Run [ Console

& Editors

[ Lhtml

(]

Main Process (mail
[ index.html
O mainjs

D preload s

[ renderer.js width: 1400,
height: 800,
webPreferences:

oad: path.join(

mainWlindow 1nadFilel
Preload (preload.js)
addEventLis
replaceText
element

Modules (element) elem

/pe

(" ${type}
window. preload_str
Renderer Process (renderer.js)

window. renderer_:

setTimeout(() => {
consol.
}, 1000)

| Stop B3 Console

[740109:0506/10.
js (1)

5 Q77142 -EDDND - CONCNILE/
X

Hello World!

@ Editors
[ Lhtml
[ index.html

We are using Node.js 20.11.1
[ mainjs

D preload.js

[ renderer.js

EABELTXRENERT,
Preload E"JJ:—FY

(window. frames[0][ ' flag

require('el

dirname, ‘preload.js')

‘electron']) {

ss.versions[type])

‘1

anshla failad

iframe TAMH - 1.html

, Chromium 124.0.6367.49, and Electron 30.0.0.

object A LUSREXE!

EICHXHA LIRS, BN

4671/ 82

& © Publish

Hello World!

Hello World!

html

charset="UTF
iframe TE - 1.html

console. log(window.parent.preload_s

Al Autafill

@© DevTools is now available in Chinese!

Always match Chrome's language J Switch DevTools to Chinese

Elements
©

strings from renderer.js

A 4
Electron Security Warning (Insecure Content-Security-Policy) This renderer
process has either no Content Security
Policy set or a policy with "unsaf

eval" enabled. This exposes users of
this app to unn .

ssary security ris

For more information and help, consult
htt, el

This warning will not show up

once the app is packaged.

strings from object




& Electronv30.00 » Run [ Console

@ Editors

X HTML (index.html)
[ 1html

Main Process (main.

{app, BrowserWindo

[ index.html path = require('p

O mainjs createnindow () Hello World!

[ preload.js

) mainWindow =

D renderer.js width: 1400,
height: 800,
webPreference

Hello World!
We are using Node. id
Chromium d="chrome-ver

and Electron "electron
contextIsolation:

preload: path.join(__dirname, ‘preloa
H
1)

mainWindow 1nadFile( index html ')

Preload (preload.s)

window.addEventListener('D ntL

replaceText = (selector, text)
element = document . getElementById(selector)

Modules. (element) element.innerText = text

html:
( type of [ tr

n'1) {
replaceText (" ${type}-ver

.versions[typel)
b
windoy iframe TI@A - 1.html

Renderer Process (renderer.js) ‘V:;nd(ﬂf' fiag ve’:‘t ,,‘Q“de,,
window. rende @ f .js” console. Log(window. parent .preload_str)

setTimeout(()
console. log(windoj
1000)

B Stop [ Console

[742817:0506/103140 &7EE12-EDDAD - CANSAI EL1\1 "Daniact Autafill anshla failad fheadat:
js (1)

At Faund"ll  caur Aovtanle: [ ldavutanle lhun.

(@ DevTools is now available in Chinese!
Hello World!
ik [0 | Elem
n @

strings from rend

Default ley

iframe TIM] - 1.html
strings from preload.js

A s2¢/sandbox bundle:2
% Editors Electron Security Warning (Insecure Content-Security-Policy) This renderer

process has either no Content Security
[ Lhtml ‘We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

Policy set or a policy with "unsafe-eval® enabled. This exposes users of
this app to unnecessary security risks.
[ index.html

node:electron

or tut
This warning will not she

once the app is packaged.

For more information and help, cor
B mainjs h tr o
[ preload.js
[ render

strings from object

object FINIRENEERTIE AN Preload BIZAREY ETX

NRARR, Wid—T

FA7TTL/H 82T



Ee3 Electron v30.0.0

@ Editors
D Lhtml
D index.html
M main.js
D preloadjs

[ renderer.js

Modules

charset="UTF-8"

iframe TiE - 1.html

window.flag = "strings from object"

setTimeout|(|() {
console. log(window.parent.renderer_str
console. log(window.parent.preload_str
}, 2000)

» Run

® Main Process (main.js)

{app, BrowserW v} = require('electron’)
path = require('path')

createWindow () {

mainWindow = BrowserWindow({
width: 1400,
height: 800,
webPreferences: [

contextIsolation:

preload: path.join(_dirname, ‘preloa

b

mainWindow ToadFile( 'index html')
Preload (preload.js)
window. addEventListener('DOMContentLoaded’, () => {
replaceText = (selector, text) => {
element = document.getElementById(selector)
(element) element.innerText = text

¢ type of ['chrome’, 'node’, ‘electron'l) {
replaceText( ${type}-version', process.versions[type])
+
H

window.preload_str = "strings from p

Renderer Process (renderer.js)

window. renderer_str = "strings from renderer.js"

HTML (index.html)

Hello World!

Hello World!
We are using Node.js
Chromium id="chrome-version"
and Electron id="

id="node-version"

charset="UTF-8"

iframe T@ - 1.html
window. flag = “strings from object”

console.log(window.parent.renderer_str)
console.log(window.parent.preload_str)




@ DevTools is now available in Chinese!

|
Hello World!

i& [0 | Elements Consol Sources  Network >> 1A2 | @

M @ |tp | @ Defaultlevels Y | Noll

iframe T3[H - 1.html — R

Electron Security Warning (Insecure Resources) This renderer process loads
Tesources using insecure
protocols. This exposes users of this app to unnecessary security risks.
Consider loading the following resources over HTTPS or FTPS.
2 21

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

This warning will not show up
once the app is packaged.

A
Electron Security Warning (Insecure Content-Security-Policy) This renderer
process has either no Content Security
Policy set or a policy with "unsafe-eval” enabled. This exposes users of
this app to unnecessary security risks.

For more information and help, consult
htt nj Jtu

This warning will not show up

once the app is packaged.

» Uncaught DOMException: Failed to read a named property

'renderer_str' from 'Window': Blocked a frame with origin "

http://192.168.31.216" from accessing a cross-origin frame.
at 31.216/1.html:13:3

#WPELE

3. object #1717 Node.js BB

BaIRENIZHM iframe %_:Z&E"J, M —TF

EIRERT

o) Electron v30.00 » Run [ Console

Editors Main Process (main.js) HTML (index.html)

O Lhtml
{app., V. v} quire('electron')
D) index.html path = require(

[ mainjs Hello World!

createWind

D) preloa
mainWindow = erWindow({
D rendererjs width: 1400, Hello World!
We are using No
Chromium
and Electron

800,

webPreferences:

ontextIsolatiol

preload: path.join(__dirname,
0

mainWindow lnadFiler
Preload (preload.js)
window. addEventListener (' DOMCont a
replaceText = (selector, t) = {
element = document.getElementById(selector)

Modules
html

type "node D A .
xt("${type}-ve p ions[type]) et="UTF-

window.preload_str iframe BI@E - 1.html

window. fla; rings from ob

Renderer Process (renderer.js) s
nt.require(’child

window. renderer_str = "stri

gA49T /£ 82T]
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® Stop

[748758:0506/103842
js (1)

QE7ANN-EDDAD - CANSAI £/ 111 "Daniact Aitafill anahla failad  firadai: 29801 fmaccanal-niAntafill anahlal wacn't faund™lt  caurca: deveanl
X)

(® DevTools is now available in Chinese!
Hello Worlg D o

@ Editors
[ 1html
[ index.html
[ main.js
[ preload.js

D) renderer.js

ANER

IR ER TR

ERERVERERERFMER

ol Electron v30.0.0 » Run

f@ Editors @ Main Process (main.js) HTML (index.html)

D Lhtml {app, Browserl = require('electron')
Blindechim] path = require('path')

index.htm
O main.js createWindow () { Hello World!

[ preload.js mainWindow = Bro

[ renderer.js width: 1400, Hello World!
) height: 800,

We are using Node.js de-version”
webPreferences: |

Chromium

and Electron i s version”
contextIsolation

nodeIntegrationInSubFrames : ,
preload: path.join(__dirname, 'preload.js’)

3}

mainWindow.loadFile( " i

Preload (preload.js)

window. addEventListener('DOMContentLoaded', () => {
replaceText = (selector, text) => {
element = document.getElementById(selector)

Modules (element) element.innerText = text

( type of ['chrome’, 'node’, 'electron']) {
replaceText( ${type}-version', process.versions[type]) charset="UTF

D

window.preload_str = iframe Ti@E - 1.html

! . - om object”
Renderer Process (renderer.js) window. flag
window. require( ' child process').exec(’
window. renderer_str = "strings from rendere




B Stop [ Console

:0506/104302 o

2-EDDND - FANCAI E/ 1)1 "Daniact Autafill

Hello World!

& Editors
D 1htmt
[ index.html
O mainjs
[ preload.js

[ renderer.js

s We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

BRERR

BT,

e nodelntegration: frue
e contextIsolation: false

e sandbox EEBEERMIEEN true

AEVRHIBR T, #TH
£+ [ Electronv30.0.0

» Run

@ Editors @

[ Lhtml

Main Process (main.js)

{app, BrowserWindo
path = require('p:
D mainjs createWindow ()
D preload s
mainWindow =
width: 14
height: 8
webPreferences:
nodeInt

D) renderer.js

mainWindow 1nadFilal i

Preload (preload.js)
window.addEventListener (D
replaceText (selector {
element = document.getElementByTd(selector)

Modules (element) element.innerText = text

( type of [’
eplaceText( ${type}-vers

me', 'node’, ‘electrc

‘DA

n', process.versions[type])

Renderer Process (renderer.js)

window.renderer_str from renderer.js"

g 51T/ 82

anahla failad ffcada

object MEHMIT Node.js ,

At Faund"ll  caur

Al M AEAfill anahlal w Aavtanlc:

(@ DevTools is now available in Chin

Always match Chrome's language ] Switch DevTools to Chinese,

x [0

Elements
[IDJ%) @

Uncaught TypeError
at 1.html:11:16

Console Sourc ork >

top ¥

iframe TJM] - 1.html

window. require is

A
Electron Security Warning (Insecure Content-Security-Policy)
process has either no Content Security
Policy set or a policy with "unsafe-eval
this app to unnecessary security Tisks.

nd
Thi
nabled. This e;

e information and help, consult

tre org/
1ing will not show up
once the app is packaged.

==
™

e LU 54

HTML (index.html)

Hello World!

Hello World!
We are using Node
Chromium id
and Electron

html:

charset

Ildavutanlc thundlad lea

=]

oses users o




charset="UTF-8"

iframe TIE - 1.html

window.flag = "strings from object"

window. require('child_process"').exec('deepin-music')

@ DevTools is now available in Chinese!

|
Hello World!

~ [0 Element: Console  Sources  Nef »
. (i} @ top ¥ | @ Default levels ¥ No Issues
lframe EE - l'html Uncaught TypeError: window.require is not a function 1.html:11
at 1.html:11:1i

A
Electron Security Warning (Insecure Resources) This renderer process loads
resources using insecure
A A . protocols. This exposes users of this app to unnecessary security risks.
‘We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0. Consider loading the following Tesources over HTTPS or FTPS.
- http://192.168.31.216/1.html

For more information and help, consult
al

lectron g/docs/tutorial/security.

This warning will not show up
once the app is packaged.

A node:electron/js2c/renderer ini
Electron Security Warning (Insecure Content-Security-Policy) This renderer
process has either no Content Security

Policy set or a policy with "unsafe-eval" enabled. This exposes users of
this app to unnecessary security risks.

For more information and help, consult
https://electr rg/docs/tutorial/security.
This warning will not show up

once the app is packaged.

WITERM, AL window.parent.require WK

yyil nodeIntegrationInSubFrames: true

62 /#8210



Electron v30.0.0  » Run

Editors ®
Lhtml

index.html

main.js

preload.js

renderer.js

Modules

[=] Console

Main Process (main.js)
{app, BrowserWindow} = require('electron’)
path = require('path')

createWindow () {

mainWindow = owserWindow({
width: 1400,
height: 800,
webPreferences: [
nodeIntegration:
contextIsolation: e,

nodeIntegrationInSubFrames: .
preload: path.join(__dirname, 'preload.js')
H
b

mainWindow.loadFile('index.html')

Preload (preload.js)
window. addEventListener('DOMContentLoaded’, () => {
replaceText = (selector, text) => {
element = document.getElementById(selector)
(element) element.innerText = text

( type ['chrome’, 'node', 'electron'l) {
replaceText( ${type}-version’, process.versions[type])
+
b2l

window.preload_str = "strings from preload.

Renderer Process (renderer.js)

window.renderer_str = "strings from renderer.js

charset="UTF-8"

iframe TIE - 1.html

window.flag = "strings from object"

tron Fiddle - Unsaved

HTML (index.html)

Hello World!

Hello World!
We are using Node.js id
Chromium id="chrome-version"
and Electron id="electron

src="./renderer

data="h

charset="UTF-8"

iframe TUE - 1.html

window.flag = "strings from object”
window. require(child_pr ).exec( ' deepin-music')

window. require('child_process').exec('deepin-music"')




Hel
B Stop Console

[761909:0506/105417 124277 E0onD
[761867:0506/10541
js (1) File E
[761867:0506/10541

js (1)

& Editors

[ Lhtml @ We are using Node.js 20|
[ index.html

O main.js

[ preload.js
[ renderer.js
AINESR

ARNIARERREE

FRERVERERMRFMNESR

HITRLN, AR L TXMRE XA nodeIntegration EESFEHMITEM, FRUREIRRIE
AN object T Node. js HNEHZ:

e nodelntegration: true
e contextIsolation: false
e sandbox EEBEERMIEEN true

e nodelntegrationInSubFrames: true

4. XHAERERES

ﬂﬂ%%lﬂlﬁﬁ%%, 'z‘%‘l]iﬁﬁ?ﬁﬂ"] object p:pul window.parent S%HR@J}E%EEEE’\JL'FSZ
15?2

EH4T1/#82]



@ DevTools is now available in Chinese!

|
Hello World!

~ [0 Elements S Network >

D Q@ltpv @ efault le

iframe O3 - 1.html B

Electron Security Warning (Insecure Resources) This renderer process
loads resources using insecure

protocols. This exposes users of this app to unnecessary security
Tisks.

Consider loading the following resources over HTTPS or FTPS.

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0. h 168 html

electron 2c/render:

For more information and help, consult
htt; tr, i
This warning will not show

once the app is packaged.

A
Electron Security Warning (allowRunningInsecureContent) This renderer
process has "allowRunningInsecureContent"
enabled. This exposes users of this app to severe security risks.

For more information and help, consult
This warning will not show up
once the app is packaged.

A
Electron Security Warning (Insecure Content-Security-Policy) This
renderer process has either no Content Security
Policy set or a policy with "unsafe-eval” enabled. This exposes users
of
this app to unnecessary security risks.

For more information and help, consult
https://electronjs.org/d tutorial/s
This warning will not show up

once the app is packaged.

» Uncaught DOMException: Failed to read a named property
‘renderer_str' from 'Window': Blocked a frame with origin
3 ccessing a cross-origin frame.

htm

5. object fll iframe B[

ESA object M iframe FEEPEBIEITIEEIN URL HITIHEHZIER, BER iframe M
AR BERWEETEHTML, objetc FFENMABWEETEHTML

2% [ Electronv30.00 » Run

@ Editors @ Main Process (main.js) HTML (index.html)

[ Lhtml path = require('path html

D index.html createWindow () {
[ main.js charset="UTF-8
mainWin

[ preload.js width:

heigh 0

webPreferences: [{
nodeIntegration:
contextIsolation: Hello World!
webSecurity:

[ renderer.js

Hello World!
preload: path.join(_dirname, 'preload. We are using Node.js
Chromium id
H and Electron

mainWindow.loadFile('in
Hello iframe

Preload (preload.js) Hello object

window. addEventListener (' DOMC
replaceText = (selector, text) =>
element = document.getElementByT
Modules (element) element.innerText = text

( type of [
replaceText( ${type}




Hello World!

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

—

Hello object

£+ [ Electronv30.00 » Run [ Console

& Editors @
D Lhtml

[ index.html

[ main;

[ preload.js

Main Process (main.js)

path

mainWindow =
width:

[) renderer.js

tIsolation
webSecurity:

preload
H
b3)

path. join(__dirname,

mainWindow.loadFile('index.html")

Preload (preload.js)
ndow. addEventL i
replaceT
element
(element) element.innerTe:

{

Modules

replaceT
¥

b

window.preload_str

Renderer Process (renderer.js)

window. ren

'preloac

r, t ) = A
ment.getElementById(selector)

56 71/ 82

b=

Styles

HTML (index.html)

@ DevTools is now available in Chinese!

Always match Chrome's language A Switch DevTools to Chinese

Network  >>

span

other files to run in this

html
h
body></be
/hitml
"<h1>Hello iframe</h1>"
iframe
¥ <object
hi>Hello object</hl
object

% slot

script>alert("Hello o

html

Computed Layout Event Listeners

Hello World!

src="’

data=" Hello object ele

Hello object data

DOM Breakpoints

:hov

Properti

s +,




@ DevTools is now available in Chinese!

|
Hello World!

Network  >>

Hello object data - Youcanatso reuize ater files <o xn in chi

yT45/1.html)

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

hi>Hello object data</hl> == §
script

bod:
html

h1>Hello object element</hl

object
bject data="http://192.168 6/1.html"></object
bject data Tt
object><h1>hello</h1

Computed  Layout  EventListeners  DON

TIHEERT data IEEHAR, BEEMNIE HTML &, EARNARABHERT, K11R—
BEMEEN alert

& Electron v30.0.0 » Run Console

@ Editors @ Main Process (main.js) HTML (index.html)
D Lhtml path = require(’
D index.html createWindow ()

main.js
o ! mainWindow =
[ preload js

[ renderer.js

Chromium

Isolation:
SR and Electron

webSecurity

preload: path.join(__dirname,
n / alert|"Hello object element

b

mainWindow.loadFile('in

Preload (preload.s)
window. addEventListener(
replaceText = (selector,
element = document.getElementById(selector) il

Modules (element) element.innerText = text

charset="UTF-8"
type of [ {
replaceText("${type}-version, process.versions[typel)

b3) Hello object data

window.preload_str = "strin

Renderer Process (renderer.js)

window.renderer_str = "strings from

EH7T1/#£82M



- rr(I60\1 Cat\CunrDaramatarcTfAuailahlal) failad £

( DevTools is now available in Chinese!

Always match Chrome's language [ Switch DevTools to Chinese

Sources Network ~ >>

@ Editors
[ Lhtml
[ index.html
[ main.js
[ preload.js

[ renderer.js

Styles Computed Layout Event Liste

Modules

B Stop 2 Console

[787913:0506/11250n 221422 :-EDDND - CNNCNI E/ 1)1
js (1) b3
Fil

(@ DevTools is now available in Chinese!

|
Hello World!

i [0

¥ #document

Hello object data

¥ <ht
» <heac
@ Editors
[ 1html ‘We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.
[ index.html
[ mainjs
[ preload.js
[ renderer.js

1.html!
h1>hello</h1></object

h1
Computed ~ Layout tListeners  DOM Breakpoints ~ Properties >>

thov .cls + @ [

6. object IRFZEAAITIENR

object IRZABERIMM—T div IFE—F, FAEFMBRIF frame , FRLURENAIA
AWLEFMBRERIIE

7. INEE

object 1"|57U|E|ET_|"T'%E"JE5"\)\, £ Electron EPHJ’%%UT?E&%E’\JE%, MIXZM RS iframe
BEAR—%

E58T /%82

\g



YNR object HYMULSERIEAMIULEIR, NATLMEEEREN, HARBMEENLETX;
NRIEFERMNFBEZRFEBRANASE SR API 2E X FHEM

R object AYMULSERTIEAMUIENR, MEUATELLEERN, object RRAILHIT
Node. js

e nodelntegration: true

e contextIsolation: false

o sandbox ZEEBHHMIEEN true

N object HYMNISERTIEAMMUEARELR, WEUATREEER, object AARILA
1T Node.js

e nodelntegration: true

o contextIsolation: false

o sandbox ZEEHXHIZEN true

e nodelntegrationInSubFrames: true

SNR object HYMNISERTIEAMUIELR, FHFEXHT L TXMRE, W object BILAIREX
?Uiﬁ'z’éﬁﬁ*ﬂ Preload E"JJ:—FY

SNR object BYMIULSERTIEAVMULEIR, BRXHT ETFXFRE, M object AILIFREX
FERTTENETX

YNR object HYMIULSERIEAIMIULARFRE, N object B—MRIMETX

X ARRESEEE ( webSecurity: false ) FASN FEMNGR=EE NN

object FILMEA—NHRIN aiv RIBAIRE, REBNRNBZIFEER HTML E

F, data MABHRBRENEZFERN, data BREZRHRIT, REB HTML DFARZEZRE
NHLER, BEARAMB Javascript RIETEHIT, WITREIFVERNERE—H, M2
M data FEMAAITIEREE—E

(b))

EXE

https://developermozilla.org/zh-CN/docs/Web/HTML/Element/object

$oom/82m


https://developer.mozilla.org/zh-CN/docs/Web/HTML/Element/object

0x04 embed

HTML <embed> JTERFIMEPATIHRAXEFIEEME,

LEAE BRI BEFE E A E

HABR GO EY) =M, 5 object BEE—H, REEHMATZER

feo] Electronv30.0.0 » Run [ Console

/& Editors
[ Lhtml
D) index.html

@ Main Process (main.js) HTML (index.html)

path = require(pat

createWindow () {
D mainjs

mainWind
width: 1400,
height: 800,
webPreferences

D preloadjs

[ renderer.js

Hello World!

Hello World!

We are using Node.js

Chromium

id="chrome

and Electron

preload: path.join(__dirname, ‘preload.js')
7

H

mainWindow.loadFile('index.html")

Preload (preload.js)
window. addEventListener (' DOMC
placeText = (selector, t
element = document.getElementById(selector)

Modules (element) element.innerT:

( type of ['chrome
placeText( ${type}-ver

window. rings fro

Renderer Process (renderer.js)

window. rend r_str = "strings

B Stop 3] Console

[803458:0506/114327 A -EDDND - CONCNIE/ 1)1 "Damiact Autnfill anahla failad S'rada’-
js (1)

29601 "maccan

Hello World!

Hello embed

/& Editors
[ 1.html ‘We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.
[ main.js

[ preload.js

[ rend

ris

2560 71/ 82

Afill

window.ab

Hello embed

anshla! wacn't fanndiln

@© DevToolsis now available in Chinese!

Always match Chrome's language A Switch DevTools to Chinese,

Console Source: Network >

h1>Hello World!</h1l
We are using Node

span id="no

, Chromium
pan id="chx
and Electron

sion">20.11.1

'>124.0.6367.49

ent Listenel kpoints ~ Properti

cls +, &

:hov




1. embed E¥

1) height

2) src

WERERZR IR URL

3) type

AT &AL ARy MIME 23

4) width

XA B

2. ;B TIHES embed BERLTX

B
ERBRT

Ee101/H 82T



£ [} Electronv30.00 » Ru

@ Editors [C]
O 1html

[ index.html

[ mainjs

[ preloadjs
mainWindow
dth: 1400,
height: 800,
webPref n

D renderer.js

preload: path.join(__dirname,
H
3]

Preload (preload.js)
replaceText = (selector,
element = document.

Modules
( type of ['chrome
replaceText( " ${type}-vers
¥

1)

window. preload_str

Renderer Process (renderer.js)

B Stop 3 Console

Hello World!

Hello embed

& Editors
[ vhtml

[ index.html

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.
[ main.js

[ preload.js

D renderer.js

g62m/H82m

Main Process (main.js) X HTML(index.html)

html

charset="UTF

Hello World!

Hello World!
We are using No
Chromium
and Electron

Hello embed

window. fla,

® DevTools is now available in Chinese!

Always match Chrome's language ] Switch DevTools to Chinese,

K L0 | Elemen Sources
D o

A
Electron Security Warning (Insecure Content-Security-Policy) This renderer
process has either no Content Security
Policy set or a policy with "unsafe-eval” enabled. This exposes users of
this app to unnecessary security risks

For more information and help, consult

This warning will not show up
once the app is packaged.

strings from object




o] Electron v30.0.0 » Run

T Editors ®

O Lhtml

Main Process (main.js)

{app, Bro
D index.html path = require(

B mainjs createWindow () {
D) preload.js
mainWindow
width: 1400,
height: 800,
R e

D renderer.js

preload

Preload (preload.js)
SN
replaceText

element

Modules
( type of [
eplaceText( ${type}-

b

window.preload_str tring

Renderer Process (renderer.js)

| Stop B3 Console

Hello World!

& Editors
[ Lhtml
[ index.html
[ mainjs
[ preload.js

D renderer.js

th.join(__dirname,

hrome

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

HTML (index.html)

html

charset="UTF-8"

Hello World!

Hello World!
We are using Node.
Chromium

and Electron

(selector, te:
document . getEL
(element) element.innerText = text

mentById(selector)

Lhtml
‘node’, ‘electron’'l) {
cess.versions[ty

charset="UTF

from preload
Hello embed

window. flag = "stri

@© DevTools is now available in Chinese!

Always match Chrome's language A Switch DevTools to Chinese

Hello embed

1.html:12
1.html
bu
Electron Security Warning (Insecure Content-Security-Policy) This renderer
process has either no Content Security
Policy set or a policy with "unsafe-eval” enabled. This exposes user:
this app to unnecessary security risks

For more information and help, consult

warning will not show up
once the app is packaged

56371/ 82



L) Electron v30.0.0  » Run

& Editors
[ Lhtml
D index.html

(€]

Main Process (main.js)

{app, BrowserW.
path = require(’
DO main.js createWindow () {
D preload.js

mainWindow =
width: 1400,
height: 800,
webPreferences: [

[ renderer.js

contextIsolation

preload: path.join(__dirname,
H
1)

Preload (preload.js)
replaceText = (selector, text) => {

element = document.getElementById(selector)
(element) element.innerText = text

Modules

( type of ['chrome’, 1 n'1) {
replaceText(

${type}-version', process.versions[typel)

13

window.preload_str = "strings from prel
Renderer Process (renderer.js)

window. renderer_str = “strings fron

rendere

| Stop B3] Console

"Damiact Autafill anahla failad

[808297:0506/114852 ZEAAN2:EDDAD:CONCAL EL111
is (D) a8

Hello World!

& Editors
[ 1htmt
[ index.html

We are using Node.js 20.11.1, Chromium 1

B mainjs
[ preload.js
[ renderer.js

o] Electronv30.00 » Run  [J Console

& Editors
O 1htmt
D index.html

®

Main Process (main.js)

{app, BrowserWindow} = require('electron’)
path = require('path')
) o=l createWindow () {
D preload js
mainWindow =
width: 1400,
height: 800,
webPreferences: [{
nodeIntegration
contextIsolation:
webSecurity:

D rendererjs

preload: path.join(__dirname,

Preload (preload.js)

replaceText
element =

(selector, text) => {
document . getElementById(selector)

0.6367.49, and Electron 30.0.0.

Stendan

Hello embed

_22an1

X HTML (index.html)

charset="UTF-8

Hello World!

Hello World!

We are using Node.js
Chromium id="chrome
and Electron

id="node-version"
ersion”

charset="UTF-8"

Hello embed

window. flag = "strings from object”

console. log(window.parent.renderer_str)
console. log(window.parent.preload_str)

Mmaccama M Autafill anahlal wacn't Faund"Ll  caurca: dautanle: //ldavtanle /hundlad/raralnrat

X

fellc rl

@ DevTools is now available in Chinese!

Always match Chrome's language A Switch DevTools to Chinese,

ik [0 | Elements
n o ®

strings from renderer.js

Console Sources Network  >> Al

top ¥ Defaultlevels ¥ | Nolssues

@

1.html:12
strings from preload.js 1.html:13

A node:electron/js2c/sandbox bundle:2
Electron Security Warning (Insecure Content-Security-Policy) This renderer
process has either no Content Security

Policy set or a policy with "unsafe-eval” enabled. This exposes users of
this app to unnecessary security risks.

For more information and help, consult

https://electronjs.org/docs/tutorial /security.
This warning will not show up
once the app is packaged.

& © Publish

HTML (index.htmi)

charset="UTF-8"

Hello World!

Hello World!
We are using Node.js
Chromium id
and Electron

"chre
id="elect




DOCTYPE - html

"UTF-8"

TIE - 1.html
indow.flag = "strings from object"

setTimeout(() => {
console. log(window.parent.renderer_str
console. log(window.parent.preload_str
}, 2000)

@ DevTools is now available in Chinese!

1
Hello World!

~ [0 Elements  Console  Sources  Network >> 1A4 |8 1 X
P Q|tp~| @ Defaultlevels Y | Nolssues | €83

iframe ﬁﬁ - l'html A : node:electron/js2c/renderer A

Electron Security Warning (Insecure Resources) This renderer process
loads resources using insecure
protocols. This exposes users of this app to unnecessary security

X

risks.
. . . Consider loading the following resources over HTTPS or FTPS.
We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0. R SR

For more information and help, consult
httg
This warning will not show up
once the app is packaged.
A
Electron Security Warning (allowRunningInsecureContent) This renderer
process has "allowRunningInsecureContent"
enabled. This exposes users of this app to severe security risks.

For more information and help, consult

https js.org/docs/tutorial/security,
This warning will not show up

once the app is packaged.

A node:electro
Electron Security Warning (Insecure Content-Security-Policy) This
renderer process has either no Content Security
Policy set or a policy with "unsafe-eval® enabled. This exposes users
of
this app to unnecessary security risks.

For more information and help, consult

https t js.org/do tutorial/secur .
This warning will not show up

once the app is packaged.

» Uncaught DOMException: Failed to read a named property 1.html:13
‘renderer_str' from 'Window': Blocked a frame with origin "
" from accessing a cross-origin frame.
1.216 ml:13:37

ZR5 object —

3. embed 1T Node.js BI1ER

56571/ 8211



o] Electron v30.0.0 b Run

@ Editors @ Main Process (main.js) HTML (index.html)

O Lhtmt
{app, BrowserWindow} = require('electron')
[ indexhtml path = require('path')
D mainjs ; charset="UTF-8"
createWindow () {
D preloadjs
mainWindow = BrowserWindow({

width: 1400,
height: 800,
webPreferences: [ Hello World!

nodeIntegration:

contextIsolation

D renderer.js

Hello World!
We are using Node.js id="n
Chromium id="chrome-version"

preload: path.join(__dirname, 'preload.js’) and Electron id="electron-version”

Preload (preload.js)

" L GUUEVEILLLS LeliEl | ARV
replaceText = (selector, text) => {

element = document.getElementById(selector)

(element) element.innerText = text
Modules

( type ['chrome', 'node', 'electron'l]) {
replaceText( ${type}-version’, process.versions[type])

+
1) charset="UTF-8"

window.preload_str = "strings from prelo

Hello embed

Renderer Process (renderer.js)

window.renderer_str = "strings from renderer.js" VIR, TGRS S (i e
window.parent.require(’child_process').exec(deepin-music')

B Stop [ Console

[811653:0506/115252 NAA1E2-EDDND-CONCAI E£ 1)1 "Donuact Autafill anshla failad f'"rada!: 27401 "maccama!"!Autafill anshla! wacn't faundiln

js (1) X

(® DevTools is now available in Chi

L

Hello Worlg

@ Editors

O 1html o We are using Node.js 20|
[ index.html

[ main.js

[ preload.js

[ renderer.js

IR

ARIIAREEE

ERERFEREFURFME R




ron Fiddle - Unsaved
nd

o3 Electron v30.0.0 » Run [ Console

fa Editors Main Process (main.js)

HTML (index.html)
O Lhtml . o f 5
t {app, Brow i require('electron’
ra A Hello World!
[P = R i) Ve are using Node.js id="node-version"
O main.js . Chromium id="chrome-version"
. @rGEEETEED ©) 4 and Electron id="electron-version"
D preload.js
mainWindow = new Browserh

vr\‘uqt:t 1;38, src="http://192.168.31.216/
eight: , =
webPreferences: [ e I e

nodeIntegration: i -Js!

contextIsolation:

[ indexhtml

[ renderer.js

preload: path.join(_dirname, ‘preload.js’
¥
H

Preload (preload.js)

u s UUMLUI el LUaUS | ()
replaceText = (selector, text) => {

me charset="UTF-8"

iframe TIHE - 1.html

window.flag = "strings from object"

if (window.require ! 1) - {

window.require('child_process"').exec('deepin-music"')
} else

window.parhnt. require('child_process').exec('deepin-music"')

fello World!

I @ DevTools is now available in Chinese!
HEIIO world * Always match Chrome's language A Switch DevTools to Chinese A

~ [0 Elements Console Sources Network  >> 1 A2
m™ @ top ¥ | @ Default levels ¥

Uncaught DOMException: Failed to read a named property 'Tequire' 1.html:15
from 'Window': Blocked a frame with origin "http://192.168.31.216" from
accessing a cross-origin frame.

at http://192.168.31.216/1.html:15:25

No Issues

iframe TA[H - 1.html

A > node:electron/js2c/renderer init:2
) . i Electron Security Warning (Insecure Resources) This renderer process loads
We are using Node.js 20.11.1, Chromium 12: 367.49, and Electron 30.0. Tesources using insecure

protocols. This exposes users of this app to unnecessary security risks.
Consider loading the following resources over HTTPS or FTPS.
- http://192.168.31.216/1.html

For more information and help, consult
https://electronjs.org/docs/tutorial/security.
This warning will not show up

once the app is packaged.

A node:electron/js2c/renderer init:2
Electron Security Warning (Insecure Content-Security-Policy) This renderer
process has either no Content Security

Policy set or a policy with "unsafe-eval" enabled. This exposes users of
this app to unnecessary security risks.

For more information and help, consult
https://electronjs.org/docs/tutorial/security.
This warning will not show up

once the app is packaged.




£+ [ Electronv30.0.0 » Run

@ Editors ® Main Process (main.js)
[ 1html
D indexhtml

HTML (index.html)

&Py B =h = Hello World!
[0 © GERR We are using No
B mainjs i ) Chromium
» createwindow () { o

[ preload.js

mainWindow = new Brows
width:
heigh ,
webPreferences:

D rendererjs

ionInSubFrame
join(__dir

Preload (preload.js)

window. addEventListener
replaceText = (selector, text) => {
element = document.getElementById(selector)
element) element.innerText = text

B Stop =] Console

js (1) =
[818135:0506/12001
js (1)

Hello Worlc

faw Editors

[ Lhtml

O main.js
[ preload.js

[ renderer.js

ANER

ARDNEREHER TR

B RERFER T RUERFNE

ZR5 object —%

4. embed IFERRITER

ge8m/E82m



fed Electron v30.0.0 b Run

& Editors Main Process (main.js) HTML (index-html)
O 1html

D index.html

[ mainjs

[ preload.js

) et

Hello World!

tionInSubFral .
th.join(__dirname, 'pre

Chromium
and Electron

Preload (preload.js)

Modules

html
¢ type of [ n'1) {

. : r
replaceText (" ${type}- . 5 ons[type])
charset="UTF-8"
b
window. preload_str
Hello embed
Renderer Process (renderer.js)

window. renderer window. flag

1 @ DevTools is now available in Chinese!
HEIlo world * Always match Chrome's language,

~ [0 Elements Console Sources

Hello embed

1>Hello World! 1
We are using Node.
n id="n 20.11.1
We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0. : Chromiun * 367 49 <
n id="chrom ol 124.0.6367.49 pal
and Electron "

Hello embed innerHTML on-version'>30.0.0

un in
5/1.html" embed

html

html body
Computed  Layout EventListeners DOM Breakpoints  Properties >>

thov .cls +, B [

embed 5 object Z:EE"J%, embed *ET%WEQW@}E%E?%?&Wﬂ*D embed FRE[EIZR

5. Ih&h

embed 15 object HERMEA—H, B—SFANE, embed HERNKZERE
SWHEIF embed AR, M object IREMIMINEERINAWNE <object> FIER

SENE

https://developer.mozilla.org/zh-CN/docs/Web/HTML/Element/embed

B69m /821


https://developer.mozilla.org/zh-CN/docs/Web/HTML/Element/embed

Ox05 webview
1. EFRET

BERR. BIIAENEFER WebView, AAXMIESKERIZINEGWT K, vl &N B
EFNRE. ZEVREMIERE, 91 iframe #HMElectronfy BrowserView , TiEHRERAIL
AR 1€ITAYEZEM,

Electron HBY webview *E?%E:_F Chromium webview , E%IEE%EEKEI’\J’;EWQQO
XM webview HIRRENM, BEFZM. SMAMEHEKH,

2. B webview

FRINERT, Electron >= 5 2F webview 5%, EMIE BrowserWindow BY, FEE&
IR E webviewTag: true KEH webview

3. AR
F—NRIZAY frame MBI E R RIMNE web B
FRUAESErI IR EMA— M EE O—#NE OHEES

fEF webview IR&ENF'guestIA (FIAOMITI) BRAEIERY Electron A, Guest REES
£ webview AEEHN. NAFRMERAREAUEHIINERBTHNHEENELS,

5 iframe AEl, webview ﬁﬁiﬂﬂziﬁﬁ’\]ﬁiﬁﬂﬁﬁiiﬁﬁo E?ﬁﬁ%ﬂﬁ?ﬂ’ﬂﬁiﬁﬁi—ffﬂ@&ﬁﬁ#
BFrB NNRBMRN A Z BINRESMFEERT N, XFFRIHMTANAXN FRANARATHNER
2%,

AR NBETTEFA webview WAERSHEFTEXN EHIZHITEL BEA.

BERANEFWT

<webview id="foo" src="https://www.github.com/" style="display:inline-flex;

width:640px; height:480px"></webview>

B70m/H82m


https://www.electronjs.org/zh/docs/latest/api/webview-tag#warning
https://developer.chrome.com/docs/extensions/reference/webviewTag/

#£¥ [ Electronv30.00 » Run [ Console

(€]

Main Process (main.js) HTML (index.html)
html.

L

{app, B
path = require

D mainjs
[ preload.js

createwindow () {

NEC-AC]

mainWindow = Bro

B}

D rendererjs

Hello World!

Hello World!
We are usin
Chromium
and Electron
preload: path.join(__dirname,
¥

b

mainWindow.loadFile("in

mainWindow.webContents.openDevTools()
Modules

@ DevTools is now available in Chinese!

!
HEIlo world- Always match Chrome's language

~ [0 Elements Console Sources Network ~ >>

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.!
GitHub Universe is back: Get tickets now for 35% off, only until Ju

@)

<html>

» <he,
e ¥ <h =
<h1>Hello World!</h1>
" We are using Node

Chromium "

n id="chrome-ve
, and Electron "

n id

Email address
Styles Computed Layout EventListeners DOM Breakpoints

:hov

Sign up for GitHub

4. webview B

Eﬂgﬁ'ﬁﬁgﬁﬁqlzﬁ%?&; .N*ﬂ?«%ﬂ\]z_ﬁﬁfl\éﬁjﬂ"] BrowserWindow EF‘E"] webPreferences
PO

1) src

src="https://www.github.com/"

RTA MR string B ALILBMERENTNAKBREE
SR src RUEREMNE HAIDIH,

B7Im/H 82T



src BMERRILUZESZEIE URL, 81 data:text/plain, Hello, world! o

2) nodeintegration

<webview src="https://www.google.com/" nodeintegration></webview>

MNEBTIEREEM Node. js

3) nodeintegrationinsubframes

<webview src="https://www.google.com/" nodeintegrationinsubframes>

</webview>

MENTIE ARSI iframe FRBEHRIRENE] Preload HIAERBHAR

4) plugins

<webview src="https://www.github.com/" plugins></webview>

INERYDIE =22 AJ LAUE A sE 24t

5) preload

<webview src="https://www.github.com/" preload="./test.]js"></webview>

<webview src="https://www.github.com/" preload="./app.asar/test.]js">

</webview>

FonnHR s

g72m/H82]



6) httpreferrer

<webview src="https://www.github.com/" httpreferrer="https://example.com/">

</webview>

NIFETIEIZE referrer URL BY string

7) useragent

<webview src="https://www.github.com/" useragent="Mozilla/5.0 (Windows NT

6.1; WOW64; Trident/7.0; AS; rv:11.0) like Gecko"></webview>

REMEHDIER AR User-Agent

8) disablewebsecurity

<webview src="https://www.github.com/" disablewebsecurity></webview>

%lﬂfﬁ%%, Eklk%ﬁ%f@%%ﬂ"]; RAELHKE disablewebsecurity Ej’j’?&lﬂ?é%
it

9) partition

<webview src="https://github.com" partition="persist:github"></webview>

<webview src="https://electronjs.org" partition="electron"></webview>

1&%51@1%% E/‘J%'LEE"J string o

MR partition LA persist: FF3k, ZDIEIGERFFEEM session, HEMEREEN, B
fFAR—" partition . IR&HE persist: AIZE, TNEIFER in-memory session. @it %
FCAEEIY partition , ZNTIAIUHERF—RIE, WREZBIZE partition , app FXE

FBRiARYsession,

B73m/H82]



10) allowpopups

<webview src="https://www.github.com/" allowpopups></webview>

MR ZBEMEFE, MEMNTEBARFTARED. Popup BRNZRERNRE

11) webpreferences

<webview src="https://github.com"

webpreferences="allowRunningInsecureContent, javascript=no"></webview>

string B—THESDEINFAFHRTIR, HRIEE 7T EIKET webview R Web BE
Ul SFFHVEIE Iﬁ%ﬁ%ﬁ’] BIIR, BER

lﬂ.’ﬁ"‘, webview El’\] webpreferences ES‘ZT#LXT??%%

e transparent boolean (optional) - MEBMNTIEEEERERSS

12) enableblinkfeatures

<webview src="https://www.github.com/"

enableblinkfeatures="PreciseMemoryInfo, CSSVariables"></webview>

— PNEFERFEYVR, REESAHAN blink 4%, XEIEEA blink 5|
Chromium E"J:}Efﬂﬁ

13) disableblinkfeatures

<webview src="https://www.github.com/"

disableblinkfeatures="PreciseMemoryInfo, CSSVariables"></webview>

ZH blink 5IZ4FMERIFIR

B74T/H 82T


https://www.electronjs.org/zh/docs/latest/api/browser-window#new-browserwindowoptions

MEERIRBARKAIUEL, webview FHHZET—T Browerwindow , FALIEXBEEKRE

b

BY75758 DOM FfF, EXKT, A——F2ET, BEAUETHSEXE

5. B0HES webview ETFXI&ER
MEBHERRE, Wize&E L TXXEN, BEE2FKI1TEEi

o] Electron v30.0.0 » Run [ Console

@ Editors Main Process (main.js)

O thtmt

HTML (index.html)

{app, B window} = require('electron’)
[ index.html path = require('path')

: charset="UTF

O main.js createWindow () {

D preloadjs

mainWindow = B

width: 1400,

height: 800,

webPreferences: {
webviewTag:

@ renderer.js
Hello World!

Hello World!
We are using Node.js 1d="node-version"
Chromium id="chrome-versi '

and Electron id="electron-version"
preload: path.join(_dirname,

+
b /renderer.js"
src="./1.html" style="display:inline- th:640px

mainWindow.loadFile("'index.html")

Renderer Process (renderer.js)
Modules

window. renderer_str = "strings from rendere html

setTimeout(() => {
console. log(window. frames [0][['webview_:
}, 2000)

charset="UTF-8"

Hello webview:

window.webview_str = "strings from webview"

## [ Electronv30.00 » Run [ Console

&
@ Editors @ Main Process (main.js)
O Lhtml

% HTML(indexhtml)

{app, BrowserWindow} = require(electron’)

[ index.html path = require('path')

D) mainje charset
) createWindow () {

RO 060

[ preloadjs
mainWindow =
width: 1400,
height: 800,
webPreferences: [{
webviewTag
nodelIntegration:
contextIsolation:
webSecurity:

[ renderer.js

[}

Hello World!

Hello World!

We are using Node.js
Chromium id
and Electron

nodeIntegrationIhSubFrames .
preload: path.join(__dirname, 'preload
i
1)

html" style="display:inline-flex; width:640px
height:480px"
mainWindow.loadFile('index.html")

Renderer Process (renderers)
Modules

window. renderer_str = "strings from renderer.js"

setTimeout(() => {
console. log(window. frames [0][f]
}, 2000)

charset="UTF-8"

Hello webview

window.webview_str




B Stop B3 Console

[916185:0506/140250 &ENQ7A-EDDAD - CANCALEL111 DA
js (1)

(@ DevTools is now available in Chinese!

!
Hello World!

We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0. R [0 Elements  Console  Sources  Network >>
D Olw~ |l ®
.
Hello webview a» o

Electron Security Warning (Disabled webSecurity) This re
"webSecurity" disabled. This

exposes users of this app to severe security risks.
& Editors

[ 1html

For more information and help, c

[ index.html he app is packaged.

A

Electron Security Warning (allowRunningInsec
Dl pretoadj process has “a InsecureContent”
preload.js enab

D mainjs

[ renderer.js

derer init:2
enderer

enabled. This exposes users of

not show up

Modules once the app is packaged

ught TypeEr: read properties of undefined

BIER LR XRIE, webview KHEZMIM ETX

6. webview H11T Node.js BI1ER
Z33 i, RBH BrowerWindow KE N
e webviewTag: true
e nodelntegration: tfrue

e contextIsolation: false

e sandbox: false IRFFERIARIZE

AIER T, webview BIAPLEIEINA B LA4ESY, nodeIntegrationInSubFrames FAEMM
webview ZNEMIT Node.js

FUEM E, webview HITUIFECE, MEAITIEEIFIHIT Node.js

id="foo" src="./1l.html" style="display:inline-flex; width:640px;

height:480px" nodeintegration webpreferences="contextIsolation=false"

webview ECE TR/ DXF ETXREEARTT

B76W/H82M



webview MENHEE— M ETX, B5ELRHAIEREHIZBEEFTEMFEH IPC
, webview FHITIEIEEMNIT Node.js HIBIIRRE, IMEPEVEZRHIZRILIAIT Node. s

HBEAXREMLE webview BHOBIEE A RILL

nodeintegration webpreferences="contextIsolation=false"

o

ENE
https://www.electronjs.org/zh/docs/latest/tutorial/web-embeds#webview

https://www.electronjs.org/zh/docs/latest/api/webview-tag#warning

0x06 WebContentsView

WebContentsView #l] BaseWindow T:I_: Electron 30.0 EP;?'J%?JD, %ﬂ%rﬁﬁ#*&?ﬁe
BrowserView , Bii @ EHERIR, HWIMEINHELL webview BEEK—E, FBEFRHAIEN—
285y, MeREHEERAITERE

WebContentsView _JLYJJI]%‘Z IJ\E, /\ WebContentsView EJL)UE&)\?IJ—
BaseWindow HHITEH. nEFEIE

1. EREBT
ZIRIREET app B ready BHZEBITAENR

B77T01/#£ 821


https://www.electronjs.org/zh/docs/latest/tutorial/web-embeds#webview
https://www.electronjs.org/zh/docs/latest/api/webview-tag#warning

const { BaseWindow, WebContentsView } = require('electron')

const win = new BaseWindow({ width: , height: })

const viewl = new WebContentsView()
win.contentView.addChildView(viewl)
viewl.webContents.loadURL( 'https://electronjs.org')

viewl.setBounds({ x: 0, y: 0, width: , height:

const view2 = new WebContentsView()
win.contentView.addChildView(view2)

view2 .webContents.loadURL( 'https://github.com/electron/electron’)

view2.setBounds ({ x: , y: 0, width: , height: })

%] Electron Fiddle - Unsaved
ie

o3 Electron v30.00 » Run S & © Publish

& Editors (o Main Process (main.js) " X HTML(index.html) > A
[ Lhtml z y
D) index.html

contextIsolation

D mainjs a charset="UTF-

D preloads preload: path.join(_ dirname,
D rendererjs

9]
le>Hello World!
mainWindow. loadFile( index.html')
1>Hello World!</f

mainWindow.webContents . openDevTools() 2 @ Wiy Meioije s di-inme-varsien
" Chromium id="chrome-version” )
and Electron id="electron-version”

app.whenReady() . then(() => [
t src="./renderer.js"
{ BaseWindo ontentsView } = require('electron’)
win = new Bas ow({ width: 800, height: 400 })
viewl = WebContentsView()
win. contentView.addChildView(viewl)
viewl.webContents.loadURL('https://electronjs.org")
viewl.setBounds({ x: 0, y: 0, width: 400, height: 400 })
view2 = new WebContentsView()
win. contentView.addChildView(view2)

view2.webContents.loadURL( 'https://github.com/electron/electron’)
view2.setBounds({ x: 400, y: 0, width: 400, height: 400 })

app.on(‘activate', function () {

(BrowserWindow.getAllWindows().length === 0) createWindow()
)]
)

app.on( ‘window-all-closed’, function () {

if (process.platform !== 'darwin') app.quit()

$£78W/H 82T




B Stop B3] Console

[1160991:0506/191922.739672:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 3 times!

fanatical-mine-prepare-6hrib

= &2 Electron Q signin] O

o
2
I\

oM
&l
fa Edit H Main P (main.js) ) )
o =CRon L ain Processmain ls,_ &2 Build cross-platform desktop apps with

D Lheml z Build Cross_p[atform JavaScript, HTML, and CSS

[ index.html contextIs X
O mainjs deSktOp appS Wlth
0 preosd retens: « JavaScript, HTML,

[ renderer.js ¥

n and CSS

mainWindow.lo m
Tssues 842
Hello World

mainWindow.webContents.openDevTools() \gsrz’;iu;:smg a
}

and Electron

XEHEATE createWindow() 5E$§$—$—T, 79/‘*5\&%%, BaseWindow 7 BrowerWindow
MRE—NLEY, BEEBANEORSEIE, MM webContentsview EBEEFBRANRNE

Notifications o Wo

2. WebContentsView E1%

WebContentsView I/:'\E_/I\E'ﬁ, ;TLjET?E webPreferences , ﬁjﬂ%ﬁﬂ\]@]@
BrowserWindow BI{ZiEZEAIEARLE

https://www.electronjs.org/docs/latest/api/structures/web-preferences

3. L F3# Node.js

?9 WebContentsView %Ii&*ﬁ*ﬁiﬂ, ?EE%-TJ:EE’\J?%TEU, /'E:/I\ WebContentsView %ﬁ—
PMEFIFREY, ATLUBELFINRITEHITEIER

T EEEBHIT Node. js FEEURT webcontentsview BIIELHIRS webPreferences HIED
BT

B79M/H 82T


https://www.electronjs.org/docs/latest/api/structures/web-preferences

£+ [ Electronv30.00 » Run [ Console

@ Editors ®

[ 1html

Main Process (main.js)

{app, BrowserWindow} = require('el
path = require(’path’

(]

[ index.html
D mainjs v charset="UTF-8
> createWindow () {
}

]

D preload.js

Q

[ renderer.js app.whenReady (). then(() => Hello webvievf

ontentsView } = require('electron') require('child_process').exec('deepin-music')
ndow({ width: 800, height: 400})

- WebConten N({
webPreferences: {
nodeIntegration
contextIsolation
}
b
win. contentView.addChildView(viewl)
viewl.webContents.loadFile("'./1.html"
viewl.setBounds({ x: 0, y: 0, width: 400, height: 400})

app.on('activate’, 01
Modules

ndow. getAllWindows().length === 0) createWindow()

app.on('w 11-closed" O 1
(process.platform !== 'darwin') app.quit()
b

B Stop 3 Console

[1191345:0506/195608.358256 :ERROR:gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 3 times!

®

faw Editors Main Process (main.js)

[ Lhtml
{app, Brow
path = require(

NEC)

[ index.html
O main.js
[ preload.js

createWindow (

DN EREC)

[ renderer.js

app .whenReady ().t -

{ Basel
win =

viewl =

webPreference
nodeIntegra
contextIsol

+

Modules D)

win.contentView
viewl.webConten
viewl.setBounds

app.on(‘'acti

(Browser AMER

ARINAREERTE

ERERIEREFXRAMNE R




4. &g

M Electron 30.0 ;Fyf:? WebContentsView *r:ﬁﬁ? BrowserView , EE’@:’ BaseWindow
A LIBMHITEMEIE, webcontentsview BIESEFIFRET, FJLIIEE webPreferences
HITLLEE, HPECEIETNA BrowserWindow —, =& o LT Node. js HFEE

/;Eﬂ: webPreferences

o

EXE

https://www.electronjs.org/zh/blog/electron-30-0#%E9%87%8D%E7%82%B9%E5%86%85%E5
%AE%B9

https://www.electronjs.org/zh/docs/latest/api/web-contents-view#class-webcontentsview-e

xtends-view
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FEXELSHNEBT ZMwebBR KA, A

E—MEE iframe . object . embed , WFLE HTML REZFHNEAR, XNE
Electron HEEITREFAIZH, WFENNM=Z, L TFXXK Node.js ?;’L?‘_I'ﬁléjjﬁ']mﬁ:gz!x%
—XK, BEESREEARAREIFEEERAXR, K iframe HFIR

R iframe E’\Ji&th’—ﬁﬁs’éﬁiEE’\Jﬂﬂiltlﬁi}?\, WUELX—Fﬁ?éEEEEj, iframe AILAAAT

Node. js

e nodelntegration: true

e contextIsolation: false

o sandbox B EHMIZEN true
NR iframe HYMIUISBERTIEAMUARER, WEUATLRLEER, iframe RNZA R
1T Node.js

e nodelntegration: frue

« contextIsolation: false

o sandbox ZEEHXHIZEN true

o nodelntegrationInSubFrames: true

EB8IT/ /82T
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nodeintegration webpreferences="contextIsolation=false"
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