


web㿋⪍ | Electron 㱧⪓  
0x01 甏☮  
㛻㳄㞑☫㛿⽰㛻㳄阥阷氳佭 Web 㿋⪍仰阷佭粠珇鲸佭䈒榫爊䈌㏇鼨⮇㏜俍┖䡘♜꧎金
㿋⪍┉◙瑭└亡氳 web ⫂㳋❇㞝䡘⫞▽疟䤗儛乄珖⪭免鼨⮇ⴎ⻡鈼겐⫂㳋䡘┕⚩⮽ B 
珇┕▽䡘䘶䤧鲹夀⫂㳋㿋⪍⮽䡘氳䤗儛乄珖免㶩⺎耇金✳榫 web 㿋⪍䤗儛
㏇ Electron 免僗└熨亡䌋⺎♔阦✃㏇Electron氳 BrowserWindow ꄅ꥘䡗瑭└亡web⫂
㳋 <iframe>  ⽰, <webview>  ⽰ WebContentsView  夷╄Ⱶ耇齉樋僗┘⺱鴠榫◇┘⺱氳
䗯⬅ն 

 

⪭㲓金佭䣩㰅浍氳陚web㿋⪍葶㍴⚢䏭㛻┉╄ img  䡝 video  剝甌█⺎♔畀䐂┕佭 web 
㿋⪍☫㛿阥阷氳 web 㿋⪍╚金佭㿋⪍瑭└亡粠珇鲹眷氳䳩⛼
㏇ Electron  㲇亡☮篸免䇜媆僗☮篸㏇ iframe  ╯⯥⭴朆氳 web 㿋⪍䤗儛 —— object  
⽰ embed ㏇ Java Applet  ⽰ Flash  黁╄休♏㱚♜氳㿋⪍㶩佭鵠鲋 object  ⽰ 
embed  㲓朆氳
䢦♔☫㛿氳乄珖免䡘♜齉㶍陒┉┖洇洇㱚♜㏇ Electron  免佭⻖鲸⺎♔✳榫

https://www.electronjs.org/zh/docs/latest/tutorial/web-embeds

https://developer.mozilla.org/zh-CN/docs/Learn/HTML/Multimedia_and_embedding/Other

_embedding_technologies

 

0x02 iframe  
㏇╯⯥氳 nodeIntegrationInSubFrames  乄珖免䄖篺㵒 iframe  鲽车▽鼨⮇☮篸鲹佭
┉熨朆㏇鵠榫氳 web 㿋⪍亡勆仵抆金ⱶ鰉瑭└亡건ꪫ黁╫罥㲋佭⩒阵饖㓊氳⛙饖㓊陴
姳氳㏐㏥⹨ CSP 瓀樋氳꡿⯆
⪩◇ CSP  瓀樋⺎♔刧洇 CSP | Electron 㱧⪓ 鲹疟乄珖
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https://www.electronjs.org/zh/docs/latest/tutorial/web-embeds
https://developer.mozilla.org/zh-CN/docs/Learn/HTML/Multimedia_and_embedding/Other_embedding_technologies
https://mp.weixin.qq.com/s?__biz=MzU1NDkwMzAyMg==&mid=2247500940&idx=1&sn=2083a1676cd335a967b5b004bf1574a8&chksm=fbdef00dcca9791b167579453d82bc6927d5ea34866cb02b4637f791f6d3c496e74e1ab311f7#rd


1. iframe 㷯䓪  

iframe  ⩕碜ⴎ⻡⪓㷀㷯䓪█㶩佭ⴎ⻡黁◙䢦僗剝甌齉⺎♔✳榫氳㷯䓪
 

1) allow  

榫◇╙ iframe  䧗㲋┉╄儹꡿瓀樋院瓀樋㲋共⿵◙Ⱶ耇⺎榫◇❇㞝阼ꠋ뜷⩡곽յ䯷⥽
㜍յ榾娢յWeb⪦◸璡 <iframe>  劯䩺陴姳氳全嶏ն
儹꡿瓀樋氳䙬共㞝┖:
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䷊⹩䣆儬⽰瑭└亡鈼겐舅ⲁ䲭䷒氳랸阡车╙
꡿⯆粠珇✳榫注儬յ뜷⩡곽յ䣵㚜璡䷨䚊阻㚷
⩒阵 iframe ✳榫⪓㷚 API

㞝冽걸泘㏇鈼⹾免┘⺎鈷⮟⢦塛㵒⪭鲽车耾儗㚲杼♔䬠냖䓪耇
 

儹꡿瓀樋 ( Permissions-Policy ) 䬠❠允熨䧗㲋瓀樋氳亡嫏
HTTP 㜍 - Permissions-Policy

iframe  免氳 allow  㷯䓪激抆䫝⯆氳佭 iframe  免✳榫氳攑䓪

 

儹꡿瓀樋ꃾ榫簒䤕⯆䈲⡾㞝陱건ꪫ氳儹꡿瓀樋焔塛阼ꠋ뜷⩡곽黁╫건ꪫ免㿋⪍氳 
iframe  ⚢簒䤕院瓀樋焔塛✳榫뜷⩡곽㞝冽㿋⪍氳 iframe  ㏇ allow  㷯䓪免阻糌▽舅
流氳儹꡿瓀樋黁╫㶩⹧㯹꥘
 

儹꡿瓀樋陣篱⫂㳋⹇縓
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Permissions_Policy

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Permissions-Policy#iframes

 

2) allowfullscreen  

阻糌╙ true 休⺎♔鵠鲋隀榫 <iframe>  氳 requestFullscreen()  亡嫏忂孨⪓㷚嘗䌋
⪭㲓㏇┕ꪫ氳儹꡿瓀樋䄖篺ⴎ⻡⪓㷚嘗䌋氳ꠋ겗▽䢦♔鲹佭┉╄ⷧ⺒鸆槴㷯䓪
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https://developer.mozilla.org/zh-CN/docs/Web/API/Fullscreen_API
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Permissions_Policy
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Permissions-Policy#iframes
https://developer.mozilla.org/zh-CN/docs/Web/API/Element/requestFullscreen


 

3) csp  

㵒㿋⪍氳顫嶏鿥糌⫂㳋㱧⪓瓀樋
 

4) height  

♔ CSS ⥽碜劲䌋䡝⥽碜劲䌋䡝氬⮇奃劲䌋䧗㲋 frame 氳냖䈲ն랸阡⡬╙ 150

 

5) importance  

鲹佭╄㲓뀰䓪氳㷯䓪辑炐 <iframe>  氳 src  㷯䓪䧗㲋氳顫嶏氳ⱶ鰉⚝⩝篒ն⩒阵氳⡬
僗

auto  (default)

┘䧗㲋⚝⩝篒ն宂鈾劯䩺舅骱䗯⬅⬀㲋顫嶏氳ⱶ鰉걹䈌
high

顫嶏氳ⱶ鰉⚝⩝篒鰏냖
low

顫嶏氳ⱶ鰉⚝⩝篒鰏⛦
 

6) name  

榫◇㲋⛤㿋⪍氳宂鈾┕┖乄氳⺳燢
院⺳燢⺎♔榫⛼ a  剝甌┚ form  剝甌氳 target  㷯䓪⡬█⺎♔榫⛼ input  剝甌⽰ 
button  剝甌氳 formtarget  㷯䓪⡬鲸⺎♔榫⛼ window.open()  亡嫏氳 windowName  
⹇丘⡬
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https://developer.mozilla.org/zh-CN/docs/Web/HTTP/CSP
https://developer.mozilla.org/zh-CN/docs/Web/API/Window/open


7) referrerpolicy  

辑炐㏇藜⹧ iframe 顫嶏休㞝⛰⹠鴝 referrer 㜍鼨
鲹╄⪭㲓㏇╯⯥乄珖 ┉埠㜊題氳庀嬼╏纭㶍陒 免僗䬠鲋⛮⺎♔⹧⡬㞝┖
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https://developer.mozilla.org/zh-CN/docs/Web/API/Document/referrer
https://mp.weixin.qq.com/s/G5545bQVSVW-pPxXQI9XTg


⹧⡬ ⻡╬
no-referrer ┘⹠鴝 Referer  㜍
no-referrer-when-downgrade  (default)

⺸┘⹨ TLS (HTTPS) 变䥉氳 origin ⹠鴝陴
姳休┘⹠鴝 Referer  㜍

origin

referrer 㜍免别ⴎ⻡全嶏건ꪫ氳嶏ն䩦銨
╯别ⴎ⻡全嶏건ꪫ氳 scheme, host, ♔
⹖ port

origin-when-cross-origin

⹠颯饖㓊陴姳休别㏇ referrer 免ⴎ⻡全
嶏건ꪫ氳嶏ն⹠颯⺱嶏陴姳休☱抆⚢㏇
referrer 免ⴎ⻡全嶏건ꪫ㏇僜ⱷ┕氳饟䏧
⼝䕜

same-origin
㵒◇ same origin⺱嶏陴姳⹠鴝
referrer 꺙鼨⻖⮟┘⹠鴝

strict-origin

别激逈陴姳건ꪫ⽰全嶏건ꪫ僗注⺱氳ⶖ
阫㱧⪓璡篒休䣉⹠鴝 referrer 꺙鼨奃㞝
☳ꃾ榫 HTTPS ⶖ阫氳건ꪫ陴姳⺁┉╄ꃾ榫
HTTPS ⶖ阫氳건ꪫն㞝冽逈陴姳건ꪫ氳
ⶖ阫㱧⪓璡篒鰏⛦⮟┘⚢⹠鴝 referrer
꺙鼨奃㞝☳ꃾ榫 HTTPS ⶖ阫氳건ꪫ陴姳
ꃾ榫 HTTP ⶖ阫氳건ꪫ

strict-origin-when-cross-origin

激⹠颯⺱嶏陴姳休㏇ referrer 꺙鼨免ⴎ
⻡㱮丞氳 URLն激逈陴姳건ꪫ┚全嶏건ꪫ
┘⺱嶏⛙佭僗注⺱ⶖ阫㱧⪓璡篒休奃㞝
HTTPS→HTTPS㏇ referrer 꺙鼨免别
ⴎ⻡全嶏건ꪫ氳嶏ն激逈陴姳건ꪫ氳ⶖ阫
㱧⪓璡篒鰏⛦休奃㞝 HTTPS→HTTP
┘⹠鴝 referrer 꺙鼨

unsafe-url

㡏篳㏇ referrer 꺙鼨免ⴎ⻡嶏♔⹖饟䏧
⛙┘ⴎ䦮 fragment㳢溞䡝榫䢓
⺳ն鲹╄⡬佭┘㱧⪓氳, ㍕╙鲹劫⢢⚢倽
꨽⹨ TLS 变䥉氳顫嶏氳嶏⽰饟䏧⼝䕜
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https://developer.mozilla.org/zh-CN/docs/Glossary/TLS
https://developer.mozilla.org/zh-CN/docs/Glossary/HTTPS
https://developer.mozilla.org/zh-CN/docs/Glossary/Origin
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Referer
https://developer.mozilla.org/zh-CN/docs/Archive/Mozilla/URIScheme
https://developer.mozilla.org/zh-CN/docs/Glossary/Host
https://developer.mozilla.org/zh-CN/docs/Glossary/Port
https://developer.mozilla.org/zh-CN/docs/Glossary/Same-origin_policy
https://developer.mozilla.org/zh-CN/docs/Web/API/HTMLAnchorElement/hash
https://developer.mozilla.org/zh-CN/docs/Web/API/HTMLAnchorElement/password
https://developer.mozilla.org/zh-CN/docs/Web/API/HTMLAnchorElement/username


⹧⡬ ⻡╬
allow-downloads-without-user-

activation

㲓뀰䓪: ⩒阵㏇媆僗䏣姳榫䢓⺱䙬氳䗯⬅┖
┖鰉乄♭

allow-forms
⩒阵㿋⪍氳宂鈾┕┖乄䬠◬辑⶝ն㞝冽媆
僗✳榫院⪩꜄㰅⮟仰嫏䬠◬辑⶝

allow-modals ⩒阵㿋⪍氳宂鈾┕┖乄䣒䋯嘗䒳猫⹾

allow-orientation-lock

⩒阵㿋⪍氳宂鈾┕┖乄ꛗ㲋㷚䆠亡⺸陎
縖嫱奃㞝保耇䣆儬յ䇖冏榾耭氳姢䇖僼
⺸䡝㑉波僼⺸

allow-pointer-lock
⩒阵㿋⪍氳宂鈾┕┖乄✳榫 Pointer Lock
API.

allow-popups

⩒阵䍞猫 (❇㞝 window.open,
target="_blank", showModalDialog )
㞝冽媆僗✳榫院⪩꜄㰅注䈒氳Ⱶ耇㵨舅
ⲁ逈焔榫

allow-popups-to-escape-sandbox

⩒阵婻畴⴬氳乄勮䣒䋯亍猫⹾䇜┦亍猫
⹾┘⚢簒䤕婻畴剝阭ն❇㞝㱧⪓㏐婻畴
⴬┉╄䇯⼔건ꪫ縡┘⚢㏇䇯⼔ꛔ䫙⮽氳
亍건ꪫ免⻪榫注⺱氳꡿⯆兣♭

allow-presentation
⩒阵㿋⪍氳宂鈾┕┖乄䋯㡏┉╄
presentation session

allow-same-origin

㞝冽媆僗✳榫院⪩꜄㰅㿋⪍氳宂鈾┕┖
乄㵨逈鈼╙全舅┉╄斻环氳嶏鲹㵨✳

8) sandbox  

䫝⯆䈒榫◇㿋⪍㏇ <iframe>  免氳⫂㳋氳꡿⯆ն院㷯䓪氳⡬⺎♔╙狝♔䈒榫䢦僗꡿⯆█⺎
♔╙狝劲⮇ꣵ氳剝阭♔鉯ꢝ攑㲋氳꡿⯆
鲹ꄅ䑒걺嫱䙬䇜┘佭陱랸阡㶩䋯⻪ sandbox  縡佭꧎金侁䌋氳阻糌 <iframe sandbox>
</iframe>  䡝  <iframe sandbox=""></iframe>

 

鲹╄㷯䓪█佭┚䡘♜⪩硍奃鰏㛻氳⫂㳋ꃾ榫▽랸阡ⷊ㱧⪓氳鿥糌亡䌋
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https://developer.mozilla.org/zh-CN/docs/Web/API/Pointer_Lock_API
https://developer.mozilla.org/en-US/docs/Web/API/PresentationRequest


same-origin policy ⺱嶏压刧㜊題

allow-scripts

⩒阵㿋⪍氳宂鈾┕┖乄鲡车耾儗⛙┘耇
⮡䋧䍞猫
㞝冽媆僗✳榫院⪩꜄㰅㶩仰嫏鲡车耾儗

allow-storage-access-by-user-

activation

㲓뀰䓪: ⩒阵㿋⪍氳宂鈾┕┖乄鵠鲋
Storage Access API ✳榫撝篒宂鈾┕┖乄
氳㰇⤴Ⱶ耇

allow-top-navigation
⩒阵㿋⪍氳宂鈾┕┖乄㵗芒ⱶ鰉⫂㳋
⮽걵篒氳宂鈾┕┖乄

allow-top-navigation-by-user-

activation

⩒阵㿋⪍氳宂鈾┕┖乄㏇篺鲋榫䢓⩒阵⺵
㵗芒ⱶ鰉⫂㳋⮽걵篒氳宂鈾┕┖乄

 

㚷嫱 激逈㿋⪍氳乄勮┚╚건ꪫ⺱嶏休䍠憷䋧阫┘金⺱休✳榫 allow-scripts  ⽰ allow-

same-origin ն㞝冽⺱休✳榫㿋⪍氳乄勮㶩⺎♔鵠鲋♏溞⮧ꢝ sandbox  㷯䓪㞝塝㶩㱧⪓
䓪縡銨鲸┘㞝┘榫 sandbox ն

㞝冽䷍⭵縖⺎♔㏇婻畴⴬氳 iframe  ╯㛚㷤炐⫂㳋❇㞝榫䢓㏇亍剝甌건免䣒䋯⫂纭勂几黁
╫婻畴⴬█㶩媆僗䙬共▽ն䋧阫䤧鲹熨⫂㳋䷒糌⮽斻环氳┥榫㓊免♔⬵㵸⺎耇氳䩣㜊ն
婻畴㷯䓪 (sandbox) ㏇ Internet Explorer 9 ⹖催企氳撷儗┕┘逈䶺䧏ն

 

鲹⪭免 allow-scripts յ allow-popups յ allow-popups-to-escape-

sandbox յ allow-same-origin յ allow-top-navigation  ┚㱧⪓⪩硍奃鰏㛻
 

allow-scripts  佭⩒阵 iframe  㿋⪍氳粠건⫂鼨䣮车 JavaScript  㞝冽媆僗阻糌⮟┘⩒
阵䣮车
䡘♜孾陒┉┖ iframe  鲾爊ⱶ鰉䡘♜氳건ꪫ http://192.168.31.216/1.html

1.html

<!DOCTYPE html>

<html>

<head>

  <meta charset="UTF-8">
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https://developer.mozilla.org/zh-CN/docs/Glossary/Same-origin_policy
https://developer.mozilla.org/en-US/docs/Web/API/Storage_Access_API


 

儔侁䌋鲹佭 sandbox

</head>

<body>

  <div>

    <h1>iframe ⻚⾯ - 1.html</h1>

    <script>

      console.log(123)

    </script>

  </div>

</body>

</html>
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iframe  ⫂鼨氳耾儗⺎♔䡗Ⱶ䣮车
 

侁䌋㏐阻糌 sandbox
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激 sandbox  阻糌▽ allow-scripts  休
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鲹ꄅ僗┉╄ꠋ겗儔阻糌 sandbox  䡝 sandbox="allow-scripts" 休 iframe  免氳 
JavaScript  ⽰ Electron  峷刌건ꪫ氳 JavaScript  佭⺱┉╄┕┖乄⻀
㏇峷刌건ꪫ阻糌 window.flag = "success"

㏇ iframe  㿋⪍氳⫂㳋免䫝⯆⺐鰟⭴ window.flag
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鲽车孾陒

 

㞝冽阻糌 contextIsolation: false  ⼱
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鲹█⽰╯⯥乄珖☮篸氳┉舚 iframe  ⫂鼨佭┉╄斻环氳┕┖乄
 

✳榫 srcdoc  䣮车█佭┉劫氳
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allow-popups  佭⩒阵䍞猫鲹ꄅ氳䍞猫䇜┘佭 alert  ⭹丘鲹熨縡佭 window.open  䣒
䋯氳鲹熨洡氳猫⹾
㏇ iframe  ⱶ鰉氳⫂㳋免✳榫 window.open  䣒䋯 https://www.baidu.com/
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䣮车孾陒

window.open  氳䣮车逈䦨䡽㍕╙랸阡┘⩒阵䣮车 JavaScript  䡘♜ⱶ┕ allow-
scripts
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window.open  氳䣮车鲸佭逈䦨䡽▽䡘♜ⱶ allow-popups  
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䡗Ⱶ䣒䋯氬䈲氳건ꪫ
 

allow-popups-to-escape-sandbox  佭阦亍猫⹾⮡䋧休┘⚢舅ⲁ簒䤕 iframe 氳 
sandbox  鲹⺎耇⚢䷒㳑㱧⪓䫣亨
 

allow-same-origin  ⩒阵⺱嶏瓀樋⺎耇鼨⮇僚⹘㶩蟑▽鲹◙ sandbox  氳鴲걸┘佭㏇랸
阡氳꡿⯆免⻪榫攑儹⻀ 䓃╫鲸全▽┉╄⩒阵⺱嶏瓀樋⼱ 儗全┘㶩䈒院⩒阵⺱嶏瓀樋⻀
랸阡䗯⬅┖激┉╄ <iframe>  ✳榫▽ sandbox  㷯䓪縡媆僗攑⮷䧗㲋 allow-same-
origin  休院 <iframe>  免氳乄勮⚢逈鈼╙全舅┉╄斻攑氳յ仰儹꡿氳嶏ⷊ✳㲓ꡮ┕㱚
┚ⴎ⻡건ꪫ⺱嶏ն鲹䙬⽏浔ⷊ➘⫂㛚건ꪫ⺱嶏㱚♜█┘耇波䫙◎注阼ꠋDOMյCookie䡝縖
✳榫localStorage璡㰇⤴ն
 

allow-top-navigation 奃鰏ꄆ金㱚榫◇䫝⯆㿋⪍㏇ <iframe>  免氳건ꪫ佭⻖僗儹꡿㵗芒
⪭걵㷄宂鈾┕┖乄ⷊ䷊⹩撝猫⹾䡝걵篒猫⹾氳locationն랸阡䗯⬅┖激 sandbox  㷯䓪
逈䈒榫休鲹劫氳㵗芒车╙佭逈┽劲焔塛氳♔ꡕ塛㿋⪍氳⫂㳋㵒榫䢓槡ꪫ鲽车儔篺阵⺎氳右
䷊奃㞝ꄆ㲋⺸╚건ꪫ⮽䕥䙬珇憠ն
랸阡䗯⬅┖阻糌걵㷄㵗芒 window.top.location.href = "https://www.baidu.com/"

第 18 ⻚ / 共 82 ⻚



阻糌㵗芒㜊題 sandbox  㷯䓪免ⱶ allow-top-navigation
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⫋埠䣮车

┉済ꠑ♔⺵㱮䡗건ꪫꄆ鰉
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9) src  

逈㿋⪍氳건ꪫ氳 URL ㏐㏥
✳榫 about:blank  ⡬⺎♔㿋⪍┉╄鹗☳⺱嶏瓀樋氳狝氫건ն㏇ Firefoxversion 65 ⹖催냖
撷儗յ㓹◇ Chromium 氳宂鈾յSafari/iOS 免✳榫♏溞燰ꢝ iframe  氳 src  㷯䓪❇
㞝鵠鲋 Element.removeAttribute()  ⚢㵗舚 about:blank  逈鰉⪍ frameն
 

㵒䡘♜全陱奃鰏ꄆ金氳佭 src  㷯䓪佭⻖⺎♔䣒䋯儗㏐乄♭佭⻖⚢鵲䡗◅鲽⯆乄♭璡䣮车
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Electron  免 iframe  氳 src  㷯䓪⺎♔✳榫儗㏐乄♭ (⺎♔ⱶ┕ file:// ) 激抆乄♭金
㏇儹꡿╯⫂❇㞝陸⹧ /etc/shadow  㶩⚢㜊題

 

孾陒┉┖佭⻖⺎♔鉵⹠◅鲽⯆⺎䣮车爊䈌氳䣮车
Deepin Linux
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㏇ Deepin Linux  指╄撷儗孾陒⺵⹠朆⚢鉵⹠┖鰉车╙䇜┘⚢波䫙䣮车
 

MacOS
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篾冽┚ Deepin Linux  ┉舚
 

Windows 11
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Deepin Linux յ MacOS յ Windows 11  ┕┘⺱撷儗 Electron  辑朆┉舚㏰╙┖鰉縡
┘佭䣮车
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10) srcdoc  

院㷯䓪佭┉夀 HTML ♏溞鲹◙♏溞⚢逈峷刌⮽ iframe 免ն㞝冽宂鈾┘䶺䧏 srcdoc  㷯
䓪⮟⚢峷刌 src  㷯䓪辑炐氳⫂㳋ն
僗▽ src  ╙⛰鲸金僗┉╄ srcdoc  榗舘 srcdoc  免氳⫂㳋⺎♔波䫙逈䷒⮽ iframe  
免峷刌鲹指㵽僗◙㜦䓯縡┦ srcdoc  㷯䓪鲸佭┉╄注㵒亍氳㷯䓪┘佭陱ⷧ⺒鸆槴ꠋ겗
srcdoc  注奃◇ src  氳┉╄⚝ⲡ佭┘꧎金饖㓊㲓ꡮ┕㶩佭┉夀 HTML ♏溞波䫙㿋⪍⮽ 
iframe  免縡┘佭阦宂鈾⸼ⱶ鰉┉╄㛚鼨氳 URL

 

䡘♜✳榫 Electron  孾陒┉┖
<iframe srcdoc="<html><body>Hello, World!</body></html>"></iframe>
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Electron  佭䶺䧏院陪嫏氳㏇╯⯥氳 Electron  ┚✃䡘䕜䕜注⪩氳乄珖免⪭㲓㶩䄖篺☮篸
▽鲹╄捙䖄㲓朆 RCE  璡⮵榫氳⫂㳋
 

鲹ꄅꪫ氳 JavaScript  █佭⺎♔䣮车氳
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㞝冽⺱休阻糌▽ src  ⽰ srcdoc  ⚢䓃╫劫
<iframe src="https://www.bilibili.com/" srcdoc="<html><body>Hello, World!

</body></html>"></iframe>
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洇全允縖⺱休㰇㏇休♔ srcdoc  ⚝⩝宂鈾┘䶺䧏 srcdoc  休䣉✳榫 src

 

11) width  

♔ CSS ⥽碜劲䌋䡝♔⥽碜劲䌋䡝♔氬⮇奃劲䌋䧗㲋氳 frame 氳㳑䈲ն랸阡⡬佭 300

䫙┖全氳⫂㳋佭┘颅䡗✳榫氳㷯䓪⺎耇┘逈䢦僗氳宂鈾䶺䧏
 

12) align  

塝⩕碜注㵒◇存㍴⩕碜氳㵒룋亡䌋
 

13) frameborder  

⡬╙ 1 랸阡⡬休侁炐塝勂几氳鱦勂ն⡬╙ 0 休燰ꢝ鱦勂ն塝㷯䓪䄖┘颅䡗✳榫陴✳
榫 CSS 㷯䓪 border  ♏僀
 

14) longdesc  

辑炐勂几⫂㳋氳Ꝛ䬞鳮氳 URLն榺◇䇯嫚氳陬榫院㷯䓪㵒◇仰㎂䎬槡ꪫ氳宂鈾┘颯⛼榫
☳粠簇㷄ꪫ洇⛎╲ Electron  佭┘䶺䧏院㷯䓪氳⭓╲䢦僗╚孲宂鈾齉┘䶺䧏鲹╄㷯䓪

第 29 ⻚ / 共 82 ⻚

https://developer.mozilla.org/zh-CN/docs/Web/CSS/border


 

15) marginheight  

鲹╄㷯䓪㲋共▽勂几氳⫂㳋饄⪭┕鱦勂┚┖鱦勂氳饄熊⶝⛤佭⥽碜
 

16) marginwidth  

鲹╄㷯䓪㲋共▽勂几氳⫂㳋饄⪭䄅鱦勂⽰⺓鱦勂氳饄熊⶝⛤佭⥽碜
 

17) scrolling  

鲹╄㷯䓪䫝⯆佭⻖金㏇勂几⫂侁炐帢ⲁ兣⩒阵氳⡬ⴎ䦮
auto: 别激勂几氳⫂㳋飃⭴勂几氳葶㍴休侁炐帢ⲁ兣
yes: 㡏篳侁炐帢ⲁ兣
no: ☳┘侁炐帢ⲁ兣

 

2. 峷刌건ꪫ┚ iframe 鵠⼝  

鲹⮇╙允熨䗯⬅峷刌건ꪫ┚ iframe  氳㏐㏥⺱嶏⽰┘⺱嶏
┘⺱嶏氳䗯⬅╯⯥氳乄珖㶩☮篸鲋▽✳榫 postMessage  ⽰ onMessage  鲽车鵠⼝
 

㵒◇⺱嶏氳䗯⬅峷刌鲽爊阼ꠋ iframe  ⫂⹩ꄈ氳亡䌋㞝┖
iframe  건ꪫ阻糌⹩ꄈ

 

 

峷刌鲽爊⺎♔✳榫 iframe  氳 name  㷯䓪䡝縖䈌⺙全藜⹧ iframe  ⫂鼨⫂㳋氳 window 
㍕╙䡘♜⺆僗┉╄ iframe  䢦♔䈌⺙╙ 0

window.flag = "strings for iframe"
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鲹ꄅ阻糌▽ 1 熯氳䋞休变阾 iframe  黁鱦阻糌⹩ꄈ㱮䡗
鲹劫㶩⺎♔波䫙藜⹧⮽ iframe  免氳 window  㵒霅▽
 

⺱嶏氳䗯⬅┖ iframe  阼ꠋ峷刌鲽爊㶩催甏⶝▽
峷刌鲽爊阻糌⹩ꄈ

 

iframe  ⫂鵠鲋♔┖♏溞藜⹧⮽⹩ꄈ

 

鲹ꄅ꧎金嫱䙬┉憠㛻指丘峷刌鲽爊氳猫⹾佭鵠鲋ⱶ鰉儗㏐乄♭⮡䋧氳
儗㏐乄♭⮡䋧氳╚猫⹾┚ ⱶ鰉 http(s) 건ꪫ氳 iframe  佭┘⺱嶏氳
儗㏐乄♭⮡䋧氳╚猫⹾┚ⱶ鰉儗㏐乄♭氳 iframe  佭⺱嶏氳

 

3. iframe 䣮车 Node.js 氳䗯⬅  

☳┕ꪫ氳孾陒全洇 iframe  罥㲋佭┘耇波䫙䣮车 Node.js 䡘♜⩝全阻糌┉┖㱧⪓└㛻♭
nodeIntegration: true

contextIsolation: false

sandbox: false

setTimeout(function() {

    console.log(window.frames[0]['flag']);

}, 1000);

window.abc = "abc"

window.parent.abc
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䏭鸆䞽└㛻♭鲸┘㛫⫋ⱶ┉╄ nodeIntegrationInSubFrames: true

nodeIntegration: true

contextIsolation: false

sandbox: false

nodeIntegrationInSubFrames: true
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䡗Ⱶ䣮车黁╫佭⻖⺎♔籬㵽㍌╄㱧⪓鿥糌免氳┉╄䡝⭓╄⼱
篺鲋孾陒⺎♔籬㵽 sandbox: false  ,⛙佭┘耇阻糌 sandbox: true  랸阡鿥糌佭⺎♔䣮
车氳⛮╙☜╫⹇拨 sandbox | Electron 㱧⪓ 鲹疟乄珖
 

激㛻㳄洇⮽鲹疟乄珖氳休⠯┕ꪫ䬠⮽氳 Electron  └㛻㱧⪓鿥糌䈒院齉㏇⪝⚜⺙┕⹠辑鲋
▽㛻㳄⺎♔䘶┉┖䡘㶩╙▽阦峷刌鲽爊䡝縖峷刌鲽爊免氳 iframe  䣮车╄ Node.js  
╙☜╫┉㲋金⪩ꠊ┕┖乄ꣵ熊⼱
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⪭㲓┘ꥈ杼鉯激阻糌▽ nodeIntegration  ╙ true  氳休⠯⪭㲓㶩佭⶝⶝簄 Preload  耾
儗䋯䷒▽┘⹨꡿⯆氳 Node.js API 阼ꠋ耇ⱱ㵒◇峷刌鲽爊氳건ꪫ氳┕┖乄全陱佭媆僗鲹╄耇
ⱱ氳
⛙佭㞝冽塝休 contextIsolation  逈阻糌╙▽ false █㶩佭⪩ꠊ▽┕┖乄ꣵ熊黁╫峷刌건
ꪫ㶩⺎♔阼ꠋ⮽ Preload  氳┕┖乄藜⹧⮽ Preload  耾儗免氳 window.require ▽鲽縡
⺎♔波䫙隀榫 require('child_process').exec('deepin-music')

㞝冽䋯⻪┕┖乄ꣵ熊╯⺵鵠鲋 contextBridge  㵨 Preload  氳 require  倽꨽簄峷刌건
ꪫ㵒◇䡘♜䷍⭵全陱䷞冽佭┉劫氳奅珔䡘♜⺆榫⮽ require  㶩㛫▽

 

䢦♔鲹ꄅ僗◙僚⹘⺎耇⚢䓙縓▽㞝冽峷刌鲽爊건ꪫ⽰ iframe  氳㏐㏥佭⺱嶏氳黁㸲┘佭 
iframe  ⫂鼨波䫙⺎♔鵠鲋┖ꪫ氳亡䌋䣮车 Node.js

鲹劫氳陚ⷊ✳┘䋯⻪ nodeIntegrationInSubFrames: true  佭┘佭█⺎♔䣮车 Node.js  


window.parent.require('child_process').exec('deepin-music')
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䡗Ⱶ䣮车 Node.js  ♏溞
䢦♔꧎金嫱䙬┘䋯⻪ nodeIntegrationInSubFrames 氳䗯⬅┖ iframe ⫂氳♏溞█佭⺎耇
⺎♔䣮车 Node.js 氳 

 

4. iframe ┕┖乄䗯⬅  

鵠鲋┕ꪫ氳孾陒鲹♭◄█奃鰏岳俏▽㞝冽 iframe  氳㏐㏥┚峷刌건ꪫ氳㏐㏥┘⺱嶏氳
陚黁╫ iframe  氳┕┖乄㶩佭┉╄斻环氳┕┖乄
 

㞝冽 iframe  氳㏐㏥┚峷刌건ꪫ氳㏐㏥⺱嶏䇜┦⪩ꠊ▽┕┖乄ꣵ熊 iframe  㶩⺎♔鵠鲋 
"界撢" 氳亡䌋藜⹧⮽峷刌건ꪫ氳┕┖乄鲹ꄅ僗┉╄ꠋ겗仵抆⪩ꠊ▽┕┖乄ꣵ熊佭┘佭
陱 iframe  㶩⺎♔┉饟界┕⸼藜⹧⮽ Preload  耾儗免氳┕┖乄⼱
孾陒┉┖
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冽抆⺎♔┉饟槖鵠
 

㞝冽  iframe  氳㏐㏥┚峷刌건ꪫ氳㏐㏥⺱嶏⛙佭䋯⻪▽┕┖乄ꣵ熊⼱

第 36 ⻚ / 共 82 ⻚



⺎♔洇⮽塝休 iframe  鲸佭⺎♔藜⹧⮽峷刌건ꪫ氳┕┖乄⛙佭仰嫏藜⹧⮽ Preload  耾
儗氳┕┖乄▽
 

5. ⪩ꠊ⺱嶏瓀樋  

鵠鲋阻糌 webSecurity: false ⪩ꠊ⺱嶏瓀樋䗯⬅⚢僗┘⺱⻀
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䇜┘⚢僗☜╫⹩⴬
 

6. 㵸篾  

iframe  ⛼╙┉熨䅻榫氳㿋⪍亡嫏㏇ Electron  免█䐂⮽▽䏭㞑氳䶺䧏 iframe  䶺䧏 
sandbox  㷯䓪⛙佭랸阡媆僗阻糌꧎金侁䌋㏐阻糌 sandbox  䡝 sandbox=""  辑炐䋯⻪
䢦僗꡿⯆㞝冽僗攑❇⩒阵氳꧎姳⺎♔㏇ sandbox  㷯䓪氳⡬免阻糌❇㞝 
sandbox="allow-scripts"

 

㞝冽 iframe  氳㏐㏥┚峷刌건ꪫ氳㏐㏥⺱嶏⮟⺎♔注◎波䫙鵠阬䇜藜⹧注◎氳┕┖乄
㞝冽ꪝ⺱嶏⮟┘车꧎金鵠鲋 postMessage  ⽰ onMessage  鲽车鵠⼝
 

㞝冽 iframe  氳㏐㏥┚峷刌건ꪫ氳㏐㏥⺱嶏⮟㏇♔┖㱧⪓鿥糌休 iframe  ⫂⺎♔䣮车 
Node.js

nodeIntegration: true

contextIsolation: false

sandbox 媆僗侁䌋㏐阻糌╙ true
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㞝冽 iframe  氳㏐㏥┚峷刌건ꪫ氳㏐㏥┘⺱嶏⮟㏇♔┖㱧⪓鿥糌休 iframe ⫂䣉⺎♔䣮
车 Node.js

nodeIntegration: true

contextIsolation: false

sandbox 媆僗侁䌋㏐阻糌╙ true

nodeIntegrationInSubFrames: true

 

㞝冽 iframe  氳㏐㏥┚峷刌건ꪫ氳㏐㏥⺱嶏䇜┦⪩ꠊ▽┕┖乄ꣵ熊⮟ iframe  ⺎♔藜⹧
⮽峷刌건ꪫ⽰ Preload  氳┕┖乄
㞝冽 iframe  氳㏐㏥┚峷刌건ꪫ氳㏐㏥⺱嶏⛙佭⪩ꠊ▽┕┖乄ꣵ熊⮟ iframe  ⺎♔藜⹧
⮽峷刌건ꪫ氳┕┖乄
㞝冽 iframe  氳㏐㏥┚峷刌건ꪫ氳㏐㏥┘⺱嶏⮟ iframe  佭┉╄斻环氳┕┖乄
 

⪩ꠊ⺱嶏瓀樋 ( webSecurity: false ) 䇜┘⚢㵒┕ꪫ氳篾冽出问䏆⿏
 

⹇縓乄珖
https://developer.mozilla.org/zh-CN/docs/Web/HTML/Element/iframe

 

0x03 object  
HTML <object>  ⩕碜䡝縖燢⛼ HTML 㿋⪍㵒霅⩕碜辑炐䌖⪍┉╄㛚鼨顫嶏㱚榫◇㿋
⪍⺨熨㛚鼨㵒霅⮽粠건免㞝㎂⥽յ指㨦⛮㞝ꮠ겐յ鈼겐յSVG㎂䎬յPDF乄勮յFlash
ⲁ槇豓抆朆♏Web䄖鵄塠被娹Flash璡ն鲹╄剝甌䬠❠▽┉熨愓孨氳亡䌋全丞⺭指熨㨦⛮
眷㑔⽰䈒榫爊䈌⮽粠건免縡┘㷀꡿◇⶝┉眷㑔氳顫嶏ն
鵠䅻✳榫陪嫏㞝┖
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⺎♔洇⮽㱚█佭䶺䧏ⱶ鰉 HTML 건ꪫ氳

<object data="path/to/resource" type="mime-type" width="width-value" 

height="height-value">

    <!-- 可以在这⾥放置备⽤内容，供不⽀持object的浏览器或资源⽆法加载时显示 -->

    <param name="parameterName" value="parameterValue"> <!-- 设置对象参数 -->

    <embed src="path/to/resource" type="mime-type" width="width-value" 

height="height-value"> <!-- 有时⽤于兼容性增强 -->

</object>
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1. object 㷯䓪  

object ⩕碜ⴎ⻡⪓㷀㷯䓪█㶩佭ⴎ⻡黁◙䢦僗剝甌齉⺎♔✳榫氳㷯䓪
1) archive ք䄖逈䋶榫օ  

榫全䧗⺳㵒霅顫嶏⮜辑氳♔狝劲⮇ꣵ氳 URI ⮜辑
㲓孾䄖逈䋶榫
 

2) border ք䄖逈䋶榫օ  

⩕碜存㍴氳鱦勂氳㳑䈲⶝⛤╙⥽碜
 

3) classid ք䄖逈䋶榫օ  

㵒霅㲓朆氳 URI⺎♔⺱休┚ data 㷯䓪✳榫䡝縖✳榫 data 㷯䓪僀♏
 

4) codebase ք䄖逈䋶榫օ  

鉯冫 classiddata 䡝縖 archive 免㲋共氳注㵒饟䏧氳劯饟䏧㞝冽媆僗㲋共랸阡╙激⯥
乄勮氳 base URI

 

5) codetype ք䄖逈䋶榫օ  

classid 㲋共氳 data 氳⫂㳋眷㑔
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6) data  

┉╄⺭嫏氳 URL ⛼╙顫嶏氳㏐㏥꧎金╙ data ⽰ type 免舘㵽┉╄阻糌⡬
 

7) declare ք䄖逈䋶榫օ  

⹧⡬╙䄭㶂氳㷯䓪⺎♔阻糌鲹╄⩕碜╙别㚜伺氳劲䌋ն㵒霅䑒걺逈꣮⺵氳 <object> 元素实例
化。在  HTML5 免㱮丞氳ꄆ择 <object>  ⩕碜⺎♔ꄆ榫⩕碜
 

8) form  

㵒霅⩕碜⪩纭氳 form ⩕碜㷯◇氳 formն⹧⡬䑒걺佭⺱┉乄勮┖氳┉╄ form ⩕碜氳 ID

 

9) height  

顫嶏侁炐氳냖䈲⶝⛤佭 CSS ⥽碜
 

10) name  

宂鈾┕┖乄⺳燢HTML5䡝縖䫝♭⺳燢HTML 4
 

11) standby ք䄖逈䋶榫օ  

㵒霅氳㲓朆⽰丘䩺ⱶ鰉鲋爊免宂鈾⺎♔侁炐氳⼝䕜
 

12) tabindex ք䄖逈䋶榫օ  

激⯥⩕碜㏇乄勮 Tab 㵗芒免氳걹䈌
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13) type  

data 䧗㲋氳顫嶏氳 MIME 眷㑔꧎金╙ data ⽰ type 免舘㵽┉╄阻糌⡬
 

14) usemap ք䄖逈䋶榫օ  

䧗⺸┉╄ map ⩕碜氳 hash-name劲䌋╙‘#’ⱶ map ⩕碜 name  ⩕碜氳⡬
 

15) width  

顫嶏侁炐氳㳑䈲⶝⛤佭 CSS ⥽碜
 

䢦♔耇榫氳█㶩Ⱁ┖
data 

form

height

name

type

width

 

2. 峷刌건ꪫ┚ object 鵠⼝⹖┕┖乄  

<object>  ⩕碜舅骱䇜┘波䫙䬠❠┉熨剝⬢⴬氳饖┕┖乄鵠⼝儬⯆眷⛎ postMessage  

⛙佭䡘⹠朆峷刌건ꪫ┚ object  氳 URL ⺱嶏氳䗯⬅┖鲸佭峷刌건ꪫ鲸佭⺎♔✳榫 
window.frames  藜⹧ object  氳┕┖乄
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峷刌건ꪫ䡗Ⱶ藜⹧⮽ object  氳┕┖乄
 

孾陒┉┖ object  佭⻖⺎♔鵠鲋 window.parent  氳亡䌋藜⹧⮽峷刌건ꪫ⽰ Preload 氳┕┖
乄
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㏇䋯⻪┕┖乄ꣵ熊氳䗯⬅┖ object  ⺎♔藜⹧⮽峷刌건ꪫ氳┕┖乄⛙佭仰嫏藜⹧ 
Preload  氳┕┖乄
侁䌋㏐⪩ꠊ┕┖乄ꣵ熊⫋埠孾陒
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object  䡗Ⱶ藜⹧⮽峷刌건ꪫ♔⹖ Preload  耾儗氳┕┖乄
 

㞝冽┘⺱嶏孾陒┉┖
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逈ꡢ塛
 

3. object 䣮车 Node.js 氳䗯⬅  

泘⯥全洇䈒院⽰ iframe  佭┉舚氳孾陒┉┖
⺱嶏䗯⬅┖
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洇全㏇⺱嶏䗯⬅┖ object 䘶金䣮车 Node.js  ꧎金席餉♔┖兣♭
nodeIntegration: true

contextIsolation: false

sandbox 媆僗侁䌋㏐阻糌╙ true

 

┘⺱嶏氳䗯⬅┖鲽车孾陒
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䣮车㜊題䩦䡗 window.parent.require  █㜊題
 

ⱶ nodeIntegrationInSubFrames: true
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䣮车䡗Ⱶ䋯⻪┕┖乄ꣵ熊䡝⪩ꠊ nodeIntegration  齉⚢㵗舚䣮车㜊題䢦♔┘⺱嶏氳䗯
⬅┖ object  䣮车 Node.js  氳兣♭佭

nodeIntegration: true

contextIsolation: false

sandbox 媆僗侁䌋㏐阻糌╙ true

nodeIntegrationInSubFrames: true

 

4. ⪩ꠊ⺱嶏瓀樋  

㞝冽⪩ꠊ⺱嶏瓀樋⚢阦┘⺱嶏氳 object  鵠鲋 window.parent  藜⹧⮽峷刌鲽爊氳┕┖乄
⻀
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䇜┘耇
 

5. object ⽰ iframe 氳┘⺱  

豓抆 object  ⽰ iframe  剝甌齉佭鵠鲋䧗㲋㛚鼨 URL 鲽车ⱶ鰉顫嶏氳⛙佭 iframe  剝甌
⫂氳⫂㳋┘⚢逈鉯冫䡗HTML objetc  剝甌⫂氳⫂㳋⚢逈鉯冫䡗HTML
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㞝冽 object  剝甌⫂氳⫂㳋⽰ data  㷯䓪齉㰇㏇⚢鉯冫⿵┉╄⼱
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건ꪫ侁炐▽ data  䧗㲋氳⫂㳋⛙佭☳건ꪫ HTML 洇剝甌⫂氳⫂㳋█鉯冫▽䡘♜䩦┉╄
催ⱶ伺侁氳 alert
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6. object 剝甌⫂䣮车䗯⬅  

object  剝甌⫂氳䗯⬅㶩⽰┉╄ div 剝甌┉劫䇜┘佭䢦隐氳㯹 frame  䢦♔剝甌⫂氳⫂
㳋㶩佭䢦隐氳峷刌건ꪫ
 

7. 㵸篾  

object  ⛼╙仾休♏氳㿋⪍㏇ Electron  免█䐂⮽▽䏭㞑氳䶺䧏孾陒䷞冽┚ iframe  
㓹儗┉舚
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㞝冽 object  氳㏐㏥┚峷刌건ꪫ氳㏐㏥⺱嶏⮟⺎♔注◎波䫙鵠阬䇜藜⹧注◎氳┕┖乄
㞝冽ꪝ⺱嶏⮟꧎金❤顽㿋⪍氳⫂㳋舅流氳 API 佭⻖䶺䧏鵠阬
 

㞝冽 object  氳㏐㏥┚峷刌건ꪫ氳㏐㏥⺱嶏⮟㏇♔┖㱧⪓鿥糌休 object  ⫂⺎♔䣮车 
Node.js

nodeIntegration: true

contextIsolation: false

sandbox 媆僗侁䌋㏐阻糌╙ true

㞝冽 object  氳㏐㏥┚峷刌건ꪫ氳㏐㏥┘⺱嶏⮟㏇♔┖㱧⪓鿥糌休 object ⫂䣉⺎♔䣮
车 Node.js

nodeIntegration: true

contextIsolation: false

sandbox 媆僗侁䌋㏐阻糌╙ true

nodeIntegrationInSubFrames: true

 

㞝冽 object  氳㏐㏥┚峷刌건ꪫ氳㏐㏥⺱嶏䇜┦⪩ꠊ▽┕┖乄ꣵ熊⮟ object  ⺎♔藜⹧
⮽峷刌건ꪫ⽰ Preload  氳┕┖乄
㞝冽 object  氳㏐㏥┚峷刌건ꪫ氳㏐㏥⺱嶏⛙佭⪩ꠊ▽┕┖乄ꣵ熊⮟ object  ⺎♔藜⹧
⮽峷刌건ꪫ氳┕┖乄
㞝冽 object  氳㏐㏥┚峷刌건ꪫ氳㏐㏥┘⺱嶏⮟ object  佭┉╄斻环氳┕┖乄
 

⪩ꠊ⺱嶏瓀樋 ( webSecurity: false ) 䇜┘⚢㵒┕ꪫ氳篾冽出问䏆⿏
object  ⺎♔⛼╙┉╄眷⛎ div  氳鵠榫剝甌⫂鼨氳⫂㳋⚢激⛼塜䅻氳 HTML 峷
刌 data  ⽰⫂鼨氳♏溞⺱休㰇㏇休 data  鼨⮇塜䅻䣮车⫂鼨氳 HTML ⛎╲┘⚢峷刌㏇
건ꪫ┕侁炐⛙佭⫂鼨氳 JavaScript  ⚢塜䅻䣮车䣮车꡿⯆⽰峷刌건ꪫ瓀樋┉舚縡┘佭
⽰ data  䧗⺸氳건ꪫ瓀樋┉舚
 

⹇縓乄珖
https://developer.mozilla.org/zh-CN/docs/Web/HTML/Element/object
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0x04 embed  
HTML <embed>  ⩕碜㵨㛚鼨⫂㳋㿋⪍乄勮免氳䧗㲋⛤糌ն塝⫂㳋榺㛚鼨䈒榫爊䈌䡝⪭☽◬◎
䌋⫂㳋嶏㞝宂鈾䬤♭䬠❠┚ object  㓹儗┉舚⺆佭催⡯⺸◇指㨦⛮
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1. embed 㷯䓪  

1) height  

顫嶏侁炐氳냖䈲
 

2) src  

逈㿋㝄氳顫嶏氳 URL

 

3) type  

榫◇鴲䦫䬤♭㲓❇⴬氳 MIME 眷㑔
 

4) width  

顫嶏侁炐氳㳑䈲
 

㶩鲹╫⭓╄㷯䓪
 

2. 峷刌건ꪫ┚ embed 鵠⼝⹖┕┖乄  

波䫙孾陒
⺱嶏䗯⬅┖
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┘⺱嶏
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篾冽┚ object  ┉舚
 

3. embed 䣮车 Node.js 氳䗯⬅  
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第 66 ⻚ / 共 82 ⻚



第 67 ⻚ / 共 82 ⻚



 

篾冽┚ object  ┉舚
 

4. embed 剝甌⫂䣮车䗯⬅  
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embed  ┚ object  ┘⺱氳佭 embed  剝甌⫂氳⫂㳋峷刌休⚢逈䷒⮽⽰ embed  剝甌⺱篒
 

5. 㵸篾  

embed  剝甌┚ object  剝甌辑朆㓹儗┉舚僗┉憠┘⺱氳佭 embed  剝甌⫂氳⫂㳋峷刌休
⚢逈䷒⮽⽰ embed  剝甌⺱篒縡 object  剝甌⫂氳⫂㳋峷刌休⚢逈䷒⮽ <object>  ⫂鼨
 

⹇縓乄珖
https://developer.mozilla.org/zh-CN/docs/Web/HTML/Element/embed
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0x05 webview  
1. 㲇亡䬠炐  

ꄆ金䬠炐 䡘♜┘䋧阫䖻✳榫 WebView㍕╙鲹╄剝甌⚢⹠问Ⰾ憷氳篾冘⹩⴬⺎耇⚢䏆⿏䖻䈒榫
爊䈌氳牔㲋䓪ն 縓诿⮊䩦⮽⪭☽鴲䦫㞝 iframe  ⽰Electron氳 BrowserView 䡝鹵⩦㿋⪍䌋
⫂㳋 阻阞氳几冘ն

Electron  氳 webview  剝甌㓹◇ Chromium webview  ⺵縖塜㏇篺ⷧ䄉㛻氳几冘⹩⴬ն 
鲹㵨䏆⿏ webview  氳牔㲋䓪ⴎ䦮⼑朆յ㵗芒⽰◄♭饟榺ն
 

2. ⻪榫 webview  

랸阡䗯⬅┖ Electron >= 5  焔榫 webview  剝甌ն ㏇冘鵲 BrowserWindow  休꧎金鵠
鲋阻糌 webviewTag: true  全⻪榫 webview  

 

3. 䈒榫䷞冽  

㏇┉╄斻环氳 frame ⽰鲽爊ꄅ侁炐㛚鼨 web ⫂㳋
䢦♔⪭㲓⺎♔䤧㱚鈼╙┉╄⽰╚猫⹾┉劫氳猫⹾鲽爊洇䏨

✳榫 webview  剝甌㵨'guest'⫂㳋 (❇㞝粠건) 㿋⪍⮽䖻氳 Electron 䈒榫免ն Guest ⫂㳋ⴎ⻡
㏇ webview  㳋⫂ն 䈒榫免氳㿋⪍건ꪫ⺎♔䫝⯆㛚全⫂㳋氳䄭㷀⽰ꄆ簃ն
┚ iframe ┘⺱ webview  斻环◇䖻氳䈒榫爊䈌鲡车ն 㱚䦦僗⽰✃氳건ꪫ┘┉劫氳儹꡿䇜
┦䢦㿋⪍氳⫂㳋⽰✃䈒榫╯ꠑ氳◬◎齉㵨佭䋳塠氳ն 鲹㵨变阾✃氳䈒榫㵒◇㿋⪍氳⫂㳋氳㱧
⪓䓪ն 

嫱䙬: ☳㳔╚건┕隀榫 webview 氳亡嫏㛻指丘齉꧎金㵒╚鲽爊鲽车⺱塠隀榫ն
 

㲇亡簄氳勆❇㞝┖
<webview id="foo" src="https://www.github.com/" style="display:inline-flex; 

width:640px; height:480px"></webview>
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4. webview 㷯䓪  

㱚氳㷯䓪㛻㳄⚢ꪝ䅻捙䖄㍕╙⽰䡘♜╯⯥☮篸氳 BrowserWindow  免氳 webPreferences  
㵒䈒
1) src  

辑炐⺎鈷粠㏥氳 string   ⫞⪍塝㷯䓪㵨⻪ⲁ걵篒饥鯸
催䷊ src  氳⡬㵨ꄆ亍ⱶ鰉激⯥건ꪫն

<webview src="https://www.github.com/"></webview>
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src  㷯䓪鲸⺎♔䫙⹨丘䩺 URL, 㞝 data:text/plain, Hello, world! ն
 

2) nodeintegration  

ⱶ鰉氳건ꪫ佭⻖꥘䡗 Node.js

 

3) nodeintegrationinsubframes  

ⱶ鰉氳건ꪫ⫂鼨氳 iframe  璡⫂㳋佭⻖藜⹧⮽ Preload  耾儗倽꨽氳⫂㳋
 

4) plugins  

ⱶ鰉氳건ꪫ佭⻖⺎♔✳榫宂鈾䬤♭
 

5) preload  

것ⱶ鰉耾儗
 

<webview src="https://www.google.com/" nodeintegration></webview>

<webview src="https://www.google.com/" nodeintegrationinsubframes>

</webview>

<webview src="https://www.github.com/" plugins></webview>

<!-- 来⾃⽂件 -->

<webview src="https://www.github.com/" preload="./test.js"></webview>

<!-- 或从asar归档⽂件中加载 -->

<webview src="https://www.github.com/" preload="./app.asar/test.js">

</webview>
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6) httpreferrer  

╙阼㲙건ꪫ阻糌 referrer URL 氳 string

 

7) useragent  

阻糌ⱶ鰉건ꪫ休✳榫氳 User-Agent

 

8) disablewebsecurity  

⪩ꠊ㱧⪓瓀樋랸阡佭䋯⻪㱧⪓瓀樋氳⺆僗激阻糌 disablewebsecurity  休䣉⪩ꠊ㱧⪓瓀
樋
 

9) partition  

阻糌건ꪫ✳榫氳⚢陚氳 string ն
 㞝冽 partition  ♔ persist: 䋯㜍, 院건ꪫ㵨✳榫䧏簘氳 session䇜㏇䢦僗건ꪫ问䷞┦
✳榫⺱┉╄ partition . 㞝冽媆僗 persist:  ⯥簫, 건ꪫ㵨✳榫 in-memory session. 鵠鲋⮇
鿥注⺱氳 partition , 指╄건⺎♔⪦◸⺱┉⚢陚ն 㞝冽媆僗阻糌 partition app 㵨⚢✳
榫랸阡氳sessionն
 

<webview src="https://www.github.com/" httpreferrer="https://example.com/">

</webview>

<webview src="https://www.github.com/" useragent="Mozilla/5.0 (Windows NT 

6.1; WOW64; Trident/7.0; AS; rv:11.0) like Gecko"></webview>

<webview src="https://www.github.com/" disablewebsecurity></webview>

<webview src="https://github.com" partition="persist:github"></webview>

<webview src="https://electronjs.org" partition="electron"></webview>
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10) allowpopups  

㞝冽院㷯䓪㰇㏇ⱶ鰉氳건ꪫ㵨⩒阵䣒䋯亍猫⹾ն Popup 랸阡佭焔榫敯䒳
 

11) webpreferences  

string  佭┉╄榺鵘⺙⮇Ⱑ氳㰅瑞╏⮜辑⪭免䧗㲋▽金阻糌㏇ webview ┕氳 Web 꺙鴲
걸ն 䶺䧏氳꺙鴲걸㰅瑞╏氳㱮丞⮜辑陴刧洇 BrowserWindow 

塝㛚 webview  氳 webpreferences  鲸䶺䧏♔┖㰅瑞╏
transparent  boolean (optional) - ⱶ鰉氳건ꪫ佭⻖✳榫鵁伺羜俍

 

12) enableblinkfeatures  

┉╄㰅瑞╏⮜辑辑炐金⻪榫氳 blink  攑䓪鲹佭䧗⻪榫 blink  䌖䳫氳攑䓪㷯◇ 
Chromium  氳葶樥
 

13) disableblinkfeatures  

焔榫 blink  䌖䳫攑䓪氳⮜辑

<webview src="https://www.github.com/" allowpopups></webview>

<webview src="https://github.com" 

webpreferences="allowRunningInsecureContent, javascript=no"></webview>

<webview src="https://www.github.com/" 

enableblinkfeatures="PreciseMemoryInfo, CSSVariables"></webview>

<webview src="https://www.github.com/" 

disableblinkfeatures="PreciseMemoryInfo, CSSVariables"></webview>
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☳┕ꪫ氳⫂㳋㛻㳄⺎♔洇⭴ webview  㶩注激◇┉╄ BrowerWindow  䢦♔㱚鲸ⴎ⻡㛻ꄈ
氳亡嫏⽰ DOM ◄♭ꄈ㜁㛻▽┘┉┉⮜╞▽⛮⺎♔洇┖亡⹇縓乄珖
 

5. 峷刌건ꪫ┚ webview ┕┖乄䗯⬅  

☳㲇亡䬞鳮全洇䈒院佭媆僗┕┖乄⪩纭氳⛙佭䡘♜鲸佭陒陒
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ⷊ✳佭㱧⪓瓀樋⪓齉⪩䪨 webview  儗骱鲸佭斻环氳┕┖乄
 

6. webview 䣮车 Node.js 氳䗯⬅  

篺鲋孾陒⺆僗激 BrowerWindow  阻糌╙
webviewTag: true

nodeIntegration: true

contextIsolation: false

sandbox: false 䡝变䧏랸阡┘阻糌
氳䗯⬅┖ webview  氳黁◙鴲걸䣉⺎♔问䷞ nodeIntegrationInSubFrames  䇜┘䏆⿏ 
webview  儗骱䣮车 Node.js

㏇塝㓹滼┕ webview  鲽车㞝┖鿥糌ⱶ鰉氳건ꪫⷊ⺎䣮车 Node.js

webview  鿥糌免籬㵽⪩ꠊ┕┖乄ꣵ熊齉┘车
 

<webview id="foo" src="./1.html" style="display:inline-flex; width:640px; 

height:480px" nodeintegration webpreferences="contextIsolation=false">

</webview>
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7. 䔅篾  

webview  ⱶ鰉건ꪫ佭┉╄斻环氳┕┖乄䘶┚峷刌鲽爊䡝╚鲽爊鵠⼝꧎金✳榫 IPC 
 webview  免氳건ꪫ䘶金䣮车 Node.js  氳⯥䬠佭㛚鼨氳峷刌鲽爊⺎♔䣮车 Node.js  

䇜┦鲸金ⱶ┕ webview  舅流氳鿥糌䣉⺎♔

 

 

 

⹇縓乄珖
https://www.electronjs.org/zh/docs/latest/tutorial/web-embeds#webview

https://www.electronjs.org/zh/docs/latest/api/webview-tag#warning

 

0x06 WebContentsView  
WebContentsView ⽰ BaseWindow  ㏇ Electron 30.0  免ⱶ榫全䈥䋶䇜僀䩦 
BrowserView 㱚♜佭╚鲽爊嘗怪█㶩佭陱奃 webview  催냖篒┉㷄┘佭峷刌鲽爊氳┉
鼨⮇縡佭榺╚鲽爊波䫙鲽车留杼
WebContentsView  ⺎♔ⱶ鰉┉╄건ꪫ指╄ WebContentsView  ⺎♔䷒⪍⮽┉╄ 
BaseWindow  免鲽车⺭䇜յ⮇㷄璡留杼
 

1. ䷞冽㷤炐  

院嘗怪꧎金㏇ app 氳 ready  ◄♭╯⺵鲡车䣉僗䷞冽

<webview nodeintegration webpreferences="contextIsolation=false"></webview>
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const { BaseWindow, WebContentsView } = require('electron')

const win = new BaseWindow({ width: 800, height: 400 })

const view1 = new WebContentsView()

win.contentView.addChildView(view1)

view1.webContents.loadURL('https://electronjs.org')

view1.setBounds({ x: 0, y: 0, width: 400, height: 400 })

const view2 = new WebContentsView()

win.contentView.addChildView(view2)

view2.webContents.loadURL('https://github.com/electron/electron')

view2.setBounds({ x: 400, y: 0, width: 400, height: 400 })
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鲹ꄅ䡘♜㵨 createWindow()  嫱ꄂ䪨▽㍕╙☳䷞冽洇 BaseWindow  ⽰ BrowerWindow  
䷞冽佭┉╄眷㑔氳畀佭丞⛮氳猫⹾㳋⻗縡 WebContentsView  佭㏇⪭免㿋⪍氳⫂㳋
 

2. WebContentsView 㷯䓪  

WebContentsView  ⺆僗┉╄㷯䓪㶩佭 webPreferences  㶩佭䡘♜⮡䋧 
BrowserWindow  休⚩鵉㱧⪓鿥糌黁◙

https://www.electronjs.org/docs/latest/api/structures/web-preferences

 

3. ┕┖乄⽰ Node.js  

㍕╙ WebContentsView  佭╚鲽爊嘗怪䧝拨┕ꪫ氳勆❇夷╄ WebContentsView  佭僗┉
╄㲓❇㵒霅氳⺎♔鵠鲋㲓❇㵒霅㵒⪭鲽车留杼
佭⻖耇㛫䣮车 Node.js  ╚金⹧⬀◇ WebContentsView ⮡䋧㲓❇休 webPreferences  氳鿥
糌▽
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4. 㵸篾  

☳ Electron 30.0  䋯㡏 WebContentsView   僀䩦▽ BrowserView  鿥⺭ BaseWindow  
⺎♔僗䷞鲽车꥘䡗留杼 WebContentsView  ⮡䋧㲓❇㵒霅休⺎♔䧗㲋 webPreferences  
鲽车㱧⪓鿥糌⪭免鿥糌鴲걸⽰ BrowserWindow  ┉舚佭⻖⺎♔䣮车 Node.js  璡㱮⪓⹧
⬀◇ webPreferences  

 

⹇縓乄珖
https://www.electronjs.org/zh/blog/electron-30-0#%E9%87%8D%E7%82%B9%E5%86%85%E5

%AE%B9

https://www.electronjs.org/zh/docs/latest/api/web-contents-view#class-webcontentsview-e

xtends-view

 

0x07 䔅篾  
儗疟乄珖䔅⪦☮篸▽└熨web㿋⪍䤗儛篱丘⪦ 5 ╄
瑭┉熨ⴎ䦮 iframe յ object յ embed  █㶩佭 HTML ⸊问䶺䧏氳䤗儛鲹╄㏇ 
Electron  免䐂⮽▽䏭㞑氳䶺䧏㵒◇㱚♜♗┕┖乄⹖ Node.js  䣮车耇ⱱ氳兣♭㓹儗佭
┉舚氳⛮┚⺱嶏鲸佭┘⺱嶏僗䏭㛻⪩硍♔ iframe ╙❇全陱
㞝冽 iframe  氳㏐㏥┚峷刌건ꪫ氳㏐㏥⺱嶏⮟㏇♔┖㱧⪓鿥糌休 iframe  ⫂⺎♔䣮车 
Node.js

nodeIntegration: true

contextIsolation: false

sandbox 媆僗侁䌋㏐阻糌╙ true

㞝冽 iframe  氳㏐㏥┚峷刌건ꪫ氳㏐㏥┘⺱嶏⮟㏇♔┖㱧⪓鿥糌休 iframe ⫂䣉⺎♔䣮
车 Node.js

nodeIntegration: true

contextIsolation: false

sandbox 媆僗侁䌋㏐阻糌╙ true

nodeIntegrationInSubFrames: true
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瑭◅熨佭 webview  㷯◇佭全嶏◇ Electron  注㵒 web └㛻♭全陱㰇㏇◇峷刌건ꪫ
╯免 webview  ⱶ鰉건ꪫ佭┉╄斻环氳┕┖乄䘶┚峷刌鲽爊䡝╚鲽爊鵠⼝꧎金✳榫 IPC 

webview  免氳건ꪫ䘶金䣮车 Node.js  氳⯥䬠佭㛚鼨氳峷刌鲽爊⺎♔䣮车 Node.js  

䇜┦鲸金ⱶ┕ webview  舅流氳鿥糌䣉⺎♔

 

瑭└熨佭 WebContentsView 㷯◇佭 Electron  ╚鲽爊免留杼氳嘗怪☳ Electron 
30.0  䋯㡏㱚僀♏▽ BrowserView  ┚ BaseWindow  篯⺭鱳⮽ web 㿋⪍氳䷞冽
WebContentsView  ⮡䋧㲓❇㵒霅休⺎♔䧗㲋 webPreferences  鲽车㱧⪓鿥糌⪭免鿥糌
鴲걸⽰ BrowserWindow  ┉舚佭⻖⺎♔䣮车 Node.js  璡㱮⪓⹧⬀◇ webPreferences  

 

 

 

<webview nodeintegration webpreferences="contextIsolation=false"></webview>
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