


nodeIntegrationInSubFrames  
 

0x01 甏☮  
㛻㳄㞑☫㛿⽰㛻㳄阥阷 nodeIntegrationInSubFrames  , 鲹╄鴲걸洇颯全⽰ 
nodeIntegration  䏭⥽┘鲋⺵ꪫ饇▽ InSubFrames  陱伺佭㏇ SubFrames  ╈䋯⻪  
Node.js

鲹佭┉╄㲓뀰䓪顏氳鴲걸⬀㲋佭⻖⩒阵㏇㯹건ꪫ( iframe )䡝㯹猫⹾( child window )╈꥘
䡗 Node.js  것⩝ⱶ鰉氳耾儗⚢逈嫱⪍⮽夷┉╄ iframe ✃⺎♔榫 
process.isMainFrame  全⮮亇䎎⯥佭⻖㚲◇╚勂几 main frame ╈

https://www.electronjs.org/zh/docs/latest/api/structures/browser-window-options

 

0x02 SubFrames  
㲇亡乄勮╈ SubFrames  佭䧗 iframe  ⽰㯹猫⹾黁 iframe  ⽰㯹猫⹾⮽䈔佭榫全䇕ㇹ氳
⼱
⪭㲓齉佭╙▽㏇┉╄건ꪫ╈㿋⪍⪭☽건ꪫ❇㞝䡘䘶㏇䮣斓氳粠珇╈㿋⪍┉夀☕妩仼䥊氳亍ꠘ
건ꪫ
鲹熨车╙㏇ Electron  㲇亡乄勮╈⺈咱 Web  㿋⪍⪩◇ web   㿋⪍⺵簘䡘♜鲸⚢⭴⶝斻
氳乄珖鲽车阥阷

https://developer.mozilla.org/zh-CN/docs/Web/HTML/Element/iframe

https://www.electronjs.org/zh/docs/latest/tutorial/web-embeds#iframes

 

iframe  ㏇╯⯥䄖篺⹇┚▽䏭指孾陒▽㏇ web  䤗儛╈█ⴎ⻡㛻㳄▽鉯䐂⺎耇䄖篺奃鰏
鵁䏗▽
鵠鲋 iframe  氳⫂㳋儗骱僗舅䄕斻环氳┕┖乄( context )縡㿋⪍㱚氳粠건逈燢╙撝篒宂鈾
┕┖乄䎎抆鲹佭⺎♔㿋㝄氳㶩⥽擻杼儬ꄅ逸谑䦟儬㏇谑䦟儬ꄅ⹒逸▽谑䦟儬┉╄鷺杼
縡僄篳氳擻杼儬逈燢╙걵篒宂鈾┕┖乄
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https://www.electronjs.org/zh/docs/latest/api/structures/browser-window-options
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㏇ Electron  ╯⯥氳孾陒╈䡘♜⺆榫⮽▽┉╄猫⹾䡘♜┉波燢╯╙╚猫⹾⛙☳鶷鰝鉉
䈲全陱媆僗㯹猫⹾氳㰇㏇█㶩媆僗☜╫╚猫⹾╯陱
㛻㳄僗◙休⠯㏇✳榫䈒榫爊䈌氳休⠯憠⭵切╄Ⱶ耇⚢饥⭴全┉╄亍氳猫⹾鲹╄㶩⺈咱㯹猫
⹾
╞╄❇㯹䡘♜㏇榾耭撷䐭⼝╈刧洇⪝⚜⺙乄珖休憠⭵乄珖⚢⭴朆┉╄亍氳猫⹾全侁炐乄
珖⫂㳋縡┘佭㏇⸊儗氳猫⹾⼱鲹劫⸊儗氳猫⹾⺎♔簒簘纞㛿璡

 

https://www.electronjs.org/zh/docs/latest/api/browser-window#%E7%88%B6%E5%AD%90%

E7%AA%97%E5%8F%A3
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⮡䋧㯹猫⹾氳亡䌋█奃鰏甏⶝

㏇鿥糌⹇丘╈ⱶ parent: xxx  䧗㲋撝猫⹾ⷊ⺎
 

ꠋ겗全▽╙☜╫金阻糌撝㯹猫⹾⼱
㏇╯⯥氳┉◙撷儗╈⛎╲㯹猫⹾⚢簒䤕撝猫⹾氳┉◙鿥糌⛙⺵全╚金佭╙▽问⽝存僿璡
甏⶝全陱䡘䤧撝猫⹾⪩▽㯹猫⹾█⚢逈⪩ꠊ䡝⪭☽阻糌
 

院⹇丘金㏇撝猫⹾⮤㡏⴬佭鿥糌縡┘佭㯹猫⹾
 

0x03 孾陒 iframe  
1. 䯌䋧 iframe 僜ⱷ  

192.168.31.216

1.html

const { BrowserWindow } = require('electron')

const top = new BrowserWindow()

const child = new BrowserWindow({ parent: top })

child.show()

top.show()

第 3 ⻚ / 共 32 ⻚



 

⪭╈ iframe_1.js

 

⺱休䡘♜⫋䯌䋧┉╄ iframe  + window.open  氳 2.html

 

⪭╈ 3.html 䣮车 iframe_2.js 䣒䋯注⫊

<!DOCTYPE html>

<html>

<head>

  <meta charset="UTF-8">

</head>

<body>

  <div>

    <h1>iframe ⻚⾯ - 1.html</h1>

    <script src="iframe_1.js"></script>

  </div>

</body>

</html>

require('child_process').exec('deepin-music');

<!DOCTYPE html>

<html>

<head>

</head>

<body>

  <div>

    <h1>iframe 2.html</h1>

    <script>window.open("http://192.168.31.216/3.html")</script>

  </div>

</body>

</html>

第 4 ⻚ / 共 32 ⻚



 

iframe_2.js

 

 

2. 䯌䋧孾陒朅㗟  

⪩ꠊ CSP  ⪩ꠊ sandbox  ㏇ index.html  ╈㿋⪍ iframe

 

main.js

<!DOCTYPE html>

<html>

<head>

  <meta charset="UTF-8">

</head>

<body>

  <div>

    <h1>iframe ⻚⾯ - 3.html</h1>

    <script src="iframe_2.js"></script>

  </div>

</body>

</html>

require('child_process').exec('deepin-album');

// Modules to control application life and create native browser window

const { app, BrowserWindow } = require('electron')

const path = require('node:path')
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index.html

function createWindow () {

  // Create the browser window.

  const mainWindow = new BrowserWindow({

    width: 800,

    height: 600,

    webPreferences: {

      sandbox: false,

      nodeIntegrationInSubFrames: true,

      preload: path.join(__dirname, 'preload.js')

    }

  })

  // and load the index.html of the app.

  mainWindow.loadFile('index.html')

  // Open the DevTools.

  // mainWindow.webContents.openDevTools()

}

app.whenReady().then(() => {

  createWindow()

  app.on('activate', function () {

    if (BrowserWindow.getAllWindows().length === 0) createWindow()

  })

})

app.on('window-all-closed', function () {

  if (process.platform !== 'darwin') app.quit()

})

<!DOCTYPE html>

<html>

  <head>

    <meta charset="UTF-8">
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♔┕㱧⪓鿥糌䔅篾╙:

nodeIntegration: false

contextIsolation: true

sandbox: false

nodeIntegrationInSubFrames: true

 

3. 孾陒䣮车 Node.js  

䣮车孾陒

    <!-- https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP -->

    <!-- <meta http-equiv="Content-Security-Policy" content="default-src 

'self'; script-src 'self'"> -->

    <title>Hello World!</title>

  </head>

  <body>

    <h1>Hello World!</h1>

    We are using Node.js <span id="node-version"></span>,

    Chromium <span id="chrome-version"></span>,

    and Electron <span id="electron-version"></span>.

    <!-- You can also require other files to run in this process -->

    <script src="./renderer.js"></script>

    <iframe src="http://192.168.31.216/1.html"></iframe>

    <iframe src="http://192.168.31.216/2.html"></iframe>

  </body>

</html>
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䇜媆僗䡗Ⱶ䣮车䡘♜㶍陒㵨㱧⪓꡿⯆齉䷒䋯洇洇耇┘耇䣮车
nodeIntegration: true

contextIsolation: false

sandbox: false

nodeIntegrationInSubFrames: true

鲹埠氳篾冽佭 iframe  ╈氳 Node.js  䡗Ⱶ䣮车▽⛙佭 iframe + window.open  䣒䋯氳
猫⹾䣮车氳 Node.js  ♏溞䣮车㜊題▽
iframe + window.open  ㏇ Electron 14.0  ╯⯥撷儗佭⺎♔䣮车氳
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㍕塝䘶金㏇ iframe  ╈䣮车 iframe  ꧎金
sandbox: false

nodeIntegration: true

contextIsolation: false
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nodeIntegrationInSubFrames: true

籬┉┘⺎
鲹ꄅ┉㲋金嫱䙬⺨╄㱧⪓鿥糌氳랸阡鿥糌㏇ 2024-04-25 䄅⺓䡘♜ NOP Team  ⺸ 
Electron  䥊⼔▽┉╄㱧⪓ꠋ겗ⷊ豓抆㲇粠指╄㏐亡䍠隀 sandbox  랸阡㏇ Electron 
20.0.0  撷儗䋯㡏랸阡逈阻糌╙ true  㲇粠⸊陚佭

☳ Electron 20 䋯㡏峷刌鲽爊랸阡⻪榫▽婻沬仰꧎鲽┉塠鿥糌ն
https://www.electronjs.org/zh/docs/latest/tutorial/sandbox

 

⛙佭篺鲋䡘♜氳孾陒鲹╄鿥糌鴲걸㏇泘⯥僄亍撷儗 Electron 30.0.2  ⹖╯⯥氳撷儗╈랸
阡䇜儔阻糌╙ true  

泘⯥䡘♜䄖篺璡▽ Electron  ┉存▽鲸媆僗㏇ Github  ┕簄䡘♜⹛꺋䢦♔鲹疟乄珖█⚢
㏇ Electron  漶阡䇜右㛄庀嬼⺵⹠䄭
 

4. 孾陒것ⱶ鰉耾儗  

㲇粠鲸䬠⮽┉╄Ⱶ耇㶩佭 Preload  ⚢逈嫱⪍⮽夷┉╄ iframe

䡘♜㏇ Preload  ╈⮡䋧┉╄ ⹩ꄈ/䅻ꄈ阦 iframe  ╈氳耾儗 alert  䍞猫侁炐⭴全
preload.js

 

右䷊ iframe_1.js  ╙ 

 

window.iframe1 = "iframe_1 has got the value ";

window.iframe_open = "iframe_window_open has got the value";

if (window.iframe1 !== undefined) {

    alert(window.iframe1);

} else {

    alert("iframe has got nothing");

}
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右䷊ iframe_2.js  ╙

 

⪩ꠊ㛻鼨⮇㱧⪓鿥糌
sandbox: false

nodeIntegration: true

contextIsolation: false

nodeIntegrationInSubFrames: true

 

䣮车孾陒

if (window.iframe_open !== undefined) {

    alert(window.iframe_open);

} else {

    alert("iframe + window.open has got nothing");

}

第 11 ⻚ / 共 32 ⻚



篾冽┚┕ꪫ┉舚 iframe  儗骱䡗Ⱶ藜⹧⮽▽ Preload  ╈氳⫂㳋 iframe + 
window.open  藜⹧㜊題
iframe + window.open  ㏇ Electron 14.0  ╯⯥撷儗佭⺎♔䡗Ⱶ藜⹧氳
 

孾陒┉┖┘⺱㱧⪓鿥糌┖ iframe  藜⹧ preload  耾儗╈氳⫂㳋氳䗯⬅
篺鲋孾陒⹠朆 nodeIntegrationInSubFrames  阦 iframe  藜⹧ preload  ╈倽꨽氳亡嫏
⽰⡬⺆⽰ nodeIntegrationInSubFrames  儗骱僗⪩┘⹨ sandbox  
յ nodeIntegration յ contextIsolation  䏆⿏䎎抆 Preload  倽꨽亡嫏⽰⡬氳亡䌋⹨ 
contextIsolation  䏆⿏䎎 contextIsolation: true  休꧎金鵠鲋 contextBridge  鲽
车㵒㛚倽꨽
䡘鲹鱦█孾陒▽┉┖ contextIsolation: true  休䋯⻪ 
nodeIntegrationInSubFrames  ⺵ iframe  █⺆佭耇藜⹧⮽ 
contextBridge.exposeInMainWorld  倽꨽氳亡嫏⽰⡬䇜┘耇藜⹧⮽ Preload  ╈波䫙鵠
鲋 window.xxx   鲹熨䎬䌋阻糌氳⫂㳋
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5. 㵸篾  

nodeIntegrationInSubFrames  㵒◇ iframe  僗允╄⛼榫瑭┉╄佭顲◀ iframe  䣮车 
Node.js  氳耇ⱱ⛙佭兣♭奃鰏萜⯎꧎金⺱休席餉

sandbox: false

nodeIntegration: true

contextIsolation: false

nodeIntegrationInSubFrames: true

 

瑭◅佭阦 iframe  藜⹧⮽ Preload  ╈倽꨽氳亡嫏⽰⡬鲹╄Ⱶ耇⺆꧎金阻糌 
nodeIntegrationInSubFrames: true  ⷊ⺎
篺鲋孾陒 nodeIntegrationInSubFrames  ┘⚢阦 preload  耾儗藜䐂겜㛚䣮车 Node.js  
氳耇ⱱ
 

䢦♔鲹╄鿥糌걸㏇┉◙炙⵲㏇⺳㰅ꠋ겗┕◂阫奃鰏㛻랸阡☕⼥阡╙鲹╄⺳㰅┘佭䏭⺭杼
 

0x04 孾陒㯹猫⹾  
 鲹╄㯹猫⹾佭阦䡘奃鰏橎䘄氳䡘洇⮡䋧㯹猫⹾氳休⠯㯹猫⹾⺎♔僗舅䄕氳㱧⪓鿥糌⼆
ꥈ鷺媆僗阻糌 nodeIntegrationInSubFrames  䡝阻糌 nodeIntegrationInSubFrames: 
false  ⺵ⷊ✳㯹猫⹾阻糌▽峷刌鲽爊⺎♔䣮车 Node.js  █┘⚢问䷞⻀
鲹⻤颯全㶩䏭㜦䓯䡘♜孾陒┉┖㶩湳鷺▽
䡘♜㶍陒⮡䋧㯹猫⹾㏇╚猫⹾╈阻糌 nodeIntegrationInSubFrames: false  䇜㏇㯹猫
⹾阻糌峷刌鲽爊⺎♔䣮车 Node.js  ⾨♜洇洇⮽䈔耇┘耇䣮车
main.js

// Modules to control application life and create native browser window

const { app, BrowserWindow } = require('electron')

const path = require('path')

function createPatentWindow () {

  // Create the browser window.
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  const mainWindow = new BrowserWindow({

    width: 800,

    height: 600,

    webPreferences: {

      nodeIntegrationInSubFrames: false,

      preload: path.join(__dirname, 'preload.js')

    }

  })

  // and load the index.html of the app.

  // mainWindow.loadFile('index.html')

  return mainWindow

}

function createChildWindow (parentWindow) {

  const childWindow = new BrowserWindow({

    width: 800,

    height: 600,

    webPreferences: {

      sandbox: false,

      nodeIntegration: true,

      contextIsolation: false,

      nodeIntegrationInSubFrames: true,

      parent: parentWindow

    }

  })

  return childWindow

}

app.whenReady().then(() => {

  const parentWindow = createPatentWindow()

  parentWindow.loadFile('index.html')

  const childWindow = createChildWindow(parentWindow)

  childWindow.loadFile('child.html')

  // createWindow()

  

  app.on('activate', function () {
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index.html

 

child.html  鲹╄佭㯹猫⹾氳╚건ꪫ

    if (BrowserWindow.getAllWindows().length === 0) createWindow()

  })

})

app.on('window-all-closed', function () {

  if (process.platform !== 'darwin') app.quit()

})

<!DOCTYPE html>

<html>

  <head>

    <meta charset="UTF-8">

    <!-- https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP -->

    <!-- <meta http-equiv="Content-Security-Policy" content="default-src 

'self'; script-src 'self'"> -->

    <title>Hello World!</title>

  </head>

  <body>

    <h1>Hello World!</h1>

    We are using Node.js <span id="node-version"></span>,

    Chromium <span id="chrome-version"></span>,

    and Electron <span id="electron-version"></span>.

    <!-- You can also require other files to run in this process -->

    <script src="./renderer.js"></script>

  </body>

</html>
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䣮车孾陒

<!DOCTYPE html>

<html>

<head>

  <meta charset="UTF-8">

</head>

<body>

  <div>

    <h1>Child Window Page</h1>

    <script>require('child_process').exec('deepin-music')</script>

  </div>

</body>

</html>
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㯹猫⹾⺎♔䡗Ⱶ䣮车 Node.js

鲹劫♔全 nodeIntegrationInSubFrames  㵒㯹猫⹾ Node.js  氳䣮车㶩媆僗䏆⿏▽⼆縡
┦篺鲋䡘氳孾陒㏇问⽝存僿亡ꪫ⪩ꠊ撝猫⹾㯹猫⹾䇜┘⚢饇浔⪩ꠊ
孾陒┉┖ nodeIntegrationInSubFrames: true  休㯹猫⹾佭⻖耇㛫陸⹧撝猫⹾氳 Preload  
╈氳⫂㳋
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藜⹧㜊題洇颯全㲇亡乄勮╈䬞鳮氳 child window  䇜┘佭㲇亡乄勮⪭☽鼨⮇╈氳 child 
window

https://www.electronjs.org/docs/latest/api/browser-window#new-browserwindowoptions

https://www.electronjs.org/docs/latest/api/browser-window#parent-and-child-windows

 

0x05 䫓碠⺎耇氳㯹猫⹾
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0x05 䫓碠⺎耇氳㯹猫⹾  
仵抆㯹猫⹾┘佭䧗╚鲽爊⮡䋧氳猫⹾╯ꠑ氳撝㯹⪩硍黁╫⽰ iframe  奃鰏眷⛎氳䈒院㶩佭 
<webview>  ⽰ WebContentsView  ▽鲸僗 HTML ╈氳 object  ⽰ embed

https://www.electronjs.org/zh/docs/latest/tutorial/web-embeds

https://www.electronjs.org/zh/docs/latest/api/webview-tag

https://www.electronjs.org/zh/docs/latest/api/web-contents-view

㲇亡佭┘䋧阫✳榫 <webview>  剝甌全㲓朆㿋⪍⪭☽건ꪫ氳 WebContentsView  佭 
ELectron 30.0.0  亍ⱶ氳Ⱶ耇榫全僀♏⸊儗氳 BrowserViews

 

1. webview 剝甌  

㵒◇ webview  剝甌㏇ Electron >= 5.0  撷儗⺵랸阡┘⩒阵✳榫氳陚䑒걺㏇⮡䋧撝
猫⹾休侁䌋㏐阻糌 webviewTag: true

波䫙✳榫┕ꪫ孾陒 iframe  䣮车 Node.js  氳僜ⱷⷊ⺎
篺鲋孾陒⹠朆 webview  剝甌ⱶ鰉㿋⪍氳⫂㳋佭⻖⺎♔䣮车 Node.js  ┚ 
nodeIntegrationInSubFrames  䇜┘注⪩╚金┚撝猫⹾㱧⪓鿥糌♔⹖ webview  剝甌儗骱
鿥糌僗⪩硍
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https://www.electronjs.org/zh/docs/latest/api/web-contents-view


 

2. WebContentsView  

https://www.electronjs.org/zh/docs/latest/api/web-contents-view#class-webcontentsview-e

xtends-view

䡘♜㶍陒㏇ baseWindow  ╈ⱶ允╄ WebContentsView 洇洇 WebContentsView  氳车╙
佭┘佭⹨ baseWindow  氳 nodeIntegrationInSubFrames  ⹇丘氳䏆⿏
main.js

const { WebContentsView } = require('electron')

const view = new WebContentsView()

view.webContents.loadURL('https://electronjs.org/')

// Modules to control application life and create native browser window

const { app, BrowserWindow } = require('electron')

const { BaseWindow, WebContentsView } = require('electron')

app.whenReady().then(() => {
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https://www.electronjs.org/zh/docs/latest/api/web-contents-view#class-webcontentsview-extends-view


⛙奃鰏鸆䞽氳佭媆僗伺漶㏇㲇粠䤓⮽催指氳⼝䕜㶍陒▽鲋⺵█媆僗⹠朆⺎♔䣮车 
Node.js  氳䢦♔█㶩媆僗ⱴ嫏孾陒 nodeIntegrationInSubFrames  鲹╄⹇丘▽
 

3. object  

1) embed 僜ⱷ  

object  鲾爊ⱶ鰉건ꪫ⫂㳋
1.html

  const win = new BaseWindow({ width: 800, height: 400 , nodeIntegration: 

true, contextIsolation: false, sandbox: false, nodeIntegrationInSubFrames: 

true})

  const view1 = new WebContentsView()

  win.contentView.addChildView(view1)

  view1.webContents.loadURL('http://192.168.31.216/1.html')

  view1.setBounds({ x: 0, y: 0, width: 400, height: 400, nodeIntegration: 

true, contextIsolation: false, sandbox: false})

  const view2 = new WebContentsView()

  win.contentView.addChildView(view2)

  view2.webContents.loadURL('http://192.168.31.216/2.html')

  view2.setBounds({ x: 400, y: 0, width: 400, height: 400, nodeIntegration: 

true, contextIsolation: false, sandbox: false,nodeIntegrationInSubFrames: 

true })

  app.on('activate', function () {

    if (BrowserWindow.getAllWindows().length === 0) createWindow()

  })

})

app.on('window-all-closed', function () {

  if (process.platform !== 'darwin') app.quit()

})
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2) 孾陒䣮车 Node.js  

䋯⻪ nodeIntegration ⪩ꠊ┕┖乄ꣵ熊鲽车孾陒
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건ꪫ塜䅻㿋⪍▽⛙佭 Node.js  ♏溞媆僗䣮车
ⱶ nodeIntegrationInSubFrames: true  

第 23 ⻚ / 共 32 ⻚



䡗Ⱶ䣮车篺鲋孾陒 iframe  䣮车 Node.js  氳兣♭┚ iframe  ┉舚
 

3) 孾陒것ⱶ鰉耾儗  

右䷊ object  僜ⱷ⫂㳋藜⹧䇜䫝⯆⺐鰟⭴것ⱶ鰉耾儗倽꨽簄峷刌鲽爊氳⡬

第 24 ⻚ / 共 32 ⻚



 

阻糌 nodeIntegrationInSubFrames: true
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䡗Ⱶ藜⹧⮽것ⱶ鰉耾儗倽꨽簄峷刌건ꪫ氳⫂㳋
 

4) 㵸篾  

nodeIntegrationInSubFrames  㵒 object  氳䏆⿏┚ iframe  ┉舚
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4. embed  

1) embed 僜ⱷ  

embed  鲾爊ⱶ鰉건ꪫ⫂㳋
1.html

 

2) 孾陒䣮车 Node.js  

䋯⻪ nodeIntegration ⪩ꠊ┕┖乄ꣵ熊鲽车孾陒
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건ꪫ塜䅻㿋⪍▽⛙佭 Node.js  ♏溞媆僗䣮车
ⱶ nodeIntegrationInSubFrames: true  

第 28 ⻚ / 共 32 ⻚



䡗Ⱶ䣮车篺鲋孾陒 embed  䣮车 Node.js  氳兣♭┚ iframe  ┉舚
 

3) 孾陒것ⱶ鰉耾儗  

右䷊ embed  僜ⱷ⫂㳋藜⹧䇜䫝⯆⺐鰟⭴것ⱶ鰉耾儗倽꨽簄峷刌鲽爊氳⡬
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阻糌 nodeIntegrationInSubFrames: true

第 30 ⻚ / 共 32 ⻚



䡗Ⱶ藜⹧⮽것ⱶ鰉耾儗倽꨽簄峷刌건ꪫ氳⫂㳋
 

4) 㵸篾  

nodeIntegrationInSubFrames  㵒 embed  氳䏆⿏┚ iframe  ┉舚
 

0x06 䔅篾
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0x06 䔅篾  
nodeIntegrationInSubFrames  鲹╄鿥糌걸氳⻡╬꣮浔⪭☽鿥糌걸縡⼑朆┘⺱䷞冽泘⯥全
洇䏆⿏氳㵒霅╚金佭 iframe յ object յ embed

㞝冽 nodeIntegrationInSubFrames  阻糌╙ true  休 preload  耾儗╈倽꨽氳亡嫏
⽰⡬璡㵨⺸ iframe յ object յ embed ⫂倽꨽█㶩佭陱
iframe յ object յ embed  ⫂鼨氳⫂㳋╈氳 JavaScript  ⺎♔波䫙✳榫 Preload  耾
儗╈㲋╬㞑氳Ⱶ耇⽰⡬
㞝冽㿋⪍ iframe յ object յ embed  氳㳔╚건ꪫ氳㱧⪓鿥糌╙

sandbox: false

nodeIntegration: true

contextIsolation: false

nodeIntegrationInSubFrames: true

⪭╈ sandbox  ╙ false  䡝랸阡ⷊ⺎塝休건ꪫ╈㿋⪍氳 iframe յ object յ embed  氳
⫂㳋⺎䣮车 Node.js
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