


allowRunningInsecureContent  
 

0x01 甏☮  
㛻㳄㞑☫㛿⽰㛻㳄阥阷氳佭 allowRunningInsecureContent  㱧⪓鿥糌鴲걸鲹╄鴲걸ꪝ
䅻㳋佄杼鉯㶩佭佭/⻖⩒阵㏇ HTTPS  氳粠珇ⱶ鰉䡝䣮车 HTTP  ⶖ阫氳 
JavaScript յ CSS յ䬤♭璡
☳ Electron 2.0.0  䋯㡏랸阡╙ false ⷊ┘⩒阵㏇ HTTPS  粠珇╈ⱶ鰉䡝䣮车 HTTP ⶖ
阫氳⫂㳋
䎎 webSecurity  逈阻糌╙ false  休⚢舅ⲁ㵨 allowRunningInsecureContent  阻糌╙ 
true

 

0x02 䣲㷤䫓碠  
仵抆┘⩒阵 HTTPS  氳粠珇ⱶ鰉 HTTP  佭⻖⚢⩒阵  loadFile  ⱶ鰉儗㏐乄♭⮡䋧猫⹾ⱶ
鰉 HTTP  氳顫嶏⼱
 

1. 塜䅻Ⱶ耇孾陒  

䡘♜䐂䤓┉╄ HTTPS  氳粠珇䇜┦鲸㏇粠건⫂䌖榫▽ HTTP  氳 JavaScript  璡䯌䋧颯全
⚢奃鰏띳懰㍕╙金僗僗䷞阾░鲸僗鿥糌⺱嶏瓀樋璡䡘█┘䄹僷舅甌⺳阾░鵠鲋舅㲋╬鿥
糌鵠鲋⺵⫋䏆⿏㲓뀰㍕塝鵠鲋 fofa  䇖⺐鲽车䮣碠
body="<script src=\"http://" && port="443" && country="CN"
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鴲䦫鲹╄ 琴伴  ⛼╙勆❇

 

㶍陒랸阡䗯⬅┖鲾爊ⱶ鰉院粠건⮡䋧猫⹾

https://iqinban.com/
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㏇ Electron 31.0.0.alpha.2  ╈佭⚢䦨䡽氳阻糌 allowRunningInsecureContent  ╙ 
true  ⺵⫋埠ⱶ鰉

鲹影㶩⺎♔ⱶ鰉▽䡘♜㶍陒㏇⺨╄撷儗氳 Electron  ╈鲽车㶍陒㏇ Electron 5.0、
10.0、20.0、30.0  撷儗╈䣮车篾冽变䧏┉舚
 

2. 儗㏐ⱶ鰉乄♭孾陒  

㶍陒㏇鵠鲋ⱶ鰉儗㏐乄♭⮡䋧猫⹾䗯⬅┖ⱶ鰉 HTTP  顫嶏
䯌䋧 XSS  僜ⱷ
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⪩ꠊ CSP ㏇ index.html  ╈鲾爊ⱶ鰉 remote.js
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⹠朆ⷊ✳㏇랸阡⪩ꠊ▽ allowRunningInsecureContent  氳䗯⬅┖鲸佭⺎♔鲾爊ⱶ鰉 
HTTP 氳 JavaScript  氳
䢦♔鲹亡ꪫ鲸佭䐂洇 CSP 氳 CSP  催擧┉◙
 

0x03 䔅篾  
allowRunningInsecureContent   ☢㏇鵠鲋 loadURL  璡鲾爊ⱶ鰉粠珇⮡䋧猫⹾氳休⠯僗䙬
╬㵒◇鵠鲋 loadFile  ⱶ鰉儗㏐乄♭氳㏜俍佭媆僗⛼榫氳⺱休 Electron  █媆僗⹩䒳⮽
랸阡䢦僗氳鲾爊ⱶ鰉⫂㳋ⴎ䦮건ꪫ⫂ img  璡⩕碜氳 src  㷯䓪䧗㲋氳⫂㳋䑒걺齉佭 
HTTPS  
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