


fuse ⛼榫 랸阡敯䒳

runAsNode

runAsNode  佭⻖縓
诿 ELECTRON_RUN_AS_NOD

E 朅㗟⹩ꄈն陴嫱䙬㞝冽
焔榫塝 fuse ⮟╚鲽爊╈
氳 process.fork 㵨仰嫏
䧝것僿鲡车㍕╙㱚❤顽
◇塝朅㗟⹩ꄈ全鲡车

Enabled

cookieEncryption

cookieEncryption  澸沴
┕氳 cookie 㰇⤴佭⻖✳榫
䳩⛼硍簊篒⮷氳ⱶ㳢㳢ꙻ
鲽车ⱶ㳢ն랸阡䗯⬅
┖ Chromium 榫◇㰇⤴
cookie 氳 sqlite 丘䩺䈑
♔伺乄䎬䌋㰇⤴⡬ն㞝冽
䖻䄹僷漶变䖻氳䈒榫爊䈌
cookie ♔┚ Chrome 注⺱

Disabled

Fuse | Electron 㱧⪓  
 

0x01 甏☮  
㛻㳄㞑☫㛿⽰㛻㳄阥阷氳佭 fuse  fuse 波陎鲋全佭变ꢣ┲㲇亡乄勮╈緾陎╙ⴎ攑䓪⮊
䩦
Electron  䋯⹠氳䈒榫僗䏭㛢攑䓪耇㛫╙┉◙㏜俍䬠❠䅬Ⲃ⛙䇜┘佭䢦僗氳㏜俍齉⚢榫
⮽鲹◙攑䓪㍕塝㵒◇俋鵠䋯⹠縖全陱✃랸阡簄䡘䋯⹠氳爊䈌䅠▽┉㔎攑䓪䡘⺎耇鲸榫┘
⮽榗舘⺎耇鲸┘㜁㱧⪓䡘佭┘佭䈒院僗焔榫氳鴲걸❇㞝99%氳䈒榫齉媆僗✳
榫 ELECTRON_RUN_AS_NODE 䋯⹠縖䄹僷耇㛫䬠❠仰嫏✳榫院Ⱶ耇氳◅鲽⯆乄♭ն 

鲹㶩佭 fuse 

 

0x02 䎎⯥⺎榫氳 fuse  
fuse 鲸㏇꣮浔撷儗┘亇㘍ⱶ鲹疟乄珖⺆阥阷泘⯥(2024-05-10)氳䗯⬅
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氳亡䌋ⱶ㳢⮟䈒⻪榫塝
fuse

nodeOptions

nodeOptions  佭⻖縓
诿 NODE_OPTIONS ⽰
NODE_EXTRA_CA_CERTS

朅㗟⹩ꄈն塝朅㗟⹩ꄈ⺎
榫◇㵨⺨熨舅㲋╬鴲걸⚩
鵉⮽ Node.js 鲡车休䇜
┦鵠䅻┘逈问出╈氳䈒榫
爊䈌✳榫ն㛻㛢丘䈒榫爊
䈌⺎♔㱧⪓㏐焔榫塝 fuse

Enabled

nodeCliInspect

nodeCliInspect  佭⻖鹗
㱥 --inspect յ --

inspect-brk  璡剝䑪ն焔
榫休㱚鲸漶变 SIGUSR
1 ⼝⺙┘⚢⮤㡏⴬╚鲽爊压
刧ն㛻㛢丘䈒榫爊䈌⺎
♔㱧⪓㏐焔榫塝fuseն

Enabled

embeddedAsarIntegrityV

alidation

embeddedAsarIntegrityV

alidation  佭 macOS ┕
氳┉걸㲓뀰䓪Ⱶ耇院Ⱶ
耇㏇ⱶ鰉 app.asar 乄♭
休뀰阾⪭⫂㳋ն塝Ⱶ耇仿
㏇㵨䓪耇䏆⿏꡹舘僄⛦
⛙⺎耇⚢樋䐭꡹⛦☳
app.asar  㰇勮╈陸⹧乄♭
氳鵮䈲

Disabled

onlyLoadAppFromAsar

onlyLoadAppFromAsar

䷊⹩▽ Electron 榫全㲋⛤
䈒榫爊䈌♏溞氳䮣碠硍
簊ն
랸阡䗯⬅┖ Electron 㵨
䧝拨♔┖걹䈌䮣碠
app.asar -> app ->

default_app.asar ն䎎鲹
╄fuse 逈⻪榫休䮣碠걹 Disabled
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䈌⹩䡗▽┉╄⶝┉兣泘氳
app.asar ☳縡漶变䎎
┚ embeddedAsarIntegrit

yValidation fuse 篾⺭✳
榫休┘⺎耇ⱶ鰉儔篺뀰
阾氳♏溞ն

loadBrowserProcessSpec

ificV8Snapshot

loadBrowserProcessSpec

ificV8Snapshot  催䷊宂
鈾鲽爊✳榫氳 V8 䒍拨乄
♭ն
랸阡䗯⬅┖ Electron 氳
鲽爊齉㵨✳榫注⺱氳 V8 䒍
拨乄♭ն⻪榫塝fuse⺵
宂鈾鲽爊㵨✳榫⺳
╙ browser_v8_context_s

napshot.bin  氳乄♭⛼╙
⪭ V8 䒍拨ն⪭☽鲽爊㵨✳
榫㱚♜鵠䅻✳榫氳 V8 䒍拨
乄♭

Disabled

grantFileProtocolExtra

Privileges

grantFileProtocolExtra

Privileges  ☳ file://
ⶖ阫ⱶ鰉氳건ꪫ佭⻖逈顲
◀飃⭴㱚♜㏇⚩簊 Web 宂
鈾╈䢦藜䐂氳儹꡿氳儹
꡿ն㏇ Electron 氳⸊㡏撷
儗╈鲹熨车╙
佭 Electron 䈒榫爊䈌氳劭
䑐⛙┘⫋꧎金㍕╙䈒
榫爊䈌朆㏇䈒院☳舅㲋╬
ⶖ阫╈䬠❠儗㏐乄♭ն㞝
冽䖻┘☳ file:// ╈䬠❠
건ꪫ⮟䈒焔榫塝fuse

Enabled

 

⛙佭篺鲋䡘氳㲓ꡮ孾陒⹠朆 Electron Forge  █㶩佭㲇亡䫠蔘氳䣒ⴎ䄄랸阡氳 Fuse 
鿥糌㞝┖
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forge.config.js

const { FusesPlugin } = require('@electron-forge/plugin-fuses');

const { FuseV1Options, FuseVersion } = require('@electron/fuses');

module.exports = {

  packagerConfig: {

    asar: true,

  },

  rebuildConfig: {},

  makers: [

    {

      name: '@electron-forge/maker-squirrel',

      config: {},

    },

    {

      name: '@electron-forge/maker-zip',

      platforms: ['darwin'],

    },

    {

      name: '@electron-forge/maker-deb',

      config: {},

    },

    {

      name: '@electron-forge/maker-rpm',

      config: {},

    },

  ],

  plugins: [

    {

      name: '@electron-forge/plugin-auto-unpack-natives',

      config: {},

    },

    // Fuses are used to enable/disable various Electron functionality

    // at package time, before code signing the application

    new FusesPlugin({

      version: FuseVersion.V1,

      [FuseV1Options.RunAsNode]: false,

      [FuseV1Options.EnableCookieEncryption]: true,
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⺎♔洇⮽ꢝ▽ loadBrowserProcessSpecificV8Snapshot  ⽰ 
grantFileProtocolExtraPrivileges  ⪭☽氳┚㲇粠剝阭氳랸阡⡬㱮⪓注⹛䡘♜洇┉┖㲓
ꡮ䣒ⴎ⭴全氳爊䈌

⽰┕ꪫ氳鿥糌┉舚
䢦♔✃陱㲇亡阻糌랸阡⡬┘㜁瑞⺭랸阡ⷊ㱧⪓⻗㱚䣒ⴎ䄄ꄅ簄✃舅ⲁꄆ亍阻糌▽⡬✃陱
☽랸阡ⷊ㱧⪓⻗鲸媆僗䤧㱧⪓氳⡬阻糌╙랸阡㜦㜦䓯䓯
 

0x03 㞝⛰刧洇爊䈌氳 fuse  
压刧┉╄䈒榫爊䈌氳 fuse 阻糌

https://www.electronjs.org/zh/docs/latest/tutorial/fuses#how-do-i-flip-the-fuses

꧎金㱧逸 @electron/fuses  ❤顽ⴎ

 

压刧䈒榫爊䈌氳 fuse

      [FuseV1Options.EnableNodeOptionsEnvironmentVariable]: false,

      [FuseV1Options.EnableNodeCliInspectArguments]: false,

      [FuseV1Options.EnableEmbeddedAsarIntegrityValidation]: true,

      [FuseV1Options.OnlyLoadAppFromAsar]: true,

    }),

  ],

};

npm i @electron/fuses
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0x04 攑䓪⺎耇䅠全氳⷇㲺  
朆㏇氳䗯⬅佭㲇亡奃鰏䇩랸fuse 氳랸阡⡬阻糌氳⥽佭㱧⪓㏇╙Ⱶ耇阦塠⛙䣒ⴎ䄄⹒⹛
鯸鲋全䎎抆䡘♜⛼╙㱧⪓溿狓☕⼥催䄹僷⺸랸阡ⷊ㱧⪓氳䋧阻亡⺸⸼颦
䡘♜䫙┖全㶩洇┉┖鲹◙攑䓪⺎耇䅠全氳⷇㲺
 

1. runAsNode  

runAsNode  攑䓪氳⻡╬佭爊䈌䎎⛼俋鵠氳 Node.js  鲽爊⻪ⲁ㞝冽佭俋鵠氳 Node.js  
黁╫⺎♔簄院爊䈌⚩鵉䏭㛢⻪ⲁ⹇丘㲇亡氳乄勮陱佭⻖縓诿 ELECTRON_RUN_AS_NODE  朅㗟
⹩ꄈ

ELECTRON_RUN_AS_NODE ⹇縓㞝┖乄勮
https://www.electronjs.org/zh/docs/latest/api/environment-variables#electron_run_as_nod

e

 

乄勮╈陱랸阡䗯⬅┖ꢝ▽♔┖剝䑪剝⬢氳 cli  鴲걸⚩鵉簄爊䈌齉⚢问䷞
--openssl-config

--use-bundled-ca

--use-openssl-ca

--force-fips

--enable-fips

npx @electron/fuses read --app /Applications/Foo.app
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鲹◙剝䑪仰䷞佭㍕╙ Electron ㏇冘䋧 Node.js 氳 crypto  嘗怪休✳榫 BoringSSL 縡┘佭 
OpenSSL

cli  鴲걸⺎♔⹇縓
https://nodejs.org/api/cli.html

 

朆㏇䡘籁陎┉╄ runAsNode  ╙ Enabled  氳爊䈌

㶍陒鵠鲋阻糌朅㗟⹩ꄈ  ELECTRON_RUN_AS_NODE=1  䇜⚩鵉 -i  ⹇丘
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䡗Ⱶ㲓朆儗㏐⽝♑䣮车
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Windows ⽰ MacOS █䡗Ⱶ䣮车硍簊⽝♑
 

2. nodeCliInspect  

鲹╄ fuse 㶩佭╯⯥氳 鲾爊隀陒氳⮵榫 乄珖▽鲹╄fuse ⬀㲋佭⻖⺎♔鲽车鲾爊隀陒
㞝冽阻糌⩒阵鲾爊隀陒䗯⬅㞝┖
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㞝冽阻糌┘⩒阵鲾爊隀陒⮟䗯⬅㞝┖
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鲾爊隀陒仰嫏⻪ⲁ
 

䎎 runAsNode  逈阻糌╙ Enable  ⛙佭鲾爊隀陒逈阻糌╙ Disabled  休⚢䓃╫劫⼱
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㏇ Windows 䇖⺐┕䇜┘⚢䋯⻪鲾爊隀陒⛙㏇ Deepin Linux  ┕⮟┘⺱
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㏇ Deepin Linux  ┕䎎 runAsNode  䡝 nodeCliInspect  ⪭╈┉╄逈阻糌╙ Enabled  
㶩⺎♔鲽车鲾爊隀陒
 

㏇ MacOS ┕辑朆㞝⛰⼱
䎎 runAsNode  ╙ Enable  鲾爊隀陒阻糌╙ Disabled  休

 

䎎 runAsNode  ⽰鲾爊隀陒齉阻糌╙ Disabled  休
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仰嫏䣮车鲾爊隀陒
 

䎎 runAsNode  ╙ Disabled  鲾爊隀陒阻糌╙ Enabled  休
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⺎♔鲾爊隀陒
 

䢦♔ nodeCliInspect  鲹╄ fuse 氳䷞冽阻糌㏇ MacOS ⽰ Deepin Linux ┕辑朆┉舚ⷊ䎎 
runAsNode  䡝 nodeCliInspect  ⪭╈┉╄逈阻糌╙ Enabled  㶩⺎♔鲽车鲾爊隀陒
㏇ Windows 11 ┕⮟⺆僗䎎 nodeCliInspect  逈阻糌╙ Enabled  休䣉⺎♔鲽车鲾爊隀陒
┚ runAsNode  仰⪩
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┘鲋 Electron  鲸㏇⹠㷤㏇儔全⺎耇鲸⚢僗⹩⴬
 

3. nodeOptions  

鲹╄ fuse 佭⬀㲋爊䈌佭⻖金✳榫允╄朅㗟⹩ꄈ NODE_OPTIONS  ⽰ NODE_EXTRA_CA_CERTS

https://nodejs.org/api/cli.html#node_optionsoptions

https://github.com/nodejs/node/blob/main/doc/api/cli.md#node_extra_ca_certsfile

鲹╄ fuse ⺆㏇ runAsNode  逈阻糌╙ Enabled  休僗䷞⪭㲓㶩佭簄 Node.js  ⚩鵉氳黁◙
⹇丘逈⫞鲽▽鲹╄朅㗟⹩ꄈꄅ

 

⪩ꠊ runAsNode  ⺵
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㶩仰嫏鲡车 Node.js  ♏溞䇜䣮车硍簊⽝♑▽
 

4. grantFileProtocolExtraPrivileges  

鲹╄ fuse 佭⪩◇ file://  ⶖ阫氳㏇ Electron  ╈ file://  ⶖ阫奃 web 宂鈾╈氳 
file://  ⶖ阫㚷催䍠㛻氳Ⱶ耇ⴎ䦮⛙┘꡿◇

file://  ⶖ阫ⱶ鰉氳건ꪫ⺎♔鵠鲋 fetch  ⱶ鰉⪭☽ file://  ⶖ阫氳顫嶏
file://  ⶖ阫ⱶ鰉氳건ꪫ耇㛫✳榫 service workers

file://  ⶖ阫ⱶ鰉氳건ꪫ耇㛫阼ꠋ㯹 frames

file://  仰鈼婻沬꡿⯆
 

㲇亡䫠蔘ⱶ鰉儗㏐乄♭㶽⺎耇✳榫舅㲋╬ⶖ阫縡┘佭䋯⻪鲹╄ fuse 㵒◇仾撷儗 
Electron  鲹佭劭䑐Ⱶ耇䢦♔랸阡䋯⻪㏇ Electron Forge  ╈█媆僗㵒⪭鲽车겜㛚阻
糌鲹佭⺭杼氳奅珔┘佭䢦僗䋯⹠縖齉⚢⸼舅㲋╬ⶖ阫
 

䡘♜㶍陒波䫙✳榫 fiddle  鲽车孾陒瑭┉걸

第 19 ⻚ / 共 26 ⻚



漶㲓⺎♔藜⹧⮽丘䩺縡┦╯⯥㶩孾陒鲋 file  ⶖ阫╯ꠑ媆僗⺱嶏瓀樋꡿⯆
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朆㏇䡘♜㵨爊䈌榫 Electron Forge  鲽车䣒ⴎ

┘别✳榫 fetch  陴姳 file://  ⶖ阫顫嶏┘⺎榫▽鵠鲋 file://  ⮡䋧╚猫⹾齉┘车▽
⺎耇꧎金㵒饟䏧鲽车鿥糌⛙伺漶氳佭✳榫 fetch  陴姳 file://  ⶖ阫顫嶏鲹熨攑儹媆僗▽
 

5. CVE-2024-23743  

鲹╄ CVE  㶩佭┕ꪫ䬠⮽氳 runAsNode  ⽰ nodeCliInspect  䋯⻪氳䷞冽僗┉◙㱧⪓溿狓
⼥波䫙簄䬠◬ CVE ▽䡘洇▽┉┖㞑⥽鲸䬠◬▽┘㵽╙塝㲇亡㏇㲙╈┥ꠅ隅▽┉┖鲹
╄ꠋ겗
㲇亡氳䒳䈲꺙⩝佭阡╙䬞鳮┘⬢漶䬠◬縖阡╙鲹佭┉╄鲾爊♏溞䣮车䇜┦阡㲋佭┽ꄆ 
critical ⪭㲓佭䍠隀⽰ Chrome  氳庀嬼嘗㑔变䧏┉舚┘縓诿儗㏐擻杼䷍⭵
⪭㲓鲹◙ fuse 氳ꠋ겗佭㍕╙㏇┉㏜㱧⪓㛻⚢┕僗⛤㱧⪓溿狓⼥䬠⭴全氳䇜┦鲸⯆⛼▽┉
╄压孾䄄⛮㲇亡㚜伺♔⹖压孾䄄刧洇┖亡ꛔ䫙

https://www.electronjs.org/zh/blog/statement-run-as-node-cves

https://github.com/r3ggi/electroniz3r

 

0x05 ⟤䷊爊䈌氳 fuse  
爊䈌氳 fuse 佭⺎♔䣆ⲁ⟤䷊氳榺◇ fuse 佭㏇甌⺳⯥䣒ⴎ休⠯阻糌氳䢦♔㏇甌⺳⺵⟤䷊ 
fuse 䈒院⚢㵗舚甌⺳㜊䷞
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僗允熨亡䌋┉熨佭✳榫㲇亡氳䄄 @electron/fuses  ⺁┉熨亡䌋佭波䫙⟤䷊◅鲽⯆乄
♭㲇亡䬠❠▽┉◙劲䌋⼝䕜⛙侁抆㲇亡氳䄄佭催甏⶝氳

⺎♔洇⮽䎎⯥爊䈌氳 RunAsNode  佭 Disabled  氳█㶩佭仰嫏䎎⛼ Node.js  䣮车

 

朆㏇䡘♜㶍陒緾鯸 RunAsNode

朆㏇ RunAsNode  ⹩䡗 Enabled  ▽㶍陒䣮车 Node.js  
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䫙┖全䡘♜孾陒┉┖㵨 vscode  氳 fuse 緾鯸⺵㱚氳甌⺳佭⻖❤仾僗䷞

"C:\Users\join\AppData\Local\Programs\Microsoft VS Code\Code.exe"

 

陸⹧ VSCode  氳 fuse
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㚷♷㞑⸊乄♭⺵㶍陒㵨 RunAsNode  阻糌╙ Disabled  

䡗Ⱶ緾鯸 RunAsNode  氳阻糌䡘♜洇┉┖甌⺳䗯⬅

npx @electron/fuses read --app 

"C:\Users\join\AppData\Local\Programs\Microsoft VS Code\Code.exe"
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冽抆甌⺳㜊䷞
佭⻖⺎♔塜䅻䣮车⼱

Ⱶ耇❤仾塜䅻䡘♜㶍陒⫋緾鯸┉埠洇洇耇┘耇阦甌⺳⫋埠问䷞
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甌⺳⹒䕄㛄▽塜䅻鲹僗憠䙬䓙
 

0x06 䔅篾  
Electron  䋯⹠氳爊䈌랸阡⚢䅠僗┉◙攑䓪抆縡鲹◙攑䓪䇜┘䔅佭耇榫⮽榗舘䏭㛢攑䓪
㛻鼨⮇䋯⹠縖齉榫┘⮽䢦♔㲇亡簄▽┉╄䔅䋯⪩⺎♔㏇䣒ⴎ璡鲋爊╈侁䌋氳⪩ꠊ䡝⻪榫
鲹◙攑䓪
 泘⯥全洇鲹◙攑䓪耇㛫䌖颯氳╚金佭儗㏐⽝♑䣮车յ乄♭陸⹧╚金寘⹖氳攑䓪㞝┖

runAsNode

nodeCliInspect

nodeOptions

grantFileProtocolExtraPrivileges

䈒榫爊䈌氳 fuse 佭⺎♔緾鯸氳㲇亡█䬠❠▽䄄榺◇攑䓪氳⻪榫┚⪩ꠊ佭㏇䣒ⴎ鲋爊╈
㱮䡗氳䢦♔緾鯸䄖篺甌⺳氳爊䈌氳fuse ⚢㵗舚甌⺳㜊䷞⛙㵨䄖篺緾鯸氳fuse ⫋緾鯸┉
埠变䧏⽰⸊儗氳爊䈌┉舚甌⺳㶩⚢ꄆ亍问䷞
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